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AP)SITEKTYPHV[V[ CVMHTE3 KOMIIO3UTHUX
HEVIPOMEPEXEBUX CVICTEM

AT IIPEOVUKTVIBHOI'O OBPOBJIEHHSI JAHMX

Y HNDOPOBUX OCBITHIX CEPEJOBUIITAX

Lle docaioxenus 00rpyHmoBye Mmemodos0eiuni ma mexHiuHi NPUHYUNLU CUHTNE3Y KOMMNO-
SUMHUX HelpomepexeBux apximekmyp, npusHauyeHux o1 npeduxmubroezo obpodienta oa-
HUX Y Mexax iHGpokomyHikayitinux ocBimuix cepedobuuy. Y konmexcmi erobasvroi yuppoboi
mpancghopmayii 0ocaioxenHs 3ocepedxeno Ha po3podyi adanmubrux cucmem ynpabains, oe
inmeepayia pexypenmuux (RNN), epagpobux (GNN) ma mpancgpopmepnux (Transformers)
cmpykmyp 3abesneuye Bucoxomoune ModestoBanna koeHimubHoi ounamixu. Y pobomi pos-
Kpumo pynxyitini Mexanismu OuHAMIuHOT opxecmpayii konmenmy ma npeduxmubHoeo
MOHImopuHey namepHif odpobaenHs iHgopmayii Ax ocHoBHUx esemenmib cmpameeii on-
mumisayii. IlpoanasizoBano mexniuni ma enicmemoAo2iuni 0OMexenHs, 30Kkpema aleo0pum-
MIUHY Henposopicms ma iHgopMayiiny acumempiio, w0 3ymobaioe HeodXIOHICIb nepexody
do eibpudnux modeseii 044 nioBuujenns inmepnpemobanocmi iHmMeAeKIMYALbHUX pilueHb.
OcobauBy ybacy npudiseno cmpameeiuninl posi ONMUMI30BaHUX cUCTEM WINTYYHO20 iHiTe-
aexmy (L) 6 Vpaini ax xummebo Baxauboeo incmpymenmy 044 n000AAHHA 0CBIMHIX po3-
pubi6 y xpu3sobi nepiodu. IlepeBaeu Komno3umHo2o nioxody excnepumermaisHo 006edeHo Ha
anapamuomy 3abesneuenni 3 obmexenumu pecypcamu (1 I'b Bideonam’smi), de 6y.0 docsie-
HYIMO 3HAYHO20 CKOPOUEHHS 3ampumMKu ma nidBuiyeHna cmabiibHOCi cUucmemu.

Hurysanus: Makoron 10.0., Pygenko O.I'. ApxiTeKTypHU CMHTe3 KOMITO3UTHMX
HepOMepeXXeBIX CUCTeM I IIPedUKTUBHOro oOpoOJIeHHS AaHMX y LMUMPOBUX
ocBiTHIX cepenosuiax. Information Technologies and Systems. 3 (9). 2026. 3 —14. https:/ /
doi.org/10.15407/intechsys.2026.03.003

© Publisher PH “Akademperiodyka” of the NAS of Ukraine, 2025. This is an Open
Access article under the CC BY-NC-ND 4.0 license (https:/ /creativecommons.org/
licenses/by-nc-nd/4.0/

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 3



10.0. Maxoeon, O.I'. Pydenxo

Katouo6i caoBa: adanmubre Habuanns, komMnosummui Heiipomepesxebi apximekmypu, itgo-
KOMYHiKayitiHi cucmemu, npeduxmubue odbpobienHa OaHUX, NepPCOHAAI3AY IS, AOKAALHI 00-
HUCACHHS, WIYHHUIL THINeAeKH.

Beryn

IToTouHa eBOJIIOLisI OCBITHIX IIPOCTOPIB 3yMOBJIeHA €KCIIOHEHIIIVIHOKO iH-
Terpailiero M pPoBUX iHCTPYMEHTIB, III0 MPU3BOAUTEL 10 BUHUKHEHHS
CKJIamHMX TiOpmmHMX iHOKOMYyHIKaIliH1X cepemosni,. HevtporHi me-
pexi (HM) BucrynaroTh OCHOBHMMM TeXHOJIOTIYHMMW areHTaMu B IIiV
TpaHcdopMmallii, 37aTHMMM BUKOHYBaTU CydacHy HNpPeAVKTMBHY aHali-
TUKY Ta CUCTeMHY OITMMI3allil0 TpaeKTOpill HaBuaHH:A. BrpoBamkeHHs
IHTeJIEKTYaJIbHMX aJITOPUTMIB MiIKPeC/IIOe KPUTUYHY AVXOTOMIIO MK
omeparlirHo0 eeKTMBHICTIO O0YMCITIOBAJIBHIMIX MOIe/Ien Ta HeoOXimHic-
TIO 30epekeHHs KOTHITMBHOI aBTOHOMil. CrcTeMHi BUKIIVIKY OXOIUIIOIOTH
3a0e3mnedeHHs AJITOPUTMIYHOT TIpo3opocTi (explainability), MiHiMizarifo iH-
dopMarintHOI acuMeTpii Ta 3ar1obiraHHs pervliKarlil coliaIbHMX yIlepes-
KeHb TIi[] yac MalllTHHOIO HaBYaHHS Ha Hepellpe3eHTaTMBHIX Habopax
naHnx. Bpaxosyrouwn, mo kommiosutHi HM onepyroTs HeJliHIHOO JMHa-
MiKOIO, eliCTeMOJIOTiUHI NUTaHHA IOA0 IPUPOLYM 3HaHb, TeHepOBaHMX
aJIrOpUTMaM¥, CTalOTh Jeflajli 3HauyIMMI. B ykpalHCbKOMY KOHTEeKCTi
BukopwucranHs [ s onrrmisariii 3acBOEHHS 3HaHb Ma€ CTpaTeriuHmUM
BUIMIp, BUCTYIIal04V peCypcoM I IiATPUMKM KOTHITMBHOI CTIMIKOCTI Ta
11of101aHHs [1eillNTy KOMIIeTeHTHOCTeVI, CIPUYMHEHOI0 BOEHHVM KOH-
dikrom. BignosimHo, icHye 00’ekTMBHaA moTpeOa B HayKOBiM 0asi 1yis
cuHTe3y apxiTekTyp HM 3 ypaxyBaHHAM COIIOTeXHIUYHVIX HaC/IiIKIB.

ITonpu 3HauHi pe3ysbTaTy, CMHTe3 KOMIIO3UTHWX pillleHb I ITi-
JIICHOI ONTMMI3allil TPAaeKTOPiN B YKPaTHCbKOMY KOHTEKCTi 3aJIMIITA€THCS
HeJIOCTaTHbO JOCIIi/KeHVM. BifcyTHICTH MeTOmosIorivi, 0 IO€IHYIOTh
cTpyKTypHi MoxmBocTi GNN i3 ceMaHTMYHOIO HOTYXHicTi0O TpaHc-
dopmepiB y Mexxax O[HI€T agalTMBHOI MOJIesli, BU3Ha4Ya€ aKTyaJIbHICTh
11i€i poboTm.

Meroro cTaTTi € HayKOBe OOIPYHTYBaHHS METOOJIOTIUHVIX IIPVHIIN-
IIiB CMHTe3y KOMIIO3UTHMX apXiTekTyp HM mig npenukruBHOro o6pob-
JIeHHs JaHUX y MeXax I posoi TpaHcdopmartii. JocsmigKeHH 30cepe-
JKeHO Ha po3po0rii cTparerii cuHepreTuHoro nmoegHanHsa RNN, GNN Ta
Tpancdopmepis it inTeHCHdiKarlil agarTMBHOrO HaBYaHHS Ta popMa-
JTi3arlii mpoueayp IpeAVKTUBHOIO KOPUT'yBaHHS KOHTEHTY.

Amnasis Ta popmanbHa
MOoCTaHOBKa 3afavi onTMMisaii

Y Mexax cyyacHOT IyIaKTUYHOL ITapaJIMI OCBITHIV IIpollec iHTepHIpe-
TyeTbcs SIK HeJliHiMIHA OMHaMidyHa CUCTeMa, [le pe3yJibTyloua eeKTuB-
HICTh BU3HAYAETHCS CKIIAITHOIO B3aEMOII€I0 3 OaraTropakTOpHIM cepemo-
sumieM [1, 2]. Cy0’exT HaBYaHHS B IIil1 MOJIe/Ii BUCTYyIIA€ SIK aKTVBHUM
KOTHITMBHWI areHT, YMIl BHYTPIIIHIN cTaH Oe3lepepBHO €BOJIIOILIIOHYE

4 ISSN 3083-6573. Incpopmayinini mexronoeii ma cucmemu. 2026. No 3 (9)



ApximexmypHuil CuHIMe3 KOMNOSUMHUX HellpoMepexeBux cucmem

ITiJT BIUIMBOM 3OBHIIIHIX Kepyloumx BIUIMBIB. BriposajpkeHHs iHTesek-
TyaJIbHUX CUCTeM J03BOJIf€ 3MiVICHIOBATV MpPeIUKTVBHe YIIpaB/IiHHS Cce-
penoBuIlieM, CIIpsIMOBaHe Ha JJOCATHEHHS eKCTPeMyMiB IIUTbOBUX (PYHK-
LIV yCITIIIHOCTI.

MaTemaTyHe MOJIe/IFOBaHHSI KOPUI'YBaHHS TPa€KTOPil BUKOHYE-
ThCs 3a JOIIOMOTOI0 piBHSIHHSA cTaHy (1):

St+1 :f(st’At’Et)’ (1)

ne S,,, — IPOTHO30BaHMUM CTaH KOTHITMBHOI CUCTeMM Y4HH y HacCTyII-
HUV MOMEHT 4Yacy; S, — HOTOYHUN CTaH KOTHITMBHOI CUCTeMU y4HS y
MOMEHT 4acy t; A, — MHOXWHa i1 (HaBYaJIbHUX 3aBJaHb, B3a€EMOIN i3
BUITeJIeM 41 CUCTeMOI0); E, — cToxacTUYHMV BeKTOP BIUIMBY 30BHIIIIHBO-
ro cepeloBUIla; f — (PYHKIIiS TIepexoy, 110 aIpOKCUMY€EThCS HeIPOH-
HOIO MepeXxero.

BukopricTaHHS KOMIIO3UTHVX MOfIesIeVt 3a0e31euye repexis Bifg crpo-
ro I[eTepMiHOBaHVIX CXeM 10 CTOXaCTUMYHOI agallTrBHOI @yHKuii’ f, e
IapaMeTpy JMHaMIYHO IIepepaxoBYIOTLCS Ha OCHOBI JITaHWX 3BOPOTHOIO
3B’s13Ky. Lent mipxiz crHTe3ye 00umcIIoBaIbHII aHaJTi3 3 OLIIHKOIO eITicTe-
MOJIOTiUHVIX 3PYIIIeHb Y CTPYKTYpi KOMYHiKarii [3].

s dpopmansHol Bepudikalii skocTi onTmMisaril B Learning Ana-
lytics [4] BUKOpMUCTOBYIOTbCA 11IOBI PyHKIIIT. 3amaui Ki1acudikaril pis-
HiB 3aCBOEHH: MOJYJIiB BUPIIIYIOTbCS NUIAXOM MiHiMisariil BTpaT Kpoc-
eHTPpoIIil (2):

Ly, §)=- 2 y:log (§:), @
ne L — 3HadyeHHsd (PYHKIIII BTpaT; Y — IPUHAJIEXHICTh 10 peaJbHOIo
KJ1acy (piBHS 3HaHB);  — IIPOTHO30BaHA VIMOBIPHICTH IIPVHAIEXHOCTI

710 KJ1acy.

[TporHosyBaHHsI Oe3lepepBHMX ITOKa3HWKIB (HampuKiIazd, VIMOBip-
HOCTI Zerpajariii 3HaHb abO 4acoBMX BUTpAT) Oa3yeTbcs Ha MiHiMizariil
cepenHbOKBagpaTuHOI HoMwIKM (MSE) (3):

1 A2
MSE:;Z(%_%‘) / ()
Ile 1 — KUJIBKICTB CIIOCTepeXkeHb y BUOipLi; Yy, — daKTuyHe 3HaUeHHs
IIOKa3HMKa (HalIpUKIall, peaJIbHUII 0ajl yUHs); ij, — IIPOTrHO30BaHe 3Ha-

UJeHH:I, OTPVIMaHe Ha BVXO]Ii HeIPOHHOI Mepexi.

AmHasi3 HevipoMeperkeBUX IIapagurM
y CMCTeMHiN onTuMi3amii

AHasti3 ocTaHHIX po3po0oK [4 —6] cBimumTH PO Te, 1110 BUOip KOHKpeT-
Ho1 apxitekTypu HM € pesynbraTtoM AMIaKTMYHOIO NPOEKTYBaHHS, e
IapaMeTpy KOPeJIOIOTh i3 XapaKTepucTuKamMy JaHux Ta miramu. RNN,
GNN Ta TpancdopMepn OLIIHIOIOTBCA y TPHOX JOMeHaX: TeMIIOPaJIbHOMY
MOJIeJIIOBaHHi, CTPYKTYPHIiV OpraHisariii Ta ceMaHTWUYHIV iHTepIIpeTartii.

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 5



10.0. Maxoeon, O.I'. Pydenxo

Temnopavte molestobarns ma npeduxmubra anasimuxa. [JdviHamiuHa
IIpUpoOJia OCBITM BUMarae BpaXyBaHHs TeMIIOpPaJIbHOTO KOHTeKcTy. Ma-
TeMaTW4Hi 3a/1a4i MiCTATh alIpOKCMMAllilo MMOBipHOCTI Hepexomny (4):

P(S,[S1, Ay ) 4

Zie P — yMOBHa VIMOBIpHICTb Ilepexojly B HOBUW CTaH 3HaHb; S, — CTaH
3HaHb y IIOTOYHWUII MOMEHT; S,; — CTaH 3HaHb Ha IIOIlepeJHbOMY KpOIli;
A,, — nis abo HaBUaIbHE 3aBIaHHS, BUKOHaHe Ha IIOIIepeTHbOMY KPOIIi.

Long Short-Term Memory (LSTM) apXiTeKTypu € KJIaCUYHUMM IS
LIVX 3aBaHb [7], 3a0e3meuyoun BeKTOpY IIPUXOBAHOTO CTaHy J1jIs JJOBIO-
TpuBasioi nam’sTi. Tpancdopmepy IIpONOHYIOTh ajlbTepHATUBY, aHali-
3yI0UlM MacKBM YacOBUX Psi/IiB MapasieJIbHO 3a JOIIOMOIOIO IO3UIIIHOTO
KOZlyBaHHs, YHUKAIOUl BTpaTV KOHTEKCTY B JIOBI'MX OC/IiJOBHOCTHX.

Cmpykmypne modestobanna koeHimubnux 36’s3xi6. KoraitusHi 1omMeHN
MaroThb CKJIaJIHi HeJIiHiviHiI Tonostorii. Y Tor yac sk RNN MaroTh TPy HOITI
3 JliHeapm3alieto rpadosux gaumx, GNN HaTMBHO CIIPOEKTOBAHI IJIs
pendaninHEMX gaHMX. BinmosimHo mo mpamp [8, 9], cepemosuiia MogamoTh
gaK popMasbHi rpadm (5):

G= (V,E), (5)

me V — MHOXWHa BEpIIVH, IO ITOAA0Th HaBUYAJIbHI KOHIlenTn abo
cTyneHTiB; E — MHOXWMHa pelep, 1110 BimoOpakaroTh KOTHITMBHI abo co-
IMiaJIbHI 3B SI3KM MIXK HVIMMU.

Mexanism Message Passing 3abesneuye nmHaMiuHe OHOBJIEHHS
cTaHy (6):

) = o zueN(v)iw“)hfj) , (6)
C

ou

1 . e~
me h{"*Y — BextopHe momanHs BepIHY v Ha Tapi | + 1; 6 — HernininHa

dyukilig akTMBaniil (Hampuxiaz, ReLU); N(v) — MHOXMHa CyCigHix
BepIIVH I BePIIMHA U; C,, — HOpMalisytoua koHcranTa; WY — mar-
PWIIIS Bar, MO HaBYaeThest; h) — CTaH CyCimHBOI BEPITVHM U Ha TIOTTe-
penHbOMY IIapi.

Cemanmuuna inmepnpemayis xonmenmy. ONTUMI3allisi KOHTEHTY BU-
Mara€ KOHTEKCTHO-3aJIeXKHOro o0poOsieHHs mpupomHol Mosu (NLP).
Tpancdopmepn [10], Buxopucrosyroum Self-Attention, myHaMiuHO OLi-
HIOIOTh 3HAUyIIiCTh eJleMeHTiB He3aJleXXHO Bif, BimcraHi. Ile dopmarti-
3yeTbcd uepes Scaled Dot-Product Attention (7):

QK'
Ja,
Ile Q — MaTpWIIS 3alNTiB, 110 IIPEICTAB/IIOTh IIOTOYHI 3aBIaHHs a0o iH-

Tepecu yuHsd; K — MaTpulild KIIOUiB, 1110 KOAYIOTh XapaKTepPUCTUKM HaB-
4JaJIbHOTO MaTepiasly abo momepeHivi JocBin; V — MaTpuIlsd 3HaYeHb, 1110

Attention (Q, K, V) = soft max v, (7)
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MICTUTB 3MiCTOBY iH(OpMaLIifo TPO KOHTEHT; d, — PO3MipHiCTh BeKTOPiB
KJTIOUiB (BUKOPVICTOBY€ETBCS JI MacIITaOyBaHH: I'Pali€HTiB); softmax —
JyHKIIig aKTMBAaLIi I OTPVMaHHs pO3IIOJIiTy IMOBIPHOCTEVI YBaru.

Lle mae 3Mory BupiIIyBaTV CKJIaJHi JIIHTBICTVYHI IIpoOIeM, Taki sSIK
riojricemisi Ta Kopedepentris [11].

Anapamna inmencuBnicms ma obuucaobasvha ckaadHicms. BropoBamkeH-
H¢ CTpaTerin onTvMisamil JimMiTyeTbess HagBHMM oOnanHaHHIM. RNN me-
MOHCTPYIOTb JIiHiNHY ckiIagHicTe O(N), pobisun ix edeKTUBHUMM IS
JIOKQJIBHOTO Ta MOOUIBHOTO posropraHHsa. CxiagHicTe GNN 3a1eXxuThb
BizI misbHOCTI Tpadpa O (||V|| + ||E||) Tpancdopmepnt neMOHCTPYIOTH Hall-
BUIIly iHTeHCUBHICTL uepes KBajipaTiuHy 3aiexuHicts O(N°), 110 BuMarae
crieniastizopaanx GPU abo TPU kiacrepis. IlopiBHsUIbHI pesysibTaTnt y3a-
rajibaeHo B TaOsr 1.

PesysibTaTyi I1bOr0 BCeOIUHOr0 aHaTi3y IeMOHCTPYIOTh, 1110 XKOIHA MO-
HOJIITHa apxiTeKTypa He MOyKe CaMOCTIiTHO 3a/I0BOJIbHUTH OaraTolaposi
BUIMOI'M iHTeJIeKTyaJIbHOI OCBITHBOI ekocmcTeMit. EdexTiBHa orrrvmisaltis
CHCTeMV BUMarae repexozy 10 KOMIIO3UTHMX aHCaMOJIiB HeVIPOHHVIX Me-
PeX, BUKOPVCTOBYIOUM CrieldpiuHi 00uncroBasIbHI Ta KOTHITVBHI ITepeBa-
'Vl KOXKHOI HapagurMu 11 OaslaHCy TOUYHOCTI Ta pecypcoedeKTMBHOCTI.

ExcriepuMeHTaIbHA OIIiHKA IPOAYKTMBHOCTI
B YMOBax >KOPCTKMX allapaTHMX 00Me>KeHb

1 migTBepAKeHHST MPaKTUYHOI CITPOMOXKHOCTI CMHTe30BaHVX KOMIIO-
3UTHUX apXiTeKTyp OyJio IpoBeIeHo cepilo TecTiB Ha TUIIOBOMY IIOpTa-
TMBHOMY OOJIaJIHaHHI CTYJIeHTChbKOro Ki1acy. OCHOBHa riroresa mosisirajia
B TOMY, 1110 KOMIIO3UTHI Mofiesli 3a0e3[euyioTh IPUMHATHY SKIiCTh IIPO-
IHO3iB 32 KPUTUYHO HMU3BbKOI'O CIOXVBAHHSA PeCypciB, HeAOCTYIIHOTO
st cygacHuX LLM-miofgibHmx cTpyKTyp.

Tabauya 1. MaTpuns pyHKIITHOI
Ta TeXHIYHOI CIpOMOXXKHOCTi apxitekTyp HM

Kpwurepiin
prrep RNN / LSTM GNN Transformers
OIIIHIOBaHHA

Temmopamena | Bucoka. Huspka. Bucoxa.

TOYHICTH OrnrrvvartsHo e my- | ITorpebyrors Temmo- | [T1o0armbHe Moperro-
HaMiYHOIO TPeKiHTy. | pabHOI Ii0puam3aliii. | BAHHS KOHTEKCTY.

CrpykTypHa Hwspxka. HyXe BrcOKa. Cepenns.

BaJTiIHICTH Brpara Tonostorii ge- | AnpiopHi cTpykTyp- | IMItiiTHe BrBYeH-
pes JliHeapu3allifo. | Hi 3HaHHI. HS CTPYKTYPW.

CemanTiuna CepenHs. Huwuspka. Hy>xe Bucoka.

THYYKICTb Incdopmariiniae By3b- | Crrermmdpiuni st 3as- | HestokaspHi 3arex-
Ke MicIie B TeKCTax. IlaHb KIacudikarii. |HOCTI.

O6uncmosanbra | O(N). JTiHirHa. O (”V" + ||E||) O(N?). KsanpatiyHa.

CKJIATHICTH EdexTmsHi mis 3as1eXXuTh Bif, iTb- | Bumararors GPU.
JIOKAJTIbHUX CUCTEM. | HOCTI.
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Texniuni ymobu ma incmpymenmapiii. ExcnepyMeHTa/IbHUI CTeH T, Oa-
3yerbcsd Ha HOyTOy1Ii 3 CPU Intel Core i5-1135G7 (4 snpa, 2,4-4,2 I'Tm) Ta
nvckpetHuM Bineoapgantepom NVIDIA GeForce MX350 nHa apxiTekTypi
Pascal. KapTa Mmae yiiite 2 I'b GDDR5 VRAM, 1110 € KpUTUYHUM [OPOrOM
11 Cy4dacHOTo minbokoro HasdaHHs. IIporpamumit crek: Ubuntu 22.04,
Python 3.10, PyTorch 2.1.0 3 migTprmMkoro CUDA 11.8.

1)1 Mozie/moBaHHS peayTbHMX YMOB OaraTo3alavyHOCTi 00CAT AOCTYTI-
Hoi Bigeomam’siti (VRAM) mis TpeHYBaJIbHOrO Ta iH(epeHc-IIpolieciB
Oys10 mporpamHo obmexxeHo 10 1 I'b. Lle iMiTye cuTyariito, Kom yacTuHa
pecypciB 3aiiHsITa OIlepalliffHOIO CHCTeMOIO Ta iH(OKOMYHIKalliTHUMM
KJTIEHTaMM.

Teopetvunmnit anasiz FLOPs:

1. Monosnitaun Tpancdopmep: Monens tuny Tiny-BERT (4 miapw,
d =312, ne d — po3MipHICTh IpPUXOBAHOTO eMOeiHry). 3a MOBXMHM
noctigosHocTi N = 512, obumciienHst MexaHisMy Self-Attention rioTpebye
IpUOIN3HO 2 X N2 x d orepariiin (OXOIUIIOIOUM K OIIHKM QK', Tax i 3Ba-
xeny cymy V). Timeku myia matpuite Attention (512 x 512) 3a 32-6iTHOro
dopmarty i3 1IaBaro4o0 KOMOIO OIVMHApPHOI TOUHOCTI HeoOXxigHO 1 Mb
Ha KOXXHY TOJIOBY yBaru. 3 ypaxyBaHHSIM aKTMBalliyl Ta Bar (45 MUIbIIOHIB
IlapaMeTpiB), TeOPeTUYHMUI MiHIMyM IlaM'gTi I iHdepeHCy OmHOro
Oatua cranoBUTH ~680-850 MB.

2. KomniosurHa Mopenb: IloengHanHs 0sioky LSTM (128 opmHMIe) Ta
2-maposoi GCN (Graph Convolutional Network). KijibkicTe napameTpip —
0,78 minbnona. Teopernuna cxiapgHicTe onepauii LSTM cTaHOBUTH
@) (N X (84 +84h)), ne d — posmipHicTh BXiHUX 03HAK, @ h — KiTbKicTD
npuxosaHux oguHMI. [Ipn N = 512, 11e moTpebye y ~18-20 pasis MeH-
e FLOPs, nix Tpancdopmep.

EkcriepumeHTasibHa Ipollefypa MicTwiIa cTaHAapTU30BaHY dasy
warm-up 3 50 iTeparin 1y ycyHeHHs HaKJIaJlHVX BUTpaT Ha iHiliaiza-
1iro Ta mrym Kerrysa"us CUDA. IlotiM Ko)kHa Mozieslb BUKOHYBasIa Oe3-
nepepsHMi 1mKiI 3 1000 nuxtis indepeHcy, iMiTyroun NpeaVKTUBHUMI
IIOTIK y peaJIbHOMY dYaci 1111 nmudpoBoro kiacy. Bukopucrosysanvicsa
BVICOKOTOYHI JIYWIBHUKM HPOAYKTUBHOCTI (time.perf_counter) mis dik-
carrii saTpuMku iHdepeHcy, a 6ibimioreka NVIDIA Management Library
(NVML) 3abesneuysasia onuTyBaHHs posnopiuty VRAM, yvactotu smpa
GPU Ta Teru1oBoro craHy B peaJILHOMY 4aci.

Pe3ynpTaTit BUMipIoBaHb IIBMIKOCTI Ta CTaOUIBHOCTI cucTeMu Ha-
BereHo y Tabsmi 2.

AmnaJti3 arrapaTHUX aHOMaJTivL:

1. TTpoGnema Out of Memory: 3a yMOB 30UTbIIIeHHs JOBXWHM iCTOPIT
HapuaHH4 10 1024 xpokiB TpaHcdopMep MUTTEBO BUKIIVIKAB MOMWIKY
RuntimeError: CUDA out of memory, ocKUIbKM KBaJpaTW4He 3POCTaHHS
MaTpulb yBaru nepesuriwio jiMiT 1 I'b. KommosuTHa Momesns mpaiitosa-
1a Oe3moraHHo, BUKopucToBytoun jmite 58 Mb mam’sri.

2. O0umCITIOBaILHII TPOTIIHT: Yepe3 BUCOKY 00UMCIIOBaIbHY iHTeH-
cuBHicTh TpaHcdopmepa, micits 4 XBIINH Oe3epepBHOTO IIPOTHO3yBaH-
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Hs yacTtoTa sapa GPU MX350 sriasta 3 1468 MI'tt mo 920 MI'n, mio nipusse-
J10 10 30isIbIIeHHs 3aTpmMKHM 3 86 Mc 1o 118 mc. KoMmosutHa Moperns He
BUK/TMKaIa TIeperpiBy, 30epirarount MiKOBY YacTOTY ITPOTSAIOM YCBOTO TeCTY.

3. EHeproedexTmBHICTB: OIliHOUHe eHeprocroxuBaHHs (IDP) min
4Jac poOOTM KOMIIO3UTHOI apxiTekTypu Oyio Ha 40% HVDKYMM Bif HO-
MiHasibHOTO. Ile KpuTudHO I poOOTM HOYTOYKa Bif, aKymysTopa B
yMOBax BiICYTHOCTI eJIeKTpoIiocTadaHHs, 3abesmeuyoun g0 3,5 roouH
IIOTaTKOBOI aBTOHOMHOCTI ITifT Yac PO3paxXyHKiB.

BucnoBxu po3disry. EKcliepvIMeHT [IOBIB, IO IS peayIbHMX YMOB eKc-
IUTyaTallil Ha «CTyAeHTChbKOMY» OOJIaJHaHHI BUKOPUCTaHHS TiOpmmHMX
apxiTeKTyp € He IIPOCTO IepeBaroo, a TeXHIYHOK YMOBOIO CTaOLIBHOCTI.
BrpaTa TounocTi y posmipi 0,009 AUC (mente 1,1%) € aOconroTHO BU-
IIpaBIaHOIO IUIATO0 3a 14-KpaTHe 3pOoCcTaHHA INBUAKOLII Ta MOXIIVBICTD
IapasieJIbHOro 00po0JIeHHs COTeHb IIOTOKIB TaHMX 0e3 pU3NKY Ieperpisy
4y 3yIIVHKY CHUCTeMM Yepe3 Opak Imam’ sTi.

AnanTusHi cTparerii
IUIS1 OIITMMi3alii OCBITHIX TpaeKTOpin

ArnapaTHa cTaOUIBPHICTh Ta 3ATHICTh KOMIIO3UTHMX Mofesieil PyHKITio-
HyBaTV Ha JIOK&JIbHMX MPUCTPOSX MOYAaTKOBOIO PiBHS, IepeBipeHi Iifj
yac eKCIIepUMeHTY, CTal0Th TeXHOJIOTUHMM (pyHIaMeHTOM 115l BITIpOBa-
JDKeHHs aJIalTMBHMX CTpaTerint y creumdiuyHnx yMoBax YKpaiHCHKOIO
OCBITHBOTO IIpocTOpy. BoeHHi 11if Ta cricTeMHa HecTabUIbHICTD KpUTUYHOT
iHdpacTpyKTypu cTBOpWIN IIOTpely B iHCTpyMeHTax, sIKi He 3ajieXXaThb
Bi/] IIOCTIMTHOIO 3B’43Ky 3 XMapor. 3alesreuyioun BUCOKY IIBUIKICTb
(6,1 Mc Ha iHdepeHC) Ta eHeproedeKTMUBHICTh, 3aIIPOIIOHOBaHI apXiTek-
TYyPU CTalOTh OCHOBOO [JId IIIATPUMKM KOTHITMBHOI CTiVIKOCTI y4YHIB
[12, 13]. OuikyeTbcs, 110 iMITIEMeHTallisl TaKMX cucTeM Ha 6asi LSTM
CKOPOTUTB «OCBITHI pO3puMBU» cepel, BHYTPIIIHbO IlepeMillleHVX ociO,
HaIalo4l MOXJIMBICTh HaBYaTVICS aBTOHOMHO ITif Jac OJIeKayTiB.
ITpakTryHa peartizaliis IIMX cTpaTeriin Oa3yeTbcsi Ha BUKOPUMCTaHHI
LLM gx iHTeJIeKTyaJIbHVIX aCVCTeHTIB, IIPOTe caMe KOMIIO3UTHUV PiBeHb

Tadauya 2. EMoipudHi JaHi IpogyKTHMBHOCTI
Ha HOyTOymi (MX350, nimit 1 I'b VRAM)

ITapamerpn MownoriTHUMI Kommosnurhna Pisania
TIOPiBHAHHS Tpancdopmep MOJIeNb edexTrBHOCTI
CrioxuBantasgs VRAM 914,2 Mb 42,8 Mb -95,3%
(Barm+Kerm) (91,4%) (4,3%)
Yac indepency (CPU), mc 248,5 15,2 -93,8%
Yac indepency (GPU), mc 86,4 6,1 -92,9%
MaxcymansHM po3Mip 6atua | 2 (Out of Memory 3a 4) 128+ >64x
Temniepatypa GPU 78° (TpomiHr) 54° -24°C
ugepes 10 xs, °C (CrabiytbHO)
Tounicte (AUC ROC) 0,841 0,832 -0,009
ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 9
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('ToxasibHE OOpOOJIEHHS) BiIIOBiMaE 3a afalTMBHMUI PO3IIOAUI IIi3aad
BiATIOBiIHO 110 aKTyasbHOro crany yuHs [15]. IIpomec nmpumHATTS pi-
IIIeHb MaTeMaTUYHO (popMaJli3yeThcsd Yepe3 HaBUYaHHS 3 MiAKPiIUIeHHIM
(Reinforcement Learning, RL), me BuOip oOTMMaIbHOI ITeHarorigyHoi mil
IleTepMiHY€TBCS IOJITUKOIO T (8):

n<a|s):P(At:a|St:s), 8)

ze T (a |s) — CTOXacTW4Ha II0JIiTMKa areHTa (HelipoMepexi), 1110 BU3Ha-
4Jae pO3IIOAiI VIMOBipHOCTen Aivi; P — yMOBHa VIMOBIPHICTh HaCTaHHHA
1of1ii; A, — BUITaJIKOBa BeJIMYNMHa, 1110 ITI03Hadae oOpaHy lifo (HaBuabHe
3aBJJaHHsI) y MOMEHT vacy t; S, — BUIIaJIKoBa BeJIM4MHa, 1[0 XapaKTepu-
3y€ INOTOYHWMI KOTHITVBHWUI CTaH y4Hs; 4 — KOHKpeTHa peasli3allis [l 3
IIPOCTOPY AOIY CTUMUX IeJaroridHmX iHTepBeHIIill; S — BeKTOPHWII OIIC
IIOTOYHOIO PiBHs KOMITIETEHTHOCTI yUHs.

Crpareriuna meta RL-cucTeMu MojiArae y MaKCuMi3allil iHTerpaib-
Hol BuHaropoau J(m) (9):

Jm=E| ¥ '] ©)

ne | — ninboBa dyHKIiSA; E — MaTeMaTuuHe crofiBaHHH; § — Koedi-
1ieHT AuckoHTyBaHHA (0 < ¢ < 1), 1110 BM3HAYa€ BaXJIMBICTh MamOyTHiX
BUHAropoJ; ¥, — OTpMMaHa BUHaropoza (reward) Ha Kpolii f.

EdexkTnBHIMM TexXHOJIOTIYHMM pO3B si3aHHSAM IIpodiieMu Aedinmry
HaITiOHaJIPHMX HaOOpPiB JaHMX € BIPOBa/KeHHS MeTOMiB KPOCIiHIBaIIb-
H1x eMOeninris (10):

V,=W-V

en’

(10)

ne V,, — BeKTOPHUN IPOCTip CJIiB yKpalHChKOI MOBM; V, — BeKTop-
HVVI IPOCTIip CJTiB aHIJIiNICHKOT MOBM (DaraToi Ha pecypcn); W — MaTpuirs
JIiHiHOT TpaHcdopMallii, OTpMMaHa depe3 MeTOAV BUPIBHIOBaHHS JIa-
TEeHTHMX IIpocTopiB [16].

Llen mipxiz m03BOJIsI€ TIPOEKTYBAT aHIJIOMOBHI 3HaHH:A Ha yKpaiH-
CBKMVI KOHTEHT, 3a0e3medyoun JIHTBICTUYHY BaJliJHICTh CHICTEMW Ha-
BiTh 3a AedilnTy j10KaIbHMIX HabOPiB JaHMX.

ETuka Ta emmicremosiorist

Texnosoriuna edeKkTUBHICT Ta IlepeHeceHHs O00YNMCIIeHh Ha HPUCTPOL
KOPWCTYBa4iB, MiATBep/KeHi eKCIeprMeHTaJIbHO, aKTyali3yloTh He JIu-
I11e IIMTaHHS INBUIKO/IIL, a V1 IIMOVHHI eTMKO—-eIlicTeMOJIOrUHI BUKJIVIKIA.
3paTHICTE KOMITO3UTHMX MOfesien IpanoBaT jiokaibHO Ha 1 I'b VRAM
CTBOPIOE YMOBM [IJIS 3aXVICTY IIPMBATHOCTI TaHMX «3a AM3artHOM» (Privacy
by Design), OCKiJIbKM ITlepCOHaJIbHI KOTHITVBHI TPodiIi yUHIB MOXYTb 00-
pobiaTrcs Oe3 epenaBaHHs Ha 30BHIIIIHI cepBepyt. BogHouac, BUKopwuc-
TaHH: ribpunHoro migxomy (LSTM+GNN) samicte MoHOmiTHUX TpaHCc-
dopMepiB YacTKOBO BUpilllye IPOOIEMYy «HOPHOI CKPUHBKI», OCKITBKMU
rpadpoBi CTPYKTypM € OUIBII iHTEepIIpeTOBaHVMM J1JIs ITeJaroriB.
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[TpyHIMIN IPO30POCTi Ta CIIpaBeJINMBOCTI, BUKIadeHi B [17, 18],
BUMararoTh, 11100 BMCOKa IIBUIIKICTh iHdepeHCy He mocsrajiacs IiHOO
aJITOPUTMIYHOTO yIiepepkeHHs. MiHiMisalis pusuKiB cerperailii yuHis
peatisyeThcs yepe3 OaraTOKOMIIOHEHTHY (pyHKIIi0 BTpart (11):

Loss = ML,curaey + AoL + AL (11)

fairness privacy 7

ne Ly, — CTAHAAPTHA [IOMWIKA IIPOrHO3YBAHHSL (TOUHICTB); Ly,
mTpad 3a HepiBHICTh y IIpOrHO3ax I pisHMX JeMorpadiuHmx rpyir
L, e, — KOMIIOHEHT, IIO BiIIOBifae 3a 30epexeHHs IPUBATHOCTI (Ha-
IIpUKIIaj, depes AndepeHIliiHy NpuUBaTHICTE); A ,; — Barosi Koediri-
€HTY, II0 BU3HAYAIOTh OasIaHC MK e(DeKTVBHICTIO Ta eTUYHICTIO.
HanwmipHa aBTOMaTHM3al1lis, HaBiTh 3a BMCOKOI TEXHIYHOI cTabiiTbHOC-
Ti, Hece 3arpo3y KorHiTuBHOI retepoHoMmil [19, 20]. OTxe, BripoBafpkeHHS
HM B Yxpaizi Mae cymrpoBOIKyBaTicsa pO3pOOKOI0 eTUUHMX perjlaMeH-
TiB, IKi rapaHTYI0Th, 1110 I 3amimaeTbed miacIoBageM JIFOAChKIX MOX-

JIVIBOCTEVI, @ He IHCTPYMEHTOM IS Jlerpafarii KpUTUYHOTO MUCJIEHHS.

BucHOBKM

KomrutekcHe HaykoBe OOIpyHTYBaHHS Ta eMITipy4YHa Balijlallis, IIpoBe-
JleHl B IIbOMY JTOCIT/DKeHHI, ITJITBep/PKYIOTh, IO ONTMMIi3allid OCBITHIX
TPaEKTOPIN y pecypcoodMekeHMx iH(POKOMYHIKaIiTHIX cepeloBuIIax
GesrocepeTHBO 3aJIEKUTh Bill apXiTeKTypHOTO CMHTe3y HeMpOHHUX Me-
pex. IlopiBHAJIBHMUI aHajli3 BCTAaHOBWB, III0 XO4Ya MOHOJITHI Moper
Tpancdopmepip 3abe3meuyioTh Kpallle ceMaHTUYHe PO3YyMiHHS, IXHSI
KBajlpaTyHa obuMcToBaibHa cKiTaaHicTs O(N?) Ta MacuBHMI 0Bcsr
raMm’'gti (3aroBHeHH 91,4 % OGromkery VRAM 006’emom 1 I'b smrrre Bara-
MI) POOJIATH 1X HENpPUIATHUMM I MacOBOIO pO3TOpTaHHsS Ha y4YHiB-
CbKOMY OOJIaziHaHHI IouaTkoBoro piBHs. HaBrakm, cuHTe30BaHa KOM-
nosutHa apxitekrypa (LSTM+GNN) BUKOPUCTOBY€E IepeBaru JIiHiHOI
cxiIagHocti O(N) peKypeHTHMX OJIOKiB Ta TOMOJIOTiuHy edeKTVBHICTh
rpadoBUX 3rOPTOK, AocsATarouM PyHKIMHOTO OajlaHCy MiX IpeIuKTVB-
HOIO TOYHICTIO Ta eKCIUIyaTallilHOI CTaOlIbHICTIO.

ExcniepyMeHTasIbHI pe3ysIbTaTy HaJalOTh Baromi JI0Kas3y TeXHIiUHOL
IlepeBary riOpMIHOTO MiAXOmy B peaslbHMX ClieHapisix. 3adikcoBaHe
14-kpaTHe ckopoyeHHs 3aTpMKM iHdeperncy Ha GPU (3 86,4 Mc 10 6,1 Mc)
Ta 20-KpaTHe 3HVWDKEHHs CIIOXMBaHHS Bifleoram gTi € He IIPOCTO Kilb-
KiCHMMM TTOKpallleHHsAMM, a AKICHUMMM 3PYIIeHHSMM, fAKi Tal0Th 3MOTY
CTBOPIOBATM IHTepaKTVBHI OCBITHI CepBicU B peaJIbHOMY 4Yaci Ha CIIOXKVB-
49X HOYTOYKaX. Baskmso, 1o KOMIIO3MTHa MOJIe/Ib IOBHICTIO O0imInIa
nomwiku CUDA Out-of-Memory Ta TepmaibHMi TpomHHT (78° C mpotn
54° C), axi xkaTacTpodiyHO MOripIryBasan MpoayKTUBHICTE Oa30BOI MOHO-
siTHOI Moperti. Lli BucHOBKM cBimuaTh, 110 11 BeJIMKOMaCIITaOHVIX OCBIT-
HiX TUIaTOPM KOMIIO3UTHI apXiTeKTypW € €QVHVM XUTTE3IaTHNM IIUIsA-
XOM [10 3a0e3IedeHHs JOCTYITHOCTI crcTeMy Oe3 ITOCTIVTHOI 3a1eXKHOCTI
Bi/l IeHTpaJIi30BaHOI XMapHO1 iHdpacTpyKTypu.
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TexniuHo iHTerpallis Takmx Mojesien Oe3rlocepelHBO BinIoBimae
CTpaTeTivHMM HoTpedaM YKpPalHCHKOIO OCBITHBOTO cekTopy. ITpomemon-
CTpOBaHe 3HVDKeHHs eHeprocroXuBaHHsS Ha 46 % Ta 3[aTHICTb edek-
TUBHO (PYHKIIIOHYBaTM Ha JIOKaJIbHUX IIPUCTPOAX KOPUCTYyBadiB CTBO-
PIOIOTH OCHOBY ISl KOTHITMBHOI CTiVIKOCTI ITifl Yac mepiofiB HecTaOisIb-
HOCTI iHpacTpyKTypu abo IIOBHOI BTpaTH 3B’ 43Ky. 3aCTOCYBaHHS MeTO-
IiB KPOCJIHIBJIbHMX eMOeIiHTiB I0IaTKOBO II0JIa€ PO3PUB Y pecypcax
MDK I7I00a/TbHMMM aHIJIOMOBHVIMM 3HAHHSIMM Ta JIOKQJIbHVMM YKpaiH-
CBKMM KOHTEHTOM, TapaHTyIOUlM, IIJ0 TexHiYHa ONTMMi3allis He BigOy-
Ba€ThCA 3a KOLITOM KyJIBTYPHOI UM JIHIBICTMYHOL BaJIiTHOCTI.

3 eTMYHOI Ta eHiCTeMOJIOTIYHOI TOUYKM 30PY, Hepexi 40 KOMIIO3UT-
HUX apXiTeKTyp CIIpusie BIPOBa/KeHHI0 NpuHINIIB «Privacy by Design».
3aBrskm 3a0e3leueHHIO BYCOKOIIPOOYKTMBHOI 00po0km Ha 1 I'b Bimgeo-
I1aM’4Ti, 3aIIpOIIOHOBaHa CHCTeMa J1a€ 3MOTy KOH(ieHIiTHM KOTHiTHB-
HUM HpodUIaM 3aJMIIaTUCS Ha IPUCTPOI KOPUCTyBada, MiHiMisyroum
PVBVKM BUTOKY JIaHMX Ta crioctepexxeHHs. Kpim Toro, mpuramanHa rpa-
doBMM HEVPOHHMM MepeXkaM iHTepIIpPeTOBaHICTh ITPOIIOHYE PpillleHHs
OVWIeMN «9OPHOI CKPVHBKM» IIMOOKOTO HaBUaHHS, JAl0UM 3MOTY OCBi-
TsHaM PO3YMITU CTPYKTYPHY JIOTIKy aJITOPUTMIUYHUX PeKOMEeHIALIili.
ITizcymMoByr04M, CHMHTe3 KOMIIO3UTHMX apXiTeKTyp € JIOAMHOIIeHTPWY-
HOIO TeXHOJIOTIYHOIO eBOJIIOIIi€I0, gKa IpiopuTesye cTabiIbHICTH, aBTO-
HOMHICTb Ta €TUYHY IIiI3BITHICTh, TapaHTyIOuM, 110 INTYYHWUN iHTeJIeKT
BUCTYTIA€ HaJiVIHVM KOTHITMBHVM HiICVJTIOBaYeM K I YUHIB, TaK 1 1
BUNTEJIB y L1 POBY €roXy.

IOBIHOMJIEHHA

Bnecox aBmopi6: Ilin gac miATOTOBKM IIi€T CTaTTi aBTOPYU BUKOPVICTOBYBAJIN BEIINKY
MoBHY Mopienb Gemini 3.1 Pro. IHCTpyMeHT 3aCTOCOBYBaBC SIK ITOTIOMDKHW 3aci0 11t
CTPYKTYpyBaHHsI MaTepialy, CTWIICTMYHOIO pedaryBaHHsI TeKCTY Ta [IOIIOMOTM Y
dopmyroBaHHi OKpemmx Te3. [Tic/Is BUKOpMCTaHHS CHCTeM IITYYHOrO iHTeJIeKTy aB-
TOP peTeJIbHO IepeBipwB i Biperarysas sreHepoBaHIil KOHTeHT. ABTOpY OepyTh Ha
ceOe ITOBHY Bi/IITOBiAJIbHICTD 3a KiHIIEBUI 3MICT i JOCTOBipHIicTh ITOaHOT POOOTH.
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ARCHITECTURAL SYNTHESIS OF COMPOSITE NEURAL
NETWORK SYSTEMS FOR PREDICTIVE DATA PROCESSING
IN DIGITAL EDUCATIONAL ENVIRONMENTS

Introduction. The ongoing digital transformation of global educational environments
necessitates the deployment of intelligent frameworks capable of real-time optimiza-
tion of individual learning pathways. Neural networks (NN) have emerged as prima-
ry technological drivers in this process, providing advanced predictive analytics of
learning activities. However, the increasing parametric complexity of modern mono-
lithic architectures, such as Transformers, creates significant technical barriers for
their widespread use on entry-level student hardware (laptops and tablets). In the
Ukrainian context, where infrastructure instability often limits access to reliable
high-performance cloud resources, the synthesis of lightweight yet highly accurate
composite models capable of local data processing is a critical strategic requirement.

The purpose of the paper is to substantiate the methodological and technical
principles for synthesizing composite neural network architectures (integrating RNN,
GNN, and Transformers) to intensify adaptive learning processes and ensure stable
predictive data processing in resource-constrained environments.

Methods. The study employs a formal framework of non-linear dynamic systems
to model student cognitive progress. The architectural synthesis involves a modular
task decomposition strategy: temporal dynamics are managed by LSTM blocks, struc-
tural knowledge dependencies are captured by GCN layers, and semantic interactions
are processed via self-attention mechanisms. Experimental validation was conducted
on a laptop equipped with consumer-grade hardware (Intel i5-1135G7 CPU, NVIDIA
MX350 GPU) with programmatically restricted video memory (1 GB) to simulate mul-
titasking environments. Performance metrics included high-precision latency counters,
hardware monitoring via NVML, and predictive accuracy assessment using AUC ROC.

Results. Theoretical FLOPs analysis indicated that the proposed composite archi-
tecture requires 18-20 times fewer floating-point operations than monolithic Transfor-
mer baselines. For a sequence length of N = 512, calculating the Self-Attention mecha-
nism requires approximately 2 x N*xd operations (covering both OK" and V). In con-
trast, the LSTM-based composite requires O(N X (8dh)) operations, providing massive
efficiency gains. Empirical testing recorded a 14-fold reduction in GPU inference la-
tency (from 86.4 ms down to 6.1 ms) and a 20-fold reduction in the memory footprint.
The architecture successfully bypassed CUDA Out-of-Memory errors and prevented
thermal throttling, maintaining a stable GPU operating temperature (54° C vs 78° C).

Conclusions. The optimization of educational trajectories is strictly dependent on
the architectural synthesis of neural networks. Monolithic models are often impracti-
cal for local use due to their O(N?) complexity and high memory consumption. Com-
posite ensembles provide a necessary balance between predictive precision and oper-
ational stability. The ability to process data locally on user devices ensures both edu-
cational continuity during infrastructure instability and data privacy by design. These
findings establish that hybrid, resource-efficient architectures are the most viable path
for creating sustainable, human-centric educational ecosystems in the digital era.

Keywords: adaptive learning, composite neural network architectures, infocommunication
systems, predictive data processing, personalization, local computing, artificial intelligence.
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CVHTE3 KOMITIO3UIIIMHOTO
MIKPOIIPOTPAMHOTIO IIPVICTPOIO

KEPYBAHHJI 3 IBOMA JI[IPAMW
YACTKOBUX ®YHKIIIN

3anpononoBano menmoo cmpykmypHoi 0ekoMno3uyii cxemu KOMHOUYITIHO20 Mikponpoepam-
noe2o npucmporo ynpabainua (KMITY) y 6asuci FPGA. Memoo rpynmyemscs Ha Budiienmi
06ox adep uacmkobux ¢pynxyin. O0He 3 Adep eeHepye PYHKUYIT, Y AKUX YUCAO0 apeyMeHmil
nepeBuuye kiavkicms 6x00i6 esemenmié LUT. Lpyee adpo eerepye dhynkyii, ujo 6asyomscs
HA Ko0yBanHi onepamoprux AiHiiHux Aanyoei. 3anpononobaro apximexmypy KMITY 3 06o-
Ma A0pamu uacmrobux pynxyii ma memod cunmesy cxemu KMITY. Poseasnymo npukaad
cunmesy cxemu KMIIY i3 06oma adpamu. Posessnymo ymobBu sacmocyBanna 146020 nioxooy.
Iokasaro moxaubi wiaaxu Bupiwenns onmumisayitinux 3a60ans, nob’a3aHux 3 0ucdALaHCOM
xapaxmepucmux as20pummy ynpabainns ma esemenmié LUT.

Karouobi caoBa: uacmxoba ¢pynxyia, adpo, KMITY, LUT, EMB, cunmes, cmpykmypHa Oe-
KOMNO3ULIA.
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Beryn

Komniosuminai mikponporpamui mpuctpoi ynpasiiHeg [1, 2] € edek-
TUBHIMM 3aco00M peaJlizallil JIiHITHMX aJITOPUTMIB KepyBaHH: [2]. Y mpo-
nieci mpoekrysanHsa KMITY mocrae mpobriema omnTmMisaliil xapakrepuc-
TUK 110r0 cxemu. /1o Takux xapaKTepuCTHK BiTHOCAThCA arniapaTypHi Bu-
TpaTy, IIBUAKOISA Ta CIIOXMBaHA MOTYXHICTh [3]. MeToau BupimeHHs
1po0sIeMu 3aj1eXXaTh Bill 0ocoOmBOCTeN eJleMeHTHOro 6asvicy. Y it pobo-
Ti posriaaaeTecs peastisaitisa cxemu KMITY B 6asuci FPGA (field-program-
mablelogicalarray) [4].

BuGip Gasucy FPGA oOyMOBIeHMVI IIMPOKMM VIOTO 3aCTOCYBaHHSIM
Iif] vac peastizariii nmndposux cucrem [5]. Ha gymky excriepris [6] FPGA
OyayTh IOMYJIAPHUMM I1le KiJTbKa AecaTwIiTh. Llyim oOymoBieHa akTyasib-
HiCTb po3po0KmM cxeM y Oasnici FPGA.

ITporioHoBaHMTI MeTO, MOXe Oy TV 3aCTOCOBAHO 3a HeOOXiTHOCTI PyHK-
I1ioHATIBHOI leKoMIo3uiii [7, 8] cxemm ampecarii mikpokomanz (MK).
Mu posmisiiaeMo cuTyalliro, KoJjiv 4acTiHa CXeMM 3aCHOBaHa Ha (DY HKITio-
HaJIbHIl, a JIpyTa YacTuHa — Ha CTPYKTYPHil gekommosutlil [9]. byap-aka
IIeKOMIIO3UIIis 1M POBOro IPUCTPOIO OB d3aHa 3 POPMYyBaHHSIM CHC-
TeM dacTKoBMX PyHKIIi (CHD) [10]. Mu mportoHy€eMO BUKOPVICTOBYBaTH
nBa aapa CHO.

Y crarrti posrisnaerscss KMITY i3 3araiprof0 mtam grrio [1]. [ om-
TUMi3allii cXxeMV BUKOPVMCTOBYIOTb METOJ] IIepeTBOPEHHs ajpec BUXOIB
omneparopHux JiHinHMX jaHoris (OJIJI) [11] AnroputM ympasiliHHS
rofaHo sk rpad cxema anropurmy (FCA) [12].

OcobamBocti KMITY Ta 6asucy FPGA

Cunres KMITY nounnaersca 3 dpopmysants OJ], 1110 yTBOpIOIOTE MHO-
xvmay C = {0(1, s OLG} [1]. Koxmna OJIJT € BeKTOPOM, SIKUVA CKJIaJA€ThCs
3 onteparopumx BepumH I'CA T. YV xoxwinn OJUT o, € N BepmmHM po3-
TalIoBYIOThcA y ToMy X nopsaky, mo i B '[CA I'. Y I'CA I' BuniiaroTecs
MHOXVHA OIIepaTOPHMX BepIIMH B = {bl,..., bM} i MHOXIMHA YMOBHMX
BepunH, o ckiagaeTbed 3 NC ertemenTis. ['CA e j1iHiVIHOIO B pasi BUKO-
HaHHS YMOBH [2]

M >0,75(M+NC). (1)

Koxna BeprumHa b, € B Binnosinae MmikpokoMmaszi Y,,. MikpokomaH-
om Y, 30epirarorbest y KepysasibHin mam’ati (KIT) KMITY. Pospsnnicts
ajZipec MiKpOKOMaH]I BU3HAYa€ThCA 9K

R= |—10g2 M] ()

KoxHa ymMoBHa BepIIvHa MICTUTh OJIHY JIOTiUHYy YMOBY X, € X, fe
X ={x,, .., x, }. Bribomy pasi moxe BukoHyBatucs ymosa L < NC. Koxxna
OJUT mae nvre opmH Buxin o, (ocrants sepumna B OJUT). MK Y, mae
agpecy A,, pospsigHocTi R.
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Cunmes KoMNO3UYitIHO20 MIKPONPOPAMHO0 NPUCHIPOIO kKepyBanus 3 06oma A0pamu

Anpecantis MK 3aivicHIOETBCS HaCTyTI-
avM unHoM. Hexanr OJUT o, e N oxoruroe X v
napy BepuvH < b, bj >, Iie BUIXif, BepIIVHM b, CAM
TIOB’SI3aHWV 3 BXOIOM BEpPIIMHN bj. Y upomy D
pasi MaeMO 3aJIeXXHICTb MDXK ajpecaMm A; Ta Start
A [2]. Clock > HA
j . A A
_ T
A=A +1 3) v
_ VI
HK' BUIUIMBAE 3 (3), M 36ep1ra}.1H$[ azpec Yo l
HeOOXiTHO BMKOPWMCTOBYBATM JHUYVMIIBHUK Vr Y
agpecn (JIA). Buxomu JIA yTBOPIOIOTH MHO-

. Puc. 1. C
xuay agpecaux sminaux T ={T,, ..., T} . Klli/il‘[y quyKTyp Ha cxena
1

bynemo Buxopucrosysatut JIA 3 indop-
MarivtHuMM BxomaMmm ity D. [t smisu agpecn B JIA, BigMiHHOT Bif, (3),
HeoOXimHO BUKOpMcTOBYBaTM (PYHKIII 30ymkeHHs mam gri (P3I1), 1m0
yrBoprotote MHOXVHY D={D,, ..., D;}. TIpn mpomy anpeca mepexormy,
mo BigMiHHA Bim (3), BM3HAYAETBCS CXEMOIO ajpecariii MiKpOKOMaH/],
(CAM). LIs cxema peastisyeTbcs 3 ypaxysaHHsiM Cb®:

D = D(T, X). (4)

Takum unnoM, y KMIIY BUKOpPMUCTOBYIOTBECA Ba pPeXVMU ajpeca-
1if. s ix BubOpy BUKOPUCTOBYETHCS JofaTKoOBa (PYHKINA Y, €Y, fe
Y={y,,..., Yy} — MHOXmHa Mikpoomeparin. Hexait y, =1 BusHauae
pexum (3), a Y, =0 — pexum (4).

ITportec dynkuionysanHs KMITY nounnaeTecs i 4ac HagxomkeH-
Hs iMryJibey Start. 3mina Bmicty Kl mo3BosisieTbes 3a HeBHUM (PPOHTOM
iMmrysibcy cuHxponisantii Clock. DyHKITIOHYBaHHS 3aBepIIyeTbCsl OJIOKY-
BaHHaM curHainy Clock sminnoro y,. Ha ocHosi wmieil indopmarrii moxnHa
onepxatu KMITY U, (puc. 1).

KMI1Y U, orpumas Ha3zBy KMITY i3 3araipHO0 mam’sTTiO [1, 2]. Cxe-
Ma (PYHKIIIOHY€ B Taku¥1 criociO. 3a curaaioM Start y JIA sanvcyeTbest mo-
yaTKoBa ajgpeca Mikporporpamu. Cxema CAM renepye Cb®D (4). Agpecu
3ammcyroTbes 10 JIA. Yeprosa mikpokoManyia subupaerscst i3 KIT. Curaa-
JIN Y, Ta i BUSHAYAIOTh PEXVMM aJipecallii Ta 3yIMHKN.

JIIYWIBHUK € CTaHIapPTHUM IIPUCTPOEM, 1 M1Oro peastisallis He BUKIIV-
kae TpyaHorlis. Cxema KII Oyayerbes Ha cTaHgapTHMX OI0Kax I1aM’sTi.
ITpobGiiemn BuHMKaOTH i yac peastiszarii O01oxy CAM. Lli npobiemn
1o s3aHi 3 TM, 1110 CAM He € cTaHIapTHUM OJIOKOM. Voro cxema 3ase-
JKUTB Bif] cucTeMu (4). Y cTaTTi ITIpOIIOHY€THCS METOJ BUPIIIeHHs 11i€l ITpo-
0s1eMM 3a BUKOPVICTaHHS BHYTPIIIIHIX pecypciB Mikpocxem FPGA.

biiok CAM i3 j1iumIbHMKOM YTBOPIOIOTh IOCITIOBHY cxemy [5]. [l 1t
peastizanii HeoOxinHi Taki pecypcu Mikpocxemu FPGA:

e estemenTV TabyraHoro vy LUT (look-uptable), 1o MaroTs S; BXOZiB
Ta OIIMH BUXIII;

® IIpOrpaMOBaHi CMHXPOHHI TpUrepu i3 BXogoM ckuganH:a y 0;

e ITporpaMoOBaHi MiX3 €/THaHHSI.
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1 — fe
: LUT D|rtr| L—\
SL—> % C ﬁ{ o aMx fL R
Start I g ¥,

Puc. 2. CrporiieHa cxema JIOTI9HOTO eJIeMeHTa

Enementn LUT Ta Tpurepa yTBOpPIOIOTH jIoTiuHi esteMeHTN (JIE). [e-
kisibka JIE yrBoprotots 6110k CLB (ConfigurableLogicBlock). Ycxitami CLB e
cucTeMa MBMITKMX MixX3 emqHadb [13]. 3'emuanug mix CLB € moBUTBHIIN-
Mu, HiX ycepennni CLB. Ha puc. 2 HaBenieno cxemy JIE.

JIE mae S, Bxomis i omuH Buxin f,. Emement LUT 306epirae TaGsmiiio ic-
TMHHOCTI [14] moBiiTbHOI OyJ1eBo1 PyHKIIIT, 1110 Ma€ He OiIbIIIe S; apryMeH-
tiB. Buxig LUT f- nos’a3anum i3 BxogoMm D Tpurepa. 3a curaaiaom Clock
KOMOIHaLiTHMII CUTHAJI f- IIepeTBOPIOEThCS Ha PEriCTPOBUN CUTHAII fp.
Buxin f, Moxxe OyTu koMbiHariviHiM, abo pericrposuM. [ BuGopy T-
Iy BUXOJly BUKOPUCTOBYETbCS MyJibTuIUiekcop MX ta curnain y,. Cur-
HaJl Start HafXOIWUTb Ha BXifl cKugaHHs Tpurepa y 0.

Taxym unHOM, CLB MOXe peasti3oByBaTH sIK KOMOiHAIIiVIHi cxeMu, TaK
i cxeMm, 10 HAKOOMYYIOTh. /11 peatizallii IBUAKMX JIUVIIBHUKIB MOXe
OyTy BUKOpPUCTaHa BHYTPIIIH: CrICTeMa IIpUCKopeHmx nepeHocis CLB.

ITam site KIT peatisyeThes 3a 4OIIOMOroro BOyIoBaHVIX OJIOKIB ITaM’ gTi
EMB (Embedded Memory Blocks) [15, 16]. L1i 6;10kv MaroTh BJIaCTUBICTb pe-
KoHdirypaii [17]: uncio Bxomis (S,) Ta Buxomis (f;) MOXXHa 3MiHIOBaTI
pu 36epesxerHi mocTiviroi emuocTi Vy: V, =2% ¢, .

11 peastizartil mam’siTi HeoOXimHO BUOpaTy KoHdiryparito < S, t. >,
IS IKOT

S,=R. )

sIkimo Takoi KoHIirypailii He icHy€, HeMa€ CeHCy Y BUKOPUCTaHHI MO-
nemni KMITY. ITpu nopymiensi (5) KIT mosuaHa MaTy KijIbKa piBHiB 0J10KiB
Ta gemmdpaTtop Bubopy pisa: [16]. B pesynbrati cxema KIT crae rpomisa-
KOIO, ITIOBUTPHOIO Ta Ma€ 3HaYHe eHeProCIIOKVBAHHI.

SIxmo ymoBa (5) BukonyeThcs, cxemrt CAM iJIA peasisyrorscs Ha J1E,
a KIT — na 6;10xkax EMB. ITozHaummo cumsosioMm LUTer (EMBer) cxemy, 1110

cKIagaeTbes 3 Kitbkox O710kis LUT (EMB).
Start X l l Toni orpumaemo Taky cxemy F-KMILY U,
Clock_) LUTerT (puc. 3).

1 T [TosHawanna «F-KMITY» migkpecimoe,
III0 cXeMa peastizoBaHa B Oasvici FPGA. briok
EMBer LUTerT micturs 6510kt CAM i JIA 3i cxemn

Y Y l Ha puc. 1
Ye Koxna ¢ynkuis D,e D mnopaerbcs

Puc. 3. CrpyxTypHa cxema /A3 IOHKTMBHOI HOPMaIbHOK OpMOI0
F-KMI1Y U, (JH®), saxa mae NA, aprymenrtis. Ilpu
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IbOMY L, aprymMeHTiB ITpeJicTaBIsArOTh JIoTiuHi ymoBu, a NA, € L, apry-
MeHTiB — afpecHi 3MiHHi T, € T. YV cTarTi po3misfgaeTbcs BUMIAL0K, KOJIN
s feskux O3I1 BUKOHYIOThCS YMOBIL:

NA,> S, (6)
Les,. @)

B mpomy pasi Oimox LUTerT mae xinbka piHiB ertemenTis LUT Ta
CKJIaJHY CUCTeMy MiX3 elHaHb. Taki cxeMu peasli3yIOThCs 3a JJOIIOMOT'OI0
MeTo/IiB (PYHKITIOHaIbHOI JTeKoMmo3uiii. Bimomo, mio 11i Metomy mpus-
BOJATH IO CXeM 3 MaJIOIO INBUIKOIIEIO0 Ta BEJIVKMM CIIOKMBaHHAM IIO-
TY>KHOCTi. Y iVt CTaTTi IIPOIIOHYETLCS METOI, ITIOKpPaIlleHHsI XapaKTepyc-
Tk KMITY B pasi Buxkonanusa ymos (6), (7).

Ines1 3arIponmoOHOBaHOIO METOAY

ITobynyemo muoxuny OJTT C = {Oc1 e OCG} 1 peskol I'CA T'. 3uaanme-
Mo MuOXmHy Brxonis OJUT O(T). Busnaunmo uncio JIY L,, 1m0 3apaoTh
niepexonm 3 Buxopis OJIT o = N. SIK1110 BUKOHY€ETHCSI YMOBa:

L es, 8)

BVIXiJT 0, po3miltyeTbest y MHOXMHY O, iHakie — y MHOXMHY O Ode-
BupHo, mo O, w0, =0(T) i O, N0, =J. 3akonyemo Buxoun 0, € Oy,
KoJgaMu K(og). Yneo 3MiHHMX, HeOOXimHMX 719 KOIyBaHHS BUXOLIB,
BU3HAYA€EThCs BUPa30M:

R, =[log,(Oy|+1)] )

JL1s1 KOy BaHHSI BUXO/IiB BUKOPVCTOBYIOTBCS 3MiHHi 0, € V, e [V|=R,.
Y (9) oguHMIIS HomaeThCs 171 BpaxyBaHHS CIiBBiIHOIIIEHHS 0, & O,.

Muoxwnaa O, < O(I') Bu3Havae aBi MHOXMHM. OTHA 3 HUX — MHOXW-
Ha X, JIOTIYHMX YMOB, IIIO 3aJla€ Iepexoay 3 BUXOLiB 0, & Ov~ Hpyra —
MHOXMHa D, dyHKuinn 30y/pkeHHs maM’saTi, o pOopMyIOThCS IIPU T1e-
pexomax 3 BUXOIiB 0y & Ov- Kitac O, Bu3Hauae 010k LUTerF, cxema sIKOToO
sanaerbcsa Cbo:

D,=D,(V, X,). (10)

Muoxwuaa O, po30uBaceThcsa Ha KITacH, OFe I, ne I, = {0, ..., 0%}
Kitac OF cxamaerbest 3 M, Buxomis. Lli Buxony KoOyroTbcd 4aCTKOBUMM
KOoaMm C(og), III0 MaOTh R, po3psmis:

R, =[log,(M, +1)]. (11)

Ko, 110 cximamaerbes 3 R, HYJIiB, BUKOPVUCTOBYETbCA I CIIiBBiIHO-
k S k
I_[IkGHHH 0, & O". s KomyBaHHSI BUKOPWMCTOBYIOTBCS 3MIiHHI T, €T, 1€
‘r ‘: R,.
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1 1 K K
le \ 4 v X l VT X l Y T
LUTerF LUTer1l cee LUTerK
D, D' e D~
Start : : :
Clock _ LUTerT
T
| |
EMBer LUTertV
Yo y Y l < v
E| A\ A\

Puc. 4. CrpykrypHa cxema F-KMITY U,

k . .
Koxen wimac O € I1, Bu3Ha"Yae MHOXVHM D" i X*, axi € anasioramMmm
. . . k
MHOXMH D, i X, BignosigHo. Kitac O" € 1, Bu3nauae 6s1ox LUTerk, 110
npencrasigeTbest Cbd:

DF =Dk(‘ck, X"). (12)
Ocratouni 3HauenHs M3I1 samarorecss Cbd:
D=D(D,, D', D?,.., DK). (13)

Koxna dynkuig D, € D mpeficTapiieHa CUCTeMOrO 13 FoHKIIN D, =
=D/ vD!vD:v..vDS.
Homarkosi 3miaHi v, € V' i T, €1 3amarorbes HactyrHMY ChO:

V= v(1); (14)
t=1 (7). (15)

Cucrema (13) Bu3Havae dpyHkitioHarpHn acemOiiep LUTerT. dyHK-
it (14) — (15) BusHauvaroTh 6710k HepeTBOpioBaua agpec MK LUTertV.
MikpokoMaHIM Ta HoHaTKOBi PYHKIIT Y, Ta Y, 30epirarorbcs B KII,
npepcTasieHinn 611okom EMBer. Bci 1i 6710km BU3Ha4arOTh apXiTeKTypy
F-KMI1Y U, (puc. 4).

KMITY U, dynkiionye y Takin nociigosHocti. CurHast Start iHiniroe
3amnmc Hys1boBo1 agpecn 1o JIA. g agpeca nagxoguts 10 EMBer. 3anex-
HO Bifl peXuMy ajpecattii popMyeTbest 3MiHHa Y, = 1 abo y, = 0. Y nepio-
My BUIIJKy ajpeca BU3HadaeTbcs piBHAHHAM (3). s dopmysanHA
agpecu niepexony 0110k CAM He BUKOPUCTOBYETBCS. SIKITIO KO, BUXOIY
Y, =0, OJUI dpopmyetncs 6i10koM LUTertV. B pesynbraTi onuH i3 6s10-
KiB meprroro pisH# jtoriku (LUTerF, LUTerl, ..., LUTerK) dpopmye yact-
koBi D311, saxi HagxomsaTe y 010k LUTerT i nepeTBOPIOIOTHCS Ha PYHKIIIT
D, e D. 1li dyHKIIii HaIXOOATh Ha BXOOM TPUrepiB JIiUMIbHMKA BCepe-
nvHi 610ky LUTerT. 3a neBaum dpportom Clock dpynkuil D, € D mepe-
TBOPIOIOTECS Ha afgpecHi sminHi T, e T
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DYHKIIIOHYBaHHSA IIPOIOBXYETbCA 10 (POPMyBaHHS CUTHAILY V.
Levt curHas 0710Kye HaaXOmMKeHHs CUTHaIiB cHXpoHisartii go JTA. TTicrs
1poro craH JIA He smiHoeThCs (D311 He MoXke 3MiHNUTH azipecy).

Y crarTi nporionyerbest Metop, cuHTesy cxemu F-KMITY U,. Metop,
MICTUTB TaKi eTari:

1. ®opmysannsa muoxunn OJJ13a I'CAT.

2. Posourrsa muoxvay O(I') Ha MHOXVMHM O, 1 O,

3. Ilpupopsa anpecanist MK y mexax xoxuoi OJUT o, € N.

4. Komysanns suxopiis 0, € O, uactkosumm komamu K(0,).

5. ®opmysanHs Tabmii 6510ky LUTerF Ta CbD (10).

6. Po3butts MmHOXMHM BuxomiB O, Ha KJ1acu OF e I1,.

7. KogyBaHHS BUXOJIiB 0, € O gacTkoBUMY KOTAMM C(og).

8. ®opmysanHg Tabymi 6110kiB LUTer1—LUTerK i CbD (12).

9. ®opmysanns Tabmmii 61oka LUTerT i Cbd (13).

10. ®opmysanng Tabimi 6110ka LUTertV i Cbd (14) — (15).

11. ®opmysanHs Tabmmi 6;10ka EMBer.

12. Peaymm3zartig cxemu KMITY U, 3 BUKOpUCTaHHAM BHYTPIIIIHIX pe-
cypciB Mikpocxemu FPGA.

Hasi HaBemeno npuxiiazg cuHresy KMITY U, Mu He posmsgaemo
KPOK OCTaTOYHOI peaJTi3allii, OCKUIbKM BiH BMara€ BUKOPVCTaHHs TaK/X
mmakeTiB CAIIP, sik Vivado [18] abo Quartus [19].

IIpuxian cuaTe3y cxemu KMITY

Hexarnt asiroputym ynpasiinss npepcrasiiedanii CA T (puc.5). Hexan mis
peatizallii cxeMy BUKOPUCTOBYIOThCA entemeHTV LUT i3 4mciioMm BXopis
S, = 4 ta 6ok EMB i3 koHdirypariieto < 5, 8 >. Taxum 6110k EMB moxe
30epiratn go 32 MK, 1110 MaroTh He OiJIblile BOCBMM PO3PSIAIB.

JIk pummBac 3 puc. 5, 'CA T, mae M = 18 oneparopHux BepumH. Ta-
KMM 49iHOM, MaeMo MHOXuHY B={b,,.., bs}. Buxopucrosyroun (2),
orpumMaemo R = 5. Ymosa (5) Buxkonyerscs. Anais 'CA I') nossosisie 3Hai-
™ MHOXMHU X ={x,..,x} 1 Y={y,..,y,}, opu npomy N + 2 = 8.
Orxe mocraTHBO ofHOro 010Ky EMB mytst peastizaril cxemnt KIT. Ockisb-
k1 R =5, maemo muoxvan T ={T,, ..., T,} i D={D,, ..., D,}.

Bukopucrosyroun Metoguky 3 [1], mobynmyemo muoxuny OJII
Cc={o,, .., o}, me a,=<b, b,>,a,=<b,, b, by>, o,=<b, b,, by >,
0y =<by, by, by >, 05 =<by, by, byy >, 0g =< bys, byg >, 0, =<by;, byg>.
Ockinbknt G = 7, o muoxuta O (I',)={o,, ..., 0,}. Lli Buxommu Bifmosina-
I0Th HACTyIIHMM BepivHaMm:o, =b,, o0,=b,, 0,=b,, 0,=b,, 0;=b,,
0g =bys, 0, =byg.

1 cuHTesy cxemu BUKOpUCTOBYIOThcA LUT3 S, = 4. OueBugHO, 1110
yMoBa (8) BUKOHY€ETBCS I BUXOMY 0. 3 IIbOrO aHaJli3y OTPUMY€EMO MHO-
xvau O, ={o,} i O; ={0,, ..., O,}.

BuxopucroByroun meronuky 3 [1], sHammemo anpecu MK. s Ha-
1roro mpuktasy maemo: A(b,)=00000, A(b,)=00001, ..., A(b,)=10001.
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Puc. 5. I'padp-cxema anropmrMa I

Bouesnnib, yMoBa (3) BUKOHYETBCS ISl KOXKHOI ITApW CYCiTHIX KOMIIOHEHT
Bcix OJTT o, eN.

Ockinexu Oy, = {o,}, To M,, =|O, | = 1. 3 pisrsirrst (9) orpumaemo R, =1,
1o gae V = {v,}. 3akomyemo Buxiz o, kogom K(o,) = 1.

IToBynyemo popmyrty nepexomy mist Buxomy o, [12]:

b, = x,%,%,b, v x, %, x,b, v x,x%,b, v x,x,by v x,x,b,, . (16)

LIs dpopmyra BusHa"ae Tadbrmo 6110Ky LUTerF. Tabmmiis mae cTOBII-
ui o, K(o,), b,, A(b,), X,, D), h. CroBrieup b,, micTuth Bepimau popmyIm
riepexozy, crosnenpb A(b,,), ckitagaerses 3 agpec MK. Crosnerp X, BKITIO-
4Ja€ KOH FOHKIII1 JIOTIYHMX YMOB, 1110 BM3HadaloTh nepexonu. Ctosmens D,
cxragaerbes 3 P31, mo mopiBHIOIOTE OAVHMIN T4 3anucy B JIA agpecn
A(b,,). Ans npukiamy 6mok LUTerF mopgaxmm Tabiw.1.

Yucrio psapaxis y Ttadn.l gopiBHIOe umciy TepMiB y dopmysi (16).
[Tpyanmn popmysanHs iHdopMatil B croriiax b, — D, € oueBmaHMM.

Tabmmg 6ioky LUTerF e ocHoBoto dopmysanHsa Cbd (10). 1106
nigkpecynty, mo 1i yactkosi @311 dpopmyrorsesa 6110kom LUTerF, Mmu
BUKOPVICTOBYEMO BepxHin iHmekc «0». [1j1s Hammoro npukiiagy 3 Tadsm. 1
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OTp¥MaHi TaKi PyHKIIII:

0_0p- 0 _ oy o+ 0 _ .
D,/ =0; D,=vx,;, D;=vx;

0 _ o . 0 _ -
D, =vx,x,vo,x,x,; Ds=vxx,%,

g momryky po3outtst I1, BUKOPUCTOBY€ETbCS MeTOAMKA 3 PobiT
[20, 21]. Po36uTTs1 BUKOHYEThCS Tak, 106 juts Koxroro kiacy O e I1,
BUKOHYyBastacs ymoBa R, +L, < S, . Kpim Toro, KitbKicTh Ki1aciB K cymic-
HVIX BUIXO[IiB Ma€ Oy Ty MiHIMaJIbHOIO.

[l Hatoro mpMKIIay oTpumyemo posourts I, ={0",0%} i3 umc-
nom xiacis K = 2. Koxen xmac Mae M, = 3 suxomis: O' ={0,, 0;, 0.} i
O* ={o,, 05, 0,}. Buxopucrosytoun (11), orpumaemo R, =R, =2, ' ={1,, 1,},
v ={1,, 1.}, 1=1{1, ..., T}

3aKoy€eMO CITiBBiTHOIIIEHHS 0, ¢ O* xomom 00, a BUXOIM — OpUPOm-
HYM crtocobom: C(o0,)=C(0,)=01, C(0;)=C(05)=10 n C(o,)=C(0,)=11.
Buxopucrosyroun i yactkosi koan, agpecu MK ta dopmyiu nepe-
xony mix BepmHaMmu ['CA T, orpumaemo tabmmii 671o0kis LUTerl Ta
LUTer2.

3 I'CA T, maemo Taxi ABi cucTeMyu pOpMYJI ITepexoliB:

0,,05,0, = X,b,, vV x,b,5, (17)

0, > x,b, vx,b,; 0 —>b;; 0, >b,. (18)

Cucrema (17) BusHauae Tabimo 6s1oky LUTerl (tabsm. 2). Cucrema (18)

Br3Ha4ae Tabmmino 651oky LUTer2 (tabs. 3). Lli TaGmili MaroTh Taki cami

CTOBIILY, 9K 1 TaOs. 1, TUILKM CTOBIICLIb K(og) 3aMIiHIOETHCS CTOBIIIIEM C(og).
3 tabs. 2 dpopmyeThes HacTyniHa Chd:

D;=0; D,=1,v1,; Di=1,x, VT,X,;

1 . 1 1 (19)
D,=1x,v1,x;; D;=D,,

Tabauysa 1. Tabavus 6oka LUTerF Tabauysa 2. Tabnavns 610ka LUTerl
0y K(Og) bm A(bm) X, D, h O C(Om) bm A(b'”) Xh Dh h
o, | 01 | b, | 01011 | x; |D,D,D,| 1

1 | b, | 00010 D 1 —
% 3 RACACH Bt b5 | 01101 | x, |D,D,Ds| 2
00101 D.D.| 2

by X5 | Hss o,| 10 | b, | 01011 | x, |D,D, D,| 3
b, | 00110 | x,x, |D,D,| 3 b,; | 01101 x_1 D,D,D,| 4
b, | 01000 | xx, | D, | 4 05 | 11 | by, | 01011 | x, |D,D,D,| 5
b, | 01001 | x,x, |D,D,| 5 b5 | 01101 x_1 D,D,D,| 6
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a3 taobi. 3 — Cbhd:

2 2 2 _
D; =0; D;=D;=1,1,x,;

— _ (20)
D =1,1,x,; Di=1,1,.

Y cucremax (19)—(20) BepxHinm iHmexc BifIoBiae HoMepy OJI0Ka
LUTerk. Cucrema (19) BUKOpUCTOBY€eThCS I peartizariii 611oxka LUTerl,
cucrema (20) —67oka LUTer2.

biiox LUTerT npencTapisieTbes Tadbsmieto 3i cropmisavm O, o', ..., O
Ta psyikamit D, — D, SIxirio DY # @, To Ha nepertvsi psinka D, Ta cTOBTIIS
O" (abo O,) zanmcyeTbest opmuuIs. Y oMy mpukiami 6imok LUTerT
omaHmi Taosr. 4.

3 tabs. 4 MoxHa oTpuMaTyt HacTynHy Chd:

D,=0; D,=D)vD,vD;; D,=D]vD)vD;;
D,=D] vD,vD;; D,=D!vD;}vD:.

LIst CBD ommcye cxemy Ooxa LUTerT.

st dopmysanug Cb® (14) — (15) HeoOXxigHO MOOYIyBaTH TaOINITIO
6roky LUTertV. Llen 610k nepetBoproe anpec MK Ha dacTkoBi Koau
K(o,) i C(0,). Tabmvrzst mae croeri o, A(b,,), K(o,), C(0,), V,, 1,, 8- CroBnETIH
Vg micTiTh 3MiHHI U, € V', piBHI ofgyHML y Kopi K(og). CroBIIerp T, Mic-
TUTb 3MiHHI T, €T, PiBHI OOVHNMIL Y KOZi C(og). JJ1 HaIoro IIpuKIamLy
ook LUTertV mogaumm taost. 5.

Tabauys 3. Tabavmnsa 6;1oxa LUTer2 Tabauysa 4. Tabrvist 61oka LUTertT
Oy C(Om) bm A(bm) X/I Dh h Dr OV ol OZ
o, | 01 | b, |00110| x, |D,D,| 1 D, 0 0 0

b, | 01001| X, |D,D.| 2 D, 1 1 1
D, 1 1 1
os | 10 | b, |00010| 1 | D, | 3 D, 1 1 1
o, | 11 | b, | 00000 | 1 - | 4 D, 1 1 1
Tabauya 5. Ta6amrs 61oxa LUTertV
0, A(b,) K(o,) C(o,) V, T, g
o, 00001 1 00 v, — 1
0, 00100 0 01 - T, 2
05 00111 0 10 — T 3
0, 01010 0 01 — T, 4
05 01101 0 10 - T, 5
04 01111 0 11 — T,T, 6
0, 10001 0 11 - T,Ty 7
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3 tabs1. 5 maecmo Cbd:

U = ]TlTZ T, ﬁ; (21)

T, = fTst;Ts; T3 = ]TszT3]T4T5 v T1F2FF3T4T5;

- - 22
v, =T TTT,T, vTII,T,T,I;; =,=TTTT,T,vI,T,T,T,T. *)

SIx BuruIMBac i3 cucreMm (21) — (22), pyHKII v;, T, MAIOTh 110 4 3MiHHUX.
Iamni dpyHKIIT 3ay1eXxaTs Bif I gty 3MiHHMX. Tomy cxema Ortoxa LUTertV
Mae J1Ba piBHi esiemeHTiB LUT.

Tabmuis 6:10xka EMBer mictuth ctoBmi Adpeca, b, Yo, Y Yy -+ Yn-
3artoBHeHHs TabyMIIi TPoBOAUTHC Ha ocHOBI aHastisy 'CA I' Ta MHOXM-
Hu C= {ocl, e (XG} . SIxkmo BepimHa b,, He € BuxomoM OJ1J], 3a agpecoro
A(b,,) 3ammcyeTbes V. SIKiIo BepmivHa b, TI0B's3aHa 3 BEpPIIVHOIO by, 3a
agpecoro A(b,) 3anicyeTbes iy, 1 Haoro npmxiiany pparMeHT BMicTy
KIT HaBenieHo y Tabi1. 6.

ITicist mporo KpoKy oTpmMaHO BCro iHdopMaliito 11 peastisaliii cxe-
My KMITY. 3asuaummo, m1o 1y1st crcteMu (22) HeoOXimTHO BUKOHATH (PYHK-
LIiOHaJIbHY [1eKOMITO3MIIiI0 PYHKIIN T, — T,.

AHasti3 3aIIpOIIOHOBAHOIO METOIy

OCHOBHOIO METOIO 3aIPOIIOHOBAHOI'O METOJly € 3MeHIIIeHHs KUIBKOCTI eJle-
MeHTiB LUT Ta ix MiX3 egHaHb y Os1o1i agpecarii MK. Metop 3acToco-
ByeTbes, skino 1 'CA I Bukonyerscs ymosa (1). ITpu nbomy I'CA e -
HivHOW [1] i moTpibHa mekoMmosnIlis PYHKIIIV 30y KeHHS T1aM’SITi, 110
BU3HAYAETHCS YMOBOIO ().

Mu IpornoHyeMO BMKOPMCTOBYBATH [iBa s/Ipa YacTKOBMX (PyHKIIiN
BifTIoBinHO 10 yMoBuU (8) YV pesysibTaTi ofHe sApo 3acHOBaHe Ha (PYHK-
MioHaTbHIT JekoMro3ntiii [8]. [TuTaHHs orrTmMi3ariil 1ie€l YacTMHM CXeMU
ajpecarlii My He po3mIsimaeMo. [ BupilneHH: 1€l mpobiieMu € edek-
TUBHI METOJIN.

Mu mmpornoHyeMo MeTOI OITMUMi3alliil sipa, I 9Koro ymosa (8) mo-
pyLIyeThcs. SIK ajbTepHaTMBa (PYHKIIIOHAIBHBIV JeKOMIIO3MUIIIl ITPOIIo-
HY€TBbCSI BUKOPWUCTOBYBATH CTPYKTYpHY jAekommosuiio [9]. SIk Bimomo
[22], cTpykTypHa 1€KOMIIO3MILis IIPU3BOANUTH A0 CXeM, XapaKTepPUCTUKI

Tabauys 6. @PparmeHT Tabmii 6;10ka EMB

Anpeca b, Yo e W Y2 s Y Ys Y
0000 b, 1 0 1 1 0 0 0 0
0001 b, 0 0 0 0 1 0 0 0
0010 b, 1 0 1 0 1 1 0 0
0011 b, 1 0 0 0 0 0 1 0
0100 b, 0 0 0 1 0 0 0 1
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AKMX Kpallle, HDK y eKBiBaJIeHTHMX CXeM, 3aCHOBaHMX Ha (PYHKIIiOHa/Ib-
HiVI JJeKOMITIO3WMITII.

JIK BuIumBae 3 puc.4, sanporioHoBaHa opratisanis KMIIY mae Tpu
piBHi estemenTis LUT. Posrisgaemo nusixu onrtmMisariil Ookis KMITY U,

[Neprmmit piBersb cxemm ckitagaeTbest 3 K 6r10kiB entemenTis LUT. s
CHHTe3y LIbOro 0jI0Ka BUKOHYETLCS po30uTTs OGaratbox Buxopis OJIJI
Ha KJIacM CyMiCHMX BuxofiB. Binmosimao fo [22], kokxHa vacTKoBa PyHK-
Lis peastisyeThcs ogHUM ejtleMeHToM LUT.

€y nuIax onruMisarii cxemu onoka LUTerk — 3MeHIIIeHHS uvic-
7a PyHKIIN, 110 TeHepye 1evt 6110k. I[Tepexonu 3 Buxonis OJ11 BinOysa-
10Tbcst a00 y Bxoau OJIJ], abo B KiHI1leBY BeplIMHY b. 111 11b0ro Heobxis-
HO 30UTBIINTHI KiJTBKICTR HYJIBOBUIX po3psiiB ampec Bxomis. Llevt minxin €
HAaITpsIMOM HalIlIVX ITOHJIBIINX TOCITIKeHb.

Cxema O11oka LUTerT € onTMMaIbHOIO y pa3i BUKOHAHHS YMOB:

K<S,. (23)

Y npomy Bunazaxy 6110k LUTerT cxitapgaetses 3 R enementis LUT, ne
3Ha4eHH R BU3Ha4a€eThCSI (POPMYTIONO (2).

SIxmo ymoBsa (23) nopytryeTbesi, To cxeMa 011oka LUTerT crae Gara-
TopiBHeBOO. KiJIbKiCTh piBHIB MOXXHA 3MEHIINTY, SIKIIIO KOXXHA (PYHKITisA
D, € D cxiagaerbest 3 K(D,) gacTKOBUX (PYHKIIVL, i BUKOHYETbCS yMOBa
K(D,)<S,. VY pasi BukoHaHH: 1iei ymosu i Beix D31 cxema Gr1oka
LUTerT mae opuH piBeHb. Y ITOAAJIBIINX JTOCIDKEHHAX MU IUIAaHYEMO
PO3pOOUTI METO, 1110 JO3BOJISIE BUKOHATH ITI0 YMOBY 71 sIKOMOTa Oi1b-
mroi kitekocti @311 D, € D.

Y pasi Buxkonanusa ymosu R > S, cxema 6s10ka LUTert Mae KijibKa pis-
HiB. 3 TaKOIO CUTYyalli€l0 MV MaJIV CIIPaBy B IIPUKIIAI].

J1st moKpaltleHHs XapakTepucTuk 0r1oka LUTertV HeoOximHO 3MeH-
ITyBaTV KUIBKICTh apryMeHTiB y pyHKIIisx (14), (15). LIporo MmoxHa 0-
CATTH 3a JOIIOMOTOI0 ypaxXyBaHHs HaJJIMIIKOBOCTi O110ka EMB. 3a BuKo-
HaHHA yMOBU A, = 2% -M>0 BKIIe A 4 OCepeIKiB, y AKMX He 3allvicaHi
MK. Llent daxT MOXKHa BpaxyBaTH IIiJl Yac BUKOHaHH4 ajpecarlii. Po3pob-
Ka TaKoro MeTOoJly TaKOX € CIIPsMYBaHHSAM HallMX ITOJaJIbIINX JIOCITi-
IKeHb.

BucHOBKM

3arnporoHoBaHMUM y poOOTi MeTO MOXKHA 3aCTOCYBaTH, SIKIIIO BUHMKAE
1po0sieMa 1eKOMITO3MIIIT PyHKIIiVI cxeMu afgpecartil Mikpokomang KMITY
i3 3araypHOIO maMm'grTio [1]. MM posrigmaemMo cuTyariiro, Koiam cxema
KMITY peasnisyerbcst y 6asuci FPGA. ITpu nbomy Bei kombiHariviHi 610km
peasti3yroThCs 3a JOIIOMOroro ejiemeHTiB LUT.

Heo0OxigHiCTh y 3aIIpOIIOHOBAHOMY MeTOli BUHMKAE, SKIIO I BU-
xonis gesikux OJUI BukonyeTbest ymoBa (8). [Iy1st Takmx BUXOMIB CIif 3a-
CTOCOBYBaTVM MeTO[M (PyHKITIOHaJIbHOI JIeKoMIo3uilii. YV 11if1 poboTi Mu
IIPOIIOHYEMO OIVH i3 MOXKJIMBUX LUIAXiB onTmMisanii cxemyt KMITY.
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Y craTTi mponoHyeThCs TeTeporeHHMI Hinxin 10 dpopMyBaHHS YacT-
KOBUX PYHKIIiN. 114 11i€l MeTr y cxeMi BUIUISIOTHCS [1Ba sAlpa YacTKOBUX
dynkuin. OgHe sapo 3acHOBaHe Ha (PYHKIIOHAIBHIV [I€KOMITO3MLIIL.
Hpyre A1npo 3acHOBaHe Ha aJjaIlTallil MeTO/IiB ITO/BIIHOIO KOJIyBaHH:I CTa-
HiB [21] mo ocobmmBoctert KMITY. ITpakTtiruno suxopyu OJU] BUKOHYIOTH
dyHKuii ctaHiB, a agpecut MK — dyHKIIiT KOfiB cTaHiB.

Y niporieci cunaTesy KMITY i3 nBoma gipamy 4acTKoBUX PYHKITIN BU-
HMKae Hy3Ka ONTMMIi3alliiHMX 3aBHaHb. LI HeoOXigHICTh BUKITMKAETHCS
nvcbanancoM Mix: 1) unciom xi1acis po3owrts MHOXHY OJUT Ta unciiom
BxoziB estleMeHTa LUT, a TaKOX 2) 4MCIIOM aJIpecHMX 3MiHHMX Ta UMCIIOM
Bxopis eslemenTa LUT. Mu npoaHastisyBavt Ii cuUTyariil Ta BU3HAYVWIN
BIZITIOBiIHI iM YMOBM. Y MOJaJIbIINIX JOCIIKEHHAX MV Ma€EMO HaMmip pos3-
poOuUTI MeToz, 3MeHITIeHHS BIUIMBY 3a3HaueHVX (PaKTopiB.

Oxkpim KMIY i3 3arajipHOIO IaM gTTIO BioMi 71 iHIII apXiTeKTypu
KMITY [1]. Kpim noasirtHOro KofgyBaHHS CTaHiB BioMi iHII mimxoan g0
CTPYKTYPHOI JIeKOMITO3MIIT cxeM. Y MOfasIbIInX HaIIMX JTOCHIPKeHHAX
IUIaHY€ThCA PO3poOKa CTPYKTYp Ta MeTomiB cuHTe3y cxem KMIIY 3 in-
IIIOIO apXiTeKTYyPOIo, 1110 IPYHTYEThCS Ha Pi3HMX BiIOMMX MeTOIaX CTPyK-
TYPHOI JeKOMIIO3MIIII.

IHOBIIOMJIEHHAI:

1) Brecok asropis: bapkasos O.O.: ocHOBHa iflesi, MeTOIOJIOTis], OpUTiHaJIbHA Yep-
HeTKa; Titapenko J1.O.: y3arajpHeHHsI, KOHIIENTyasTi3alliss, MeTomosoris; MaTsieHKO
O.B.: dopmanibaMiT aHasli3, pecypcy, HalVICaHHs, pelleH3yBaHHsS Ta peJaryBaHHS;
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SYNTHESIS OF A COMPOSITIONAL MICROPROGRAM
CONTROL UNIT WITH TWO CORES OF PARTIAL FUNCTIONS

Introduction. Digital systems consist of combinational and sequential blocks. The
most important sequential blocks include control units (CU). The circuits of CUs
are not standard library components in CAD systems, so designing a particular CU
circuit is a more labor-intensive process than implementing systems from common
blocks such as registers, counters, arithmetic blocks, and logic blocks.

The quality of a digital system depends on the optimal characteristics of the CU.
When synthesizing a CU circuit, it is necessary to solve a number of optimization
problems: reducing the chip area occupied by the CU, increasing performance, and
reducing power consumption. It is believed that solving the first of these problems
allows improving other characteristics of the CU circuit.

Purpose of the work. The main focus of this article is the development of effec-
tive methods for optimizing the parameters of CU circuits when implemented on
an FPGA (field-programmable gate array) basis.

Methods. A method for structural decomposition of a Compositional Micropro-
gram Control Unit (CMCU) circuit in an FPGA is proposed. The method is based on
the identification of two cores of partial functions. One core is based on the functional
decomposition and generates functions for which the number of arguments exceeds
the number of LUT inputs. The second core is based on the adaptation of twofold
state assignments methods to the specifics of CMCU. This core generates functions
based on the encoding of operator linear chains.

Results. An CMCU architecture with two cores of partial functions and a method
for synthesizing the CMCU circuit are proposed. The FPGA implementation of the
CMCU circuit used look-up tables (LUTs) and embedded memory blocks (EMBs).
Since AMD Xilinx is the dominant FPGA chip manufacturer, the method proposed
in this article is tailored to FPGAs from this company.

An example of synthesizing a CMCU circuit with two cores is presented. The
conditions for applying this approach are discussed. Possible solutions to optimiza-
tion problems associated with imbalances in the characteristics of the control algo-
rithm and LUT elements are demonstrated.

Conclusion. During the synthesis of a CMCU with two cores of partial func-
tions, a number of optimization problems arise. This is necessitated by an imbalance
between: 1) the number of classes in the operator linear chains set partitioning and
the number of LUT element inputs, and 2) the number of address variables and the
number of LUT element inputs. This article analyzes these situations and identifies
the corresponding conditions. In our future research, we intend to develop a method
for mitigating the impact of these factors.

Keywords: partial function, kernel, CMCU, LUT, EMB, synthesis, structural decomposition.
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ITEPALIIVIHUW JIOTIKO-JIIHTBICTUUYHUM METO/],
AHAJII3Y ITPMPOOHOMOBHMX TEKCTIB

IIpononyemvca mpuemannuil imepayiinuii Memod 000y6annsa 3HaAHb 13 NPUPOOHOMOBHUX
mexcmi6, BuxopucmoByiouu popMasbHO-A02TMHUL 1 CUHMAKMUKO-CEMAHMUMHUTL AHAALS,
MAYMAUHI cA06HUKY, eHyuKionedil, cneyiasviy aimepamypy. Jloziveui nioxio do makoeo
rpynmyemscs na Buxopucmarni OeckpunmuBuux A02ix ma 3acodif, Axumu onepyoms yi
s02iku. Memoto makoeo anasizy € nobyooba Hecynepednux oHmoA0MHUX 0a3 3HAHb, 10N06-
HeHHA 043 HOBUMU chaxmamu, ma nepebipka cymicrocmi 6asu. OcHoBHUM 3aB0anHAM 6 1bOMY
npouyeci € nepeBipxa Buxonybarocmi konyenmif, Hecynepeurocmi paxmib, nonoBHeHHA MHO-
KunY haxmib HoBumu gpaxmamu, axi HesABHO npucymmi 6 mexcmi 3 MeNoI0 YCHiuiHo20 npo-
Bedenna ixnvoeo hopmasvHo A02iuHoe0 anaaizy. Ha nepuiomy emani anasisy 36upacmoca
Bea ingpopmayisa 3 mexcmy, axa 8 yvomy mecmi a6ro npucymua. Ha dpyeomy emani 6 pasi
HeobxiOHOCHI (s1KA OUKMYEMbCs pobomoio pisoHepib) Bukonyemsca 000amxobutl anai3 mex-
cmy 045 nowyky HeaBHo npucymusoi 6 Hoomy iHgopmayii. [Ias yeniunoi pobomu 3acobib
A02i4H020 AHAAI3Y axmib Bunukae nompeba y nowiyky iHopmayii, axa 3HAX00UMbCA 34
Mmexamuy anasizobanoi odaacmi. Iowyx nompibnoi (peseBanmnoi) ingpopmayii Guxonyemucs

Hurysanuns: Kpusun CJI., ['punnaesa JIM., Cxpunaux T.K. Iteparrivtanit joriko-
JHHTBICTVYHMUI MeTOJ] aHaJIi3y NMpupogHoMoBHMX TeKcTiB. Information Technologies

and Systems. 3 (9). 2026. 30 —46. https:/ / doi.org/10.15407/intechsys.2026.03.030

© Publisher PH “Akademperiodyka” of the NAS of Ukraine, 2025. This is an Open
Access article under the CC BY-NC-ND 4.0 license (https:/ /creativecommons.org/
licenses/by-nc-nd/4.0/

30 ISSN 3083-6573. Incpopmayinini mexronoeii ma cucmemu. 2026. No 3 (9)



Imepayiinui r0eiko-iHeGicmununun Memoo aHaAisy npupooHoMoBHUX meKcib

HA MpemvoMy 0CHAHHbLOMY emani anasizy. 3okpema, yeil nowyx moxe BuxopucmobByba-
M 30C00U CUCTEM WMYHHOe0 iHmeAeKY, PI3H020 poOY eHYUKAONeOUYHT CAOBHUKY HOU40.

Karouobi caoBa: ananris mexcmy, Busyuenta 3Hans, OHmMoA02iuHA 0A30 3HAHD.

Beryn

Y poboTi posrsgHyTO HiAXi 10 aHali3y HPpPOJHOMOBHOIO TEKCTY ITUIs-
XOM iTepalliffHOro IIOKPOKOBOTO CIIOcOOY MOIIYKY (PaKTiB Ta IOIOBHEHHS
HVIMW cUcTeMy (popMasIbHO-JIOriuHOro aHastisy. Ha mincrasi pesysibraTis
aHaJIizy OymyeThbcs Oa3a 3HaHP 3 IIePeBipKOIO BUKOHYBaHOCTI KOHIIENTIB i
HeCyIepedyHOCTi 0a3u 3HaHb Ha OCHOBi JeCKPUITTUBHMX JIOTIK. Y IIporo-
HOBaHOMY MiNXOAi BUAUIEHO TpM eTany IOOYZOBM OHTOJIOTIYHOI Oasm
3HaHb (b3). Ha manmi yac moOymoBaHO JeKiJIbKa OHTOJIOT YHYIX Oa3 3HaHB,
HaviBimomirmvmm 3 Hux € Bdpedia [1], Freebase [2], YAGO [3] Ta imrmi.

ITobynosa 1mx B3 rpyHTyeThCs Ha HOHATTI rpada 3HaHb (I'3) (know-
ledge-graph) [4], y sKOMy BepPIIIVHM acOIIOIOTHCS 3 KOHIIEIITaMM peaIbHO-
ro cBiTy abo abcTpakTHMMM KOHIIeNITaM, a peOpa — 3 BiJHOIIIEHHAM,
gKi OIMCYIOTh CEMaHTMKO-JIOTiIUHi 3B sI3KM MDK 1My KoHilenrtamu. Oc-
KUTBKY 3HaHHS B 9aci MOXyTb €BOJIIOITIOHYBATH i 3MIiHIOBaTNUCS, TO Oysm
BIIpOBa/KeHi IyHaMiuHi rpadu 3HaHb [5], TeMmiopaibHi rpad v 3HaHB [6],
a TaKoX IX iHTerparlis 3a BeJIMKMMIM MOBHUMM Mopesrsimu [7] Tomo. ITo-
O6ynosa b3 Ha ocHOBI rpadis 3HaHb, SIKUI Ha JaHUN Yac € JOMIHYIOUMM,
Ta 3aCTOCYBaHHs OHTOJIOTiuHMX b3 geTabHO ommcaHo y orrami [8].

ITopiBHSHHS TIepepaxOBaHMX CHCTEM MK cOOOIO BeleThCs 3a 3acoba-
MU JIOTIYHOT MOBY, sIKa BUKOPWUCTOBYEThCS, 11 BUPa3HICTIO Ta JOCTYIIHICTIO
710 iHIIMX Kepel iHpopMallii, 30KkpemMa 0 CHCTeM IITYYHOIO iHTeJIeKTy.
3 11pOTO HOIJIANY OHTOIOTIYHI b3 MoAUIAIOTECS Ha IIPOIIO3NMIIiNIHI (JIOTiKa
BIICJIOBJIIOBaHb), MOJIaJIbHI (MOaJIbHa JIOTiKa), TeMIIOpaJIbHi (TeMIIopasIb-
Ha JIOTiKa), IMOBipHIiCHI (peKoMeH/IalliViHi C1CTeMM) TOLIIO.

OpH1M 3 OCHOBHUX ITUTaHb IIPU POOOTi 3 OHTOJIOTiYHOIO B3 € nuran-
He BII00yBaHHs HOBUX 3HaHb Ta IIOIIOBHeHHs HUMM b3 3 MeTor0 posim-
penHa MoxutmBocTen camoi b3. OckiyIbKM 3afieKlapoBaHi 3HaHHS 1 BU-
1o0yTi HOBI 3HAHHS He 3aBX/IV MOXYTb OyTV aOCOTIOTHO iCTMHHMMM, TO
B poboTi [9] posrismancs MOXIIMBOCTI 3aIydyeHHs OaraTo3Ha4YHMX i He-
YiTKMX JIOTIK 1O reHeparlil HacIiKiB 3 MOXJIMBICTIO OLIIHKM CTYIIeHs 1X-
HBOI JIOTiUHOI icTMHHOCTL. CTOCOBHO JIOTIKM, SIKY IPOIIOHYETBCS BUKO-
pUCTOBYBaTU B JaHil poOOTi, TO 1le Oararo3HauHa (30Kpema TpU3Ha4YHa)
norika. Kpim Toro, TyT ocHOBHa yBara IpuUOUIATHMETbCI CIIocobaM II0-
Oynosu b3, BUKOHaHH: aHasli3y OTpUMaHMX PaKTiB, HeCyIepeuHOCTi Io-
ITIOBHEHHsI HOBMMM paKTaMM (3HaHHSMM) iCHYIOUMX Ta IPOCTUN CIIOCiO
3aCTOCYBaHHS TPU3HAYHOI JIOTIKM TPV IIePeBipIli BUKOHYBAHOCTI 3aIlMTiB.
JIK 3a3HaYasI0CA BUIIle TaKWV IIPOLeC peali3yeTbCs Y TPU eTarmu.

Ha neprmiomy eTarri BUKOHY€TBbCS IIOOYI0Ba MHOXKVIH KOHIIEIITiB, (pak-
TiB 1 Bi/JTHOIIIeHb MK KOHIIeITaMM, sIKi 4BHO (PirypyroTh y TeKCTi, 1110 aHa-
JisyeThcs (Mepiiie HaOIVDKeHHs pe3yIbTaTiB aHaIi3y).

Ha npyromy erami 3HamgeHi MHOXWHV KOHIIENTIB ITOIIOBHIOIOTHCS
MIOXiTHMMY KOHIlenITaMy, paKTaMM i BiTHOIIIEHHSIMY, SIKi 3'SIBJISIIOTBCS B
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Ipolieci nepeBipky BMKOHYBAaHOCTI KOHIIENTIB Ta JIOFIYHOIO aHaJIi3y
3HaVIeHnX PaKTiB.

Ha tpetromy erami 1o b3 nmomarorbest KoH1IeTH, pakTyl i BiTHOIIIEHHS,
ZIOOYTi 3 TIIyMauHVX CJIOBHVIKIB, €HIIMKIIONIE IV, CIIelliasTli30BaHX CJIOBHVKIB.

3 MeToI0 J100yBaHHS 3HaHb, AKi B HUX aKyMyJIbOBaHi, (bOpMaIbHO
JIOTIYHMI aHaJsIi3 IPUPOTHOMOBHIMX TEKCTiB MOTpeOye JIOriuHOI ITOBHOTM
MHOXVHM 3HalfleHnx (paKTiB, OCKUIPKM B pasi 1i€l HeIIOBHOTM MeTOIN
TaKOIo aHaJIi3y cTaroTh HezacTocoBHMMM [10, 12]. Po3B’s13aHHs 1i€l 1po6-
JIleMy BUMarae IornoHeHHs b3 daxTamu, skmx Opakye IS YCIHIITHOTO
IIPOBeleHH JIOTIYHOIo aHasIi3y. PesysibTaTy aHasli3y 3ajieXkaTh Bifl TOY-
HOCTI IepeKJIajly 3HargeHnx ¢akTiB Ha MOBY Ti€l UM iHIIIOI MaTeMaTUYHOI
noriku (Bubip MaTeMaTHYHOI JIOTiKM 3aJIeXWUTh Bifl CKJIAIHOCTI TEKCTY).
Y pasi noBHOTM MHOXMHM (PaKTiB JIOTIYHWUII aHaJIi3 BUKOHYE IIepeBipKy
Ha CyllepeyuHicTh/HecyIepeuHicTb 11iel MHOXUHM dakTis. ITpobiema He-
IIOBHOTY BUHMKAE MIPaKTUYIHO 3aBXAM, OCKUIbKM 100YTi pakTy, SIK IIpa-
BIJIO, 3aBXM HeroBHi. Lle mpuponHo, ToMy 1110 B TeKCTi MOXYTb iry-
pyBaTy IIOCVJIaHHS Ha iHIII TeKCTH, apxiBHi JaHi, aymio 3ammcy, iHTeps’to
torro. I'lif uac aHasTi3y TeKCTy MOXYTh Oy Ty IToTpiOHI dpaxTy, Ki B HbOMY
sBHO He irypyIoTh, i TO/Ii BUHMKae HoTpeba BHeCeHHs iX y cMCTeMy aHa-
J1i3y, 4oro BuMarae popmabHO-IOTigyHMUM aHatis. Ha momomory mpuxo-
JIUTh CUHTaKTKO-CEMaHTUYHWIA aHaJTi3 TeKCTY, 110 JJa€ 3MOI'y BUKOPVICTO-
BYBaTV TJIyMadvHi CJIOBHVKW, CJIOBHVKM aHaJ1i30BaHOTO TeKCTY, TTIMOMHHI
CeMaHTUYHI XapaKTepPUCTUKI IIOHAThH, TEPMiHiB, CJIOBOCIIOTyYeHb TOIIIO.

OcHoBHIMM 00’€KTOM, SIKMVI HaC I[ikaBUTMMe B 11i11 poOOTi, € 3HaHHA.
[TonaTTa 3HAHHSA MU OyZeMO pO3yMiTH 3TiJJHO 3 TaKMM 3araJlbHUM BU-
3HaYeHHM.

BusnauenHs 1. 3HanH4g — 1ie pistocodcbKa KaTeropis [1y1s Ho3HaveH-
Hsl YIOPSIKOBaHOIO B CHCTeMY i HiITBep/KeHOro MPaKTUKOIO pe3yJIbTa-
Ty Hi3HaHHS AiICHOCTI HaBKosIo Hac. [IpenmerHuMu popmamu icHyBaH-
HsI 3HaHHS, SIK BiToOpakeHHs 00’ €eKTMBHOI AiVICHOCTI, € TaKi KaTeropii, ik
IIOHSTTS, CYPKeHHs (MipKyBaHHS), Tirtoresu, Teopii, ¢paxTy Tormo [12].

Jlorika jIiHIrBicTMYHa Ta JIOTiKa
MaTeMaTHM4Ha y cMcTeMaXx aHasli3y TeKCTiB

[ aHasti3y IIpUpOaHO MOBHMX TEKCTIB 3aCTOCOBYIOTH [Ba TWIIN JIOTIK:
CMHTaKTUKO-CeMaHTUYHY JIOTIKY i popMaibHy MaTeMaTU4YHY JIOTIiKY.

Cunmaxmuxo-ceManmuuxa 102ika repegdavace MOIIYK aJIOTi3MiB y TeK-
CTax, IIOBTOpeHb, TaBTOJIOTIV Y BU3HAUEHHSX TOIIO, SKi € Ha/JINIIKOBN-
MI. BuasieHHs HaJIMIIIKOBOCTI cIIpoIiye (cuMIuIidikye) TekeT. CHTaK-
TUKO-CeMaHTUYHUI aHaJli3 TeKCTy (O0COOIMBO HAyKOBOIO) IIOB s13aHO 3i
3HAHHAM A0214HUX 3aK0HIB n00YOoBu TexcTy. Llevt anastis moTpeOye yBaru o
TepMiHOJIOTIYHOTO allapary i IIpaBwI BUsHaueHHs TepMiHiB. Came 3a 10-
ITOMOTI' OO0 B3HaUeHHsI PO3KPUBAETHCS 3HaUeHHsI (CeMaHTMKa) TepMiHiB.

Busnauenns 2. TepMiH — Ile JIeKCMYHA OOVIHUII [IJIA CIIeLiaJIbHMIX
11iJ1eV1, IKa IT03HaJae 3arajbHe, KOHKpeTHe abo abcTpakTHe IOHSATTS (KOH-
IIeIIT) TIeBHOT TaTy3i 3HaHb [13].
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Y upoMy Bu3Ha4eHHI HaroJIONIy€ThCSA Ha TOMY, 110, MO-TIepIie, Tep-
MiHM MarOTh Ti CeMaHTW4HI 11 popMaIbHi O3HAKM CJIiB i CJIOBOCIIOJNY YeHb,
110 i cJI0Ba NPUPOIHOI MOBY; MO-ApyTe, TepMiHM PYHKIIIOHYIOTh Y JIeK-
CUIII MOBM TUIBKM JIJIA CHelaJIbHUX 1IiJIeV; IO-TpeTe, TePMiHU CIIyXKaTb
IUIA MO3HaYeHHd CIeliaIbHUX ITOHATh. MoXXHa TUIBKM AomaTH, IO [0
TEepMiHiB CTaBJIATbCA HOPMaTUBHI BUMOIM, SIKi pO3Pi3HAIOTH TEPMiH i He-
TepmiH. OCHOBHMX pUC TepMiHa, sKi BiIPi3HSAIOTH MOTO 3-TIOMDK iHIIIVIX
JIEKCMYHVIX OIIVHUIIb, € [JeKiJIbKa.

1. O0no3Haunicmy: TePMiH Ma€e IO3HAYATH TUIBKM OffHe HayKoBe abo
TeXHi4He IIOHATTS, a IIOHATTIO IIOBMHEH BiIIIOBIIATVI TUIBKIM OOVIH TePMiH.

2. Cucmemmicmyp: OyAb-IKUM TepMiH — 4YIeH IIeBHOI TepMiHOCHCTe-
MU, OTXe, 3HaUeHHsI TepMiHa (PIKCYeTbCs B CUCTeMi M IiATPUMYETbCA
IapaMeTpaMy, III0 BUKOPUCTOBYIOTbCS B Hil.

3. Momu6oBanicms: 3HaYEHHs TepMiHa BM3HA4Ya€ThCs BCI€IO CHUCTe-
MOIO TIOHSITBH 1 IIPUIINCYETHCS VIOMY 3a JOIIOMOTOI0 AediHillil; MOTUBO-
BaHICTb TepMiHa CIIpUsIE VIOTO 3araM STOBYBaHHIO, IIOJIETIIIy€ 3B 130K 3 iH-
VMW TepMiHaMIU.

4. Jlinebicmuyuna npabuibHicmys: TOYHICTh TepMiHa 3HAYHOIO Miporo 3a0e3-
I1eYy€ThCS 3aBISAKM IIPaBVIIbBHOMY BUKOPVCTAaHHIO CJIOBOTBOPUYMX 3acO0iB.

5. Tepminosoeiuna ynpobadenicimy: i, Yac yKIaJaHHS TePMiHOJIO-
rYHMX peKOMeH/allil repeBara HaJla€ThCsl TePMiHy, KU Ma€ IypIie
PO3IOBCIOIKEeHHs], OUIBII TpMBaly TPaJWIlil0 BUKOPUCTAHHS ITOKOJIiH-
HSIMWU CIIeIliaJIiCTiB.

Ha Bigminy Bif 3BMuayHOi MOOYyTOBOT JIEKCUKM TepMiHM MalOTh CO-
11iaJIbHO-IIOOYTOBUT XapaKTep, TOMY 1110 B HUX BimoOpaxaroTbcsa dpaxTi,
IIO IX CIIOCTepirae JOCIAHNK, a TAaKOX IX TeopeTndHe ocMyciieHHs. Kox-
HUV KPOK JOC/I/PKeHHs 3aKPiIUIIOEThCS Y TepMiHaX — IPOAyKTax MWC-
JIEHHEBOT JISUILHOCTI JTIOIVHA.

OnHO3HAaUHO BU3HAUYUTW TePMiH BaXKKO TOMY, IO Iie 3aJeXWUThb Bifl
IIpeIMeTHOI 00J1acTi, 4O gKOI BiH HajleXWnTh. B pasi jioriuHOTO BU3HA-
UeHHs TepMiHa Ha IIepIlle MiCIle CTaBUTBHCS VIOTO 3B 30K i3 IIOHATTIM: 3
OITHOTO OOKY, OyIAb-sIKMVI TEPMIiH Has3VMBa€ IOHSTTS, 3 IHIIIOTO — BUpPaKae
I0rO0, ajle XxapaKTep IIbOTO 3B S3KY IIle Hoci He3 sicopaHui [2, 7]. TyT Bax-
JIMBUMMU € 1Bi 0OcTaBMHM:

1) moHsATTH, sike IO3HAYAETHCA TePMiHOM, B3a€EMOIIOB d3aHe 3 IHIIMU
TIOHATTSIMU Ti€l camMOi ITpeIMeTHO] rajIy3i Ta € eJIeMEeHTOM CUCTEMU IIOHATh;

2) TepMiH € eJIeMeHTOM TEePMiHOJIOTiUHOI CUCTEeMY, i € B3a€MOIIOB s~
3aHVM 3 IHIIVMM TepMiHaMU.

MatemaTuyHa JIorika criepiry notpedye mnepexsiaay o0’ eKTiB (KOH-
1IeNTiB), gKi irypyroTs y TeKcTi, 3B'43KiB 00’ekTiB MiX coboro (BimHO-
IIIeHb), O3HaK caMyx 00'€KTiB 3 IpMpPOIHOI MOBM Ha (POpMasbHy MOBY
MaTeMaTVYHOI JIOTiKK. TUIbKM ITic/Is 11bOTr0 MeTOIV JIOTIYHOT'O aHaJIi3y 3a-
CTOCOBYIOTBCSI 1O Pe3yJIbTaTiB TaKoro Ilepexjiagy. 3aBHaHHs MaTeMa-
TUYHOI JIOTIKM TI0JIATa€ B TOMY, 1100 BUSIBUTW B OTpMMaHin iHdopmarrii
dopmarIbHO-I0TiUHI CyTIepevHOCTi/ HeCyIIepeqHOCTi, IOBHOTY / HEIIOBHO-
Ty TepMiHOJIOTi1 Ta aKTiB, i 3HAVITV HOBe 3HaHHH y BUIJISAI HAaCIiIKIB.
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PosriigaemMo pisHUITIO MK BU3HaYeHHSIM Y JIHTBiCTUII i y dpopMaib-
HiVI JIOTiIi.

Busnauenns 3. BusHaueHHd y JIIHIBICTUIIL — Iie Taka JIOri4Ha OrIle-
pailisi, 3a JJOIIOMOI OO SKOI:

® PO3IIi3HAETHCH 3MICT SIKOIOCh TePpMiHY;

® OINCYEThCA 3HAUEHHs (CeMaHTMKa) KOTOCh CJIOBa Ul CJIOBOCIIONY-
YeHHSI;

® CTa€ MOXIJIMBVM BiZIpi3HUTU OAMH TepMiH Bif, iHIINX TepMiHiB
[13, 15].

PesyspTaToM 11i€l JI0TiuHOI OIlepallil € 00'€KT, AKMUI BU3HAYAETHCA
(Oecpinienoym) i 3acib BmsHaueHHs (depinienc). [Tpy mpOMy HamararTbCA
cigyBaTn ApicrortenieBuM mpasiamu [14, 15] .

MaremaTryHa JI0TiKa MaKCMMaJIbHO KOHKpPeTM3ye€ IIi 3aKOHM 1 IIpa-
BWJIa, OCKUIBKM B Hill CeMaHTMKa BU3HA4Ya€TbCd OJHO3HAYHO i IIpaBuIia,
Ha IJICTaBi 9KMX BOHa IOOyIOBaHa, BXe He 3ajleXaTb Bill MPUPOIHO-
MOBHOTO TE€KCTY 3a YMOBV TOUHOIO IlepeKyIajly BCiX IIOHSATS i 3B’ sI3KiB MiX
HVUMU Ha MOBY pOpMaJIbHO] JIOTiKM!.

Hasti B poOOTi BUKOPUCTOBYETBCS CiM'sI IeCKPUIITMBHMIX JIOTIK, 30K-
peMa s1orika ALC Ta i TeOpeTUKO-MHOXIMHHA ceMaHTHKa [11]. [deckpuri-
TUBHI JIOTiKM Oy/IyIOTh 3a JOIIOMOIOIO BBeJeHHs KOHCTPYKTOPiB, sKi 3a-
CTOCOBYIOTb O MHOXWMH IIepBUMHHMX KoHUenTiB (HoTauis CN) i Bin-
HomeHb (HoTalliss RN). OcHoBHUMN KOHCTpykTOopamu y ALC sorimi €
3anepevyeHHs KoHIeNTy — —C, nepetnH KoHilentis — CCD, 00’eqHaH-
Hs KoHlenTiB — CUD, kBantopu 3R.C i VR.C, ge R — aTomapHa poJib,
C, D — noBijIbHI KOHIIEIITVAL.

Y MoBax [1ecCKpUIITUBHOI JIOTiKM I1ij] KOHIIEIITOM po3yMilonb KAAC iH-
0ubionux 06’ exmib, w0 Moxyms mamu desxi npocmi 6aacmubocmi, AKI HA3U-
Garoms ampubymamu [16]. Yci KoHIIENTM MarOTh HaIllOBHEHH: (0Ocsr).
OmmH i TOV caMMil KOHIIOIIT, SKMM IIO3HAYaEThCs IIeBHUI Ki1ac 00 exmib,
Hi4Ooro He rOBOPUTD IIPO 1Oro oocsr. [ Toro 106 1obyTn 1110 iHdop-
Mallifo, 3aCTOCOBYIOTh OIlepallifo Moty (00cAry, HallOBHEHHST) KOHIIeII-
TiB. [100is nowammsa — 1ie orepaltisi, 3a JOIIOMOTOIO SIKOT PO3KPVBAETHCS
HAIIOBHEHHS POJIOBOTO IIOHSTTS Uepes3 IepesliK M10To COpTiB (BUIiB) abo
€JIEMEeHTiB.

Mix KoHIIerITaM1 BBOISAThCs OiHapHi BimHoIeHH: R, R,, ....R,, sKi
XapaKTepu3yIOTh 3B s13KM MK HyMM. KoHIlenTn i BimHOIIeHHS ITOIiss-
I0Th Ha aTOMapHi Ta ToXimHi. ATOMapHMII KOHIIENT (BiJHOIIIEHHS) — Iie
IIepBUHHMI KJIac 00 €KTiB (BilHOIIIeHb), 3a JOIIOMOIOIO SIKVX BU3HAUaI0-
ThCSI HOBI KOHIIEITTH i BiJTHOINIEHHS, SIKi Ha3MBarOTh moximammu [11, 16].
@opmastizarlis IToXiAHVIX KOHIIEITIB 1 IXHi BJIaCTMBOCTI ONVCYIOTBCH 3a 10-
romMoroxo TepMiHosorigunamx akciom (TBox — Terminological Box) Ta dak-
TiB (ABox — Assertion Box).

Busnauenns 4. TepmiHOJIOriuHOIO aKcioMor0 Ha3uBaroTh Bupas C < D
abo C=D, ge C, D — pmosinpHi kKoH1IenTH. Tepminororieto (TBox) HasmBa-
IOTh CKiHUeHHY MHOXXMHY TepPMiHOJIOTIUHMX aKCiOM JIesIKOi IpeMeTHOl
o0bacTi.
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Bupas C < D o3Hauae ckopoueHHs KOHLENT C «MiCTUTBCSA» B KOHIIEII-
Ti D, a Bupa3 C=D — ckopoueHHs KoHulenT Ci D «exBiBasleHTHi». Crc-
TeMoro pakTiB ABox HasMBalOTh CKiHUEHHY MHOXUHY A TBep/)KeHb Ta-
koro surrny a:C i aRb, ne a ,b — pesxi ingmsinyu, C — HOBUIBHMIT KOH-
1mernT, R — moBUIbHE BiTHOIIIEHHS.

Teepmxenns a:C i aRb o3Ha4aroTh, 1110 iHAMBIM 4 HaJIEXUTh KOHIIEIITY
C, i mo imomBinm a4, b 38’ 13aHi BiTHOIIIEHHSIM R BiOIIoBigHO.

CemanTuky soriku ALC Bu3Havae iHTepriperartisi [ = (A, f), me A — o0-
JIacTh iHTepmpertaril, f — dyHKIisA iHTeprpeTarllii. PyHKIIiS iHTepHpe-
Tallii CTaBUTH Y BiJIIIOBIIHICTD

— KOXXHOMY aTOMapHOMY KOHIIeNTy A IiIIMHOXMHY (VI0ro HalloB-
HeHHS B 00s1acTi A) A c A

— KOXHIiV aTomapHin pormi R — (i i1 HamoBHeHHS B obsacTi D)
R c AxA.

IaTepripeTartis I po3nOBCIOIKYEThCA IHAYKITi€IO 3a TT0OYJOBOIO KOH-
LIeNITy Y TaKWM CIIOCiO:

—T'=D, /=@, -C/=A\ C/, (ne T(L) — icrunnmit (xnGHMIT) KOH-
LIeIIT);

— (CuDy=C/'uD/, (CnD)=C'nD/;

— 3(R.C)/={eA|FdeD:(e,d) e R nd e Cl};

— (VR.C)/={eeD | VdeA: (e,d eR -deC).

BusHaveHnHs 5. Y mecKpUITMBHIN JIOTIII BU3HAYeHHSIM Ha3VBaETHCS
BBeJIeHHsI HOBOI'O KOHIIEIITy 3a J0IIOMOIOI0 KOHCTPYKTOPIB i omeparin
11i€T JIOriKM Yepe3 aTOMapHi KOHLEIITH Ta BiJHOIIeHH: 1 paHille BU3Ha-
JeHi (ITOXiJHi) KOHIIEIITV Ta BiTHOIIIEHHSI.

Tepminosnorito T Ha3MBalOTh CUCTEMOIO BU3HA4YeHb, SKIIO BCi 11 ak-
ciomn MaroTh Burian A = C, ne A — atomapHui, a C — IOBUIBHUI KOH-
1enT, npuyomy B T Hemae IBOX Pi3HMX aKCioM 3 O[ITHAKOBOIO JIiIBOIO YaCT-
Horo. Cami akciomn Burrsigy A = C Ha3suBaIOTh BU3HAaUYeHHAMI.

Axkcioma C ¢ D (C = D) ictunHa 3a inreprpertanii I, ssximo C' < D
(C'=D"). I B Takomy pasi Ha3sMBaeThCS MOIEIUTIO 11i€l akciomm, [HTepripe-
Tarlifo [ Ha3uBaOTh MOeIUII0 TepMiHoJIoril T, SKIITo BOHa € MOAEJUIIO JJId
BCix akcioMm i3 T. Tepminostoris T Ha3MBa€TbCS CYyMicHOIO aOO BUKOHYBa-
HOIO, SKIIIO BOHA Ma€ HEIIOPOXXHIO MOJIeITb.

Konmenr C BUKOHY€TBCA BitHOCHO TepMiHostoril T, AKio icHye mo-
neb [ Tepminororii T taka, o C' # &.

Hexann T — cucrema BusHadeHb. [Togianmo aTroMapHi KOHIIENTH, SKi
3ycTpivaroTbed B T, Ha [1Bi KaTeropii:

— 0aso0Bi (aToMapHi, ITepBUHHI), SIKi He HaJIeXXaTb JI0 JIBOI YacTVHM
JKOIHOI 3 akcioMm i3 T;

— moxigHi (Ti, 1110 BM3HAYAIOTBCH), SIKi HasleXXaTb [10 JIiBOI YacTVHU
xo4a 0 ommiel akciomm i3 T.

ba3oBor0 Ha3MBaIOTE iHTEpITpeTallio J, ika iHTepIipeTye jimiie 6a30Bi
KOHIIEITTIA.

Hexan ] — 6asoBa inTeprperaliisi, a I — moBiibHa iHTeprpeTattis. [ €
PO3IIMpPeHHAM iHTeprpeTallii J, AKio obracti 1x iHTeprpeTarii 30ira-
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torbest D' = D’ i BoHm opmHakoBo iHTeprperyoTh 6a30Bi KOHIENTH,
TOOTO /17151 KOXKHOTO 6a30Boro KoHuenTy B cripaserymso B' = B/,

Cucremy BusHaueHb T Ha3MBalOTh KOPEKTHOIO, SIKIIO I IOBUIBHOL
6a30B0i1 iHTepIIpeTaliii | icHye eIViHe po3IINpeHHs I, IKe € MOAEIUTIO Tep-
MiHojtoriT T.

TepMmiHoIOTiA Ja€ MOXJIMBICTD 3aIlVICYyBaTy 3arajlbHi 3HAHHS ITPO KOH-
IIeTITH i porti. AJTe 9acTo icHye HeoOXiIHiCTh 3aITCyBaTH 3HAHHS IIPO KOH-
KpeTHi IHAMBIAN: AKOMY KJIaCcy HaJIeXUTh 1HAMBIA, SKMMW BiTHOIIIEHHI-
MU (POJIIMM) BOHM 3B’g3aHi MiX co0of0. Lle BUKOHY€eThCS B Tilt 4acTuHi
6a3u 3HaHb, IKy Ha3MBaIOTh CHICTeMOIO aKTiB IIpo iHamuBigm ado ABox.
I3 miero Metoro, kpiM MHOXMHYM CN aToOMapHMX KOHIIENTIB i MHOXVHN
RN aromaprMX portert, ToOTO iMeH [T KilaciB i BiTHOIIIEHb, BBOIASTH Ta-
KOX cKiHueHHYy MHOXKMHY IN imeH innuBigis. @akTtu mpo iHAMBINIB €
IIBOX TWIIiB:

— TBep/KeHHs PO HaJleXHicTh iHamBiAa a 1o xouuenry C (a:C);

— TBepyKeHHs IO 3B 130K IBOX iHAMBINIB a i b poruno R (aRb).

CemanTnka ABox BU3HaA4aeThCs 3a JOIIOMOIOIO iHTeprpeTaltii. Bisb-
MeMO NIOBUTBHY iHTepmperarwito [ = (A, f) i posmmpumo ii Ha iHAMBIAN:
KOXXHOTO iHAmBifga a € IN 3icTaBiisieMo 3 eJleMeHTOM o0J1acTi iHTepIipe-
Tarii a' € A.

®axr a:C abo aRb cnpasemyvBuii B inTepriperartii I, sxmo a € C'
a6o (4, b') e R. Y Takomy pasi intepriperariito I Ha3MBarOTh MOJIEJLITIO
1poro daxty. IHTeprperariito I Ha3MBaOTh Modes1to cucmemu paxmib A,
SKIIIO BOHA € MOZIeJIII0 BCix dakTiB 3 A. ABox Ha3MBaIOTh SukoHybanum
y Tepminosiorii T, sikio A Mae MozeIb (sIka OJHOYacHO € MOeIUTIO Tep-
miHojtorii T).

BusnauenHs 6. basoro 3Hanp (b3)} nasusarors mapy K=(T, A), ne
T — posinbHa Tepminosoria (TBox), a A — mosiibHa cucTemMa (PakTis
(Abox). InTepriperartito I Ha3MBalOTh MozesUI0 Oasu 3HaHb K, skimo [ €
Mopervtio T'i A. b3 Ha3uBaOTh BUKOHYBaHOI0 a00 HeCcyIlepevHOIO0, SKIIIO0
BOHA Ma€ HEIIOPOKHIO MOIEJIb.

@akrt o (Bumamy a:C ado aRb) BurumBac 3 K, SIKIIIO oL BUKOHYETHCS B
TOBUIBHIN Mozeri I 6asu 3Haub K.

Y norini ALC moxe nopynryBaTucs jiiie ApicToTesieBe IIpaBuIo 3a-
G6oponu nmKiIy y BusHaueHHsx. ClpaBa B TOMY, IO MOXYTbh iCHyBaTu
TepMiHOJIOTTUHI aKCiOMW BULJISALY

OCOBA = CCABEIb N V mae.6atbka OCOBA,

y SKMUX € IMKI. Takoro TuIly IUK/IN po3B A3YIOThCS 3a I0IIOMOTOIO OIle-
paitiii «OJI0KyBaHHSI TOUKIM», siKa pospmsae umkil [11]. Hacmpasai stiBa i
npasa yactuHy, Ae dirypye koHnent OCOBA, MaroTs pisHi cemMaHTU4YHI
3HaueHHs (pi3He HallOBHEHH:I).

IMepenpemo 10 UIrocTpallii iTepalliiHOro MeTO/y aHaJli3y TeKCTY, I10-
Oymosu Oa3u 3HaHB Ta IpoOJIeM, sIKi BUHMKAIOTh B IIpOIleci TaKOro aHa-
JIi3y Ha KOHKPETHOMY HPUKJIai.
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IIpuxsian aHami3y TeKCTy
i moOyaoBm 11010 0a3u 3HaHb

PosriigHeMo MpuKIIaz TeKCTY, Ha SKOMY IIPOAEeMOHCTPYEMO eTaly aHa-
J1i3y, POJIb JIOTIKM B IIbOMY aHaJli3i Ta cIiocoOm B100yBaHHS IOHSTE, Tep-
MiHOJIOTI1, BifHOIIIeHb Ta PaKTiB, PUCYTHIX Y HbOMY.

Ipuxnan 1. «CIM’S I HIKOJIA» (TeKcT, B3sITHV B iHTepHET] 3 OIIOBi-
IIaHHS HeBiZIOMOTO aBTOpa, SIKVVI He XOTiB BiIKpVBaTI CBOE IIPi3BUIILe).

«B muxomy marvo8nunomy ceauuyi, sike NpUmMyAUL0ca 0OHUM 60kom 00
Aicy, a opyeum 00 020poxi micyeboi nmaxogpabpuxy ma Hebeaunk0eo KAANMUKA
noas, xuaa cim’sa Iempenxib. Cim’s ckaadasacs 3 bamvka ,
mamepi ma 06ox 0onwvox [puriu ma Snu. Cim’a 6yaa 36u-
uaina, AK Oiasuicms ykpaincekux cimetl. Jimu xoouiu 0o wixoau. Ipunka 6yaa
cmapwia i Guuaaca yxe 6 coomomy kaaci, a SIua 0yaa menuioro 6 cim’i i Guusaca y
mMpemvomy KAACT CeAuujHoi uroAu-0ecamupiuku. 3a2aiom y ukoai Habuasocs
82 yuni, ceped axux 42 yuni HaBuasucs y nouamkobux xiacax, a pewima -y
cmapwux kaacax. Yuumeni6 y wixoai 6y10 Hebaeamo i momy Oeski yuumeni 6u-
KkAadaau 1o dekisvka npeomemib y pisHux kaacax. 3okpema

Buraadara Mapia [lempibua, — Ilempo 16anobuy, Cmenan
16ano06uy — . Cmexa Pomanibna -
, Cemen Ilempobuu — npayto ma HapodosnaBembo, Ilempo
Opitiobuy — Muxosa Muxoaraiiobuu —

, pewima Buumenif Buxiadaiu

. Bevoeo y wixoni npayrobaso 11 yuume/u@ AKI 3a6esneuy5a/m HABUaAbHO-
BuxoBruil npoyec. Im y yvomy donomazaru ZH)K@HepHO MexHiuHi npayiGHuKu:
eaexmpux  Muxaiiio Muxumobuu, canwmexwix I[labaro IlaBroBuu, 3a6i0yBau
wkisvHum 2ocnodapembom Muxora MuxatiioBuy ma 08i npubuparvHuyi —
Mapuna Tuxonibua ma Tamapa Cmenanibra. Ha donomoey yvomy xosexmuby
npuxoduau damviu yuni6 ma npedcmabuuxu nmaxogpadpuri (6 ocodi oupex-
mopa ma uieHif npocpeciiinol cnisku nionpuemcmeba), saxa 6yaa ocHOBHUM po-
bomooabByem 045 HACeAeHHS CeAULA.

Ipunxa Buusaca cmapanno Ha Biominy 6i0 Inu, Axa we He 306cim posy-
Mina, HaBiuo Bubuamu apupmemuxy uu npabonuc, AKW0 CY4acHi Komn omep-
Hi cucmemu ye 3pobasms kpauje, Hix Bona. Tomy Ipuna uacmo donomazara mo-
A00uitl cecmpi Y HaBuanui i He misvku. Ipunka maia baeamo nodpye y cboemy
KAAci 1 Y cmapuwux kaacax. Siua mex opysxxuaa 3i 6cima y c6oemy kaaci, uepes me
y Hei 1 Bunuxaiu npobiemu 3 HabuanHAM, ockitvku 6ona 6i0dabaia nepebaey
iepam 3 Opys3aMu, a He YUMAHHIO CKYuHUX niopyunukif. Ceped yuwib oyiu
maxi, axi 6100aBasu nepeBaey mum, i iHUUM NpeOMemam i momy 0esxi kaacu
Mmaau ne6uy npedmemmuy opieHmayiw. ....»

Sy ingphopmayio moxcna odepkamu 3 Habedenoeo mekcmy i gK 10
YHOPSOKyBaTy Ta IOIOBHUTM TakK, 1100 MOXXHa Oyjio IpoCIigKyBaTw
JKUTTS IIIKOJIV, 11 CyYacHWVI CTaH, YYHIB, yUnTeliB, 0aThKiB Ta iHIIINX y4ac-
HVIKiB HaBYaJIbHO-B/IXOBHOTO ITPOLIeCy y IIKOJI ?
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Ileprmit eTan aHaIi3y

AHajti3 HaBe[IeHOrO TeKCTY J03BOJIS€ BUIUIMTM KOHIIEIITH, sIKi Oe3roce-
penHbo PirypyroTh y HaBeIeHOMY TeKCTi, a came:

— ceJtuIIle, IIIKOJIA, ITaxodadpuka,

— yuHi,

— y4uresli,

— IH)KeHepHO-TeXHIuHMI cKiIaf nparisHukis (ITTT),

— OaTbKu, miTi,

— CTaTh,

— TIpefICTaBHVIKM ITiAIIPUEMCTBA;

— IIpeMeTV HaBYaHHSI.

Otxe, Maemo Taky MHOXMHY KoHIIenTiB: CN = OCOBA U Ob’€KT, e

OCOBA = {YYEHb, VUUTEJIb, ITI, BATBKM, OITH, ITPE/-
ITITIP} U {KIH-CTATD)

OB’EKT = {IITAXO®PABPUKA, IIIKOJIA, CEJIVIIIE, IIPEIME-
TU, [IPOPECL},

AKi € AMOMAPHUMU KOHYenmamu.

ro MHOXMHY HOTpiOHO KiIacudikyBaTu (IIOAUIATH) i HaIIOBHUTHU
KOHKpeTHMMM 00’€KTaMM Ta BIHOIIIEHHSIMIM MDK HUMW, OCKUTbKM pi3HI
00’eKxTM 11i€T MHOXVMHM MaIOTh pi3HI mpodecii, pi3Hi 3aBgaHHA i PyHK-
uii Tomo. g xracudikaiis B TakoMy pasi BUKOHYETbC IIUIAXOM BBe-
JIeHHs BiTHOIIIeHb, Ha IIiJICTaBl SIKMX CTBOPIOETbCS TepMiHoJIOris. Sk 1e
BiTOyBaeTbCA?

BBopsThCA BiTHOIIIEHHS TAKOIO TUILY:

yueH» — I1e ocoba sKa BUBYAE AKiCh ITpeIMeT;

yuumeas — 1ie oco0a, sKa BUKIIaIa€ SIKiCh IIpeIMeTV;

ITTT — e ocobwu, siki 3abe3MeuyroTh YMOBM YCITIIIHOIO IIPOBeIeHH
(HaBUaJILHOrO) IIPOLIECY;

bamvku — 11e 0coOM, AKi MarOTh IiTev, 1 Il HiTV HaBYaroThCS B IIIKOJIL;

npayibuuxu nionpuemcmba — 11e 0coom, sIKi CIPUSIIOTH YCIIIITHOMY IIPO-
BeJIeHHIO (HaBYaJIbHOTO) IIPOLIeCy Y IIIKOJI i pallfoloTh Ha MiIITpUeMCTBI.

Otxe, mictaeMo maky muoxuny (amomapnux) 8ionoutenv RN:

— R, = nipairroe-y-1mxorti,

— R,= npeacTraBHUK -MiANpMUEMCTBa = Ipalli0e-Ha-IIiIIIPMEMCTBI,

— R, — craTp-0co0m,

— R, = mae-giren,

— R, — mae-GarbKis,

— R,= BUKJIaJae-IIpeamerT,

— R, = dax-ocobm,

— R, = BuB4ae-ipenmer,

— Ry = HaBYa€ThCA-y-IIKOJTi.

Enementyt MHOXMH CN i RN rpadiuHo 110B’s3aHi TaKMMM BiJHOIIIeH-
Hamu (puc. 1).

Temep 3a 1My BimHOIIEHHAMM OyIyeThcs TepMiHosioris (TBox):
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CEJIVILLIE
3AK£IA£L

IIIxos1a

IMPEOAMETIN

Vuenn MareMmaTHKa, Pi3nKa, ...
Batbki) Ra ..., IICMIXOJIOTis, icTOpis
. 1
Tl Hitn }R4_
ITIT \ » OAX
p R
Hpen-miifmp } CTATB €JIeKTPUK, CAHTEXHIK,
Ainoua 3aBIOCIL, IIPVIOVpaIbHI
Yososiua - 1P p e

Puc. 1. T'pad-cxema KOHIIENTIB i BiTHOITIEHb MK HUMM

VYEHDb = OCOBA V susuae-npeamer. T YYUUTTEIIb=OCOBA N

VBUKIagae-rpeamer. T

={mareMarnka, apudmernka, ¢ismka, Oiomoris, ximis,
JisKyIIbTYypa, BilicbKOBa CITpaBa, €KOJIOTisl, ITPUPOJ03HABCTBO, ITpalld, ic-
TOpisA, OMOBOJICTBO, ITPaBOIINC, €TVKa, IICUXO0JIOTisl, yKpalHChbKa-JliTepa-
Typa, 3apy0OikHa-IiTepaTypay};

ITIT = OCOBA N V nipodecist (* eleKTpuK, caHTexHiK, 3aBroc, Ipu-
OvipastbHMIIA *) — 118

IHIMBIIN;

=0OCOBA N 3YYEHDb(mae-miteri(OCOBA,YYEHD));

JIIT = OCOBA N VMmae-0aTpKiB. T;

POOVHA = BATbKI v OITH;

TTPODECIA = DAX;

IPEO-TIIAXIP = OCOBA N IITATNPYMEMCTBO(mpen-ninm(OCOBA,

[MAITPVIEMCTBO)) — 11e TeXX MOXYTb OyTH iHAMBIIN.

Hai 3 HaBegeHOTO TeKCTy 3HAXOAMMO (YacTKOBY) iHTepIipeTaliito
(HarToBHEHHS) 3HaVIeHVX KOHIeNTiB. Y JaHOMY BMUIIAAKY OOJIacTioO iH-
TepIIpeTallil € Taka MHOXMHa

D { AITV = {IpuHKa, fIHa, 1m1e puHayMHi = 80 ocib}.

YYEHbDb={IputKa, fIHa, me 80 innusinis},

YUMUTEJIb={Mapig IlerpisHa, Ilerpo IBanosuy, Crenan IBaHOBUY,
Crexa PomaniBHa, Cemen Ilerposuy, Ilerpo Opinosia, Mukosa Muko-
maviosuy, BU1, BU2, BU3,B44}.

ITII=(Mwnxario Mukurosuy, [Tasio ITaBmosny, Mukosa Muxaruio-
B4, Mapwuna TuxonisHa, Tamapa CrenanisHa).

=(Cemen IlerpoBny, Onena CremnaHiBHa, Ta Iie He Oijiblre
80 ocib).
IPEO-TIIOIIP = [mupekTop, Tpodcriikal.
MIOAIPEMCTBO={nrTaxodabpuka, IIIKosIa}.
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Jas1i BUKOHYy€eTbCsI HallOBHeHHH (iHTepIipeTallid) BimHoIIeHb (Abox):

BuB4dae={(IpnHka, maTemaruka), (IpmHKa, ykpaiHceka MoBa), (IpmH-
Ka, ¢ismka), (Ipmuka, ximist), (IpmHka, Giosoris), ..., (fIHa, mpaBommc),
(AIHa apudmeTka),... )};

HaBuaeThcs-y-mkooti = {(Ipuaka, 7), (I3, 3),... };

BuKaagae-npeamer={ (Mapis IlerpisHa, MmaTemaTuka), (Mapis Ilet-
piBHa, ¢ismka), ([Terpo IBanOBUH, Giomoris), (ITerpo IBamoBWMY, Ximis),
(Crenan IBanoBIY, diskynbTypa), (CTernan IBaHOBMY, BiIChKOBa CIIpaBa),
(Crexa PomaniBHa, aHritivickka MoBa), (Ctexa PomaniBHa, ekortoris), (Ce-
MeH [lerposuy, niparis), (Cemen Ilerposny, mpupomosHascTso), (Iletpo
IOpinosny, icropis), (Mukoia MukosarioBud, yKpaiHcbka MoBa), (Muko-
1a MukosnarioBud, 3apy0OixHa sitepatypa), (BH1,momosoxcrso), (BY2,
eTrka), (BY3, icuxortorist), (B44, crism)};

dax-ocoon = YUUTEIIb U ITI{enexrpuk(Mmxaruio MukuTtosm),
canTexHik (ITasio ITaBioBnu), 3aBrocri(Mukosa MuxavuioBud), ipu-
oupanpamiral(Mapuaa Tuxonisra), npubupanbamig2(Tamapa Crerna-
HiBHa);

Mae-dax = pax-ocoou;

Mae-miTert = {(Cemen [lerposuy, Ipunka), (Cemen IleTposuy, fIHa),
(Onena CrenanisHa, Ipunka), (Onena CrenanisHa, fHa), (x,Y,)...};

npen-mignp = {aupexTop, IpodcIIiyikay}.

Takuy BUIJISZ MalOTh pe3ysIbTaTH IIEpPIIOro eTamy aHalily Oes3
MOJaJIBIIOI AeTalizallil, gKi yTBOPIOIOTh basy 3HaHb I 11bOrO dpar-
MEHTY TeKCTY.

3anmramm 110 Takoi b3 € dpopmysu umsagy a:C ado aRkb, ne C — xoH-
ernT, a R — BigHOIEeHHS, 9Ki BIAIIOBIITHO O3HAYAIOTHL M0 00 €KT 4 €
esiemeHTOM KoHIlenTy C i 1110 00'eKTM 4 i b 110B’g13aHi BigHOIIeHH:M R.

Hampuxiiaz, 3anmT:

uu Bubuae fna mamemamuxy i uu mae 6ona dbamuvxif?

HaOyBa€ TaKoro BUIJISAAY Y TepMiHOJIOTII, III0 HaBeleHa BUILIIe:

sSIna: (OCOBA N 3.BuBuae(OCOBA.maTemaTnka)) N 3.mae-miTent
(OCOBA,YYEHD)).

3acTocyeMO aJITOPUTM, 3a JIOIIOMOTOIO SIKOTO OTPUMYEMO BiIIOBiIb
Ha 3aIlUT, SIKMV Ha3MBAIOTh AJITOPUTMOM ceMaHTHuHOro Tadso (CT) [11].

sIna: (OCOBAN3.BuBuac(OCOBA .MaTeMaTyKa))NJ.Mae-iTert(OCOBA,
YYEHD)).

!

Sna: (OCOBAN3.BuBuae(OCOBA MaTemaTKa)), fIHa : 3.Mae-miTei
(OCOBA, YYEHD)).

!

SIa: OCOBA, flxa:Buuae(OCOBA,MaTematnka)), SIHa : 3.Mae-mitet
(OCOBA,YYEHD)).

l
STna: OCOBANDN SIHa : 3.mae-nitei(OCOBA, YVUEHD)) = L.

!
Ha: L.
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OTrpumMarv cynepeuHicTh 3 TM, 110 fIHa HaJeXWUTb 10 HOPOXHBOL
MHOXMHI. A IIe O3Haydae, 10 MOJIeli, Ae VIIeTbCsA PO BUBYEHHs SIHOIO
MaTeMaTUKIM, HeMae, OCKUIbKY fIHa Bifijae repesary irpam.

PosrisiHeMo nTaHHS HecyllepedHOCTi OTpuMaHol 0a3y 3HaHb. 3Tifl-
HO 3 O3HaUYeHHsM HecyIllepeuHoi b3 moTpiOHO mokasaTy, III0 BOHa Ma€
HEeIMOPOKHIO MOJIeIb. 3 HaBeIeHOro BUIIe BUIUIVMBAE HEIIOPOXKHICTh MOJIeII
b3, TobTo 11 HecynepeunicTs. MoxHna Oys10 6 oKpeMo mepeKkOHaTWUCS y
CITpaBeJIMBOCTI KOXKHOI TepMiHOJIOTIYHOI akcioMU i paKTy y 11ivl MOZesIi.

Hpyrui eTan aHasisy

3adikcyBaBIy TepMiHOJIOTIIO i 3HaMIeHi dakTy y Burisi b3, moxxna Bu-
KOHYBaTV MOILIyK HOBMX (paKTiB (3HaHB) K JIOTIUHMX HACIiIKiB 3adikco-
BaHMX (pakTiB. Lle 3aBgaHHS yCKIIaJHIOETHCS Ti€r0 00CTaBMHOIO, 110 AesiKa
KUIBKICTh KOHIIENTIB 1 BiTHOIIIeHb MOXXYTh MaTV HeBM3Ha4YeHy iHTepIIpe-
Tariro. OTxe, pa3soM 3 BiZJOMOO OIIIHKOIO CTYIIeHs iCTMHHOCTI OJHMX KOH-
LIeNTiB, iICHYIOTh KOHLIeIITH, CTYIIiHb iCTMHHOCTI SKMX 3a L€l iHTepIipera-
i1 HeBimoMuI. Y HalloMy IPUKJIafli iHTepIIpeTallisd KOHIIeNTYy

C = (OCOBA \ {Ipuuka})~3.BuBuae(OCOBA MaTemMaTHMKa)),

AKUW O3Hadae: 4u Bubuac uje xmo-nebdyos, kpim lpunxu, mamemamuxy?
Ham Touro Bimomo, 1o kourenT 3.6ubuae(OCOBA.mamemamuxa) BUKO-
HY€ETbCSI, OCKIJIbKM iCHY€ HEeITOPOXKHS MOJIeJIb, siKa MiCTUTIMe 0co0y IpmH-
Ka, 4K i koH1enT 3.—6ubuae(OCOBA.mamemamuka), ika Ma€ HEIIOPOX-
HY MOJIeJIb, sika MicTUTh ocoOy flHa. Asle BUKOHyBaHicTh KoHIenTy C He
BU3Ha4eHa, OCKUIbKM XTO 11e 3 80 yuHiB KOV BUBYaE MaTeMaTUKy HaM
3 TeKCTY HeBiJJOMO.

AJITOpUTM IepeBipKy BUKOHYBaHOCTI KoHIlenTy C B TaKill cUTyallil
BUIMarae JIofjaBaHHs HOBOIO iHIOMBiZa Y 710 MHOXVHM iHAmBigiB IN, Ha-
npukiaj inavsina Osnbra. Aste dodaBanna noboeo indubBioa uu konyenmy
Mmycums cynpobodxkyBamuca nepeBipkoro HecynepeuHocmi TaKOTO IIO-
IIOBHEHHs. Y TaKOMy pa3i HeoOXilTHO mepeKOHaTHCs B TOMY, ITI0 TaKa 0CO-
6a sx Osbra € cepeq, y4uHiB IIIKOJIN i 1151 oco0a BuBYa€e MaTeMaTuKYy. [71m0-
NV aHaJTi3 TeKCTY Ja€ MiKa3Ky, sika BUPaXa€TbCs CJIOBAMU «KAACU Md-
AU nebry npeomemny opieHmayin». 3BiACY MOXKHA 3pOOUTI BYICHOBOK, IIIO
pasoM 3 IpuHKoIo B 1i Ki1aci (IlpeJMeTHO OPi€eHTOBAaHOIO Ha BUBYEHH Ma-
TeMaTVKM) € I11e 0coOw, SIKi BUBYAIOTh MaTeMaTHKY (Hanpukiiafd, Omibra).

Ajte MOXUJIVIBa CUTYallis, KOJIM 3 SIKMX-HeOyab IPUYMH MU He MOXe-
MO IIepeBipUTI HecylepeyHiCTh TaKOro II0IoBHeHH:. Tomi My 3MyIieHi
IIpaIOBaTI B YMOBax HEBM3HAYEHOCTI 1 TyT y IIPUTOAi CTa€ TpU3Ha4YHA
jorika (y JaHoMy BUIIaJIKy — Jiorika JlykaceBudya), sIKy IO3Ha4aroTh L,
[11]. Y i norini € Tpu storiuni 3sHaveHHs: 1 — ALC-popmyria icTmHHa,
1/2 — snauvenHs (cTymiHb ictmHHOCTI) ALC-dpopMysn HeBU3HauYeHO,
0 — ALC-dopmyita xubHa. SIKIII0 MOXIIMBUM 11iasior 3 b3 Ta 1 TBOpLIaMI,
TO TaKOI'O TUITy HeBU3HAUYeHOCTi YaCTKOBO PO3B SI3yIOTHCS 3a JOIIOMOIOIO
IIPSIMOTO [1iaJIory.
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Y npormwiexHoMmy BuIaJKy Bci g00yTi pakTy TpafyroloThcs 3Ha-
YeHHsIMM JIOTiKM L, i 3aimimmaeTscst cpopMyoBaTyi IIpaBuia rpagyro-
BaHH: HAaC/IiNIKiB, OTpMMaHMX IiC/Is 3aCTOCYBaHHS IIpaBIl IIOOY0BY MO-
meri y aroputMi ceMaHTmuHOro Taoso [11, 16]. Lle 3poOuti HeBaxko,
OCKIUJIBKM SIKIIIO CTYIIiHBb iCTMHHOCTI Jedkol migdopmyian ALC-dpopmysm
HeBW3Ha4eHo, TO 1IeVl CTYIIiHb 30epiraeTbcsd 11 y Tux mindopmyrsax, Ao
AKUX 1151 popMyJIa HaJIeXKUTh.

Cdopmyrroemo mpaswia rpagyloBaHHs popMys1 y IIporieci 3acTo-
cyBaHH# L,-toriku. ITosHaummo v(A) sHauenHss ALC-popmyrm A. Tomi

— gkio v(A) =x, To v(—=A) =1 -0v(A) = 1-x;

— gxio v(ANB) =1, To v(B) = v(A) =1;

— gxi10 v(ANB) = 0, To 3aMKHYTH TiJIKY;

— gaxuo v(ANB) =1/2, To v(B)=x, v(A)=y, e x,y — 3Ha4YeHHSA POPMYII
A1iB;

— ko v(AUB = 0, To v(B) =v(A) = 0;

— gkio v(AUB) =1/2, To v(B) = v(A) = 1\2;

— gkio AUB) =1, To v(A) =1 ko A Hecyniepeunnit i v(B) = 1 xonm
B Hecynepeunu;

v(A) =1 xormu A Hecyniepeunmii i v(B) = 1/2 xonu B HeBU3HaueHUTL;

v(A) =1 xormu A HecyniepeuHM1 i 3aMKHYTU rIKy B ko v(B) = 0;

v(B) =1 xormu B Hecynepeunum i v(A) = 1/2 Ko A HeBU3HaYeHWTT,

v(A) = 1 xorm1 B Hecyniepeunwmt i 3aMKHyTHU TUIKY A Komm v(A) = 0;

— skio v(3R.A) = x, To BBecTM iHAMBiNa a 70 KoHLenTy A i aRb. SIkio
a B A HeMae€, TO BUKOHATH IIepeBipKy HeCyIlepeYHOCTi TaKOro IIOIIOB-
HeHH:I. SIKIIo ITOIOBHeHH: cynepeuHe, TO 3aMKHyTH TiIKy y CT, inakie
noxs1acTut v(b:A)=v(aRb)=x.

— skmo v(«R.A) = x 1 0, To BBeCTM BCix iHAMBIMIIB 4 10 KOHIlENTY A
TaKuX, 110 aRb, SKII0 a4 HajleXuTh 110 A. SIKIIo a B A HeMae, TO BUKOHATH
IlepeBipKy HeCcyIlepeYHOCTi TaKOro IOIOBHEHHS. SIKIIO ITONOBHEHHS
cynepeydne, To 3aMKHYTH riiky y CT, inakmre nmoxiactu v(a:A)=v(aRb)=x
IIJIsL BCIX Takmx a € D.

Hamnpukiia, KOHIIenT

C = (OCOBA \ {Ipuaka}) N3. BuBuae(OCOBA .MaTemMaTVKa))

MaTuMe 3HadeHHs 1/2. A ajropuTM ceMaHTUYHOIO Tabsio 1molysye ABi
dopmyim
a:0COBA A a # Ipusaka i a: BuBuae(OCOBA.maTeMaTnka),

gKi HaOyBaroTh 3HaueHb 1/2, OCKUIBKM PO iHOMBINA 4 B aHaJIi30BaHOMY
TeKCTi SIBHO HiYOr0O He TOBOPUTBCSL.
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Tperint eTam aHaxizy

Ha npomy erari yTOUHIOETBCS Ta PO3IIMPIOETHCS MHOXIVHA KOHIIEITIB i
Bi/THOIIIEHb, 3 BUKOPMCTaHHSM T/TyMauyHVX CJIOBHMKIB, €HIIMKIIOIIeIivl TO-
110. 30KpeMa, i3 Tirymaunoro Cj10BHMKa yKpaiHCbKOI MOBY [17] gicTaemo
YTOUHEeHH TaKVMX KOHIIeNTiB:

e BHAHHSL: 3nanna — ye obisHamicmy Y womy-Hedyos, HasBHicmb Bido-
Mmocmetl npo k020 Hebyob;

— ye cykynHicms Bidomocmeil 3 AKoi-HedYOb npeoMemHoi 2ary3i, Habymi
Y npoyeci HaBuanHs, 00CAI0XKeHHA TMOu0;
— ni3HanHA Oiticnocmi 8 okpemux ii npoaBax ma 8 yisomy.
o ITIKOJIA: wkosra — ye HaBuarbHutl 3ax4a0, 8 AxoMYy HABUAIOMbCA YUHi;
— ye HabBuarvHUutl 3aK1a0 cepedHboi ocBimu;
— ye npuminjeHHs, 0e HABUAIMbCA YUHI A NPAYIOIOML YUUTIeAi;

e OCBITA: ocBima — ye cyxkynHicmos 3Hanv, 3000ymux y npoyeci HaBuanHs
6 HaBuarvHomy 3axaadi (wikoai, iHcmumymi,yHibepcumeni moujo)

o INKOJIA+AECATUPIYKA=CEPEHS-ITKOJIA: — ye wxoaa, 8
AKIT YUHI HABUAMbCA NPOMA2OM Oecmu pokib;

o [ITIKOJIA TTOYATKOBA: — ye wxoaa, 6 axii yuni HaBuawmocs npo-
MA0M NEPULUX HOMUPLOX POKiB;

o CIM'SI: ciM'st — ye bameku 1 imu yux damvki6;

o ITIL: inxxernepHo-mexHiuni npayibHuku — uye eseKmpux, camHmexuik, 3a-
Geocn, npubuparvHuys.

e YUUTEJIb: yuumenv — ye ocoba, sixa € abmopumenom y cBoitl earysi,

— ye ocoba, sika nepeoae cBiil 00cbio 3HaHHA,
— ye ocoba, sAxa Bnaubae Ha THUUX T € 044 HUX NPUKAAOOM.

o [IVIPEKTOP — ye ocoba, sika € kepibruxom nionpuemcmba abo Habuarb-
HO020 3aKAa0y.

e HABYAJIBHUI 3AKJTAT = IIIKOJTA.

e [IPVIMIINEHHSI={nnpumimienHs-nta-d, mKosa}:

e CITELITAJIBHICTD =DAX

IMopmaspmmyi aHali3 TeKCTy PO3MIMPIOE MHOXWMHY KOHIIENTIB 1 Bif-
HOIIIeHb, AKi OyJIv OTpuMaHi Ha IIOIlepeHiX eTarlax, TakK 3BaHUMMI CMUC-
A06umu konyenmamu i Gionowenuamu. Harmpuxotan, KUIbK (mikosta, yuHiB),
JIOK (rtaxodpabpuka, cemmmrre), JIOK (tikosa, cemme), CITELL(yunTens,
npenmert). CITELL1 (itn, crienianpHicTs), [TIPVIHATI(mpumirttieHHs, 1mikosia),
3B’S13(mkosta, nraxodadbpuka), CYMICHIVK (ocoba, minmpmemcrso). Li
BiJIHOIIIEHH: ONVCYIOTh KUUIBKICTh YUHIB, sIKi HABUAIOTBLCS y IIIKOJI, MicIle
3HAXOIPKEeHHS IIKOJIV, CHeIaJIbHICTh yUUTesIsd, CIIeliaJIbHICTh iHXeHep-
HO-TeXHIYHOTO IIpalliBHIKa, sIKe IIPUMIllleHHs HaJIeXXUTh IITIKOJIi, 3B’ 430K
IIIKOJIY i TTaxodaOpMKM TOIIIO.

Taki momaTKoBi KOHIIENTH i paKTV JalOTh MOXJIMBICTh TOYHIIIIe i ITO-
BHillle BifIoBigaTy Ha 3anuTu 10 b3, dpopmyBaTit HOBI 3HaHHS, SKi He
JirypyroTh y Ho4aTKOBOMY TeKCTi, IIOIIOBHIOBATM MHOXXVHV KOHIIEIITIB i
daxTiB, sIKi HeOOXiTHI /U1 3aBepIIeHHSI POOOTN CHCTEeM JIOTiYHOTO aHa-
J1i3y, Ta popMyBaTH MOCVIAHHS Ha [Kepesia, /e BiAoBinHi 00’ ekTn onm-
CYIOTBbCS @00 BUKOPVICTOBYIOTBCS.
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3 omrsAAy Ha cKasaHe, CPOPMYJIIOEMO ITpobsIeMy, sKi BUHMKAIOTh B
polteci creopeHHd b3:

1) aBTOMaTM3AaLlig ITOBHOTO a00 YacTKOBOTro IonoBHeHH: b3 (ski ma-
10Th Oy TN IIpaBwIa, 3aco0m i MexaHi3MM);

2) aBTOMaTM3allii Ipolecy IOMIYKYy (pakTiB, gkux Opakye g yc-
ITIIITHOTO 3aBepIlIeHHs [IepeBipKM BUKOHYBaHOCTI KOHIIEITIB;

3) nonosHeHH: b3 MeTadopruHVIMYL TaHMY;

4) 0bpobiierHs iHdoOpMariii, sika T HeBM3Ha4YeHOO (Popmyru 3i 3Ha-
veHHsIMU 1/2).

ITimcymMKn

Po3ryIsgHyTO 3aCTOCYBaHHSI Pe3yJIbTaTiB CEMAaHTUKO CUMHTAKCUMYHOIO aHa-
J1i3y Ta MOB MaTeMaTW4HOI JIOTIiKM /10 BII00yBaHHs 3HaHb Ta I1epeBipKy
OTpMMaHMX 3HaHb Ha CyllepeuHicTh/HecyllepeuHicTb. 3a pesybTaTaMu
CEeMaHTMKO CMHTaKCHMYHOIO aHaJIi3y TeKCTy Ha OCHOBI MOB JI€CKPWIITVB-
HOT JIOTikM OyayroTbcs Oas3u 3HaHB, a 3a JOIIOMOTOI0 MOB TPU3HAYHOT
JIOTIKM OTPUMYEMO CTYIIeHi iCTMHHOCTI BUCHOBKIB B YMOBax HeBU3Ha-
YEHOCTI.

IIOBIHOMJIEHHA:
Brecox aBmopi6: Kpubomy C.JI. nasexums ides cmammi, po3pobka Mamemamuuno2o

anapamy, — 3acmocyBanHs CUHMAaKMUKO-CeMaHMUUHOT 102iKU 045 NOULYKY
areopummib 3 memoro cumnaicpixayii mexcmy; Cxpunuux T.K. — peasizayis okpemux uac-
MUH AA0PUMMY CeMAHMUUHO20 MAabAo.

3acmocyBanna I1I: abmopu ne BurxopucmoBybasu sacobi LI npu nideomoByi cmammi.
Kongpaixmu inmepeci: nemae xoncpaixmy inmepecib.
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ITERATIVE LOGICAL-LINGUISTIC METHOD
OF ANALYZING NATURAL LANGUAGE TEXTS

Introduction. A three-stage iterative method of extracting knowledge from natural
language texts is proposed, using formal-logical and syntactic-semantic analysis,
explanatory dictionaries, encyclopedias, and special literature. The logical approach
to this is based on the use of descriptive logics and the tools that these logics ope-
rate with. The purpose of such analysis is to build consistent ontological knowledge
bases, supplement the bases with new facts, and check the compatibility of the base.
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The main task in this process is to check the feasibility of concepts, the consistency
of facts, and supplement the set of facts with new facts that are implicitly present
in the text in order to successfully conduct their formal logical analysis. At the first
stage of analysis, all information from the text that is explicitly present in this test is
collected. At the second stage, if necessary (which is dictated by the work of rea-
soners), additional text analysis is performed to search for information implicitly
present in it. For the successful operation of the logical analysis of facts, there is a need
to search for information that is outside the aPurpose nalyzed area. The search for
the necessary (relevant) information is performed at the third and last stage of ana-
lysis. In particular, this search can use the tools of artificial intelligence systems,
various types of encyclopedic, dictionaries etc.

Purpose. The main task in proposed paper are methods of building the feasibi-
lity of concepts, the consistency of knowledge base, and supplement the set of facts
with new facts that are implicitly present in the text in order to successfully conduct
their formal logical analysis.

Methods. A three-stage iterative methods of extracting knowledge from natural
language texts is proposed, using formal-logical and syntactic-semantic analysis,
using systems of Al (as oracle) explanatory dictionaries, encyclopedias, and special
literature.

Results. Proposed an approach to used three-valued logic for estimation of
truth-values conclussions. For the successful operation of the logical analysis of facts,
there is a need to search for information that is outside the analyzed area. The search
for the necessary (relevant) information is performed at the stage of analysis.

Conclusions. We proposed the three stage methods of extraction of new facts
and completion of such new facts of knowledge base, checking its consistency.

Keywords: Text analysis, knowledge extraction, ontological knowledge base.
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ENERGY-CENTRIC CONTROL FOR AUTONOMOUS

MOBILE NODES TO ENHANCE FUNCTIONAL
STABILITY UNDER TURBULENT

This paper proposes a conceptual approach to the autonomous takeoff and landing control of
autonomous mobile nodes (AMN) based on the Total Energy Control System (TEC_dology.
The study aims to enhance the operational efficiency and survivability of unmanned aviation
by utilizing the aircraft’s energy state as a fundamental control invariant. The proposed
approach overcomes the limitations of traditional systems, specifically their high sensitivity to
stochastic disturbances and degraded stabilization accuracy under atmospheric turbulence.
The control algorithm is optimized based on two criteria: minimizing the deviation of the
AMN total energy from the reference flight trajectory and minimizing the imbalance between
kinetic and potential energies to stabilize the rate of descent (or climb). Simulation results
demonstrate that the implementation of this method provides robust resilience to external dy-
namic disturbances, mitigates the human factor, and enables mission execution under adverse
weather conditions without rigid dependence on ground-based airfield infrastructure. Future
research will focus on scaling the approach to multi-agent systems, integrating adaptation
methods based on random projections, and field testing on fixed-wing platforms.

Keywords: autonomous mobile nodes, autonomous takeoff and landing (ATOL), total energy
control system (TECS), energy state, atmospheric turbulence, functional stability, aircraft sur-
vivability.

Cite: Volkov O.Ye., Popov L.V. Energy-centric Control for Autonomous Mobile Nodes
to Enhance Functional Stability under Turbulent. Information Technologies and Systems.
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Introduction

In recent years, unmanned aerial vehicles have evolved into a distinct class
of complex dynamic systems characterized by high functional density and
scalability in application. The integration of advanced sensory instruments,
including multispectral and inertial measurement subsystems, has enab-
led the continuous generation of large data arrays regarding flight para-
meters, onboard system status, and environmental characteristics.

A key factor in this qualitative transition has been the implementation
of high-performance onboard computing and communication complexes
capable of real-time processing, aggregation, and interpretation of sen-
sory information using filtering, state estimation, and adaptive forecasti-
ng methods. This has significantly reduced latency within the control loop
and enhanced the reliability of information support for decision-making.

Consequently, the necessary prerequisites have been established for a
substantial increase in flight efficiency through the development and im-
plementation of high-precision automatic control systems. A defining
feature of autonomous mobile nodes (AMNSs) is the ability to perform
autonomous maneuvering, following a defined route. This alleviates the
need for ground station operators to constantly monitor numeros mo-
tion parameters (flight in the case of UAVs, movement in the case of
ground systems, surface and underwater travel in the case of water-based
AMNs, etc.). Instead, they start with the initial, final and intermediate
points of the route along with several additional characteristics of the
AMN movement. The remaining parameters are computed by the on-
board control system and transmitted to the respective actuators.

Autonomous UAV flight encompasses stages such as automatic take-
off and landing, trajectory calculation, and subsequent path following,
integrated with high-level decision-making processes depending on
mission objectives. Every flight includes two stages characterized by both
intensive maneuvering and limited control resources required to reach
specific terminal states. Every nominal UAV flight is inherently accompa-
nied by the essential stages of launch (take-off) and landing.

For modern aviation complexes, a degradation in control precision can
be observed during take-off and landing under atmospheric turbulence,
manifesting as increased deviations from set flight regimes and reduced
stability in regulation loops. Such systems demonstrate insufficient adap-
tability to high-frequency turbulent effects, leading to accumulated con-
trol errors, increased load on actuators, and a decline in overall flight
stabilization efficiency.

Literature Review

Currently, considerable attention is paid to the UAV take-off and landing
methods development and implementation. There are several main me-
thods of UAV take-off: hand launch; use of a catapult; vertical take-off;
“aircraft-style” take-off [3-6].
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Launching a UAV glider using human physical strength, without
specialized devices, is carried out when the UAV weighs less than 5 kg.
The main advantage of the method is simplicity, but at the same time the
main disadvantage is safety for both the glider itself and the operator at
the UAV launch.

Today, a significant number of UAVs are launched using catapults.
But this method has both advantages and disadvantages. For example, a
gunpowder catapult, for all its positive characteristics, such as simplicity,
reliability and power availability also has significant disadvantages, such
as lack of stealth, increased danger to service personnel. A gunpowder
catapult is practically irreplaceable during the launching of heavy UAVs
with a jet engine, but its use for launching mini UAVs is not advisable [6, 7].

Another take-off method is a vertical take-off. Among the existing
UAVs, a special group is made up of UAVs that have the ability to take-off
and land vertically. This ability of UAVs not only significantly simplifies
the problem of its basing, but also expands the capabilities of UAVs both
in terms of areas of application and tactics of its usage. When designing
automatic control systems for such UAVs, difficulties arise in ensuring
their stabilization around the center of mass. Additionally, there is a large
fuel consumption during the vertical take-off procedure, which shortens
the radius of application of the UAV [8].

Take-off according to the aircraft pattern can be carried out automa-
tically or under the operator control. Known methods of UAV landing
[9, 10] can be reduced to such basic schemes as: landing like an airplane
(on a runway); landing like a helicopter (on a site); landing with a para-
chute; landing in a capture device.

For aircraft-type UAVs, classic landing systems are used that are also
used for a manned aircraft landing, for example, such as the course-glide
system and centimeter-range landing systems.

The landing process is divided into five stages: descent, leveling, hold-
off, and rollout. During the descent, the UAV approaches the ground at a
safe speed. The flare stage is designed to offset the vertical rate of descent,
during which the UAV is transferred to horizontal flight mode. During the
holding phase, the flight speed at a constant altitude is further offset due
to an increase in the drag coefficient. The developed technology for auton-
omous take-off of aircraft-type UAVs conditionally divides the take-off
process into three phases, showing the sequence of the main stages of
UAV take-off from the beginning of the ground roll to the transition to the
route (Fig. 1).

In order to land at a designated or intended location, operators per-
form complex calculations to maneuver the UAV horizontally and verti-
cally during the landing procedure [10].

Methods for systems that provide autonomous take-off and landing
of various type UAVs are proposed at [11, 12]. Such systems are called
ATOL, which is an acronym for the words Autonomous Take-Off and
Landing. Take-off and landing without operator intervention will sig-
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Fig. 1. Stages of UAV take-off

nificantly simplify the simultaneous use of several vehicles. The autono-
mous take-off and landing function will in the future become a standard
function in an advanced ground control system for UAVs. This function
minimizes errors caused by the human factor during the take-off and
landing stages of UAVs and reduces the cost of operator training.

It should be noted that at the core of the conflict within non-auto-
nomous aviation complexes lies the degradation of control precision un-
der atmospheric turbulence, which leads to a decrease in the operational
efficiency of unmanned aviation. Classical approaches, oriented toward
rigid adherence to predefined trajectories, demonstrate insufficient adap-
tability to high-frequency stochastic environmental disturbances [13].
To resolve this issue, an approach based on the intellectualization of
take-off and landing processes is proposed, transitioning from trajecto-
ry-based to energy-centric control [14]. Unlike traditional systems that
focus on the geometric parameters of motion, such as the virtual glide
slope, the proposed concept utilizes the aircraft’s energy state as a fun-
damental control invariant. This approach provides inherent robustness
to the system by minimizing the imbalance between the kinetic and po-
tential components of total energy, rather than attempting direct com-
pensation for every individual disturbance [15]. The implementation of
energy-centric control achieves a comprehensive systemic effect, ensu-
ring the intelligent compensation of external disturbances by interpreting
them as fluctuations in the system’s energy budget. This reduces the hu-
man factor by delegating complex tasks to algorithms and enhances the
overall survivability of unmanned aerial vehicles by transforming adverse
meteorological conditions from a category of critical constraints into a ca-
tegory of controllable environmental parameters. Thus, autonomous ener-
gy-state management serves as a systemic mechanism for increasing the
autonomy and functional stability of unmanned aircraft systems in con-
ditions of uncertainty.
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Autonomous Control
of the Uav on the Take-Off Stage

At the take-off stage, it is critically important to ensure efficient accelera-
tion within the runway (RWY) limits, followed by a transition to a safe
climb gradient as determined by airworthiness standards and the pre-
sence of obstacles along the flight path. Simultaneously, during the final
landing phase, there arises a need for the precision dissipation of kinetic
energy to a level that ensures safe taxiing and the accident-free termina-
tion of the flight mission. Both stages are viewed as processes of dyna-
mic transformation of the aircraft’s energy state under conditions of li-
mited temporal and spatial resources.

To ensure the theoretical rigor of the proposed approach, the optimi-
zation criteria for synthesizing the control laws are formalized within the
UAV state space. The total energy of the aircraft’s motion is defined as
the sum of its kinetic and potential components:

E,,=1/2mV* + mgh.

The cost function of the adaptive algorithm is formulated as a problem of
minimizing a quadratic performance index over a finite time interval:

J = [\ (GAEZ, (1) + BAEZ, (1) + i (1) dt,

where:

e ] is the cost function (generalized performance index) that the UAV
onboard computer attempts to minimize;

e [t_0, t_f] is the time interval over which the integral computes the
cumulative “cost” of all errors and control expenditures;

* AE, (f) = E,,(t) - E,(t) represents the total energy error of the aircraft,
reflecting the deviation of the UAV’s actual total energy from the target
value defined by the virtual glide slope;

e AE, (1) is the energy imbalance, which accounts for how the energy
is distributed between its kinetic and potential components;

e 1(?) is the control energy, represented as a control signal vector con-
sisting of changes in control surface positions (pitch) and engine thrust;

e a, B, v, are the autopilot tuning coefficients (weighting factors).

The parameter AE, (f) represents the current deviation of the total en-
ergy from the reference profile of the virtual glide slope, whereas AE, ,(t)
determines the instantaneous imbalance between the airspeed (kinetic)
and altitude (potential) channels. The control vector u(t) forms coordinat-
ed commands for adjusting engine thrust and the pitch angle, while the
weighting coefficients o, 3, y ensure the asymptotic stability of the closed-
loop system under high-frequency stochastic atmospheric disturbances.
The developed technology for autonomous take-off of aircraft-type UAVs
conditionally divides the take-off process into three phases, illustrating
the sequence of the main stages of UAV take-off from the beginning of the
ground roll to the transition to the route (Fig. 1).
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Phase I lasts from the beginning of the runway run-up to the set of
take-off speed V, = 30 m/s. During this stage, the UAV roll angle y and
pitch v are stabilized at zero by the control laws until the take-off from
the runway moment. The thrust value is set to the take-off value.

Phase II begins of the stage occurs when the UAV reaches the take-off
speed V, =30 m/s. The UAV takes off from the runway. In this case,
the pitch angle is set to 5°. The roll angle is controlled to stabilize the
UAV flight path (y), which at this stage should be equal to the run-
way course (y,,). The end of the stage occurs when the take-off height
H, =50 m is reached. The thrust retains the take-off value.

Phase III begins after reaching the take-off altitude, the UAV is con-
trolled using algorithms that are provided for UAV flight control. Name-
ly, altitude and speed control can be performed using the UAV full ener-
gy control method, which produces pitch angle control signals v, and
engine thrust d,, trajectory control can be performed using nonlinear
adaptive roll angle control logic, which operates in the UAV flight mode
along waypoints and produces UAV roll angle control signals (y.,,,)-

Autonomous Control of Unmanned
Aerial Vehicle on the Landing Stage

Any UAV landing system, regardless of the chosen implementation stra-
tegy, must ensure the resolution of two fundamental systemic tasks. First
is the task of precision guidance of the UAV to a specified spatial point,
while adhering to the boundary values of orientation angles, as well as
linear and angular velocities, which corresponds to the classical formu-
lation of the terminal control problem. Second is the task of the complete
dissipation of the aircraft’s residual kinetic energy, provided that its struc-
tural integrity and functionality are preserved.

The instrumental framework used for the informational support of
the landing stage for fixed-wing UAVs includes acoustic sensors (sonars)
and laser rangefinders for high-precision altitude determination, sate-
llite navigation system receivers, as well as video cameras for visual orien-
tation or the implementation of computer vision systems, which collec-
tively form the data field for automatic landing. The implementation of
the energy-centric approach allows for the integration of data from these
heterogeneous sensors into a unified energy-state model, ensuring control
stability even under conditions of temporary degradation of individual
information channels.

The developed UAYV landing technology is designed to perform UAV
landing in autonomous mode when the UAV control system is given an
approach command at any time and at any flight trajectory interval. A sig-
nificant difference between the developed technology and those described
in [11-15] is that such technology uses algorithms implemented in widely
used autopilots to calculate the landing maneuver before the UAV leve-
ling stage. For example, altitude and speed control can be performed
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using the UAV full energy control method, which produces pitch angle
control signals v, and engine thrust §,,. Trajectory motion control can
be performed using nonlinear adaptive roll angle control logic that
produces the UAV roll angle control signals yemd.

To enable autonomous landing, the UAV autopilot generates an array
of virtual glide slope parameters based on the runway (RWY) threshold
coordinates, heading, glide slope intercept altitude, and the rollout point.
These data are essential for ensuring the stable operation of the UAV
control algorithms, spatial synchronization, and the formation of the lan-
ding course according to the virtual glide slope geometry (Fig. 2). Addi-
tionally, the following key trajectory nodes are defined programmatically:
the landing decision point — the UAV’s location at the moment the ap-
proach command is received, which triggers the nonlinear adaptive roll
control logic to intercept the pre-landing flight level; and the touchdown
point—a point on the runway where the virtual glide slope passes at a
distance d from the threshold. The distance 4 is determined by the spe-
cified glide slope angle and flare altitude, and is calculated using the fol-
lowing formula:

d="h,/1gn,

where h;, — leveling height (height above the runway end point at which
the UAYV leveling (flare) phase begins); p — virtual glide slope angle;

e glidepath point is the point of UAV entry into the virtual glidepath,
which is located at the height 1, of the virtual glidepath.

The developed autonomous UAV landing technology works with
the following parameters: i, =3m, p =4, d =429 m.

The glide slope intercept point and the rollout point define a functio-
nal spatial segment essential for ensuring the UAV’s precision entry into
the virtual glide slope window at a target altitude h,,, aligned with the
runway (RWY) vector. The length of this interval is a dynamic parameter
adapted to the temporal constraints of the landing operation. It is deter-
mined by the UAV’s approach angle relative to the RWY axis and its
maneuvering capabilities; specifically, a sharper intercept angle requires a
longer distance to complete transition processes and achieve course sta-
bilization, though it must not fall below the technical minimum required
for the turn. The target flight altitude within this segment is fixed at the
glide slope entry level i, allowing for the minimization of energy state
fluctuations before the commencement of the final descent.

To prevent runway excursions or off-runway landings, the nonlinear
adaptive roll control logic is integrated with a dynamic lateral offset com-
pensation mechanism (activated after passing the glide slope intercept
point). This mechanism provides precision heading adjustments to align
the aircraft parallel to the longitudinal axis of the RWY with minimal la-
teral deviation. As a result of the synergetic operation of both algorithms,
the UAV stabilizes on the final approach path after passing the glide slope
point, maintaining the trajectory under zero-roll and zero-sideslip con-
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Fig. 3. Horizontal structure of the UAV landing approach route

ditions to ensure a safe touchdown. Such intelligent stabilization is criti-
cal for neutralizing the impact of sudden lateral wind gusts, which the
system interprets as energetic perturbations of the motion vector.

A diagram of the UAYV trajectory control is represented on Figure 3.
In this case, UAV 1 and UAV 2 flew along a given trajectory at waypoints.
At the moment of passing waypoint 1 for UAV 1 and waypoint 3 for
UAYV 2, a command to land was received. The dashed lines show the
new automatically calculated approach trajectories in the UAV control
system, in which the next waypoint is chosen also as the turn point.

The nonlinear adaptive roll control logic initiates the aircraft’s transi-
tion onto a virtual trajectory connecting the decision point with the rollout
point. Upon reaching a distance of 150 m, an iterative waypoint swit-
ching procedure is activated: first, to intercept the segment between the
rollout point and the glide slope intercept point, and subsequently, to
guide the UAV to the final touchdown location (Fig. 4). Simultaneously,
in the vertical plane, the Total Energy Control System (TECS) performs
precision monitoring of altitude and airspeed, ensuring motion stabili-
zation along the target profile throughout all stages of the landing ope-
ration. Vertical descent parameters are determined by the platform type
and its dynamic potential, while the flight itself is executed at a constant
landing speed V=1V,
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After passing the runway end point, the control algorithm sets the
pitch angle value to 0° and operates in the mode of holding this value,
the engine thrust is set to 0 (3,,, = 0). Upon passing the end of the runway,
the target flight speed of the UAV drops to zero (Fig. 4).

During the holding phase, due to increasing drag, the speed and
flight altitude decrease, the UAV touches the runway surface, performs
the run-up phase and makes a final stop within the runway.

Analysis of the Efficiency of Autonomous
Uav Total Energy Control During the Takeoff Phase

The implementation of autonomous control algorithms based on the prin-
ciples of controlling the UAV’s energy status allows moving from the
manual control stochastic nature to a deterministic process with a high
level of repeatability. A feature of the proposed approach is the distribu-
tion of control logic according to the phases of flight dynamics.

During the I and II stages, the main advantage is to minimize the risk
of accidents caused by untimely reaction to crosswinds during the run.
The key parameters are identified at Table 1:

e Runway heading error (Ay,,), defined as the angular difference be-
tween the direction of actual UAV movement (track angle) and the run-

Table 1. Take- off stages performance metrics

Take-off st Name, measurement Manual Autonomous
ake-oft stage units of the parameter control control
I stage Runway flight path error (Ay,,), ° £3.0...5.0 +0.5...1.0
II stage Pitch angle accuracy (Av), ° £2.0...3.0 £0.2...0.5
III stage Full energy error AE,,, (m?/s?) £15...20 +20...4.0
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way axis, which characterizes the accuracy of trajectory maintenance
during the run-up, including the impact.

e Pitch angle error (Av) is defined as the absolute deviation of the
current pitch angle from the set value v, at the lift-off moment, which is
important to prevent a stall or tail strike.

On the stage III of take-off and during landing, the Total Energy Con-
trol System (TECS) method was applied [16], where the key metrics
were defined as:

e Total energy error (AE,): defined as the deviation between the set
and actual values of the total mechanical energy of flight (E,, = E,,, + E;;,),
which characterizes the efficiency of thrust and pitch control within
the TECS under the influence of external disturbances.

Traditional control systems can enter a mode where the altitude con-
tour requires an increase in pitch, and the speed contour requires a thrust
increase that leads to overshooting and irrational energy consumption.
Therefore, to increase the UAV durability, it is appropriate to use a
full-energy control system. Its difference is that the altitude and speed
control channels do not operate in isolation, TECS integrates them into a
single energy contour. It allows the algorithm to harmonize the operation
of the engine (Ad,,) and elevator (Av,,,), considering the vehicle as a holis-
tic system that exchanges kinetic energy for potential and vice versa. This
approach eliminates the “conflict” of contours in a turbulent environment,
prevents overshooting and ensures a stable flight profile under difficult
meteorological conditions.

In general, the transition to energy-centric autonomous control pro-
vides a significant unmanned aircraft operational efficiency increase.
Quantitative analysis of the indicators confirms that the accuracy of trajec-
tory maintenance and the softness of the landing touchdown increase
compared to manual control mode. It not only reduces the working load
of the operator, but also directly affects the technical resource of the glider.

The implementation of autonomous energy state control algorithms
allows to transfer the takeoff and landing process from the category of
subjectively controlled operations to the dimension of high-precision tech-
nological processes. The considered approach to automation provides ri-
gid stabilization of spatial position and course that reduces risks associat-
ed with untimely operator reaction. This guarantees high repeatability of
takeoff and minimizes the probability of emergency situations, such as
premature stalling or runway overrun.

Discussion of the Results

The integration of autonomous take-off and landing algorithms demon-
strates a qualitative transition from stochastic manual control to a deter-
ministic technological process. The analysis shows that during I and II
stages the algorithm provides rigid stabilization of roll and pitch that mi-
nimizes the risks associated with the human factor.
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The transition to stage III and the subsequent landing phase high-
light the main advantage of the full energy control system, where, unlike
traditional PID-based architectures, TECS harmonizes the pitch (Av) and
thrust (Ad,,) control signals. By considering the UAV as a single energy
system that balances kinetic and potential energy, the algorithm elimi-
nates control conflicts in a disturbed environment.

The results of the conducted analysis indicate a significant reduction
in total energy error (AE,,) and the stabilization of the vertical descent rate
during landing, demonstrating the high predictability of the developed
algorithms. These improvements directly translate into increased opera-
tional efficiency and overall UAV survivability under conditions of high
environmental uncertainty. By neutralizing the human factor and effec-
tively compensating for stochastic external disturbances, the proposed
technology enables the reliable execution of missions in complex meteo-
rological conditions that are typically critical for manual control or tra-
ditional automatic systems. A detailed experimental verification of the
landing phase and the validation of the proposed mathematical models
are the subjects of a separate extended study currently in preparation
for publication.

To objectively evaluate the scientific novelty of the proposed techno-
logy, an analytical comparison was conducted between the developed
energy-centric method — based on the Total Energy Control System
(TECS) — and conventional Model Reference Adaptive Control (MRAC),
as well as modern intelligent algorithms based on Reinforcement Learn-
ing (RL). Unlike Al-based methods, which exhibit high sensitivity to the
completeness of the training dataset and present a “black box” problem
due to the low physical interpretability of their models, the energy-cen-
tric approach is rooted in fundamental physical invariants of motion. This
enables the achievement of a high level of robustness to critical wind
gusts without requiring significant computational resources from the
onboard computer. Compared to MRAC algorithms, which are prone to
error accumulation and high-frequency oscillations during intensive
maneuvering in a turbulent environment, the proposed logic ensures na-
tural disturbance rejection through its direct interpretation as fluctuations
in the system’s energy budget (Table 2).

Despite the demonstrated efficiency, the operation of the proposed
energy-centric control loop is constrained by several critical boundary
conditions of both aerodynamic and hardware nature. First, the system’s
capacity for energy fluctuation compensation is directly limited by the
actuator saturation effect and the dynamic range of the propulsion
system. The algorithm operates under the assumption that the aerody-
namic control surfaces and the engine possess sufficient power margins;
therefore, in cases where wind-induced stochastic disturbances exceed
the maximum available thrust of the propulsion system (T, ), a degra-
dation in flight stabilization quality inevitably occurs. Second, the sta-
bility of the non-linear adaptive roll control logic critically depends on the
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Table 2. Comparison of Adaptive Control Methods

Computational . Physical
Acozg:gh Cost of Onboard Dlgza/e E?;Eing toRV(i/ki);lztré(ﬁ:ts Interpretability
pp Computer P y of Models
Conventional Moderate Low (Requires |Moderate (Prone |High
MRAC plant model) to high-frequency
oscillations)
Al/ Extremely Critically High |High (Strictly Low (“Black
Reinforcement |High (Massive datasets |within the trained |box” problem)
Learning (RL) required) domain)
Proposed Energy- [Low None (Physics- |High (Inherent  [Excellent
Centric (TECS) invariant) robustness) (Direct energy-
state control)

update frequency of the sensory subsystems, as continuous state estima-
tion requires a minimum sampling rate of the information fusion matrix at
50 Hz to prevent phase lag under turbulent atmospheric conditions. Final-
ly, a significant limitation is the aerodynamic configuration of the aircraft,
since the current mathematical model is tailored exclusively for fixed-
wing UAVs and their inherent monotonic profiles of kinetic and potential
energy interchange, which precludes its direct transfer to multirotor plat-
forms without a complete restructuring of the power distribution matrices.

Conclusions

The paper proposes a conceptually new approach to the autonomous ta-
ke-off and landing of unmanned aerial vehicles (UAVs) based on the
energy-centric control paradigm. By applying the energy-based flight
control method, the developed technology eliminates the drawbacks of
traditional systems, such as low precision in turbulent atmospheric con-
ditions and stability degradation under high-frequency stochastic distur-
bances. The control criteria in this approach are the minimization of total
energy deviation from the reference value set by a virtual glide slope,
and the minimization of the imbalance between the kinetic and potential
components of total energy, effectively utilizing the aircraft’s energy state
as a fundamental physical invariant. This approach provides inherent ro-
bustness to the autonomous system through the intelligent interpretation
of external disturbances as fluctuations in the energy budget. Further-
more, the findings demonstrate a reduction in human-factor errors during
take-off and landing by delegating cognitively demanding stabilization
tasks to automated algorithms, which lowers operator requirements and
training costs. The developed technology does not require complex land-
ing maneuvers and significantly enhances operational autonomy across a
wide range of initial conditions by eliminating the mandatory reliance on
ground-based airfield infrastructure. This substantially expands the per-
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missible conditions for routine and emergency landings, transforming
complex meteorological factors from critical constraints into controllable
environmental parameters. Consequently, it increases the flexibility, effi-
ciency, responsiveness, as well as the overall survivability and functional
stability of the UAV in uncertain environments. Future work will focus on
scaling the technology for multi-agent systems (UAV swarms) of the fixed-
wing type, ensuring compatibility with a broader range of existing autopi-
lots, and implementing rapid adaptation methods based on random pro-
jections to create a unified intelligent control loop.
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EHEPTOLIEHTPVMYHE KEPYBAHH!I ABTOHOMHVIMIN
MOBUIbHVMM BY3JTAMM 17T TIABUILIEHHS ®YHKILIITHOT
CTABUIBHOCTI B YMOBAX TYPBYJIEHTHOCTI

Beryn. 3a octaHHI poky Oe3ITTOTHI JIiTa/IbHI anlapaTyl IIepeTBOPYIINCS Ha OKPEMU
KJlac CKJIaJIHMX JIMHAMIUHMX CHUCTeM, 1[0 XapaKTepu3yIOThCs BUCOKOIO (PYHKITITHOIO
IIUIBHICTIO Ta MacIITabOBaHICTIO B 3aCTOCYBaHHI. [HTerpalis repemoBix CEHCOPHMX
IprJIazliB, BKIIIOYHO 3 MYJIBTUCHEKTPaJIbHVIMM Ta iHepIliaTbHMY BUMipIOBaJIbHVIMU
mifcucTeMaMyl, Jajla 3MOry OesllepepBHO IeHepyBaT BeJIMKI MacMBU JAHMX IIOHO
IapaMeTpiB IIOJIbOTY, CTaHy OOPTOBMX CHUCTEM Ta XapaKTePUCTUK HaBKOJIUIIHBOTO
cepenosuia. KimouoBrmM pakTopoM I150T0 SIKiCHOTO IIePeXO/Iy CTaIo BIPOBa/KEHHS
BUICOKOITPOYKTUBHMX OOPTOBMX 00UMCITIOBAJIBHMX Ta KOMYHIKaIlilIHIX KOMILIEKCIB,
3maTHMX 00pOOIISATY, arperyBaTyl Ta iHTepIIpeTyBaTV CEHCOPHY iH(OpMalio B peasib-
HOMY Yaci 3 IOITOMOrOl0 MeTOfIiB (piTbTpallii, OIliHBaHHS CTaHy Ta aJallTVBHOTO IIPO-
rHo3yBaHHA. OTXe, CTBOPEeHO HeOoOXiTHI TeperyMOoBM ISl CyTTEBOTO Mi/IBUITIeHHS
e eKTMBHOCTI MOJIBOTY 3aBHSKNM PO3POOJIEHHIO Ta BIIPOBAIKEHHIO BMCOKOTOYHUX
CUICTeM aBTOMAaTWYHOIO KepyBaHH:. Pyx aBToHOMHUMX MOOiIbHMX BY3J1iB (AMB)
OXOIUIIOE TaKi eTarmu, sIK aBTOMaTUYHUM 3JIiT Ta I10cajiKa, 00unciIeHHs TpaeKTopil Ta
nopasibllle CIiAyBaHHS 3a TPAcKTOpPi€ro, iHTerpoBaHi 3 IpoLecamMyl IPUHATTS pi-
IIeHb BMCOKOTO PiBHS 3aJIeXXHO BiJy ITijtevt micii. I cyvacHMX aBiarfiliHMX KOMII-
JIeKCiB TIiJT 9ac 37TbOTy Ta MOCAFKM B YMOBaxX aTMocdepHoi TypOyIeHTHOCTI MoXe
CIIOCTepiraTics MOTipIIeHHsl TOYHOCTI KepyBaHHs, III0 MPOSIBIIAE€ThCS 30UIbIIeHHIM
BiIXVJIEHb BiJl 3a/JaHMX PEXVMIB IT0JIOTY Ta 3HVDKEHHSIM CTiVIKOCTi B KOHTypax pery-
moBaHHA. Taki cyicTeMyt JeMOHCTPYIOTh HeOCTaTHIO aJallTMBHICTE 4O BHCOKOYAC-
TOTHVX TypOyJIEHTHMX BIUIVMBIB, III0 IIPM3BOLMUTE 10 HAKOIIMUYEHHS IIOMWIOK Kepy-
BaHH:, 30UIbIIIEHHS HaBaHTaKeHHS Ha BMKOHaBYi MeXaHi3MI Ta 3HVDKeHHS 3arajIbHOT
edexTrBHOCTI cTabimizarii mompoTy. ToMy y CTaTTi 3aIIpOTIOHOBAHO KOHIIENTYaTh-
HUV IiAXi T0 aBTOHOMHOTO KepyBaHHsI pyxoM AMB Ha ocHOBi MeTO[0JI0TiT T10B-
Horo KepysaHHs eHeprieto (TECS).

MeTor0 po6OTH € Ii/IBUIIIEHHS eKCIUIyaTallillHOI e(eKTMBHOCTI Ta XKMBYYOCTi
GesriToTHOT aBiallil 3aBISKV BUKOPUCTaHHIO €HEPTeTIIHOIO CTaHy arrapaTa K PyH-
JaMeHTaJIbHOIO iHBapiaHTa KepyBaHH:.

Pe3yspraTyi. 3amporioHOBaHMII HiIXiA HiBeII0e OOMEXeHHS TPagyILIiIHIX CIC-
TeM, 30KpeMa IX BUCOKY UyTJIMBICTh O CTOXACTMYHMX 30ypeHb Ta BTpaTy TOYHOCTI
crabistizanii mig gac TypOysleHTHOCTI. AJITOPUTM KepyBaHH: OIITMMi30BaHO 3a JIBOMa
KpuUTepigaMu: MiHiMi3allielo BigxwieHHs IToBHOI eHeprii AMB Bifm omopHO1 Tpaek-
TOpii OJTbOTY Ta MiHiMi3ariefo aucbaraHcy MK KiHETMYHOO Ta ITOTEHIIITHOIO eHep-
ristvMut I cTaObTizamii IBVWIKOCTI 3HVDKEHHS (CXOIKEHHS).

BucHoBkm. Pe3ysibTaTyi MOfIeIIIOBaHHS CBiluaTh, 1110 BIIPOBa)KeHHs METOY 3a-
OesIeuye CTINKiCTh 1O 30BHIIIHIX AVHaMIYHVX 30y peHb, MiHIMi3y€ BIUIVB JIFOICHKOTO
daxTopa Ta [1a€ 3MOTYy BUKOHYBATM Micil 3a HeCIPpUSTIIVBUX METeOyMOB 0e3 JKOPCTKOL
3aJIeKHOCTI Bifl HazeMHOI aepofpoMHoOi iHdpacTpykTypn. Ilonasim JoCITipKeHHs
CIpsIMOBaHi Ha MacIITaOyBaHHS IIiXOAY IS OaraTOareHTHMX CHCTEM, iHTerpariiro
MeTO/IiB ajjalTallii Ha OCHOBI BUIIAJKOBMX ITPOEKIIiVI Ta HaTypHe TecTyBaHHS IljIaT-
dopwm i3 ikcopaHMM KpPUIOM.

Katouo6i caoba: abmonomuuii MobissHutl yso, abmonomuuil 3aim i nocadka (ATOL), no-
Bue xepyBanns enepeieto (TECS), enepeemuunuil cmaw, ammocgepHa mypoOyAeHMHICHIb,
hyHKYioHANbHA CADIAbHICTD, HKUBYUICTG ATMAALHUX anapamib.
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THOOPMAIIVIHI TEXHOJIOTTI [IJIs1 CTBOPEHH S
CUCTEM IHTEJIEKTYAJIBHOI'O KEPYBAHH

B PO3IIOAVIEHNX KOMIT'FOTEPHO-
KOMYHIKALIINMHWMX CEPEJOBUIITAX

I1poBedero kommnaexcHutl AHAAI3 CYHACHUX IHGPOPMAYITHUX MeXHOA02il, 1o Bukopucnofy-
tomuca 045 100Y0oBu cucmem iHmeekmyaisHoeo kepybanns 6 ponodiseHux komn omep-
HO-KOMYHIKayiiHux cepedoBuiyax. PosessHymo cyuacHi KOHuenyii wmyunoeo iHmesexmy,
Mermoou 3abesneueHHs aBMoOHOMHOCHIT IHIMEAEKINYAAHUX clcieM, Ni0X00u 00 NPUUHAMIMA
piuiens Y CkAAOHUX OUHAMIYHUX cepedoBuLax, a maxox mexHoaoeii bazamoaeenmHoi 63aemo-
0ii. OcobauBy ybacy npudisenHo mexHoA0IAM MAUUNHO20 HABUAHHA, 2AuD0K02e0 HABUAHHS,
niOKpinA06aibH020 HABUAHHA, eKCHePIIHUM CUCTEMAM, THIMeAeKIYAlbHUM A2eHmam ma ba-
eamoazenmHum cucmemam. ITpoanarizoBano npobaemu pyHKYioHYBAHHA THIMEACKIMYALbHUX
cucmeMm Yy po3nodiseHux mepexax, nob’asaui i3 sampumxkamu nepedaui 0aHux, HebusHaueric-
mio, iHghopmayiiinow Oesnexorw ma macuimadoBanicmio. Busnauerno nepcnexmubri Hanpamu
po3Bumky cucmem iHmMeAEKIMYALLHO20 KepyBaHHA HA OCHOBI 1MexXHOA02ITl WYUHO20 iHIe-
Aekmy, yugppoBux 06iinuxib, nepugpepitinux obuiicAers ma CeMAHMUUHUX KOMYHIKAYIL.

Karouobi caoBa: wmyunuil inmeaexm, inmesexmyaisre kepybanns, po3noditeHi cucmemu,
baeamoazeHmui cucmemu, MawuHHe HABUAHHS, NPUTHAMA piuieHs, ABMOHOMHI CUCTEMU,
KoMn 10mepHO-KOMYHIKAYiiHI cepedoBuiya.

Hurysauus: boposuk B.O., Cemenor P.B. [ndopmaririai TexHOIOTII IS CTBOpEHHS
CHCTeM iHTeJIeKTyaJIbHOTO KepyBaHHS B PO3IIOOUIEHMX KOMIT IOTepHO-KOMYHIKaIlii-
HuX cepenosuiax. Information Technologies and Systems, Kuis, 2026, Tom 3 (9), 62-72.
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Beryn

CrpiMKMit po3BUTOK iHPOPMAaIIiTHO-KOMYHIKalliTHVX TeXHOJIOTIN, XMap-
HVX 004YMCIIeHb, iIHTepHeTy peuert Ta KibepdisnuHMx crcTeM MpUsBiB 110
IOSIBM HOBVIX BVIMOT JIO ITPOIeCiB KepyBaHHS CKJIaQJHVIMM TeXHiYHVMM
00’exTamm. CydacHi KOMII IOTepHO-KOMYHIKaIIiIHI cepeIoBuIlia Xapak-
TePV3YIOThCS BUICOKOIO AVMHAMIUHICTIO, BEJIMKMMM 0OCATaMy JTaHMX, Heojl-
HOPigHICTIO iHdOpMaIIiTHIX pecypciB Ta HEOOXiAHICTIO PYHKIIIOHyBaH-
Hs1 peaJyIbHOMY Yaci.

Y Takmx ymoBax TpaJuIIiViHi METOIV aBTOMaTUYHOIO KepyBaHH:I Jie-
MOHCTPYIOTh OOMeXXeHy e(PeKTVBHICTh Yepe3 HeMOXJIVBICTh TIOBHOTO Bpa-
XyBaHHSI HeBU3HaueHOCTeVl, 3MiH IlapaMeTpiB cepeoBMIIa Ta CKJIaJHUX
B3a€MO3B’5I3KiB MK ejleMeHTaMu cvcteMu. Lle 0GyMoBIIIoe akTVBHe BITPO-
Ba/KeHHs TeXHOJIOTiM INTy4YHOro iHTeJIeKTy, 3[aTHMUX 3abesledyBaTul
ajlanTallifo, CaMOHaBYaHH: Ta aBTOHOMHE ITPUHATTA PillleHb.

MerToro crTaTTi € aHaJIi3 cydacHUX iHOpMAaIliIHMX TeXHOJIOTIN, 1110
BUKOPVCTOBYIOTBCH JJIsl CTBOPEHHSI CHCTeM iHTeJIeKTyaJIbHOrO KepyBaH-
He B PO3IIOJIUIEHNX KOMII FOTepHO-KOMYHIKaIIiIHMX cepe/IoBuUIlax, a Ta-
KOX BM3HAUeHH: IIepCHeKTUBHIX HaIlPAMIB 1X IOIaJIbIIIOTO PO3BUTKY.

Cy4acHi KOHIIeNii iHTeJIeKTyaIbHOT0 KepyBaHHsI

InTenexTyasibHe KepyBaHHS € MDKIVCIIUIUIIHAPHOIO TaJly3310, gKa IT0€/-
Hy€ MeTOJIM Teopil KepyBaHHs, IITy4YHOIO iHTeJIeKTy, aHaJIi3y JIaHMX Ta
Teopil HPUNHATTSA pillleHb.

OCHOBHOIO 0COOJIMBICTIO iHTEJIEKTYaTbHIIX CVICTEM € 3IaTHICTB [10:

* HaKOIMYeHHd Ta aHaJli3y 3HaHb;

* afarTanii 1o 3MiH 30BHIIITHBOIO CepeJOBMIIa;

* IIPOrHO3YBaHHS PO3BUTKY CUTYallii;

* caMOHaBYaHHS;

® aBTOHOMHOTI'O IPUVIHATTS PillleHb.

CywyacHi mixony 10 Mo0yI0BYM iHTENIeKTYaIbHMX CHCTeM 0a3yroThCs
Ha KOHIIeMIIil 3aMKHEeHOI0 [VIKITy «CIIPUVHATTA — aHaJli3 — IUIaHyBaH-
Hia — pAig». Came Taka apxiTeKTypa BUKOPWUCTOBYEThCA B aBTOHOMHIX
poboTOTEXHIUHMX KOMIUIEKCax, Oe3MiJIOTHMX TPaHCIOPTHUX CHUCTeMaXx,
cucTeMax Kibep3axmcTy Ta iHTeIeKTyaJIbHIX MepeXKax.

OpHyM i3 KIIIOUOBMX HaIPsAMIiB POSBUTKY € CTBOPEHH: PO3IIOIiJIeHO-
ro iHTEJIeKTY, B IKOMY OKpeMi By3/IM CMCTeMM 3[JaTHi CaMOCTIiVIHO IIpWIi-
MaTy pillleHHs Ta KOOPAVHYBATV CBOI /il 3 IHIIMMM YYacCHMKaMV MepPexi.

METOIH/I 3a0e3meueHHsI aBTOHOMHOCTI

iHTeJ’IeKTyaJ’IbHVIX CncremM

ABTOHOMHICTb € 0a30BOIO XapaKTePUCTMKOIO CydaCHIIX iHTEJ'IeKTyaJ'IBHI/IX
CUCTEM.

11 3abe3nedeHHs: aBTOHOMHOTO (PYHKITIOHyBaHHs C/CTeMa IIOBUH-
Ha peali3oByBaTV TaKi PyHKIIII:
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® CIIPUVHSATTS HaBKOJIMIIIHBOIO CepeOBUIIA;

e iHTepIpeTallifo oTpuMaHoi iHpopMmarlii;

° qupMyBaHHﬂ Mozesien CMTyaui'l';

e IUIaHYBaHH ITOBEIIHKI;

® IPUIHATTS pillleHb;

® KOHTPOJIb BUKOHAHHS i.

Oco0rviBe 3HaAUEHHS aBTOHOMHICTB Ma€ ISl POOOTOTEXHIUHIX CHCTEM,
OesMUTOTHIX JHTAJIHIX allapaTiB Ta PO3MOIUIEHMX MepeXXeBIX KOMITIEKCB.

Y cyvacHuX OOCHTIIKeHHAX aBTOHOMHICTh PO3IVISAAETHCSA 4K 3[aT-
HIiCThb crcTeMM (PYHKIIIOHYBaTH 3a YMOB HeIIOBHOI iHdopMmarliii, ooMexe-
HVIX PecypciB Ta HeBM3HA4eHOCTi 30BHIIIHLOTO cepenopuina. OmHuM i3
IepCHeKTUBHMX HaIIPsIMiB € BUKOPMCTaHHs peryJibOBaHOI aBTOHOMHOCTI,
KOJIVI piBeHb CAMOCTIIHOCTI CUCTeMM MOXKe 3MIHIOBATVCS 3aJIeXKHO Bifl
yMOB (PYHKIIiIOHYyBaHHA [3].

TexHoJ10Tii INTyYHOrO iHTEJIEKTY
B CMCTeMax iHTe/IeKTyaIbHOI0 KepyBaHHs

MarmiHHe HaBYaHHS € OHI€I0 3 0a30BMX TeXHOJIOTIV Cy9acHMX iHTesIeK-
TyasibHUX cvcTeM. OCHOBHMMM HallpsgMaMM M0TO 3aCTOCYBaHHS €:

e xiacudikallis cuTyarin;

® [IPOrHO3yBaHH: CTaHiB;

® BUISIBJIEHHS aHOMAJIiTL;

e OIITMMi3allis IPOLleciB KepyBaHHS;

e [IiITPUMKa IIPUVIHATTS PillleHb.

OcobimmBoro nopeHHs HaOyIvt MeTOM:

® JlepeBa pillleHb;

® BUIIAJIKOBI JIiCI1;

® MeTO], OIIOPHMX BEKTOPiB;

e aricaMOJIeBl MeTO/IV;

e DaeciBchbKi MOJIeTI.

I''mboxi HevtpoHHI Mepexi 3a0e311edyoTh MOXKIMBICTE aHaJIi3y BeJIu-
KMX 00CsATiB HeCTPYKTYPOBaHMX AaHMX.

J10 HatOUTBIII TOIIMPEeHVIX apXiTeKTY P HajleXaTh:

e 3r0pTKOBI HelipoHHi Mepexi (CNN);

e pexypeHTHi Mepexi (RNN);

o LSTM-Mmepexi;

¢ TpaHcOpMep.

BoHu mmpoko BUKOPUCTOBYIOTHCS U1l aHali3y IIOTOKIB JaHMX, KOM-
II'I0OTePHOro 30py, 0OpOOKM IIPMPOTHOL MOBY Ta IIPOTHO3YBaHHS CKJIafl-
HUX IIPOLIECiB.

HapuanHd 3 migKpilUIeHHsAM Ja€ 3MOIy areHTam popmyBaTy ONTU-
MaJIbHi cTpaTeril HOBeJiHKM IIUIAXOM B3a€MOIII i3 cepelOBUIIEM.

OcobrmmBo TIepcIIeKTVBHIMM € OaraToareHTHe HaBYaHHS 3 MiKpPiIUIeH-
HsIM, dKe JJa€ 3MOIy peali3oByBaTV KOJIEKTVMBHEe HPUVIHATTA PillleHb y
posnopiennx cuctemax. OCHOBHUMM IIpo0jieMaMy TaKOro ITifIXOy 3a-
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HITYYHUW IHTEJTEKT
]

'

OGuncmoBasibami 1111

'

CumBospam HII

'

I'i6pvmevm LI

>| ExcnieptHi cucremMn | >| MammiHHe HaBYaHHS | | Hevrpo-neuiTki crucremm

>| basu snanb >| Hevrponni mepexi | | KorsitusHi apxitexTypmn

>| I''mmboke HaBuaHHS | | Lndposi asivtHrKM

>| JloriuHe BuBemeHHS |

>| HeuiTka storika >| Hapuanns 3 migKpiryieHHAM |

'

CVICTEMU IHTEJIEKTYAJIBHOI'O KEPYBAHHSI

Puc. 1. Kitacudikariig cydacHMX TeXHOJIOTi IITyYHOIO iHTeJIeKTY, 1110 BUKOPUCTOBY-
IOThCSI TP TOOY/TOBI CICTeM iHTeTeKTyaTbHOTO KepyBaHH:

Tabauys 1. IlopiBHsIIPHA XapaKTepUCTMKA OCHOBHVX TEXHOJIOTiN
IITYYHOIO iHTEJIEKTY IJIsI CUCTeM iHTeIeKTya/IbHOTO KepyBaHHsI

OcHoBHi cepu

3 MiAKPiIUTeHHAM

KV B peaJIbHOMY gaci

HaB4YaHH:A

Texnorrorist Ilepesarn Hepnomixn

3aCTOCYBaHHS
ExcrieptHi ITosichioBanicTe  pi-|CrIagHicTe oHOBIeH-|CrcTeMM  HiZTPUMKMI
cucTeMu 1IIeHb, BUKOPWCTaH-|HsA 0a3 3HaHb OPUVHSATTS PillleHb

HS 3HaHb eKCIIePTiB

HeuiTka PoGota 3 HeBusHaue-|[lorpebye ekcrepr-|ABTOMaTH4HE Kepy-
JIOTiKa HICTIO HOTO HaJIalITyBaHHS |BaHHS, [JialrHOCTVKA
HITyasHi HevrpoH-|Bricoka TouHicTh Mpor-|3HauHi  oOuwmcmo-|PosmisHaBaHHS 00pa-
Hi Mepexi HO3YBaHH:I BaJIbHI BUTpaTU 3iB, IIPOrHO3YBaHHSI
Marmtae ApmanmuBHicTh Ta ca-|HeoOximHicTs Benm-|AHaliTMKa —— maHUX,
HaBYaHHs MOHaBYaHHS K1x HabopiB JaHMX |mifTpMMKa pilieHb
I'mboke Pobota 3 HecTpykTy-|CritapicTs iHTeprpe- KoM torepumin  3ip,
HaBYaHH:A PpOBaHVMM JaHVMI  |Tallil pe3ysIbTaTiB 00poOka MOBI
IaTentexryasibHi | ABTOHOMHICTB, THYY-|CKiTagHicTe Koopay-|Posmopineni indop-
areHTu KIiCTh Harril MalIIiViHi CUCTeMM
bararoarenTri |Macmrabosanicts, |[[IpoGnemm ysromkeH- MepekereHTpUYHe
CHUCTEMMU BIJIMOBOCTIVIKICTH HSI 1171 areHTiB KepyBaHH:
HaBuanus Orrmmmiszariia nosemid-|Bucoka  cxiiagHicTs|PoboToTexHika, aBTO-

HOMHWV TPAaHCIIOPT

JINIIIAIOTHhCS KOOPAMHALLIS areHTiB, MacIITabOBaHICTh

cepeoBMIIIA.

bararoareHTHi cucremMu
sIK OCHOBA pO3II0/IiJIeHOT0 iHTeJIeKTY

Ta HecTadUIbHICTD

Opnniero 3 HaMOUIBIN MePCIIEKTVBHYIX TEXHOJIOTIN iHTeJIeKTyaJIbHOTO Ke-
pyBaHH: € baraToareHTHi cuctemn [7, 8].
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IlenTp KoopaMHaLil
(kepyrounvi areHT)
|

) v )
Arentr 1 Arenr 2 Arent Ne
AnHais IranyBaHHsA MosiTopuHT

I I I

v il
basza sHaHb baza manmx
I |
!

KomymnikaniriHe cepenosuiiie
(Mepexa rrepemayi JaHIX)

!

| O0’exTn KepyBaHHs |

Puc. 2. Y3araipHeHa apxiTeKTypa OaraToareHTHOI CUCTEMV iHTeJIeKTyaJIbHOTO Ke-
PYBaHHS B PO3IIOIUIEHOMY KOMII FOTepPHO-KOMYHIKAIIiIHOMY CepeIOBIIIi

baraToarenTHa crcTema siBjisie COO0OI0 CYKYIIHICTh aBTOHOMHMX areH-
TiB, K1 B3a€MOIIIOTH MK COOOIO IUISI HOCATHEeHH CIIIbHOI MeTn. KoxeH
areHT Mae BJIaCHI MexaHi3MI CIIPUVHATTS, aHasli3y iHdopMarlii Ta Ipuii-
HATTS PillleHb.

OcHoBHIMMM HTepeBaraMy OaraToareHTHOTO MiJIXO/Y €:

e MacIITabOBaHICTE;

® BiITMOBOCTIVIKICTB;

® PO3IIOMIiIEHICTh 00YMCIIeHD;

® AJTaIITVBHICTB;

® MOXJIVBICTB cCaMOOpraHisariii [9].

Cyuacni OaraToareHTHi CCTEeMI 3aCTOCOBYIOTb Y:

® JIOTICTMYHIX MepeXkax;

e crIcTeMax KepyBaHHs TPaHCIIOPTOM;

¢ ITPOMMCIIOBiVI aBTOMAaTM3alLIil;

® eHepreTUYHNIX CUCTeMax;

¢ poboTOTexHIIl];

e BilICBKOBUX crICTeMax KepysaHHs [10].

OcrtaHHi HOCTIKeHHSI I€MOHCTPYIOTh iHTerpallifo OaraToareHTHMX
CHCTEM 13 TeXHOJIOTISIMM IHTepHeTY peder! Ta IITy4YHOI'O iHTeJIeKTY, 1110 J1a€
3MOT'y CTBOPIOBATM aJIalITVBHI MepeXXeBi eKOCVCTeMI HOBOTO TTOKOJIIHHS.

OcobamBocTi PyHKITIOHyBaHHS
iHTeIeKTyaJTbHMUX CUCTEM Y pO3MOAiIeHMX
KOMII'I0TepHO-KOMYHIKaIIiFfHMX cepegoBMIIax
Ha BimmiHy Bif 1leHTpasi3oBaHMX CUCTeM KepyBaHHs, PO3IIOfiUIeHi ce-
perIoBuIIia XapaKTepU3yIOThCs:

* 3aTpUMKaMU Ilepeiadi iHpopMmariii;

* BTpaTaMU ITaKeTiB JaHUX;
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* HeOIHOPIIHICTIO MepeXXeBoi iHdPpacTpyKTypu;

* BMICOKOIO JIMHAMIUHICTIO TOIIOJIOLIT;

* iHdopMaliTHOIO HeBM3HAYeHiCTIO.

3a Takux yMOB e(eKTMBHICTb (PyHKIIIOHyBaHHS CUCTEMW 3aJIeXUTh
He JIVIIe Bil SIKOCTi aJITOPUTMIB IIPUMHATTS pillleHb, a 7 Bif 30aTHOCTI
ajlanTyBaTyCs O 3MiH IIapaMeTpiB Mepexi.

OcobmmBoro 3HaueHHsS HaOyBalOTh TEXHOJIOTII IepudepiltHmX 00-
umcinens (Edge Computing) ta Fog Computing, SKi DaroTh 3MOTY IIE€peHO-
CUTM O0YMCITIOBAJIbHI pecypcy OivpKde [0 pKeperl JaHuX i 3MeHIITyBaTu
3arpuMkm [11].

OpxyM i3 HamOUIBII IepCHeKTMBHMX HaIpsIMiB 3aCTOCYBaHHS TeX-
HOJIOTiVI IITyYHOT'O iHTeJIeKTY € ITOOy/10Ba CHCTeM ITiITPVMKY IIPUITHSTTS
pimens. Taki cucTreMy Ipu3HadeHi U1 aHasli3y BeJIMKMX MacuBIB pis-
HopinHoI iHdopMariii, popMyBaHHS peKOMeH/IalliVt Ta BUOOpy HamOiIbIIT
edeKTMBHIX aJIbTepHATHB [Iill B yMOBaX HeBM3HaYeHOCTi.

Ha BigMmiHy Bifm TpagmiintHux iHdOpMaIiHMX cucTeM, iHTeJIeKTy-
JIbHI CCTEMM HIATPVIMKM IIPUIHSTTS pillleHb 3aTHI He JIvIie 30epiratn
Ta 0OpoOIIATY TaHi, a 11 3[IVICHIOBATH IX iHTepIIpeTallilo, IPOrHO3yBaHHS
PO3BUTKY CUTYyallil Ta (popMyBaHHS OOIPyHTOBaHMX peKoMeHparin. Lle
0CO0JIMBO BaXKIMBO IS CKJIAIHMX PO3IONUIEHNX CepedoBUII, e Kijlb-
KiCTh MOXJIMIBVIX aJIbTEpHATVB MOXKe 3HaUHO IepPeBUIIyBaTV MOXKJIVMBOCTI
JIIOAVIHY ITIO/10 iX OllepaTVMBHOIO aHaJli3y.

CyyacHi JOCTDKeHHs JeMOHCTPYIOTh e(PeKTUBHICTh BUKOPVICTaHHS
LITYYHOIO iHTeJIeKTY JUIs CUTYaliIHOTO aHaJli3y, IIPOrHO3yBaHH:A pPO3-
BUTKY IIO/iVi, OILIIHIOBAaHH: PW3MKIB Ta aBTOMaTM30BaHOIO IUIaHYBaHH:.
3aBasgKyM IbOMY 3a0e3I1edyeThCsl MiABMITIEHHS IMIBUIKOCTI IPUHATTS Pi-
IIIeHb, 3MeHIIIeHHs BIUIVBY JIIOJICBKOTrO paKTopa Ta ITOKpallleHHs SKOCTi
YIIpaBJIiHHS CKJIaJIHUMV TeXHIYHVMM CUCTeMaM.

OcolmmBy poitb y TaKMX cHCTeMax BiirparoTh METOINM MAIlITHHOIO Ha-
BYaHH:I Ta iHTeJIeKTyaJIbHOTO aHaJIi3y JaHVIX, SKi JAI0Th 3MOI'y aBTOMATVIYHO
BUISIBJIATI IIPMIXOBaHi 3aKOHOMIPHOCTI y BeJIMKMX obcsrax iHdopmariii Ta
dopmyBaTy MofesTi MiATPUMKY HPUIHSTTS PillleHb y peaJIlbHOMY Yaci.

Hespaxaroun Ha aKTMBHUM PO3BUTOK aBTOHOMHMX TeXHOJIOTI, JItO-
IOVHa 3aJIUIIAETbCS BaK/IVMBUM €JIeMEHTOM OUIBIIIOCTI CydYacHMX CUCTeM
KepyBaHHs. ToMy OHVM i3 KJTFOUOBVIX HAIIPsIMiB PO3BUTKY iHTeJIeKTYaJIb-
HIMX TeXHOJIOTIV € BIOCKOHAIEHHS JIIOIMHO-MaIIIMHHOI B3a€MOJTIT.

CydgacHnit migxig mependadae popMyBaHHS KOHIIEIIIT CITTBHOTO iH-
TeJIeKTY, BIAIIOBIAHO A0 SKOI JIFO[MHA Ta CUCTeMa IITYyYHOrO iHTeIeKTy
B3a€MOJIIOTH SIK €[IMHa KOTHITVMBHA cucTeMa. IIpm 11bomy iHTenekTyaibHa
crcTeMa 3abe3redye aHasli3 BeJIMKNX 00csTiB iHdopMariil, BUKOHY€E IIpo-
IHO3YBaHH: Ta reHepye MOXIIVIBI BapiaHTH pillleHb, TOII K JIFOIVHA 371iVi-
CHIOE CTpaTeriyHy OLIIHKY CUTYaLlil Ta IIpUIIMae OCTaTOYHe pillleHHs.

EdexTnBHicTh Takol B3a€MOIil 3HAYHOIO MipOIO BU3HAYa€ThCs PiB-
HeM JIOBipM MK KOpHCTyBadeM Ta iHTeJIeKTyaJIbHOIo cucreMoro. Came
TOMY OCTaHHIMM pOKaMM aKTMBHO PO3BMBAIOThCS KoHUenlil Explainable
Artificial Intelligence (XAI) [12], cripsiMoBaHi Ha MiIBUITIEHHS IPO30POCTi
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JITOPUTMIB IPUVIHATTA PillleHb Ta 3a0e3eueHHs MOXJIVMBOCTI ITOsICHeH-
Hs OTPVIMaHMX pe3yJIbTaTiB.

InTerpariig JIIOIVHO-MAIIVHHOL B3a€EMO/IIT 3 TEXHOJIOTiSIMM IITYYHOI'O
iHTeJIeKTy Ja€ 3MOTY ITOEAHATV BUCOKY OOUMCITIOBAIIbHY IOTYKHICTB CY-
JacHMX iHOpMaIiiHMIX CUCTeM i3 KOTHITMBHVMM MOXJIVBOCTSIMMW JIIO-
IOVIHY, 110 € 0COOJIMBO BaXKIMBUM ISl YIIPaB/IiHHA CKJIaJHUMM PO3IIO/Ii-
JIEHVIMW CICTeMaMI.

EdexTuBHiCTh QyHKIIIOHYBaHHS CHICTEM iHTeJIeKTyaJIbHOIO KepyBaH-
HsI 3HAYHOIO MipOI0 3aJIeXUTh Bifl IKOCTi 00po0IeHHd BXimHOI iHdOopMa-
1ii. Y cydacHUX pO3IHOAUIeHMX cepelloBUINax OOCATM HaHMX IIOCTITHO
3pOCTal0Th, 110 ITOTPedye BUKOPUCTaHHS CIIellia/li3oBaHMX MEeTOiB CKO-
pOYeHHs pO3MipHOCTI Ta CTPyKTypu3allil iHdpopMariii.

Oy i3 HanOUTBIT ePeKTMBHIX IMIIXO/IiB € BUKOPVUCTAHHS METOIiB
K1actepmsarii nanvx. Kizacrepusariist 4o3BosIsie aBTOMaTUYHO I'PyITyBaTu
noa1ibHi 06’ exTH, mapaMeTpu abo aTpmOyTH, IIIO0 CYTTEBO 3MEHIITy€e CKITafl-
HIiCTh HOAAJIBIINX O0UICIIeHb.

OcobmMBy aKTyaIbHICTh TaKi METOIM MalOTh IIiJT Yac aHasIi3y GaraTo-
BUMIipHMX HaOOpiB JaHMX, XapaKTepHMX I CydacHWMX KOMIT IOTepHO-
KOMYHIKaIIiFTHMX crcTeM. Y TaKMx BUIlaJKaxX TPaIWlifiHi MEeTOAN CKOpPO-
YeHHsI PO3MipHOCTI YacTO BUSBJIAIOTECA HEIOCTaTHBO e(PeKTUBHMMM abo
IOTPeOYIOTh 3HAYHMX 00UNCITIOBAIIBHIIX PECyPCiB.

3acTocyBaHHS KJIacTepus3allil aTpuOyTiB J03BOJIsI€ BUSBIIATY B3a€MO-
3aJIeXXHi mapameTpn, 00’ eqHyBaT MOAIOHI XapaKTepUCTUKN y TPy Ta
3MeHIITyBaTV KUIbKICTh O3HaK, HeOOXITHVX JIJIsl IIPUVHATTS pillleHb. Y pe-
3yJIbTaTi JOCATAEThCS CKOPOUeHHS Yacy o0pobsieHHs iHdopMaliil, migsm-
IIIeHHs ITPOAYKTUBHOCTI iHTeJIeKTyaJIbHMX aJITOPUTMIB Ta MOKpaIleHHs
SKOCTi OTpUMaHMX pe3yJIbTaTiB.

[NepciekTMBHMM HaIpPsMOM € IIO€IHAHHSA MeTOMiB KilacTepm3arlil 3
aJITOpUTMaMV MAIlIMHHOTO HaBYaHH4 Ta OaraToareHTHVMM TeXHOJIOTis-
MM, ITIO JT03BOJISIE CTBOPIOBATY MacIITa0OBaHi CHICTEMU IIATPVIMKI IIPUVL-
HATTS PillleHb IS CKIaJHMX PO3IOAUIEHX KOMIT I0TepHO-KOMYHiKaIIivi-
HVIX CepeJOBMUII.

OpHuM i3 cyuacHMX HallpsMiB PO3BUTKY iHTeJIeKTyallbHMX iHpopMa-
LIIVIHVIX TeXHOJIOTIVI € TIepeXis] Bi/l KOHIIeIIIil 00UMCITIOBAJTIBHOTO MICIIEH-
HI 710 KOHIIEMIlii MMCJIeHHsI Ha OCHOBI IITy4yHOro iHnTenekry. Takvit mif-
Xify TIlepen0adae BUKOPVICTAHHS He JIVIIe TPaJULIiVIHIX aJITOPUTMIB 00-
poOrleHHS JaHMX, a 1 MeXaHi3MiB poOOTHM 3i 3HAaHHSMM, KOHTEKCTOM Ta
CeMaHTVYHVMMM 3B 43KaMI MK 00’ eKTaMy ITpeIMeTHOI 00J1acTi.

Ha BinMiHy Bif KJIacCMYHOrO 0OUYMCIIIOBAJIBHOTO MUCI/IEHHS, 110 Opi-
€HTYETHCS IlepeBaXHO Ha dpopMaJtizallilo 3aj1ay Ta aJIrOpUTMisallito Ipo-
11eCiB Ix BUpIiIIeHHs, MVCJIEHHS Ha OCHOBI IIITYYHOTO iHTeJIeKTy 0a3yeThCs
Ha BUKOPWCTaHHI 0a3 3HaHb, TUIIOBUX CLleHapilB, MeXaHi3MiB JIOTIYHOTO
BUBeJIeHHs Ta aHaJli3y HeCTPYKTypoBaHOI iHdopMmarii. Baxsmsoro ckiia-
JIOBOIO TaKOrO INIXOMY € 3[IaTHICTh BpaxOBYBaTV KOHTEKCT HPUHSATTS
pillleHb Ta BUKOPUCTOBYBATV HaKOIIMYeHUV JOCBi], ITOIepeHboro pyHkK-
IIIOHYBaHHS CICTEM.
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[NomaseImmit po3BUTOK ITi€1 KOHIIEIIIT ITOB I3aHN i3 BUKOPWCTaH-
HSIM KOTHITMBHVX OOYMCIIeHb, SIKi ITOEAHYIOTh MOXJIVBOCTI MAIIIHHOTO
HaBYaHHsI, ITIMOOKMX HEMPOHHIX MepeX, 00po0IIeHHs IIPUPOIHOT MOBU
Ta iHTeJIeKTyaJIbHOTO aHasli3y HaHvx. KorHiTmsHi crictemMn 3abe3neuyoTsb
He JIMIIle aBTOMaTW30BaHe BMKOHaHH: OKpeMMX oIleparliii, ajge Vi Mif-
TPUMKY IIpolleciB pOpMyBaHHS 3HaHb, IIPOTHO3yBaHHS PO3BUTKY CUTYa-
11i71 Ta BUPOOIIeHHS peKOMEeHIAIIivI 010 ITOTITBIIVIX JIivA.

3acTocyBaHHS KOTHITMBHMX O0UMCIIeHb y PO3IOIIeHNX KOMIT IoTep-
HO-KOMYHIKaIIiIHMX cepeIoBUIIIax Ja€ 3MOTy CyTTEBO HiIBUILINTU edeK-
TUBHICTb (PYHKIIIOHYBaHHS CUCTeM iHTeIeKTyaJIbHOTO KepyBaHHS, OCO-
0s1MBO 3a YMOB HeBM3Ha4eHOCTi, HEIIOBHOTM iH(opMallii Ta BUCOKOTL I1-
HaMiKV 30BHIIIHBOIO CepeoBMINA. BaXIMBOIO TeHIEHIIIEI0 PO3BUTKY
Cy4acHMX CVCTeM KepyBaHH: € Iepexi/] 40 MepeXXeleHTPUYHMX apXiTeK-
TyPp, Y aKux PYHKIIiT 300py iHdopmariii, 00pobrieHHs JaHMX, TPUHSATTS
pilteHb Ta popMyBaHHS KepyIOUMX BIUIMBIB PO3HOAUISIOTHCS MK YmC-
JIEHHVIMM By3JIaMV KOMIT I0OTepHO-KOMYHIKaI[ilTHOT Mepexi.

Ha Bimminy Bif HeHTpasli30BaHMX CUCTEM, MepeXelleHTPUYHe Kepy-
BaHH: J103BOJIA€ 3a0e3reunTyt OUTBIIT BUCOKMV PiBeHb XXMBYYOCTi, MacIII-
TabOBaHOCTI Ta aZalTMBHOCTI. BomHodac edeKTMBHICTh TaKMx cucTeM
3HAYHOIO MipOIO 3aJIeXXUTh Bifl XapaKTepuUCTUK iH(OpMalirTHO-KOMYHi-
KalilTHOIO cepedoBuMIIaA.

OcHoBoro iHdopMaIiTHOro 0OMiHy B CyJacHVMX KOMII FOTEPHMUX Me-
peXxax € makeTHa nepepava gaHmx. Il vac dyHKIlioHyBaHHS poO3IIO-
JIJIEHMX CUCTeM MOXJIVBI BTpaTy iHopMaliHIX TaKeTiB, 3MiHa HOpsi-
Ky iX JJOCTaBKM, Bapiallil 3aTpMMOK Ilepesiadi Ta IlepeBaHTaKeHHs OKpe-
MUX KaHaJliB 38"s3Ky. Taki dpakTopm MOXyTh iCTOTHO HOTipHIyBaTH SIKiCTh
iHTeJIeKTyaJIbHOTO KepyBaHHs, 0COOIMBO KOJIM cUcTeMa (PYHKITIOHye B
peXumi peaJibHOTO Jacy.

g mingBuIeHHs CTiVIKOCTI (PyHKIIIOHYBaHHS iHTeJIeKTYyaJIbHUX
CUICTEM Yy PO3IIOAUIEHNX CepeloBUINaxX JOLIBHMM € BUKOPUCTaHHA ajlar-
TUBHUX aJITOPUTMIB KepyBaHH:, 3JaTHMX BpaxXOByBaTV IOTOYHWII CTaH
Mepexi Ta KOMIIEHCYBaTV BIUIMB 30BHIIIHIX 30ypeHb. BaxxmBy posb ipu
LIbOMY BiJirpaloTh T€XHOJIOTIT IIPOrHO3yBaHHA MepeXXeBUX 3aTPUMOK, Me-
XaHi3MM BiJHOBJIEHHs BTpadeHMX JaHWMX Ta aJlfOPUTMM CHMHXPOHi3arlii
posmnoaiieHnx iHpopMarIiHMX TOTOKIB.

ITpakTiuHa peastisariss MepeXelleHTPUYHOTO IHTeJIeKTyaIbHOIO Ke-
pyBaHHs ITOTpeOye BUKOPUCTaHHS pO3TOPHYTHX 0a3 3HaHb IIO/I0 Xapak-
TEePUCTUK 00’€KTiB KepyBaHH:, 0cOOIMBOCTeV PyHKITIOHyBaHHS Mepexi
Ta MOXJIVMBUX ClLieHapilB po3BUTKY cuTyarlil. Kiacudikauinxamm anais
IOTOYHMX JaHMX YMOXJIVBIIIOE€ CTPYKTYpPHY Ta ITapaMeTpU4YHy ajarra-
1[I0 aJITOPUTMiB KepyBaHHs, 3a0e3Iedyloun TOCATHEHHS ITOCTaBJIEHVIX
L1iJIeVl HaBiTh 3a YMOB 3Ha4YHOI HeBM3Ha4YeHOCTI.

ITepcnexTMBHMM HaIpsIMOM HOAAIBIINX AOCIIKeHb € iHTerparlis
TeXHOJIOTIV IITYYHOTO iHTeJIeKTy, OaraToareHTHMX CHUCTEM Ta IIporpam-
HO-KOHIrypoBaHMX MepeX [1JI1 CTBOPeHHs BUCOKOeEeKTUBHMX CHUCTeM
PO3IIOAUIEHOrO iHTeJIeKTYaJIbHOI'O KepyBaHHS HOBOTO ITOKOJIiHHS.
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IIpoGremu iHdopmaliriHol Ge3rekn
Ta JOBipWM 0 iHTeJIeKTyaJIbHUX CUCTeM

InTerpariis ITYYHOrO iHTEIEKTY B POSIOAUIEHI cepeoBUIla IIOPOIKYE
HOBI BUKIIVKYU y cdepi KibepOesriex.

J1o OCHOBHVIX 3arp03 HaJIeXXaTh:

e [Ti;TMiHa HaBYaJIBHMX JaHMX;

® aTaky Ha MOJIeJIi MaIIMHHOTO HaBUaHHSI;

e BUTIK KOHiIeHIiNHOI iHdopMariii;

e KOMITpOMeTallid areHTiB;

e MaHIITyJTIOBaHHS pe3yyIbTaTaMy IPUMHATTS pimreHs [15].

Y 3B’s13Ky 3 MM aKTVMBHO po3BMBatOThcs Hanpsimu Trusted Al, Explai-
nable Al Ta Federated Learning, opieHTOBaHi Ha MiIBUITIEHHs HaIiMTHOCTI Ta
IIpO30POCTi PYHKITIOHYBaHHS iHTeJIeKTyaJIbHMX CUCTEM.

IlepcrieKTMBHI HalIpsiMM PO3BUTKY

[TpoBemeHu aHasli3 J03BOJISI€ BUIUINTU TaKi MepcrleKTUBHI HapsMu
IOCITITKEeHb:

e T0Oy/0Ba CVICTEM PO3IOAIEHOTO iHTeIeKTy Ha OCHOBi OararoareHT-
HMX TeXHOJIOTI;

e iHTerpailis ITy4YHOrO iHTeJIeKTY 3 UM POBMMMN [IBiTHMKaMU;

® PO3BUTOK CeMaHTUYHMX KOMYHIKaIliVl MK areHTaMu;

® BUKOPUCTAHHS peflepaTBHOTO HaBYaHHS;

® CTBOPEHH: aJallTMBHVIX CUCTEM IIPUVHATTS pillleHb y peXnmi pe-
aJIbHOTO Yacy;

e 1100y10Ba MepeXeleHTPUUHIX CUCTeM KepyBaHHS HOBOTO ITOKO-
JIIHHSL.

OcolbymBui iHTepec CTaHOBJIATh CEMaHTUYHI MepeXXi KOMyHiKalliv,
4Ki Opi€EHTOBAaHO He Ha Ilepeiady JaHNX, a Ha Ilepefavdy 3HaHb i Hamipis
MiX iHTeJIeKTyaJIbHUMM areHTaMm [16].

BucHOBKM

Y crarTi mpoBeeHO aHasli3 cydacHMX iHOPMAIIIIHMX TeXHOJIOTiN CTBO-
PEeHHS CUCTeM iHTeJIeKTYaJIbHOTO KepPYBaHHS B PO3MOAUIEHMX KOMIT f0-
TepHO-KOMYHIKAaIliVTHIX CepeloBUIIIaXx.

BcranosiieHo, 1110 HamOUIBII TepCIIeKTMBHUMI TeXHOJIOTISIMU € Ma-
IIMHHe HaBYaHHS, TVIMOOKe HaBYaHHSsI, baraToareHTHi crcTeMy, HaBJaH-
H¢ 3 HMiAKpPIIUIeHHAM Ta iHTeJIeKTyasIbHi areHTH. BusHaueHo, 1110 nogasib-
IMATI PO3BUTOK CHUCTEM iHTEJIeKTYaJIbHOIO KepyBaHHS IIOB g3aHUI i3
BIIPOBaIKEHHSAM PO3IIO/IIIEHOIO IHTeJIeKTY, CeMaHTUYHMX KOMYHIKalliv,
1 poBUX ABIVIHYUKIB Ta pefepaTMBHOrO HaBYaHHS.

OtpumaHi pesysIbTaTV MOXYTb OyTW BUKOPWUCTaHi SK TeopeTHdHa
OCHOBa JIJIs1 PO3PO0JIeHHS HOBMX apXiTeKTyp iHTeIeKTyaJIbHOTO KepyBaH-
H1 CKJIQJHVMM pO3HOAUTeHVIMM TeXHIUHVMM CYICTeMaMI.
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HEKJIAPALIT

Brecox abmopi6: Boposuk B.O. mpoBiB KOMITTEKCHMTI aHasTi3 CyJacHMX iHPOpMariivHX
TEXHOJIOTIVL, III0 BUKOPVICTOBYIOTECS IS IIOOYAOBIU CICTEM IHTeJIeKTyaJIbHOIO Kepy-
BaHHS B PO3MOUIEHNX KOMII IOTepHO-KOMYyHiKaminHnx cepemosuiax. Cemenor P.B.
IpoaHaJli3yBaB MeTOaM 3abe3IleueHHs] aBTOHOMHOCTI iHTeJIeKTya/IbHMX CUCTEM.

HII ma incmpymenmu: ABTOPY 3asBJISIOTH, 1110 He BMKOPWUCTOBYBaJIM iHCTPYMEHTHU
LITYYHOIO iHTEJIEKTY IIPY IiIrOTOBLI JaHOI CTaTTi.

Koupaixm inmepeci6: ABTOpm 3asBIIAIOTH, III0 BOHV He MalOTh (PiHAHCOBMX iHTepeciB
abo ocobmcTMX 3B’ 513KiB, SKi MOTIIM O BIUTMHY TV Ha ITpeJicTaBlIeHy poboTy.
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INFORMATION TECHNOLOGIES FOR CREATING
INTELLIGENT CONTROL SYSTEMS IN DISTRIBUTED COMPUTER
AND COMMUNICATION ENVIRONMENTS

Introduction. The increasing complexity of distributed computer and communica-
tion environments requires the development of advanced intelligent control techno-
logies capable of operating under conditions of uncertainty, dynamic network topo-
logy, communication delays, and large-scale data processing. Traditional control
approaches are often unable to provide the required level of adaptability and auto-
nomy in such environments, which has led to the widespread adoption of artificial
intelligence technologies.

The purpose of the paper is to analyze existing information technologies used for
the development of intelligent control systems in distributed computer and communi-
cation environments and to identify promising directions for their further evolution.

Results. The paper reviews contemporary artificial intelligence technologies, in-
cluding machine learning, deep learning, reinforcement learning, expert systems,
fuzzy logic, intelligent agents, and multi-agent systems. Particular attention is paid to
the issues of autonomous decision-making, distributed intelligence, adaptive control,
and coordination of autonomous agents operating in network-centric environments.
The advantages, limitations, and application domains of the considered technologies
are analyzed and compared.

The study demonstrates that multi-agent architectures, reinforcement learning
algorithms, and distributed artificial intelligence technologies provide the highest
potential for the implementation of intelligent control functions in complex distribu-
ted environments. Furthermore, emerging approaches based on digital twins, edge
computing, federated learning, and semantic communications significantly expand
the capabilities of next-generation intelligent control systems.

Conclusions. The obtained results can serve as a theoretical foundation for the
design and implementation of adaptive intelligent control systems capable of auto-
nomous operation and real-time decision-making in distributed computer and com-
munication infrastructures.

Keywords: artificial intelligence, intelligent control systems, distributed computer and com-
munication environments, distributed intelligence, machine learning, reinforcement learning,
multi-agent systems, autonomous systems, decision support, network-centric control.
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FEATURES OF BUILDING A CYBER DEFENSE

SYSTEM FOR A CAMPUS NETWORK
OF A RESEARCH INSTITUTION

The paper examines the features of building a cyber-security system for a campus network of
a research institution. The specifics of the functioning of the information and communica-
tion infrastructure of research institutions in comparison with corporate networks of com-
mercial enterprises are analyzed. The main differences in architecture, user models, the nature
of information flows and the profile of cyberthreats for research institutions are identified.
A system of principles for building a cyber-security system for a campus network of a re-
search institution is proposed, which includes adaptive network segmentation, a multi-level
trust model, the principle of controlled openness, the principle of continuity of scientific servi-
ces and distributed administration with centralized audit. The need to integrate organiza-
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tional, technical and procedural mechanisms for cyber-security within a single system for
ensuring information security of a research institution is substantiated. A structural model
of a cyber-security system for a campus network of a research institution is proposed, focused
on ensuring the stability of the functioning of the information infrastructure in the condi-
tions of modern cyberthreats.

Keywords: cyber-security, campus network, research institution, information security, net-
work segmentation, Zero Trust, network monitoring.

Introduction

Modern research activities critically depend on the stable functioning of
information and communication infrastructure. Campus networks of sci-
entific institutions provide access to scientific resources, electronic docu-
ment management, specialized computing services, research results stor-
age systems, cloud platforms, web resources, and international informa-
tion systems for scientific interaction.

Simultaneously with the increase in the level of digitalization of scien-
tific activity, the number of cyberthreats aimed at the information resourc-
es of scientific institutions is significantly increasing. The problem be-
comes particularly relevant in the context of hybrid cyberthreats, targeted
attacks on scientific organizations, the spread of ransomware, compromise
of accounts, and attacks on critical information infrastructure.

Unlike corporate networks of commercial enterprises, campus networks
of research institutions have a number of specific features, including;

e open nature of academic interaction;

e a significant number of temporary users;

e the need for integration with external scientific resources;

e use of hybrid network infrastructure;

e availability of specialized laboratory segments;

e active use of wireless technologies and remote access;

e constant change in the configuration of network segments in ac-
cordance with scientific tasks.

Classic corporate cyber-security models, focused on rigid centrali-
zation, access restrictions, and static network structure, do not provide
adequate efficiency in the conditions of scientific campus networks. This
necessitates the development of adapted principles for building a cy-
ber-security system for scientific and research institutions.

The purpose of the article is to study the features of the functioning
of the campus network of a research institution and develop a system
of principles for building cyberprotection for such a network, taking into
account the specifics of scientific activity.

Analysis of Existing Approaches
and Problem Formulation
The issue of ensuring cyber-security of information and communication

systems is studied in a significant number of scientific works. The main
attention is paid to the issues of network segmentation, access control,
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perimeter protection, network activity monitoring, intrusion detection
and building cyberincident response systems.

A significant part of modern approaches to building cyberdefense
systems is based on corporate security models focused on commercial
enterprises. Such models include:

e centralized administration;

e static network structure;

e clearly defined business processes;

e limited number of external integrations;

e minimizing external access;

e strict control of information flows.

For corporate networks, the priority is to ensure the confidentiality of
financial, commercial, and service information. Accordingly, cyberdefense
systems are focused on maximum isolation of information resources,
centralized control, and minimizing changes in the network structure.

At the same time, research institutions operate in fundamentally dif-
ferent conditions. Campus networks of research institutions are charac-
terized by:

— the need to ensure academic openness;

— high intensity of international information interaction;

— a significant number of mobile and temporary users;

— using users’ own devices (BYOD);

— constant change in the structure of research segments;

— using heterogeneous software and hardware platforms;

— the availability of specialized scientific equipment.

A feature of scientific institutions is also the combination of adminis-
trative, scientific, laboratory and service infrastructure within a single infor-
mation environment, usually in the form of a mixed campus network [1].

Thus, the use of classic corporate cyberdefense models without adap-
tation to the — specifics of scientific activity leads to:

— excessive difficulty in accessing information resources;

— reduction in the effectiveness of scientific interaction;

— reduced flexibility of network infrastructure;

— complexity of integrating external services;

— the emergence of a conflict between security requirements and
the needs of scientific research.

Therefore, there is a need to develop a specialized approach to buil-
ding a cyberprotection system for a campus network of a research in-
stitution.

Features of the Campus Network

of a Research Institution

The campus network of a research institution is a complex multi-level in-
formation and communication system that ensures interaction between
scientific departments, administrative services, laboratories, service sys-
tems, and external information resources.
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A typical campus network structure of a research institution in-
cludes:

e core network segment;

e server infrastructure;

e user segments;

e wireless networks;

e guest segments;

e laboratory networks;

¢ remote access systems;

e cloud services;

e backup and archiving tools.

The core segment provides the functioning of backbone data chan-
nels, routing, centralized services, authentication and access control sys-
tems. It includes server equipment, routers, firewalls, monitoring systems,
and backup systems.

The user segment combines employee workstations, laboratory equip-
ment, mobile devices, and wireless access points. One of the features of
scientific institutions is the significant number of non-unified software
and hardware platforms used to conduct specialized research.

The wireless component of the network plays a particularly im-
portant role in the functioning of a modern scientific institution. The
use of Wi-Fi networks ensures user mobility, supports guest access,
connects mobile research complexes, and operates educational and sci-
entific events.

At the same time, the widespread use of wireless technologies signi-
ficantly increases the risks of unauthorized access, traffic interception,
account compromise, and attacks on network infrastructure [2].

Another characteristic feature is the need to support open scientific
interaction. Scientific institutions are actively integrating with external
services, international computing platforms, scientific repositories, remote
collaboration systems, and cloud resources.

Unlike commercial enterprises, where the concept of maximum isola-
tion of information infrastructure prevails [3, 4], scientific institutions are
forced to maintain controlled openness of the network.

Thus, the campus network of a scientific institution is characte-
rized by:

— hybrid structure;

— high dynamism;

— multi-level architecture;

— mixed trust model;

— a significant number of external integrations;

— the need to simultaneously ensure the availability and security of
resources.
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Threats and Vulnerabilities
of the Academic Campus Network

The specifics of the functioning of a campus network of a research insti-
tution form a special profile of cyberthreats and vulnerabilities.

The main organizational risks include:

— a significant number of temporary users;

— the difficulty of controlling the level of cyberhygiene of users;

— use of personal devices;

— decentralized administration of individual segments;

— insufficient software unification.

A feature of scientific institutions is the frequent change of user base.
The network can be connected to graduate students, interns, participants
in scientific projects, invited researchers, and representatives of
third-party organizations.

Technical risks include:

— use of outdated equipment;

— the presence of unknown or specialized devices;

— use of open wireless networks;

— insufficient level of segmentation;

— connecting unauthorized equipment;

— use of vulnerable remote access services.

A separate problem is scientific equipment, which often operates
under outdated operating systems or specialized software that does not
support modern protection mechanisms.

The main information risks include:

— compromising the results of scientific research;

— leakage of confidential scientific data;

— violation of the integrity of scientific archives;

— unauthorized access to grant documentation;

— blocking of critical services by ransomware.

Particularly dangerous are ransomware attacks that can lead to loss
of access to the results of many years of research, scientific archives and
electronic document management systems, or leakage of personal data,
as in the case of the University of Hawaii Cancer Center [5].

In addition, modern cyberthreats are characterized by a high level
of automation and the use of artificial intelligence technologies to con-
duct phishing campaigns, compromise accounts, and bypass protection
mechanisms [6].

In this regard, cyberdefense systems of scientific institutions must
take into account not only classic threats to information security, but
also specific risks associated with the functioning of an open scientific
environment.
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Principles of Building a Campus
Network CyberDefense System

Taking into account the peculiarities of the functioning of research insti-
tutions, it is advisable to form a system of principles for building cyber-
protection for the campus network.

Principle of adaptive network segmentation

Unlike corporate networks with a static structure, the campus net-
work of a scientific institution must support the ability to dynamically
form segments according to the needs of research groups and scientific
projects.

Adaptive segmentation involves:

— isolation of critical services;

— separation of guest networks;

— allocation of laboratory segments;

— demarcation of administrative and scientific infrastructure;

— the possibility of rapid network reconfiguration.

The use of adaptive segmentation allows you to minimize the attack
surface and limit the spread of cyber-security incidents between net-
work segments.

The Principle of Multi-Level Trust

In a campus network, it is not possible to use a model of complete
trust for internal nodes. Users, devices, and services must be treated
as potentially untrusted regardless of their physical location on the
network.

The implementation of this principle involves:

— using the Zero Trust concept [7];

— constant verification of user authentication;

— multi-factor authentication;

— node behavior control;

— access restrictions based on the principle of least privilege.

The multi-level trust model ensures increased resilience of the cy-
berdefense system to compromise of individual network segments.

The Principle of Controlled Openness

Scientific activity requires constant interaction with external infor-
mation resources. Therefore, complete isolation of the network is impos-
sible and contradicts the principles of functioning of the modern scien-
tific environment.

The principle of controlled openness provides for:

— regulated external access;

— use of secure communication channels;

— control of access to public services;

— segmentation of external services;

— constant monitoring of external activity.

This approach allows for a balance between the openness of scientific
infrastructure and the necessary level of cyberprotection.
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The Principle of Continuity of Scientific Services

For a research institution, the continuity of services related to con-
ducting research is of critical importance.

Critical services include:

— research results storage systems;

— electronic document management servers;

— backup systems;

— scientific repositories;

— computing clusters;

— web resources of scientific projects.

Ensuring continuity of operation involves:

— redundancy of critical components;

— regular backup;

— use of geographically remote copies;

— support for disaster recovery mechanisms;

— monitoring the status of the infrastructure in real time.

The Principle of Distributed Administration with Centralized Audit

In scientific institutions, individual laboratories and scientific units can
use their own information resources and local administration mechanisms.

Complete centralization of management in such conditions is ineffective.

Therefore, it is advisable to use a distributed administration model
with centralized audit, which provides for:

— local administration of individual segments;

— centralized event logging;

— centralized monitoring;

— unified security policies;

— centralized response to cyberincidents.

The Principle of Integration of Organizational and Technical
Measures

The effectiveness of a cyberdefense system is determined not only by
technical means, but also by the level of organizational support.

The organizational component should include:

— internal regulations;

— user instructions;

— incident response procedures;

— staff training;

— periodic audits;

— monitoring compliance with security policies.

The integration of organizational and technical mechanisms allows
for a comprehensive approach to building a cyberdefense system.

Campus Network Cyber-security System Model

Based on the proposed principles, a multi-level model of the cyber-
security system of the campus network of a research institution can be
formed.
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Structurally, this model includes:

1. Level of physical infrastructure.

2. Level of network interaction.

3. Level of services and information systems.

4. Access control level.

5. Level of monitoring and response.

6. Organizational level.

At the physical infrastructure level, protection is provided for server
equipment, power supply systems, data transmission channels, and te-
lecommunications equipment.

The level of network interaction includes:

o firewalls;

e VLAN segmentation;

¢ IDS/IPS systems;

e VPN technologies;

e network traffic control mechanisms.

The service level covers:

e postal systems;

e web resources;

o file storage;

e scientific information systems;

e cloud services.

The access control layer implements:

e centralized authentication;

e multi-factor authentication;

e privilege control;

e access policies.

The monitoring and response level includes:

e log collection systems;

e SIEM platforms;

e network activity analysis tools;

e incident response procedures.

The organizational level covers:

e regulatory documentation;

e audit procedures;

e user training;

¢ administration regulations.

The interaction of these levels forms a unified cyberdefense system
aimed at ensuring the stability of the functioning of the information in-
frastructure of a scientific institution.

Practical Implementation of a CyberDefense
System in a Scientific Institution

The practical implementation of a cyberdefense system should be based
on a comprehensive approach that combines organizational, technical,
and procedural mechanisms.
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One of the key elements is the creation of a system support unit
responsible for:

e network administration;

e infrastructure monitoring;

e incident response;

e user support;

e information security audit.

An important component of the system is the organization of centra-
lized network monitoring. The monitoring system should provide:

e monitoring the status of network nodes;

e network traffic analysis;

e detection of abnormal activity;

e control of resource use;

e prompt informing of administrators.

Significant attention should be paid to logging security events. Cent-
ralized log storage allows:

e perform incident analysis;

e detect unauthorized access attempts;

e monitor user actions;

e generate statistics on security events.

To achieve rapid response and analysis of security incidents, it is
advisable to implement an ontological expert incident management
system [8].

To ensure the stability of the infrastructure, it is necessary to imple-
ment a backup system, which should include:

e regular backups;

e isolated storage of copies;

e backup data integrity control;

e periodic testing of recovery procedures.

An important aspect of ensuring cyber-security is increasing user
awareness. Staff training should cover:

e cyberhygiene rules;

e detection of phishing attacks;

e safe use of email;

e rules for working with information resources;

e cyberincident response procedures.

In addition, it is necessary to conduct regular information security au-
dits and testing of the security of the information infrastructure. It is also
important to simulate social engineering attacks [9].

Conclusions

The article examines the features of building a cybersecurity system for a
campus network of a research institution. It is shown that campus net-
works of research institutions differ significantly from corporate networks
of commercial enterprises in terms of structure, user model, nature of in-
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formation interaction and cyberthreat profile. It is established that the
use of classical corporate models of cybersecurity without adaptation to
the specifics of the scientific environment is not effective enough.

A system of principles for building cybersecurity for a campus net-
work of a research institution is proposed, which includes the principle
of adaptive network segmentation, of multi-level trust, of controlled
openness, of continuity of scientific services, of distributed administra-
tion with centralized audit, and principle of integration of organizational
and technical protection mechanisms.

The scientific novelty of the work lies in the formalization of the prin-
ciples of building a cyber-protection system for a campus network of a
scientific institution, taking into account the peculiarities of the academic
information environment, the need to support open scientific interaction,
and the dynamic structure of user segments.

The practical significance of the results obtained lies in the possibi-
lity of using the proposed approach to build and modernize cyberde-
fense systems in institutions of the National Academy of Sciences of
Ukraine, higher education institutions, and other research organizations.
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OCOBJIMBOCTI TIOBYHOBIV CVMICTEMI KIBEP3AXVICTY
KAMITYCHOI MEPEXI HAYKOBO-JOCIIHOI YCTAHOBU

Beryn. CyuacHa OOCTiIHWMIIBKA AisUTBHICTE KPUTUYHO 3aJIEXKWUTH Bif, CTaOLIBHOTO
dyHKITiOHyBaHHS iHdOpPMaIliTHO-KOMYyHiKallinHol iHdpacTpykTypn. KamiycHi me-
peXi HayKOBMX YCTaHOB 3a0e311euyIoTh JOCTYII IO HayKOBUX PecypciB, eJIeKTPOHHOTO
IIOKYMEHTOODIry, crierfiaizoBaHmx OOYMCIIOBIBHUX CEPBICiB, cuicTeM 30epiraHHS
pes3yJsIbTaTiB JOCTi/IKeHb, XMapHMX IUTaTOopM, Beb-pecypciB Ta MiXHapOTHUX iH-
dopmaninHmux cucteMm QI HaykoBoi B3aemopil. OgHOYACHO 3i 3pOCTAaHHAM PiBHS
1M poBsisallil HayKoBOI JisUIbHOCTI 3HAYHO 3pOCTa€e KUIbKICTh Kibep3arpos, cpsmo-
BaHMX Ha iHdopMarinHi pecypcyu HaykoBux ycraHos. [Ipobiema cTae oco6imBo ax-
TyaJIbHOIO B KOHTEKCTi ribpmaHmx Kidep3arpos, 1ijleclipssMOBaHMX aTak Ha HayKOBi
opratisariii, IIOIMpPeHH IIpOrpaM-B/Maradis, KOMIIpoMeTallii 00J1iKOBVIX 3aIlVCiB Ta
aTak Ha KpuTnuHy iHdopmaninHy indpacrpykrypy. Ha sigminy Bim koproparms-
HVIX MePeXX KOMePLiVTHVX MiIIIPUEMCTB, KaMITyCHi MepeXXi HayKOBUX yCTaHOB MalOTh
HMU3KY crenmdiuamx ocobymBocrent. Kiracuuni Momerti KopropaTruBHOI KiGepbes-
IIeK¥, Opi€HTOBaHi Ha XXOPCTKY IleHTpasli3allilo, OOMeXXeHHs TOCTYIIy Ta CTaTU4HY
CTPYKTYpPy Mepexi, He 3a0e3IeuyioTh HajleXKHOI e(PeKTMBHOCTI B yMOBax HayKOBMX
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KaMITycHUX Mepex. Lle 3ymMoBIIIoe HeOOXiIHICTh PO3pPOOKN a/IarITOBaHVIX ITPVHIINIIIB
o0y oBY cricTeMU KibepOesmiek 1t HayKOBO-TIOCITITHVIX YCTaHOB.

Merto10 cTaTTi € HOCITIKeHHS 0COOMMBOCTeN (PYHKITIOHYBaHHS KaMITyCHOI Me-
pexi JOCTITHMITEKOT YCTaHOBY Ta pO3po0Ka CHCTeMV TIPUHITNIIB 1ToOyAoBu Kibep-
3aXVCTY 171 TaKOI Mepexi 3 ypaxyBaHHsAM creldiKy HayKoBOT JTisUTbHOCTI.

Metoam. B craTTi ccpbopMoBaHO crcTeMy HNPMHIIMIIB 1T0OYI0BU KiGep3axmucTy
KaMITyCHOI Mepexi.

Pesynpratn. IlposeneHo anasis crenudikn yHKIIIOHYyBaHHS iHpOpMAaIli-
HO-KOMYHiKaIifHOI iHpPacTPyKTypy HayKOBMX YCTAaHOB y IOPiBHAHHI 3 KOpIopa-
TUBHMMW MepeXaMlI KOMEepIIiHMX IiAIpueMcTB. BiisHaueHO OCHOBHI BiAMiHHOCTI
apxiTeKTypwu, Mofelli KOpHUCTyBadiB, XapakTepy iHdOpMalliliH1X IIOTOKiB Ta IIpO-
dimo kibep3arpos 11 HayKOBO-IOCTIIHMX YCTaHOB. 3aIIpOIIOHOBAaHO CUCTEMY IIPVIH-
1mmiB 1oby10BM Kibep3axmcTy KaMITyCHOI MepeXi HayKoBOI YCTaHOBY, 1110 BKJIIOYaE
a/TalITMBHY CeTMeHTaIlifo Mepexi, OaraTopiBHeBY MOJIeNb [TOBipY, IIPUHIINII KOHTPO-
JIBOBAHOI BIAKPWMTOCTI, TIPMHIINII Oe3IlepepBHOCTI HayKOBVX CepBiciB Ta posmomise-
HOTO a/IMiHICTpyBaHHS 3 IIeHTpasIi3oBaHMM ayAauToM. OGIpyHTOBaHO HeoOXimHICTh
iHTerparlii opraHizamivHIX, TeXHIYHMX Ta IPOLledypHIUX MeXaHi3MiB KibepsaxmcTy B
MeKax €MHOI crucTeMu 3abe3neueHHs iHdOpMaIliiiHOT Oe3IeKt HayKOBOI yCTaHOBM.
3ampoIrIoHOBaHO CTPYKTYPHY MOJIe/Ib CUCTeMN Kibep3axmcTy KaMITycHOT MepeXxi Ha-
YKOBO-HOCIITHOT YCTaHOBY, Opi€eHTOBaHy Ha 3ale3lleueHHS CTIMKOCTI (PYHKIiOHY-
BaHH# iHdOpMaliTHOT iHdpacTPyKTypu B yMOBax CydacHMX Kibep3arpos.

BucHoskm. IlokasaHo, 1o KaMmIIycHi MepeXi HayKOBMX YCTaHOB CyTTEBO Bif-
PI3HSIOTBLCA Bif, KOPIIOPATUBHMX MEPeX KOMEPILIVIHMX MiJIITPUEMCTB 3a CTPYKTYPOIO,
MOZIeJUII0 KOPUCTyBayiB, XapakTepoM iHdopMarirHoi B3aeMoil Ta mnpodirem Ki-
Gepsarpos. BcraHoBiIeHO, 1110 BUKOPUCTaHHS KJIAaCMYHMX KOPIIOPaTUBHMX Mofesient
KibepOesrreku Oe3 amamTariii 710 crierdiky HayKOBOTO CePeOBUIIa € HeJJOCTaTHBO
edeKTVBHVM.

KarouoBi caoBa: xibepsaxucm, xamnycna mepexa, HaykoBo-0ocaiona ycmanoba, ingpopma-
yinHa be3nexa, ceemenmayis mepesxi, Zero Trust, mepexebuil MOHImMOpuUHe.
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The paper investigates the critical problem of ensuring cyber resilience within the integrated
ecosystems of automotive transport and energy infrastructure, which are becoming increa-
singly interdependent due to the mass adoption of electric vehicles and Smart Grid techno-
logies. The study provides a comprehensive analysis of the threat landscape, focusing on spe-
cific attack vectors targeting electric vehicle charging stations (EVCS) and the communication
protocols of the Vehicle-to-Grid (V2G) interface. It is demonstrated that vulnerabilities in the
ISO/IEC 15118 and OCPP protocols can be exploited to initiate cascading failures that tran-
scend the boundaries of the transport network and impact the stability of the regional power
grid. The central contribution of this research is the development of a formalized mathematical
model for multi-layer risk assessment, which utilizes a probabilistic approach to quantify
the impact of cyber-physical attacks on system availability and data integrity. Unlike existing
one-dimensional models, the proposed methodology accounts for the interconnectedness of
nodes, where a security breach in a single vehicle or charging point acts as a catalyst for lar-
ge-scale energy imbalances. The paper details a systematic risk minimization framework that
integrates proactive and reactive measures: from the deployment of specialized intrusion de-
tection systems (IDS) optimized for industrial control protocols to the implementation of adap-
tive load management algorithms that mitigate the effects of malicious demand-side manipu-
lation. Simulation results presented in the study confirm that the proposed model effectively
identifies high-risk convergence points with a sensitivity improvement of 15-20% compared
to traditional NIST-based frameworks. The research findings provide a theoretical and prac-
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tical basis for government agencies and critical infrastructure operators to develop robust
cybersecurity strategies in the era of total digitalization of transport and energy assets. The
developed models contribute to the creation of autonomous defense mechanisms capable of
maintaining operational continuity under adversarial conditions.

Keywords: cyber security, automotive transport, energy, risk assessment, Smart Grid, V2G,
risk minimization, critical infrastructure, cascading effects, cyber resilience.

Introduction

Relevance of the topic. The current stage of global economic development
is characterized by a deep digital transformation of critical infrastructure,
where the convergence of the automotive industry and the energy sector
occupies a special place [1, 2]. The “Smart City” concept involves the mas-
sive introduction of electric vehicles (EVs) and the creation of an intel-
ligent charging infrastructure that is not just a consumer of electricity
but an active participant in the energy market through Vehicle-to-Grid
(V2G) technology [3, 4].

However, this integration creates new vulnerabilities. A cyber-attack
on the electric vehicle charging infrastructure or the communication pro-
tocols between the vehicle and the grid can lead not only to data leaka-
ge but also to physical destruction of equipment, disruption of power sup-
ply to entire regions, and threats to the life and health of citizens [5-7].
Modern challenges, such as the increase in the number of targeted attacks
on IoT devices and industrial control systems (ICS), require the develop-
ment of new approaches to assessing and minimizing risks that take into
account the cascading nature of incidents in interconnected environments.

Analysis of recent research and publications. Issues of cybersecurity
in the automotive industry are widely discussed in the works of interna-
tional organizations and researchers, in particular in the ISO/SAE 21434
standard [8] and NIST recommendations [9, 10]. At the same time, the
protection of the energy component (Smart Grid) is regulated by the IEC
62443 series of standards [11, 12]. However, most existing studies con-
sider these systems in isolation. The synergy of risks arising during the
interaction of EVs with the power grid remains insufficiently studied, es-
pecially in the context of implementing the new European NIS2 and
DORA directives, which place high demands on the digital resilience of
the transport and energy sectors [13].

Identification of previously unsolved parts of the general problem.
A significant gap in current research is the lack of formalized mathemati-
cal models that allow for the quantitative assessment of risk as a single
metric for an integrated system. Existing methods often do not account for
the probabilistic nature of the transition of an attack from the transport
protocol level to the physical level of energy distribution, which makes it
impossible to effectively prioritize protective measures.

Formulation of the article’s objectives. The objective of this study is
to develop a comprehensive mathematical model for assessing and mini-
mizing the risks of cyber incidents in interconnected automotive and pow-
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er systems, which provides for the identification of critical nodes and the
substantiation of adaptive protection methods to ensure the stability of
critical infrastructure.

Analysis of the Current State and Architecture
of Interconnected Transport and Energy Systems

Technological Convergence: V2X and Smart Grid Concepts. The modern
integration of automotive transport into the energy sector is based on the
V2X (Vehicle-to-Everything) concept, where the vehicle becomes an active
participant in data and energy exchange [14]. Within this ecosystem, the
Vehicle-to-Grid (V2G) component provides a bidirectional energy flow
that allows electric vehicle (EV) batteries to be used for balancing peak
loads in the grid [17]. Concurrently, the Vehicle-to-Infrastructure (V2I)
framework enables continuous interaction with smart charging stations
(EVSE) and road management systems [16], while the Smart Grid operates
as an intelligent power network that coordinates thousands of these charg-
ing points by dynamically adapting to shifting demand [17]. From a cy-
bersecurity perspective, this highly interconnected architecture creates a
“distributed perimeter,” where every single connection point of an EV to
the grid serves as a potential entry point for an attacker [18].

Overview of Communication Protocols and Their Vulnerabilities.
The security of interconnected systems depends on the reliability of data
exchange protocols [19]. Among these, the ISO 15118 (Plug & Charge) in-
ternational standard describes the interaction between the EV and the
charging station, but although it involves the use of PKI (Public Key In-
frastructure), the complexity of certificate implementation often leads to
configuration errors [20]. Another primary mechanism is the OCPP
(Open Charge Point Protocol), which operates between the charging
station and the management system (CSMS), where vulnerable spots no-
tably include the lack of encryption in legacy versions (1.6) and the risk of
session hijacking [21].

Cybersecurity Regulatory Framework in Ukraine and the EU. In the
context of this scientific work, it is important to consider modern require-
ments that are becoming mandatory for Ukrainian enterprises in the pro-
cess of European integration. These frameworks include the NIS2 Di-
rective (Network and Information Security), which establishes strict re-
quirements for critical infrastructure entities in the energy and transport
sectors. Additionally, the Cyber Resilience Act (CRA) requires that any
digital product, including charging station controllers and onboard com-
puters, has built-in protection based on the «security by design» principle.
Finally, the ISO/SAE 21434 specialized cybersecurity standard for road
vehicles regulates comprehensive risk management at all stages of the ve-
hicle’s life cycle [22].

Professional Standards and Industry Requirements. According to
current professional standards in cybersecurity and automotive transport,
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a specialist must not only possess methods of information protection
but also understand the specifics of OT (Operational Technology) systems
[23]. Risks in energy-transport systems differ from classic IT risks in that
they have a direct impact on physical security (Safety) - for example,
the possibility of causing a battery fire through manipulation of rapid
charging parameters.

Detailed Information Flow Diagram in the “EV — EVSE — Smart
Grid” System. Interaction in this system is multi-layered and covers se-
veral key interfaces , with the primary data flow aimed at ensuring user
authentication, controlling charging parameters, and balancing the load
on the power grid. Within these key nodes and communication channels,
the EV « EVSE (Electric Vehicle — Charging Station Interface) utilizes
the ISO 15118 protocol to exchange data such as the State of Charge (SoC),
maximum allowable current, contract identifier (Plug & Charge), and se-
curity certificates. Concurrently, the EVSE < CSMS (Station — Cloud
Management System Interface) relies on the OCPP 1.6/2.0.1 protocol to
transmit point availability status, energy consumption records (MeterVa-
lues), error messages, and remote firmware updates. Furthermore, the
CSMS < DSO/DSO (Operator — Power Grid Interface) operates via the
OpenADR or OSCP protocols to manage peak consumption forecasts,
power limitation requests (Demand Response), and real-time tariffs. The
complete flow diagram of this interaction proceeds as the electric vehicle
initiates a request, after which the EVSE verifies the certificate via the
CSMS, followed by the CSMS coordinating the power limit with the Smart
Grid until the energy transfer finally begins.

Multi-level Analysis of V2G Network Architecture Vulnerabilities
Based on the OSI Model. To understand the nature of cyber incidents in
convergent systems, it is advisable to decompose the data exchange pro-
cess between the EV and EVSE. Using the OSI reference model allows
for clear localization of threats at each stage — from physical contact to
application software.

The systematization of the main vulnerabilities, their corresponding
protocols, and potential security consequences is presented in Table 1[24].

Detailed analysis of the data in Table 1.1 highlights critical system vul-
nerability points. Specifically, at lower layers (L1-L2), the primary danger
lies in the physical accessibility of the equipment. The use of PLC (Power
Line Communication) technology creates a specific “electromagnetic
eavesdropping” vector, which is untypical for classic IT networks.

At the network and transport layers (L3-L4), session integrity is a cri-
tical aspect. Man-in-the-Middle (MitM) attacks at this stage can lead to the
substitution of power limits transmitted from the power grid to the car,
creating a risk of overloading local transformer substations.

The most significant risks are concentrated at the application layer
(L7). Since the OCPP protocol uses web technologies (JSON via Web-
Sockets), it inherits all vulnerabilities of modern web applications. SQL
injection in this context is the most dangerous, as it allows an attacker to
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gain control over the entire network of charging stations (EVSE) through
the central management system (CSMS).

Experience in Implementing Monitoring Systems in Ukrainian En-
ergy Companies. The implementation of cybersecurity monitoring sys-
tems (SOC — Security Operations Centers) in the Ukrainian energy sector
has significantly accelerated after 2022. The main development vectors
include the deployment of IDS/IPS at substations, where large distribu-
tion system operators (DSOs) have begun integrating intrusion detection
systems specialized in industrial protocols (IEC 60870-5-104, IEC 61850) to
detect anomalous commands to open breakers that could be simulated by
attackers. Another critical vector is log centralization (SIEM) using SI-
EM-class systems (e.g., Splunk or ELK Stack), which allows for the corre-
lation of events from charging hubs and general substations, thereby ena-
bling the detection of “Distributed Energy Resource (DER) attacks” where
massive simultaneous activation of charging stations could cause a fre-
quency shift in the grid. Concurrently, cryptographic protection experi-
ence among Ukrainian companies shows a transition to using VPN tun-
nels with support for domestic encryption algorithms (according to DSTU)
for communication between remote infrastructure objects and the central
server. Finally, this process involves close cooperation with CERT-UA to
ensure the constant monitoring of Indicators of Compromise (IoC), char-
acteristic of attacks on energy systems (e.g., Industroyer2), integrated into
automated corporate defense systems [25].

Threat Modeling and Mathematical

Assessment of Cyber Risks

Formalization of the Adversary Model and Attack Vectors. To build a
risk model, it is necessary to define a set of threats T = £, t,, ..., t, and vul-

nerabilities V = v, v,, ..., v, [26]. In convergent systems, we distinguish
three specific vectors:

Table 1. Comparative Table of Threats by OSI Model Layers (V2G Context)

OSI Layer Protocol/ Technology Threat Type System Consequences
Physical PLC Jamming, Interruption of char-
(L1) (HomePlug Green PHY) | Eavesdropping ging session, signal

interception
Data Link | Ethernet / Wi-Fi MAC Spoofing, Unauthorized access
(L2) MitM attacks to the station network
Network IPv6 IP Spoofing, Routing | Traffic redirection
(L3) (for ISO 15118) Attacks to rogue servers
Transport |TCP/TLS TLS Inspection, Compromise of
(L4) Replay Attack encrypted auth keys
Application | OCPP, HTTP/JSON SQL Injection, Database access,
(L7) XML External Entity |free charging
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1. “EV-to-Grid” Vector — manipulation of the energy consumption
profile of thousands of electric vehicles to create resonance in the power grid.

2. “Billing/Data” Vector — compromise of personal data and payment
transactions.

3. “Awvailability” Vector — DoS-type attacks on charging station con-
trollers that block vehicle mobility.

Mathematical Model for Quantitative Risk Assessment. Risk R is
defined as a function of the probability of successful threat realization and
the magnitude of potential losses. Taking into account the specifics of in-
terconnected systems, the following model is proposed:

Rtotal = 2 P(’l—;) X L(Cz) X Kcasc’ (1)
i=1

where: P(T;) — the probability of a successful attack on the i-th compo-
nent (depends on the security level); L(C;) — direct losses (equipment
cost, lost profit); K, — cascading impact coefficient (Kcasc = 1), which
accounts for the spread of the incident to an adjacent system (e.g., a char-
ging station failure halting a logistics chain).

The cascading impact coefficient K is defined as the ratio of the

total losses of the integrated system to the direct losses of the primary tar-
get of the attack:

L .
Kcasc =1+ L”‘d]”“”t 4 (2)

direct

where L, ., represents the direct losses of the charging point operator
(equipment cost, billing disruption), and L, represents the cascading
losses of the adjacent sector (the cost of electricity under-supplied to the
grid, industrial downtime due to automatic frequency load shedding ac-
tivation). For the calculation scenario for the city of Kharkiv presented in
subsection 2.5, the direct losses of the CPO from blocking the stations are
estimated at 1.2 million UAH (L, ,), while the cascading economic
damage from the disconnection of residential and industrial areas resul-
ting from a 50 MW deficit amounted to 4.8 million UAH (L. )- Thus,
for the convergent system of Kharkiv, the cascading impact coefficient is:

K :1+ﬁ=

5.0, 3
casc 1 .2 ( )

which demonstrates a five-fold scaling of the cyberattack consequences
during its transition from the transport to the energy level of the infra-
structure.

The probability P(T;) is calculated based on expert assessments or us-
ing the Bayesian Belief Network method, where the nodes represent the
security status of individual subsystems (onboard computer, cloud server,
substation controller).
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Algorithm for Identifying Critical Nodes. To minimize defense
costs, it is necessary to determine the most vulnerable points through the
application of graph theory, where nodes represent infrastructure objects,
including the EV, EVSE, and Smart Meter, while edges represent the
corresponding information and energy links. Within this framework, a
node’s risk is assessed through its centrality measure. Consequently, the
node with the highest centrality, such as the central management server
(CSMS), has the highest protection priority because its compromise ma-
ximizes the total risk R, ;-

Methodology for Assessing Losses from Cascading Incidents. Los-
ses in transport-energy systems are categorized into technical losses, such
as battery degradation due to improper charging cycles and damage to
power transformers, economic losses, including fines for non-compliance
with the load schedule and costs of software recovery, and social losses,
which manifest as delays in the operation of emergency services or public
transport. To estimate L(C)), the report suggests using a risk matrix
(5%5) adapted to the requirements of the ISO 31000 standard.

Hypothetical Scenario and Calculation Example of Cascading Risk.
Scenario: A targeted attack on the cloud server of a Charging Point Ope-
rator (CPO) in Kharkiv. The goal of the attack is the simultaneous deac-
tivation (or conversely, launching at maximum power) of 1,000 fast char-
ging stations (EVSE) with a capacity of 50 kW each.

Input data:

e Total manipulative power (W =1000 x 50 kBt = 50 MBT).

e Attack time (Peak hour (evening maximum) when the power system
operates at the limit of reserves).

e Consequence (An instantaneous power deficit leads to the triggering
of automatic frequency load shedding (AFLS) systems and the disconnec-
tion of residential areas).

Calculation of the probability of grid recovery within 1 hour (Prec):

We apply the exponential recovery model.

Prec(t)=1-e", (4)

where: m — recovery intensity (depends on the speed of cyber-incident
localization and the availability of backup generation). For the Kharkiv
power system under martial law, we assumed = 0.65 1. t =1 h.

Result: Prec(1) =1 -¢**" =1-0.522 = 0.478 (or 47.8%).

Conclusion: The probability of full recovery in 1 hour is low (less than
50%), indicating a high level of risk R and the need for automated protec-
tion systems (IDS) capable of blocking an attacker’s commands at the sub-
station level in <1 sec.

Attack Tree for the OCPP Protocol. To visualize the system comp-
romise paths, we construct an attack tree where the root is “Full Takeover
of Charging Network Management.”

Assessing the Probability of Threat Realization Based on the Sys-
tem’s Cybersecurity Maturity Level. To ensure high accuracy of the math-
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Fig. 1. Attack tree for the OCPP protocol aimed at unauthorized management of the
charging station network (EVSE)

ematical risk model, it is necessary to determine the numerical values of
the probability of successful threat realization P(T). This indicator directly
depends on the technical and organizational state of security of a specific
object of transport-energy infrastructure.

Based on an adaptation of the Cybersecurity Capability Maturity
Model, a probability scale has been developed that takes into account the

Table 2. Parameters for the probability
of a successful attack by maturity levels

Maturit Description Estimated Security Score
Level ’ of C bersectllarit Status Annual (Resilience
y Y Probability P(T) | Coefficient)
L1: Initial Chaotic measures, lack of policies, 0.85-0.95 0.1
default passwords.
L2: Managed Presence of antivirus, basic event 0.50-0.65 0.4
logging, software updates.
L3: Defined ISO 27001 implemented, network 0.20-0.35 0.7
segmentation, regular pentests.
L4: Quantitatively | Use of SIEM/SOC, real-time ano- 0.05-0.15 0.9
Managed maly monitoring.
L5: Optimized Al-based adaptive systems, full <0.02 0.98
response automation.
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current level of implementation of protective measures. The parameters
used in the calculation model are presented in Table 2.

The analysis of the data in Table 2 indicates a non-linear relationship
between the level of investment in security and risk reduction. The most
critical jump in resilience is observed during the transition from the ini-
tial (L1) to the defined (L3) level. This is explained by the implementation
of basic standards (e.g., ISO/IEC 27001) and network segmentation, which
blocks the most common attack vectors (brute force, simple SQL injections).

For critical infrastructure objects, such as the interconnected networks
or city energy nodes, the target indicator is the quantitatively managed
level (L4). At this level, the probability of a successful attack decreases to
the 0.05-0.15 range due to the use of SIEM-class systems and rapid re-
sponse to anomalies (SOC). Achieving the optimized level (L5) requires
significant capital expenditures but provides almost complete automation
of protection against “zero-day” attacks, minimizing the impact of the hu-
man factor on the security of transport-energy nodes.

Development of Methods and Measures
for Cyber Risk Minimization in Convergent Systems

Technical Defense Strategies at the Protocol and Infrastructure Levels.
To minimize risks associated with vulnerabilities in the OCPP and ISO
15118 protocols, the implementation of a comprehensive “Security-by-De-
sign” defense system is proposed. Protection against CSMS (Server-side)
compromise incorporates adaptive authentication, which involves the im-
plementation of multi-factor authentication (MFA) for administrators and
the use of short-lived access tokens (JWT) for inter-service interaction.
Concurrently, it requires the deployment of a Web Application Firewall
(WAF) to establish filtering screens in front of the management server to
automatically block SQL injections and Cross-Site Scripting (XSS) attacks
[27]. Furthermore, the cryptographic protection of communication chan-
nels is achieved through a transition to OCPP 2.0.1, as this standard sup-
ports the mandatory use of TLS 1.3 . This layer of security is reinforced by
the implementation of mTLS (Mutual TLS), a method where not only the
station verifies the server, but the server also requires a certificate from
each station, thereby completely blocking the possibility of DNS spoofing
or the creation of fake charging points (Rogue EVSE).

Algorithmic Methods for Preventing Cascading Failures in the Po-
wer System. Since the primary risk is load manipulation, it is necessary to
implement “intelligent fuses” at the energy market level. This is achieved
through decentralized load management, which involves the use of local
controllers at substations that can ignore commands from a central cloud
server if they contradict the stability parameters of the local network, such
as a critical decrease in current frequency. Additionally, anomaly detec-
tion algorithms (IDS for OT) utilize machine learning-based systems to ana-
lyze historical consumption data, ensuring that if thousands of vehicles

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 93



B.O. Pokhodenko

simultaneously receive a “Stop Charge” command without economic or tech-
nical prerequisites, the system automatically switches to a secure mode.

Application of the Zero Trust Concept for Ensuring Integrity of
Hardware Interfaces and Peripheral Equipment. The Zero Trust concept
[28] is traditionally applied to network protocols; however, in the context
of interconnected transport and energy systems, it must also be extended
to the physical level. Since charging stations (EVSE) are located in public
places without constant supervision, any physical port or device chassis
should be considered potentially compromised.

The implementation of a Zero Trust strategy at the hardware level
assumes that the system does not trust any connection (even service ones)
until multi-level verification is performed. Key risk minimization meas-
ures at the physical level based on this approach are presented in Table 3.

Organizational Measures and Regulatory Compliance. Risk minimi-
zation is impossible without an organizational component that complies
with European standards. This includes Cyber Resilience Act (CRA) com-
pliance [29], which requires regular updates of the devices” “digital pass-
port” and systematic reporting on identified vulnerabilities. Concurrently,
it demands structured personnel training, which involves conducting tar-
geted cyber-drills for power grid operators simulating the full or partial
failure of transport infrastructure.

Feasibility Study and Prioritization of Cybersecurity Measures
Based on Cost-Effectiveness Analysis. For the rational allocation of cy-
bersecurity budgets under limited resources at energy and transport en-
terprises, a comprehensive assessment of the main risk minimization me-
thods was conducted. Cost optimization is based on the principle of
achieving the maximum security level (Security Score) with the minimum
necessary capital investment (CAPEX) and operating expenses (OPEX) [30].

The results of the comparative analysis of technical protection tools
tested within the study are presented in Table 4.

The analytical interpretation of the results allows for the formulation
of a prioritization strategy. Specifically, the “quick wins” strategy is based
on the fact that implementing multi-factor authentication and Secure Boot

Table 3. Physical layer risk minimization measures
and EVSE equipment integrity control

Protection

. Risk Minimization Measure Effect
Object

USB/Ethernet | Software disabling of ports|Blocking local loading of ma-

Port after commissioning licious software
Firmware Integrity = control using|Prevention of modified soft-
Secure Boot ware with backdoors
EVSE Chassis | Tamper switches Instant disconnection of en-
cryption keys upon chassis
breach
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mechanisms demonstrates the highest return on security investment. Due
to their relatively low cost, these measures can neutralize up to 60% of
common threats arising from the human factor or direct local interfe-
rence with hardware.

At the same time, the deployment of high-cost systems, such as SIEM
or specialized IDS for operational technologies, requires significant fi-
nancial resources and expert support. However, for critical infrastructure
objects, such as the Kharkiv energy networks, these costs are fully justi-
fied. This is due to the ability of these systems to identify complex casca-
ding attacks at early stages, allowing for timely damage localization and
prevention of systemic collapse.

Special attention should be paid to the balance between security level
and operational complexity. The use of mTLS mutual authentication
received a high efficiency rating, but its implementation is accompanied
by significant difficulties in managing Public Key Infrastructure. In the
development of logistics chains, this implies the need to create internal
certification centers, which must be reflected in the project’s investment
plan in advance.

Based on the comparison, a phased implementation model is re-
commended for enterprises with limited funding. The priority task is to
ensure mandatory two-factor authentication and firmware integrity con-
trol for controllers. The next stage should be the deployment of cryp-
tographic protection for communication channels, and only after achi-
eving base resilience is it advisable to transition to the final stage — inte-
gration into centralized real-time anomaly monitoring systems.

The quantitative assessment of the proposed defense framework’s
effectiveness was calculated based on the change in the resulting proba-
bility of system compromise. An enterprise with a maturity level of L2

Table 4. Comparative analysis of technical protection tools
by efficiency and economic feasibility criteria

Protection Efficiency| Implementation Primary Maintenance
Method (0-10) Cost Target Threat Complexity
mTLS (Mutual TLS) 9 Medium | MitM, Rogue EVSE |High (PKI
management)
SIEM System 10 High Anomalies, APT High (requires
attacks analysts)
WAF / API Gateway| 8 Medium  |SQL injections, Medium
DDoS
Secure Boot 9 Low* Firmware Low (at produc-
manipulation tion stage)
MFA (2FA) 7 Low Phishing, Brute- Low
force
IDS for OT networks 9 High Cascading Grid Medium
failures

*Note: The low cost of Secure Boot is relevant when purchasing new equipment; upgrading
old equipment may be impossible.

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 95



B.O. Pokhodenko

(Managed) was taken as the baseline, where the initial probability of a
successful attack P(T),, averages 0.57 (according to Table 2). After the
sequential implementation of the first and second-phase technical mea-
sures (Table 3), namely mTLS, Secure Boot, and MFA, the system architec-
ture transitions to the L4 (Quantitatively Managed) state. Concurrently,
the integral probability of an attacker successfully breaching the perimeter
decreases to the value of P(T),,=0.10. The calculation of the relative risk
reduction is expressed as:

P= P(T)LZ _P(T)L4 , (5)
P(T),,

where: AP — is the coefficient of relative reduction in the probability of
successful cyber threat realization; P(T),, — is the integral probability of
a successful attack on the system for the second level of cybersecurity
maturity (Managed); P(T),, — is the integral probability of a successful
attack on the system after implementing the proposed set of measures and
transitioning to the fourth level of maturity (Quantitatively Managed).

If we substitute the numerical values of the probabilities for the cor-
responding maturity levels L2 (Managed) and L4 (Quantitatively Mana-
ged) from Table 2 presented in the article, the calculation takes the fol-
lowing form:

0.57-0.10
057

This mathematically proves the conclusion regarding the reduction of
threat realization probability by more than 80%, provided there is a tran-
sition to a higher level of organizational and technical maturity.

Response Algorithm for a Detected Cyberattack in a V2G Network.
In the event of an anomaly identified by the monitoring system (IDS), the
action algorithm must be automated to prevent damage to power equip-
ment and destabilization of the energy system. The proposed sequence
of actions, presented in Figure 3, is based on the principle of minimizing
the system’s response time to a detected threat. The process begins with
the anomaly detection stage, which may be expressed in atypical con-
sumption spikes or massive simultaneous load shedding by thousands of
nodes.

After identifying suspicious activity, the system performs an intelli-
gent analysis to verify the nature of the event. If the parameter deviation
does not match a cyberattack pattern, the algorithm directs efforts to check
for technical network faults, such as power line accidents or power trans-
former failures. However, if targeted interference is confirmed, the isola-
tion protocol is launched immediately.

In the first stage of incident localization, an automatic switch of the
involved charging stations (EVSE) to autonomous mode is performed.
This breaks the logical connection with the compromised management

AP ~0.8246 (or 82.46%) . (6)
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Grid Protection: Signaling

the Distribution System Operator
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of groups of stations to the central
Fig. 3. Automated response algorithm for

server after patching the vulnerability A ) !
cyber incidents in V2G infrastructure

server and prevents the further spread of malicious commands. Simul-
taneously, the second step is taken to protect the power grid as a whole.
Itinvolves transmitting an emergency signal to the distribution system
operator to activate backup generation or redistribute power flows.

The next verification phase consists of a deep check of controller firm-
ware integrity and a forced reset of all active authentication sessions. This
is necessary to completely eliminate the attacker’s presence within the
system perimeter. The final recovery stage involves a gradual, phased re-
connection of station groups to the central system only after successful
patching of identified vulnerabilities. This approach ensures that recovery
occurs in a secure environment, excluding the possibility of a repeated
successful attack using the same vector.

To verify the effectiveness of the proposed automated response algo-
rithm, a simulation was conducted using the specialized MATLAB/Sim-
ulink software environment in conjunction with the CORE network traffic
emulator. The mass attack scenario described in subsection 2.5 was mo-
deled. The simulation results demonstrated that the deployment of an
IDS for OT networks combined with the dynamic load limiting algorithm
allows for a reduction in the peak power deficit in the grid during an at-
tack from 50 MW to 8 MW, achieved by isolating the compromised nodes
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within 0.8 seconds. A comparative analysis against the baseline NIST SP
800-82 security frameworks showed a 17.4% increase in sensitivity for
detecting non-standard deviations, which ensures that the power grid
frequency is maintained within acceptable technological limits.

Specifics of Protecting Ukrainian Logistics Chains Under EW Con-
ditions. For Ukraine, and specifically for the Kharkiv region, the resilience
of transport-energy systems to Electronic Warfare (EW) and associated
cyber threats is of particular importance. The main challenges include
GNSS spoofing, where EW tools can distort the coordinates of autono-
mous electric vehicles or logistics trucks, leading to errors in calculating
routes and arrival times at charging hubs and ultimately destabilizing
the grid load schedule. Another critical threat is communication channel
jamming, where blocking 4G/5G or Wi-Fi communication between the
EV and the charging station makes the online authentication and billing
process impossible. To counter these vulnerabilities, the proposed pro-
tection methods include a “Local Autonomy” mode, which involves
the implementation of algorithms that allow charging and identifica-
tion of critical transport using local white-lists without contacting a cloud
server during jamming. This is supplemented by the use of wired chan-
nels through a transition to PLC (Power Line Communication) directly via
the charging cable, which is completely protected from external electronic
interference. Finally, the integration of inertial navigation systems allows
for supplementing GNSS modules with inertial sensors to effectively ver-
ify the real movement of the vehicle.

Conclusions

1. It has been proven that the convergence of the automotive and energy
industries creates critical vulnerabilities, where a cyberattack on the trans-
port infrastructure (EVSE) can trigger a cascading failure in the national
power grid.

2. A hierarchical threat model (Attack Tree) for the OCPP protocol has
been developed, which allowed for the identification of the most vulne-
rable nodes, specifically the CSMS management server and the physical
interfaces of charging stations.

3. A mathematical model for risk assessment has been proposed, in-
corporating a cascading impact coefficient, which enables the prioritiza-
tion of protective measures for critical infrastructure objects.

4. A set of risk minimization methods (mTLS, Secure Boot, IDS) has
been substantiated, the implementation of which allows for reducing
the probability of successful threat realization by 70-80% in accordance
with cybersecurity maturity levels.

5. Specific resilience requirements for the logistics systems of Uk-
raine under the influence of electronic warfare (EW) have been defined,
which is critically important for the functioning of the transport sector
during special periods.
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PO3POBKA MOZEJIEV OLIIHFOBAHHS TA MIHIMI3ALIIT
PUM3VKIB KIBEPIHLIMIEHTIB Y B3AEMOITOB SISAHIMX CMICTEMAX
ABTOMOBUIBHOI'O TPAHCIIOPTY TA EHEPTETUKI

Beryn. Y poboTi mpoBeieHo KOMITIEKCHE JTOCITi/KEHHST ITpo0iieMy 3a0e31iedeHHs Ki-
GepCTiVKOCTI iHTerpOBaHMX €KOCKCTeM aBTOMOOUIBHOIO TPaHCIOPTY Ta eHepreTud-
HO1 iHpPpacTPYKTypw, IO CTAIOTh [efarli OUTBIT B3aeMO3aIeXXHMMM BHACIIIOK Maco-
BOT'O BIIPOBa/PKEHHS eJIEKTpOMOOUIB Ta TexHosorinn Smart Grid. [loBeneHo, 1o Bpas-
musocTi y mpoTokonax ISO/IEC 15118 ta OCPP MOXyTh OyTM BMKOPWCTaHi s
iHilIFOBaHHS KacKaIHMX BiIMOB, 5IKi BUXOOATbH 3a MeXXi TPaHCIIOPTHOI MepeXi Ta Kpu-
TUYHO BIUIMBAIOTh Ha CTaOiIbHICTh perioHabHOI eHeprocucreMy. OCHOBHMUM BHeC-
KOM [IaHOT'0 JIOCJI/KeHH:sI € po3pobka ¢dpopMaslizoBaHol MaTeMaTHUYHOI Molesti Oara-
TOPIBHEBOTO OIiHIOBaHHS PU3MKIB, fIKa BUKOPWCTOBYE VIMOBIpHICHMV ITAXi I
KiJTBKiCHOTO BM3HaUeHHs BIUIMBY KiGepdi3WHIMX aTak Ha JOCTYITHICTE CVICTEM Ta ITi-
JIICHICTH JaHUX.

Mertoro crarTi mpoBecTr KOMIUIEKCHE JIOCII/KeHHS IpolsieMn 3abe3reueHHs
KiGepcTiIkocTi iHTerpoBaHMX eKOCHCcTeM aBTOMOOUIBHOIO TpaHCIIOPTY Ta eHepre-
TUYHOI iHPPacTPYKTypu Ta po3poOMTH HafilHi cTpaTeril KibepOesnexkn B yMoBax
TOTaJIBHOT 11 POBi3aliil TPaHCIIOPTHMX Ta €HePTeTMIHMX aKTUBIB.

Metonn. Y crarTi mpencTasiieHo AeTaJbHUY aHali3 JTaHamadTy 3arpos i3 go-
KycoM Ha crenndiuni BeKTopu aTak, CIIpsIMOBaHi Ha 3aps/IHi cTaHIIil eJIeKTpOMO-
6i1iB (EVCS) Ta mpoTokonm ooMminy manmmm iHTepdericy Vehicle-to-Grid (V2G).

PesynpraTi. Y po0oOTi JeTalbHO OIMCaHO CUCTEMHY CTPYKTYpy MiHimisariil pu-
3MKiB, II[0 iHTETrpye IIPOAaKTMBHI Ta peaKTVBHI 3aXOAN: Bif BIIpOBa/PKeHHS CIIelliali-
30BaHMX CVCTeM BUsBJIEHHs BTOprHeHb (IDS), onTmMi3oBaHMX IJIS ITPOMVICIIOBVIX
IPOTOKOJIIB YITpaBJIiHH, 1O pealizallil afallTMBHVX aJlTOPUTMIB yIIpaB/IiHHSI HaBaH-
Ta)XeHH:M, sIKi HiBeJIIOIOTh HaCJIiKM 3JI0BMVMCHOIO MaHiIysIoBaHHS monmToM. Pe-
3yJIbTaTV MOJIEJTIOBAHHS, IIPeICTaBIIeHi B JOCITi/KeHHI, ITiITBeP/KYOTh, 1110 3aIIPOIIo-
HOBaHa MoJe/lb eeKTMBHO ifeHTndiKye TOUKM KOHBEPreHIIl 3 BUCOKMUM piBHeM
PUBUKY, IEeMOHCTPYIOUM IIOKpallleHHs 9y T/IMBocTi Ha 15—20 % mnopisHsIHO 3 Tpagu-
OirHVMY ppeviMBopKamut Ha 6asi cranmapris NIST.
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BucaoBkn. OTpumani pesysibraTit POpMyIOTh TEOPETHMYHY Ta IIPaKTUYHY OC-
HOBY IS Iep’KaBHMX CTPYKTYP Ta OIlepaTOpiB KPUTUYHOI iHPPacTPyKTypw IIOI0
PO3pOOKIM HaIiHMX CTpareriit KibepOes3leky B yMoOBax TOTAJIBHOI IMcppoBizarii
TPaHCITOPTHYX Ta eHepreTMIHNX aKTWBiB. Po3pobrieni MofiesTi ClipusIioTh CTBOPEHHIO
aBTOHOMHIX MeXaHi3MiB 3aXMCTy, 30aTHUX IOTpUMyBaTH oIlepalinHy Oesrepeps-
HICTB y JecTpyKTMBHMX yMoBax. Ha BigMiHy Bifl icHyIouMx oHOBMMIPHMX MoJlesIer,
3aIlpOIIOHOBaHa MEeTOJI0JIOTisl BpaxoBye B3a€MOIIOB 13aHiCTh BY3JIiB, e IOPYIIeHHs
OesIlexkn B OIIHOMY TPaHCIIOPTHOMY 3aco0i abo Toulli 3apsiKu BUCTYyIIa€ KaTali3aTo-
POM MacIITaOHVX eHepreTYHIX IMcOaIaHCiB.

Katouo8i caoBa: xibepbesnexa, aBmomobirbHuil mpancnopm, ewepeemuxad, 0yiH0B8anHs
pusuxib, Smart Grid, V2G, minimizayisa pusuxif, kpumuuna ingppacmpykmypa, kackaowi
epexmu, kibepcmitikico.
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TWO-POINT AUTHORIZATION ENGINE

WITH REVOCABLE SHARING
FOR MULTITENANT ENVIRONMENTS

Multi-tenant software-as-a-service (SaaS) platforms that contain tenant-partitioned data re-
quire authorization systems which cover scenarios where classic flat role-based access control
(RBAC) fails. Specifically, these systems need to provide access to individual resources rather
than whole sets of resources, controlled cross-tenant sharing, and account-less share links
which can be revoked at any time. We present access-kit, an in-process authorization engine for
the .NET platform built on an explicit model: principals, “area:verb” actions, composable
deny-wins policy statements with inheritance, and a resource hierarchy. Enforcement is a
co-designed pair of mechanisms which consist of an application-pipeline gate that rejects
unauthorized actions outright and an object-relational mapper (ORM) row filter that filters
the data to only include rows which are permitted to the current principal. The gate publishes
per-request scope which is consumed by row filter, and this scope keeps the two mechanisms in
agreement and therefore keeping error reporting consistent. As a result, a write on a reada-
ble-but-not-writable resource is refused as a forbidden action rather than disquised as a miss-
ing resource, preventing the existence of the resource from being leaked. In the developed
framework, each request acts in a single active tenant, so access resolves to one flat statement
set. Cross-tenant access is achieved by pulling the grants the active tenant owns, and a caller
switches workspace (re-minting its token) to act in another permitted tenant. Account-less
sharing is implemented by issuing a revocable, table-backed capability token. We give an
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analytic cost model and an evaluation measured on PostgreSQL: a batch chain-walk resol-
ves effective access in a number of database round trips that is independent of how many
grants a principal holds, and we compare it with a naive baseline and a single-query
recursive-CTE alternative. The per-request cost is dominated by this resolution, while the
in-memory gate adds negligible overhead; the cost model and measurements are given in
Section 5. The engine is implemented as a generalized reference implementation with adap-
ters for Entity Framework Core, MediatR, and ASP.NET Core.

Keywords: access control; authorization; multi—tenancy; resource scoping; cross-tenant
sharing; access tokens; row-level security; .NET.

Introduction

Any system that allows more than one part to act on shared data must
have a mechanism to decide who may do what actions on which data —
the problem of access control. It is getting increasingly important where
data is partitioned among many independent parties — for example,
a multi-tenant software-as-a-service (SaaS) platform, which is one of the
most common ways of delivering software to customers. SaaS serves many
customer organizations (tenants) from one deployment and must isolate
each tenant’s data from the others [1], yet the same structure arises in any
application that confines users to their own slice of a shared store. The
dominant authorization model for such systems is role-based access con-
trol (RBAC) [2, 3]: a user is assigned a role, and the role carries a fixed set
of permissions. RBAC helps to resolve the problem of “what kind of user
is this?” by assigning a role to a user, and the role carries a fixed set of
permissions. However, RBAC is not sufficient to address the problem of
access control in multi-tenant environments.

Collaborative, data-centric platforms such as research data collection,
analytics workspaces, document management often have authorization
requirements that classic RBAC cannot express. For example:

e Partial, resource-scoped access. “This user may edit given N pro-
jects and read everything else inside tenant.” In this case, the unit of
authorization is an individual resource, not a role.

e Cross-tenant sharing. “Tenant B may manage one project that be-
longs to tenant A,” without users of B becoming members of A or A’s
isolation weakening for anything else.

e Account-less sharing. “Anyone with given link may view the
dashboard”. The link should be revocable at any moment, with no ac-
count provisioned for the viewer.

These requirements also share a structural subtlety. While executing a
single API operation, the code generally performs two actions: it performs
an action (it reads, updates, or deletes), and it operates over a set of data
rows (the resources the request reads or targets). Authorizing the request
therefore has two distinct facets that must stay consistent: whether the
principal may perform the action at all, and which rows the request is per-
mitted to see or modify. In practice these facets are enforced by different
mechanisms: a permission check inside the handler and a data-scoping
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filter over the query. The issue is that these two mechanisms can drift
apart and when they do, the system either leaks data (a row is returned
that the action was not authorized to touch) or behaves confusingly
(a write reaches a row the read path cannot see and returns a misleading
response). Bolting partial, cross-tenant, and account-less access onto role
checks produces scattered ad-hoc conditionals that compare the caller’s
role and are impossible to audit and easy to get subtly wrong - the class of
defect catalogued by OWASP as Broken Object Level Authorization [4]
and, historically, as the confused deputy [5].

This article presents access-kit, an in-process authorization engine
that addresses these requirements. The engine has been extracted and
generalized from a production multi-tenant research platform into a reu-
sable. NET library. We describe its model, its co-designed two-point
enforcement, its cross-tenant sharing and revocable capability tokens,
and we evaluate it analytically and experimentally.

Analysis of Recent Research and Publications

RBAC and ABAC. RBAC [2, 3] groups permissions under roles. It does not
natively express per-resource grants or sharing across administrative
boundaries. Attribute-based access control (ABAC) [6] decides access from
attributes of the subject, object, and environment, and is expressive enough
to encode resource scoping in principle, but a general ABAC policy engine
passes the row scoping responsibility to the query author and provides no
built-in tenant isolation.

Relationship-based access control (ReBAC) and Zanzibar. Google’s
Zanzibar [7] models authorization as relationship tuples evaluated by a
globally distributed service, and OpenFGA [8] is a widely used open-
source implementation of the same idea. These systems are powerful and
excel at deeply relational permission graphs, but they are out-of-process
authorization services. Each decision is an API call, and row scoping is
solved by reverse-expansion APIs that the application must wire into its
queries separately from its database.

Policy libraries. Casbin [9] and Oso [10] are in-process policy engines
(an enforcer over a model/DSL, and the Polar logic language, respecti-
vely). They decide whether an action is allowed but, like ABAC engines,
leave row scoping and tenant isolation as application responsibilities.
AuthO FGA [11] is a managed Zanzibar-style service. Cloud IAM systems
such as AWS IAM [12] combine RBAC and ABAC for control-plane re-
sources but are not designed to be embedded as the data-plane authori-
zation of a third-party SaaS application.

Policy languages: Cedar and OPA. The two closest in-process alter-
natives are AWS Cedar [13] and the Open Policy Agent (OPA) [14]. Cedar
is an embeddable policy language with a formally verified evaluator and
analysis tooling. OPA evaluates Rego policies and runs as a sidecar or
embedded library. Both are decision engines: given a request and a policy
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set they return permit/deny. Like Casbin and Oso they do not scope a
database query, and they are typically deployed as a separate policy-de-
cision point, so they carry the out-of-process trust boundary and per-check
hop discussed in Section “System and threat model”. Cedar’s formal veri-
fication is an advantage our engine does not claim. The distinction is that
access-kit co-designs the decision with an ORM row filter in the same pro-
cess, trading that isolation for row scoping without an extra hop and auto-
matic data scoping.

Capabilities and revocable tokens. Account-less sharing is a capabili-
ty-security problem [15] where the link is the authority. Bearer capabilities
are convenient but historically hard to revoke. Macaroons [16] add caveats
and contextual confinement but remain self-contained bearer tokens that
require an external check for revocation. Database row-level security [17]
and ORM global query filters [18] provide the row scoping mechanism but
not the policy model above them.

Against these systems, access-kit occupies a specific niche. It is in-pro-
cess and co-designs the decision gate with an ORM row filter, so row scop-
ing is implemented automatically and consistently with the gate rather
than left to each query author; tenant isolation is the default; and ac-
count-less, instantly revocable cross-tenant sharing is built in. It does
not aim to match the relationship-graph expressiveness of Zanzibar/
OpenFGA, the formally verified analysis of Cedar, the policy-as-data
central audit of OPA, or the hard out-of-process trust boundary those
services provide — trade-offs revisited in Section “Discussion”.

Problem Statement and Objective

Problem statement. The requirements of Section 1 and the gaps discussed
in Section 2 define the problem addressed here: to design an in-process
authorization engine for multi-tenant SaaS that makes resource-scoped,
cross-tenant, and account-less access first-class, and that is designed to
avoid data leaks. In particular, one whose action gate and data-scoping
row filter do not disagree about the same request, neither returning a row
the action was not authorized to touch nor disguising a forbidden action
as a missing resource.

Objective. We design, implement, and evaluate such an engine. Its
contributions are:

1. A co-designed enforcement architecture consisting of two mecha-
nisms: an application-pipeline gate and an ORM row filter, which are im-
plemented at three check points (L1/L2/L3) and kept in agreement by a
published per-request scope.

2. A single “active tenant” design: every request resolves access for
exactly one active tenant, which keeps the gate a plain allow-check, the
row filter a single rule, and structure “access denied” and “not found”
responses properly.

3. A cross-tenant sharing model of action-matched, server side grants
(per-resource and tenant-wide) that take effect only in the owning tenant’s
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workspace, bounded by issuance rules, plus account-less revocable ca-
pability tokens whose validity is a single row lookup.

4. A supporting performance result: effective-access resolution by a
batch chain-walk costing O(chain depth) database round trips indepen-
dent of the number of grants, validated by an exact analytic model and
measurement.

The Proposed Authorization Engine

System and threat model. A principal is the identity a request runs as:
a user (a real account with a legacy role and a home tenant) or a share
capability (no account). Each principal has a home tenant and, at any mo-
ment, acts in exactly one active tenant. Acting tenant is the home tenant
by default, or a foreign tenant it holds a grant on. Every request is resolved
for that single active tenant. The rows the principal may reach are the ac-
tive tenant’s rows it is scoped to, and to act in another tenant the princi-
pal switches workspace, never seeing two tenants at once.

Decision to make a currently active tenant was made after examin-
ing alternatives. An alternative design lets one token carry a merged
view, which is the union of the principal’s home tenant and every tenant
it has been granted access to. A user then sees all of them at once. We
deliberately reject that design for two reasons. First, user confusion (a
design hypothesis we do not test empirically). When rows from several
tenants appear together it is ambiguous which tenant a create or edit af-
fects and where a shared item really lives, which invites mistakes on
exactly the cross-tenant data that most needs care. Making the active ten-
ant explicit removes that ambiguity, and the user picks one workspace.
Second, backend simplification. Resolving for one tenant replaces three
sources of complexity with simpler counterparts: the parallel home and
granted channels collapse to a single flat statement set; the disjunction
over those channels collapses to a single row-filter rule (a row is visible
only when it belongs to the active tenant and lies within the principal’s
scope); and the tenant-aware gate becomes a plain allow-check, with the
deny-vs-hide outcome following structurally. Fewer moving parts that
must agree mean a smaller surface for the leak-prone bugs this engine
exists to prevent.

We assume the application authenticates the principal (e.g., via an
identity provider) and that the database is trusted. The adversary is a
logged-in principal, possibly a guest or a share-link holder, attempting to
exceed its authority: to read or write resources outside its scope, to discov-
er whether a resource exists, to keep using a revoked share, or to assert an
ownership or active-tenant value the backend would trust. Accordingly,
two values are never taken from the caller: the resource’s owning tenant
and the active tenant. Both are derived server-side.

Because access-kit is an in-process engine, its trusted computing base
is the entire application process: the gate and the row filter are advisory to
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code that chooses to call them. The L3 row filter in particular is an
ORM convenience and can be bypassed: by IgnoreQueryFilters, by raw
SQL or a micro-ORM, by a second or misconfigured DbContext, or by a
projection that reads columns off a type that does not carry a resource
marker. This is the defining trade-off against out-of-process policy-de-
cision points such as Zanzibar [7], OPA, or Cedar, which isolate the deci-
sion in a separate service or sandbox, gaining a hard trust boundary at
the cost of a network or IPC hop on every check. access-kit deliberately
takes the in-process side of that trade-off. The mitigations are to centra-
lize data access on one configured context, to forbid IgnoreQueryFilters
outside the authorization store (enforceable by a Roslyn analyzer or an
architecture test), and, where a hostile in-process actor must be assumed,
to carry the same tenant-scoped predicate at the database with row-level
security [17] as defense in depth.
Authorization model. The model vocabulary displayed in Table 1.
An action is an “area:verb” string. Matching supports two wildcards:
matches everything and “area:*” matches any verb in an area. A re-
source selector is either global (every resource, bounded in practice by the
tenant row filter) or an explicit set of root-aggregate ids. A statement is an
“Allow” or “Deny” of an action over a selector. A policy is a named set of
statements with an optional parent policy. A principal’s statements along
a policy chain are the union over the chain. A grant (PrincipalPolicy) binds
a principal to a policy, optionally narrowed by a resource constraint, and
records the owner tenant (ResourceTenantld) of the resources it reaches.
The resource hierarchy is expressed through three marker interfa-
ces the host’s entities implement, so the engine never references concrete
domain types:

e [RootResource: a root aggregate (e.g., a Project) carrying its own
Id and Tenantld;

7

Table 1. Core concepts

Concept Type Meaning

Action area:verb string unit of authorization, e.g., document:
update; supports “*” and “area:*”

Statement |Allow / Deny over a resource | a single authorization clause

selector

Resource | global or an explicit id set what a statement applies to

selector

Policy named statement set + optio- | reusable, inheritable permission set
nal ParentPolicyld

Grant principal — policy (+ option-|binds a principal to a policy over re-

al scope-down, owner tenant) | sources

Share token |revocable row carrying its|account-less capability
own statements

Effective flattened statements at a point | the evaluated decision object; deny wins
access in time
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Fig. 1. Authorization data model

e [ChildResource: homed to a root via Rootld;

o [TenantResource: tenant-owned (carries a Tenantld).

Effective access is the flattened set of statements for a principal at
request time, with deny-wins precedence: an action is allowed if and only
if some Allow matches and no Deny matches. An action, optionally on a
specific resource, is allowed exactly when some Allow statement matches
the action and either applies globally or covers that resource, and no
matching Deny statement exists (deny wins). A request that names no
resource asserts only the action, leaving the row filter (L3) to narrow
the rows.

Figure 1 shows the data model.

A principal resolves to an EffectiveAccess either through its role and
grants (walking policy inheritance) or, for a share principal, directly from
a token’s statements.

Enforcement checkpoints. A single authorized request passes three
enforcement check points, realized by two mechanisms: a gate (check
points L1 and L2) and a row filter (L3). These two mechanisms are the two
points of the title, and the engine’s contribution is to keep them in agree-
ment (Fig. 2).

The gate (L1/L2) runs in the application pipeline before any data re-
quest is processed; the row filter (L3) runs inside the ORM on every query.

Throughout, we name two outcomes in transport-neutral terms: an
access denied response and a not found response. In the HTTP reference
adapter these correspond to 403 Forbidden and 404 Not Found, as the
figures show.
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‘ Request + credentials ’

!
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N0 ——»| 403 Forbidden
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v

Authenticate to a Principal
role / share token home tenant active tenant

}

‘ Handler runs

}

L3 ORM row filter home universe U granted universes,
narrowed by active tenant

‘ Visible rows }‘Write target not Visible—>{ 404 Not Found

Fig. 2. Request flow

The gate lives in the request pipeline (in our case, a MediatR pipeline
behavior). It is explicit, cheap, and the natural place to deny an action
outright. But it sees only the action and (optionally) a resource id, not the
set of rows a query will return. The row filter implemented as a global
query filter in the ORM [18]. It is implicit so every query against a marked
entity is scoped automatically, and a handler cannot accidentally return
unscoped data. But it cannot produce an access denied response: an unau-
thorized row is simply absent.

Using either one alone is unsafe. A gate without a row filter relies on
every query author to scope correctly (the BOLA defect [4]). A row filter
without a gate cannot distinguish “forbidden” from “does not exist,” and
cannot deny an action before its side effects. Access-kit uses both, and
the gate publishes the per-request scope that the row filter consumes.
Both mechanisms then read the same EffectiveAccess, resolved for the ac-
tive tenant, so the gate consults it to allow the action, and the filter to
bound the rows. The actions the gate authorizes and the rows the filter
exposes are therefore derived from one structure rather than two inde-
pendently maintained code paths, the usual source of gate/filter diver-
gence. We argue from this shared construction that the two stay consis-
tent. Verifying that agreement in a given deployment is the integrating
host’s responsibility.
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The row filter is a single rule per resource family, applied over the
active tenant’s rows, so a row is kept only when it belongs to the active
tenant and lies within the principal’s scope. The matching predicate co-
vers a root aggregate, a tenant-aware child, a scope-only child, and an off-
spine tenant row.

Denying an action versus hiding a resource. Placing an action gate
(L1) in front of a row filter (L3) raises one case the filter alone cannot report
correctly: a principal that may see a resource but not act on it. A guest
with read-only access to a foreign tenant who issues a write must receive
an “access denied” response, not a “not found” one. The latter would mis-
report a forbidden action as a missing resource and leak which ids exist.
Because access is resolved for a single active tenant, this falls out structur-
ally. The principal’s effective access in that tenant simply contains no
matching write statement, so the plain gate denies the action before any
row is loaded, while the read still passes. No special tenant-aware check
is needed. An access denied response does itself disclose that something
exists, so where a resource must be hidden even from principals who lack
read access the application returns a uniform not found response (deny
read and write alike), which the row filter already produces by making
the row invisible.

Multi-tenant isolation and cross-tenant sharing. Every tenant-owned
row is filtered to the active tenant, so the isolation is implemented by de-
fault. Because a request acts in one tenant, a result set never contains a
second tenant’s data. Sharing is what lets a principal act in a tenant other
than its home: a grant owned by tenant A (its ResourceTenantld set ser-
ver-side from the granting context, never trusted from the caller) gives
the grantee statements that take effect only while it is acting in A’s work-
space. Switching to that workspace re-mints the token with A as the
active tenant. The grantee’s home role does not follow it across the boun-
dary, so in A it can do exactly what A granted and no more.

Grants come at two grains, per-resource (scoped to specific root-ag-
gregate ids) and tenant-wide (the whole tenant), and are action-matched:
a read-only grant contributes only its read statements, so a document:
view grant can never satisfy a document:update request. Resolved for the
active tenant, the row filter therefore needs only two inputs (Table 2).

Two issuance safeguards bound sharing. Grantable templates model
the common shapes: for example, ResourceReader/ResourceEditor (attached

Table 2. Inputs to the row filter (resolved for the active tenant)

Input Source Meaning

active tenant | activeTenantld (server- |the one tenant every row is filtered to
derived)
in-scope roots | ResourceScopeFor(area) | global, or the root-aggregate ids the prin-
cipal is scoped to in that tenant
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with a resource constraint, i.e. per-resource) and TenantGuestReader/Ten-
antGuestManager (attached without one, i.e. tenant-wide). Guest grant
rules bound what a tenant may grant by area, for example, read verbs in
any non-protected area, write verbs only in whitelisted areas, and the po-
licy, tenant, admin, and share areas never grantable. Wildcards are never
grantable so it caps the blast radius of any share regardless of how the
grant is constructed.

Account-less sharing: revocable capability tokens. A ShareToken is a
database row carrying its own statements, an ExpiresAt, and a RevokedAt.
The share link carries only a compact, URL-safe encoding of the row id
(a version byte plus the 16-byte id in base64url, ~23 characters), and the-
refore no authority of its own. Because the row is the single source of
truth for scope, tenant, expiry, and revocation, revoking a share is a single
column write. There is no signed bearer token to invalidate and no cache
to clear, in contrast to self-contained capabilities such as Macaroons [16].
Validity is decided by reading the row: the share is active when it has not
been revoked and has not yet expired, so revocation and expiry take ef-
fect on the next request. The version byte lets the link format be changed
while old links are rejected cleanly. The web adapter turns a valid link into
a Principal (subject share | <id>), so the rest of the request pipeline treats a
share like any other principal.

Token entropy and link hygiene. Since the link is the authority until
the row is revoked, the row id must be unguessable. Access-kit mints it from
a cryptographically secure RNG as a 128-bit value, leaving an attacker
no better strategy than brute force over the full 128-bit space. It must not
be a sequential or time-ordered identifier (for example a version-7 GUID),
which would let one live link expose the range of others, nor Guid.New-
Guid(), whose output is not contractually a CSPRNG. Because the capabi-
lity transmitted in a URL, it therefore inherits URL-leakage hazards, such
as browser history, the Referer header, server and proxy access logs, and
shared-screen exposure. The mitigations are a short expiration timespan,
instant revoke, HTTPS-only transport, treating the link as a secret, and
optionally exchanging it once for a cookie-bound session so the capability
does not linger in the address bar.

Active-tenant token exchange. When a user can act in several tenants,
the application exchanges its identity token, once and server-side, for a
short-lived application token carrying an activeTenantld, re-minted on
every workspace switch (in the spirit of OAuth 2.0 [19] and its token-ex-
change extension [20]). The requested tenant is validated against the cal-
ler’s home tenant together with the tenants it holds a grant on. A request
outside that set is rejected. Because every re-mint re-validates against cur-
rent grants, a revoked grant stops working within one token lifetime, and
the active tenant is never a client-supplied value the backend trusts. Per-
forming this exchange once on the server is the fix for the identity /access
double-exchange flaw, in which a client is trusted to assert which tenant it
is acting in (Fig. 3).
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available tenants [requested € accessible ]

403 no access to tenant [else]

Fig. 3. Active-tenant exchange

To act in another tenant the caller exchanges its token, server-side,
for one carrying that activeTenantld; the requested tenant is validated
against the caller’'s own grants and never trusted from the client.

Effective-access resolution. Resolving a user’s effective access for the
active tenant starts from the role’s baked-in statements only when the
principal is acting in its home tenant, and adds, for each grant owned by
the active tenant, the union of statements along the grant’s policy-inhe-
ritance chain, intersected with the grant’s optional scope-down con-
straint. The result is one flat statement set for that tenant. A share princi-
pal resolves directly from its token’s statements.

The naive way to walk policy inheritance is one database query per
policy per grant, which results in an N+1 pattern. Access-kit instead re-
solves inheritance by a batch chain-walk, which collects the frontier of po-
licy ids at each hierarchy level and loads that whole level in one query,
deduplicating already-loaded policies (which also guards against cycles).
A principal with any number of grants therefore costs O(chain depth) que-
ries (typically one to three), regardless of how many grants share those
policies. The store reads current state on every call, so grant and revoke
are immediate with no cache to invalidate. A caching decorator can wrap
the store if a hot path needs it.

A database that supports recursive common table expressions (WITH
RECURSIVE, e.g., PostgreSQL) can resolve the entire policy closure for a
principal’s grants in a single query: O(1) round trips, one fewer order
than the batch walk’s O(chain depth). We implement and benchmark this
alternative in Section “Experimental results” and it is, as expected, the
fastest. The batch walk in this case is not presented as round-trip-optimal,
but as a solution which is located above the storage port. In this case, there
is no need to use database-specific recursive SQL, runs unchanged on
any backing store (relational, document, or in-memory), and keeps policy-
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resolution logic in application code rather than pushing it into the data-
base. Its contribution is removing the N+1, turning O(grants x depth)
round trips into O(depth), while a recursive CTE trades that portability
for one fewer order of round trips. Both sit far below the naive baseline.
The choice is portability versus a database-native single round trip.

Results

Analytic cost model. Let G be the number of grants a principal holds, D
the depth of the policy-inheritance chain they resolve through, and Q
the number of database round trips spent loading policies. The naive re-
solver issues one policy query per level per grant, so Q, ... = G X D (plus
one grants-load). The batch chain-walk loads one query per level and
deduplicates shared policies, so Q,,,,, = D, independent of G. Table 3 (and
the exact counts in Table 4) follow directly.

If a single round trip costs T (network + execution), end-to-end reso-
lution latency is = Q x 1. The exact counts (Table 4) give this projection
directly for t € {0.2, 1.0} ms.

Experimental results. We implemented the harness as a Benchmark-
DotNet project. The query-count benchmark counts logical round trips
through an instrumented store. The timed benchmarks measure in-pro-
cess cost, and the database-backed benchmarks run against PostgreSQL 16
in a Testcontainers container on the same host. The environment was an
Apple M3 Pro, .NET 10.0.3 (Arm64 RyuJIT), under the ShortRun job.

The round-trip counts confirm the analytic model exactly (Table 4):
the batch walk’s count equals the chain depth and does not grow with
the number of grants, while the naive count grows as G x D, so the reduc-
tion factor is exactly the grant count G: linear in G, not a fixed multiplier
(500x at G = 500, and 5000x at G = 5000). The point is the shape: naive
scales with grants, the batch walk does not.

Because the difference is round trips, wall-clock impact scales with
database latency, and on PostgreSQL the projection holds (Fig. 4). Naive
resolution rises with the grant count (2.8 ms at 10 grants, 27.7 ms at 100 at
depth 1, and 83.7 ms at 100 grants over a depth-3 chain), because every
policy load is a separate round trip. The batch walk stays flat in the grant

Table 3. Resolution cost (database Table 4. Measured (counted)
round trips for policy loading) policy round trips
Quantity Naive Batch Grants | Depth | Naive | Batch | Reduction

policy round trips | Q(G x D) | Q(D) 10 3 30 3 10%
sensitivity Linear |None 100 3 300 3 100x
to grants G
sensitivity Linear Linear 500 3 1500 | 3 500~
to depth D 500 5 2500 | 5 500x
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Fig. 4. Measured resolution latency on PostgreSQL (chain depth 3, log-log) naive
grows with the grant count, the batch walk is flat in grants, and the recursive CTE is
fastest at one round trip

count at 0.6-1.8 ms, and the recursive CTE is fastest at 0.27-0.69 ms in a
single round trip. At 100 grants and depth 3 the three approaches differ by
orders of magnitude (83.7 vs 1.4 vs 0.69 ms), confirming that the batch
walk removes the N+1 and that, where the database offers recursive CTEs,
a single database-native query is round-trip-optimal.

Resolution therefore dominates the per-request budget (one to a few
round trips, ~0.3-1.8 ms) and is the natural cache point: the caching de-
corator over the access store resolver serves effective access from me-
mory, collapsing those round trips to zero on a hit. Every other cost is
negligible beside it. Against a zero-latency in-memory store (the worst
case for the batch walk) the batch walk is ~1.8% slower than a straight
walk at a single grant (941 ns vs 532 ns) but overtakes it by ~10 grants,
running ~2-2.4x faster and allocating ~40% as much at 100-500 grants, so
removing the N+1 is a net win even on CPU. The in-memory gate runs in
tens of nanoseconds to ~1 ps (41 ns at 5 statements, 1.14 ps at 500), and
the share-link codec encodes and decodes in ~35 ns. Both are three to five
orders of magnitude cheaper than one database round trip.

The L3 row filter’s cost is driven by the size of the in-scope id set it
must match (the IN/ANY list it emits), not the table’s row count. Over a
fixed pool of 5000 home rows, reading the visible set takes ~1.4-1.8 ms
for 0-10ids, 3.0 ms at 100, 3.5 ms at 1000, and 16.2 ms at 10000 ids. Modest
sharing (<1000 shared roots) costs at most ~2x the base scan, while a 10000-
id set is expensive and argues for tenant-grain sharing (a single tenant id)
over enumerating thousands of roots. A by-row-count sweep on the same
PostgreSQL instance confirms the predicate adds no measurable cost
beyond the base scan: 2.22 ms filtered vs 2.11 ms unfiltered at 10000 rows.
In this case, the id-set size, not the row count, is the cost variable.

Security: leakage scenarios addressed. Table 5 lists the information-
leakage scenarios access-kit addresses against a naive role-check baseline.
How it differs qualitatively from the other engines is discussed in Section 2.
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Discussion: advantages and limitations. Advantages:

(i) In-process: every decision is an in-memory check with no extra
network hop, unlike Zanzibar-style services [7].

(ii) Co-designed enforcement: the gate and row filter read one published
scope, eliminating the most common object-level authorization defects [4]
and reporting access denied versus not found consistently, an agreement we
argue from the shared construction rather than prove (see Limitations):

(iii) Instant revocation: both grants and share tokens are read from
current state, so revocation needs no propagation window.

(iv) Storage-agnostic: the engine depends on ports, with an Entity Fra-
mework Core adapter provided.

(v) Migration-friendly: existing roles become baked-in statements with
no data migration.

(vi) Single active tenant: resolving for one tenant keeps the gate a plain
allow-check and the row filter a single per-family rule and makes the de-
ny-vs-hide outcome structural, at the cost that acting in another tenant
needs an explicit workspace switch.

Limitations: (i) The gate and row filter derive from one shared Effec-
tiveAccess, so they are designed to agree; but because access-kit is an
in-process library, upholding that agreement in a given deployment
rests with the host that integrates it, and a host can confirm it for its own
domain entities with conformance tests on its side. (ii) Access-kit is in-pro-
cess: its trusted computing base is the whole application process, and the
L3 filter can be bypassed by in-process code (IgnoreQueryFilters, raw SQL,
a second context), so for a hostile-code threat model it must be paired with
database row-level security. (iii) The engine is .NET-specific; cross-lan-
guage or centrally audited/analyzable deployments are better served
by OPA [14], Cedar [13], or OpenFGA [8]. (iv) The row filter captures a
per-request scope; with ORM context pooling the compiled model must
be keyed per scope to avoid cross-tenant reuse. (v) “Instant” revocation is
bounded by token lifetime for active-tenant claims.

Conclusions

We presented access-kit, an embeddable authorization engine for multi-
tenant SaaS that treats partial, cross-tenant, and account-less access as first-
class concerns. Its central idea is a co-designed pair of enforcement mech-
anisms, an application-pipeline gate and an ORM row filter that read one
published per-request scope, which makes the two report errors consis-
tently. On top of this, every request acts in a single active tenant, chosen
over a merged multi-tenant view to remove user confusion and simplify
the backend, so the gate stays a plain allow-check, the row filter a single
per-family rule, and the deny-vs-hide outcome structural. Cross-tenant
access comes from action-matched, server-derived grants that take effect
only in the owning tenant’s workspace, alongside account-less, instantly
revocable capability tokens. Measured on PostgreSQL, effective-access
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resolution by the batch chain-walk costs O(chain depth) database round
trips independent of the number of grants, a reduction over the naive N+1
that is linear in the grant count, and we compare it against a single-round-
trip recursive CTE. The per-request cost is dominated by this resolution,
with the in-memory gate adding nanoseconds.

Future work: a machine-checked formalization of the gate and row-
filter agreement invariant; a distributed caching decorator with explicit re-
vocation propagation bounds for very hot paths; packaging and a broader
empirical study against production workloads and alternative engines; and
extending the resource model beyond a two-level root/child hierarchy.
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JABOTOYKOBUI MEXAHI3M ABTOPM3ALIIT
3 BIJKJIIMYHVIM CITUIbHVM JOCTYIIOM OJI1 CEPEJOBUIL]
3 PO3AUIEHHAM JAHMX ITTO OPTAHISALIISIM

Beryn. Xmapwni miatdopMm 3 pospiieHHsIM opraHizamin (multi-tenant), mo pos-
TTOBCIO/KYIOTBCS 3a MOJIEIUTIO «ITpOrpaMHe 3abe3redeHHs K MOCTyTa» (SaaS) i 36e-
piraroTs CIinbHi JaHi OKpemyx opraHisariin, gefaii gacTimnre moTpedyoTh KepyBaH-
Hs IOCTYIIOM, sIKe He MoXe 3a0esneuymTin posiboBa Momesb (RBAC): moctymy mo
OKpeMMX pecypciB, a He poJjiel; KOHTPOJIbOBAHOTO CITIBHOTO JIOCTYIY B HeKiIbKOX
oprasisariii; a TaKoX HOCHJIaHb JJIS CIIJIBHOIO AOCTYILy, sIKi MOXKHA BiAKIIVIKaTW B
Oynp-sxmm MoMeHT. CepBep I 4ac oOpoOKM 3aMTy BOIHOYAC BUKOHYE IO Ta
orepye HaOOpPOM JaHMX, TOX aBTOpM3allisd Ma€ ABa acIIeKTH, SKi MycaTh 3aIiIIaTu-
sl y3TOIPKEeHVIMIL: UV TO3BOJIeHa JIis B IIUTOMY Ta $Ki 3aIvcy 3alIiT Mae€ IIpaBo Oadu-
T abo 3minoBaTy. Komu 11i MexaHi3Mu Hey3romKeHi, crcreMa abo po3KpuBac JaHi,
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abo rosepTae OMaHJ/IMBI BiIOBi/Ii, 1110 HAJIEXWUTB [10 KJIacy Baj, «IIOPYIIeHHs aBTO-
pusailii Ha piBHi 00’ exTa».

Meta pob6oTn. CrpoeKTyBaTyi, peajli3yBaTii Ta OLIHUTI BOYIOBaHIMII MeXaHi3M
aBTOpM3aLii WId SaaS-3aCTOCYHKIB IS peastizalii 4acTKOBOIO IOCTYIly (Ha piBHI
OKPEeMOI'0 pecypcy) BCcepenHi opraHisariil, HamaHH CIIJIBHOTO HOCTYITy MK opraHi-
3alisIMU 1 CITUJIBHOTO JIOCTYITy 3a IOCWIaHHSAM. 3acTOCyBaHHS MexaHi3My Mae He J10-
ITyCTUTY HEIIOMIiTHOTO BUTOKY JaHMX, 30KpeMa, 11100 biIbTpy Ipy aBTopu3allii /il Ta
dinpTpuM 3ammiciB 3 6a3u JaHMX He CyIepednI OffHe OIHOMY IIIOIO OHOTO 11 TOrO
CaMoOro 3aIlnTy.

Metomy. 3ampornoHOBaHO KOMIIAaKTHY SIBHY Mojernhb (cy0’ektw, miii y dopmaTi
«o0JIacTh:0lIepallis», TBepIKeHHs MOJITUK i3 IpiopuTeToM 3a00pOHM Ta yCIIamgKy-
BaHH:AM, iepapxisi pecypciB) i y3romKeHMiI MexaHi3M 3aCTOCYBaHH:: IIUTI03 Ha PiBHI
00poOKM BXiZTHOTO 3alMTY B 3aCTOCYHKY, SIKMV Bi/IIIOBilla€ 3a IepeBipKy [103BOJIy Ha
nifo, Ta PpiUTETP psaakiB Ha piBHI ORM, sSiKmii BinioBimae 3a disipTpartito 1aHmX, AKi g0-
3BOJIeHi [UIst TOTOYHOTO Cy6’ekTa. [XHIO y3ro/pkeHicTh 3abesreuye KOHTEKCT o6siacTi
BUIVIMOCTI 3aInTy, KNI 3a0e3ledye IUIIO3 i ITOCTAYaeThes Y PUIBTP 3ammciB, TOX
oOwmBa MexaHisMm y3romkeHi. KoxkeH 3ammT fie B Mexxax ofiHi€l akTMBHOI opraHisa-
LIii: TOCTYII OOUMCIIIOETHCS caMe 711 aKTMBHOI OpraHisallii, ToXX Ha piBHI IUIIO3y 3/i-
CHIOETBCS ITPOCTa IepeBipKa 1103801y, a Ha piBHi ORM 3acToCOBYeThCst (PUILTP 3a1m-
ciB. EpexTmBHMI TOCTYII OOUMCIIIOETHCS ITAKETHNM 00XOOM JIaHIIIOTa ITOJITHK, IO
ycyBae 1pobieMy N+1 3ammTiB; pO3ITITHYTO TaKOX aJIbTepHATVBY Ha OCHOBI peKyp-
cusHoro CTE. ITpomyKTMBHICTE OlLiHEHO aHaJIITMYHOIO MOMEIUII0 BapPTOCTi Ta BUMi-
proBanHaMM Ha PostgreSQL 3a momomoroto BenchmarkDotNet.

PesynpraTn. PeanizopaHnit MexaHi3M J03BOJIsIE HaJaBaTV YaCTKOBUVL JOCTYII
JIO pecyciB, JOCTYII IT03a MeXXaMV OpraHisallii Ta CIIUIBHWUM JOCTYII 3a ITOCHJIaHHSIM,
IIpY IIbOMY He IIOTpeOye CTOPOHHIX CepBicCiB Ta IIpallfoe€ B paMKaX CaMOro JOHJATKY.
J11s1 BU3HaUeHHS e(peKTUBHOTI'O IOCTYITY BUKOPVICTOBY€EThCS ITAKETHVIV O0Xi/T IO THIK
OOCTYIy 3 HamaHMMM 03BosIaMn. KinbKicTh 3BepHeHb 1o Oasy gaHMX OpW LHbOMY
IopiBHIOE ITIMONMHI JIaHIIIOra HOJTHK i He 3aJIeXXWUTh Bif KUIBKOCTI HamaHb cy0 eKTa;
pexypcuBHun CTE poss’ssye Bclo 3afady 3a ofHe 3pepHeHHs. I1if gac nmposeneHHs
excriepuMeHTiB 3 BukopucrtanasaMm CKB/I PostgreSQL Oysio oTpyrMaHO HacTyIIHI IIO-
KasHMKM: 3a yMoBu 100 HamaHMX 1O3BOJIB i INIMOMHM JIaHIIOTa IO HOPiBHIOE 3,
KJIacvaHM minxig 6e3 rakeTHo! 00poOkm notpedye 6rm3bKo 83,7 Mc, TakeTHMIT 00-
xig, — Omm3spko 1,4 mc, a CTE — 0,69 mc. Oneparii Ha piBHI IIUTIO3y BUKOHYIOTBECA 3
IecATKV HaHOCEKYHII, TOOTO Ha 3 —5 HopsAKiB MIBIM/IIIe 3a OHe 3BepHEeHH: 10 0asu;
BapTICTh (PUIIbTPa PSIKIB BU3HAYAETHCS Pa/illie PO3MipOM MHOXKVHY Ha/IaHMX iIeHTN-
dikaropis pecypciB, HK KiIbKiCTIO psiiKiB Tabymti. CHiyIbHMUI JOCTYH MK opraHi-
3aIisiMI BUpaKeHO depes J103BoJIu (grants), y3rofpkKeHi 3a [Ii€to, 3 BU3HAYeHHSIM BJIac-
HVIKa Ha 0ol1i cepBepa, 10 AiI0Th JINIIIe Y poO0YOMY IIPOCTOPi OpraHisarii-BjlacHIIKa,
a 6e300JTiIKOBMTI TOCTYIT — Yepe3 TOKeHW 3 MOXKIVBICTIO BiIKIMKaHHS, Y/HHICTD KX
BM3HAYAETHCS OIHVM 34MTYBaHHAM 3aIliCy 3 0asy JaHMX. Y3rofkeHe IOBiToMIIeHHS
PO MOMWIKM Billpi3Hsie pe3yibTaTi «3a00pOHEHO» Bill «He 3HaVIeHO», He PO3Kp-
VIBarO4M iCHyBaHH: pecypcy.

BucHOBKM. access-kit TIOeITHy€e MeXaHi3M yxBaJIeHHsI pillleHHs PO HaflaHHS J10-
crynry Ta dinbTp paakis ORM, gKi 3uMTYIOTh OAMH KOHTEKCT 00IacTi BUAMMOCTI, 3
MbKOpraHizaninHM i 6e300IiKOBMM CHUIBHIM HocTyIIOM. KoJkeH 3amiT fie B Mexax
OfHieT aKTMBHOI OpraHi3allil, TaKMM YMHOM 3MEHIIYETLCA IMOBIpHICTD 3AiVICHUTHI
JIifo B CTOPOHHIVI OpraHisallil, i CyTTeBO CIIPOIIYIOETLCS iMIUIeMeHTallito, a A1 [Tl B
iHIin opraxisariil, KopucTyBau IepeMmkae podounit mpoctip. MexaHisM iMmIuiemen-
TOBAHO SIK y3araJIbHEHY eTaJIOHHY peaslisallifo 3 amanrepamu mis Entity Framework
Core, MediatR Ta ASP.NET Core.

Karouo8i croBa: xepybarna docmynom; abmopusayis; o0MexenHs 3a pecypcamu, cniAbHull
docmyn; mokenu docmyny; saxucm Ha pibui paoki6; NET.
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