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AP)SITEKTYPHI/IVI CVMHTE3 KOMITIO3UTHMX
HEVIPOMEPEXEBUX CUICTEM

IS IIPEIVUKTUBHOI'O OBPOBJIEHHS TAHUX

Y UNPPOBUX OCBITHIX CEPEJOBUIIIAX

Lle docaioenns obrpyHmoBye memodos0eiuni ma mexHiuHi NpUHYUNU CUHMe3Y KOMNo-
3UMHUX HellpoMepeXxeBux apximekmyp, npusnavenux 041 npeduxmubroeo obpobienns oa-
HUX Y Mexax iHGpokoMyHikayitiHux oc6imuix cepedoBuuy. Y konmexcmi e100avHol yugppoboi
mparncghopmayii 0ocaioxkenHs 30cepedkero Ha po3podyi adanmubHux cucmem ynpabainns, oe
inmeepayia pexypenmuux (RNN), epadpobux (GNN) ma mpancgopmeprux (Transformers)
cmpyxkmyp 3abe3neuye Bucokomoure Mo0ea108aHHs KoeHimubHoi Ounamixu. Y pobomi pos-
Kpumo pyHxyiiHi Mexanismu OuHaMIuHOI opxecmpayii Konmenmy ma npeouxmubrozo
MOHimopuHey namepHi6 obpodaenns ingopmayii ax ocHoBHUX esemenmib cmpameeii on-
mumizayii. [Ipoanaizobamno mexHiuni ma enicimemoA02iuni 00MexXeHHs, 30KpeMa ale0puin-
MIUHY Henpo3opicme ma iHGopMayiiny acumempiio, o 3ymoBaioe HeodXIOHICb nepexody
0o eibpudHux modeseii 045 NiOBUUeHHA HMepNpemoBaHocmi IHMeAeKMYAAbHUX PilieHb.
Ocobauby ybacy npudiseno cmpameeiutii poai ONMUMI306aHUX CUCTIEM WMYUHO20 iHIMe-
aexmy (L) 6 Vpaini ax sxummeBo Baxauboeo incmpymenmy 045 no00AaHHA 0CBImMHIxX pos-
pubib y kpuszobi nepiodu. IlepeBaeu komnosumHozo nioxody excnepumermaibio 0obedeHo Ha
anapamtomy 3adesneuenni 3 obmexernumu pecypcamu (1 I'b Gideonam’ami), de 6y40 docsie-
HYMO 3HAYHO0 CKOPOUeHHA 3aMpuUMKY ma nioButyenHs cmabiAsHOCHI CUCeMu.

Hurysanus: Makoron 10.0., Pygenko O.I'. ApxiTeKTypHMUI CMHTE3 KOMITO3UTHIX
HepOMepeXXeBUX CUCTeM IS TPeAVKTMBHOTO OOpOOIIeHHS HaHMX Y IV POBUX
ocBiTHIX cepenosuax. Information Technologies and Systems. 3 (9). 2026. 3 —14. https:/ /
doi.org/10.15407 /intechsys.2026.03.003
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10.0. Maxoeon, O.I. Pyderko

Katouo06i cao6a: adanmubre nabuanns, xomnosumui Heiipomepexebi apximexmypu, ingho-
KOMYHIKAYITIHI cucmemu, npedukmubue o0podAeHHA OAHUX, NePCOHANI3AYisA, A0KAALHI 00-
HlUCACHHS, WIYHHUI THINeAeKN.

Beryn

ITorouHa eBOJIIOLisA OCBITHIX IIPOCTOPIB 3yMOBJIeHA €KCIIOHeHIIITHOKO iH-
Terpailiero MU pPoBMX IHCTPYMEHTIB, 10 NPU3BOAUTL 10 BUHMKHEHHS
CKJIQJHMX TiOpMaHMX iHPOKOMYHIKaliHMX cepemosui. HetpoHHi Me-
pexi (HM) BucTymaroTh OCHOBHMMM TeXHOJIOTIYHMMM areHTaMU B Iin
TpaHcdopMaliil, 37aTHUMIM BUKOHYBaTM CydacHy IIpedMKTMBHY aHali-
TUKYy Ta CUCTEeMHY OIITVMIi3allil0 TpaeKTOpint HaB4YaHHs. BrpoBampkenHs
IHTeJIeKTyaJIbHUX aJITOPUTMIB MiIKPeCIroe KPUTUYHY AMXOTOMIIO MiX
oreparliiHo0 ePeKTUBHICTIO 00UYNMCITIOBAJIBHIIX MOfIerIet Ta HeoOxinHic-
TIO 30epe>keHHs KOTHITMBHOI aBTOHOMII. CCTeMHi BUKJIVKM OXOIUIIOIOTh
3abe3redeHHsT aJIFCOPUTMIYHOIL ITpo30pocTi (explainability), miHiMizariiro iH-
dopmarrivtHo1 acMeTpil Ta 3aro0iraHHs pervTiKarlil ColiaIbHMX yIlepe]l-
JKeHb IIifl, Yac MaIllMHHOIO HaBYaHHs Ha Hepellpe3eHTaTMBHMX Habopax
IaHux. BpaxoByroun, mo koMnosutHi HM onepyroTh HeJliHIHOO [IMHa-
MiKOIO, eIlicTeMOJIOTIYHI IIUTaHH: MO0 IIPVPOAY 3HaHb, TeHepPOBaHMX
aJITOPUTMaMM, CTAlOTh Jefajli 3HauyIuMn. B yKpaiHCHKOMY KOHTEKCTi
Bukopucranns I s onTmmisartii 3acBOEHHS 3HaHb Ma€ CTpaTeriyHmiL
BUMIpP, BUCTYIIAIOUN pecypcoM I HiATPUMKM KOTHITMBHOI CTiVIKOCTI Ta
nogoJiaHHsA edilnTy KOMIIeTeHTHOCTe, CIIPUYMHEHOI0 BOEHHVM KOH-
driikroM. BignosinHo, icHye 00’ekTuBHaA 1moTpeba B HayKoOBim Oasi [j1d
cuHTe3y apxitekTyp HM 3 ypaxyBaHHsSM cOLiOTeXHIYHVX HACITIIKIB.

IToripu 3HauHi pe3ynbTaTyi, CMHTe3 KOMIIO3UTHUX pillleHb JUIS Iii-
JIICHOT OITHMMIi3allil TPaeKTOPill B yKPalHCbKOMY KOHTEKCTI 3aJIMIIAE€ThCs
HeJI0CTaTHBO AOCIIIKeHUM. BifcyTHICTHP MeTOmOJIOriVi, 10 ITOEIHYIOTh
cTpykTypHi MoxymBocTi GNN i3 ceMaHTMUYHOIO ITOTY>XXHicTIO TpanHc-
dopmMepiB y Mexax OfHi€l aJalTMBHOI MOJesli, BU3HayYa€ aKTya/IbHICTh
1i€l poboTN.

Meroro cTaTTi € HayKoBe OOI'pPYHTYBaHHS METOOJIOTIUHVIX TPUHIIN-
IIiB CHMHTe3y KOMIO3UTHMX apxiTekTyp HM mig npeaukTmuBHOro o0pob-
JIeHHSI JaHVX Y MeXax I poBoi TpaHcdopMariii. JlocrtimKeHHs 30cepey-
KeHO Ha po3po0rii cTparerii cuHepreruHoro noenHauHd RNN, GNN Ta
Tpancdopmepis W1 iHTeHCH@IKallil aJalTMBHOIO HaBYaHH4 Ta (popMa-
JTi3afii mpoueayp NpeauKTVBHOTO KOPUTyBaHHS KOHTEHTY .

Amnai3 Ta popmanbHa
IIOCTAaHOBKaA 3a/1a4Yi onTuMisarii

Y mexax cydacHOT IMAaKTUYHOL IIapaJiurMy OCBITHIV IIpoLiec iHTepIpe-
TY€TbCs SIK HeJliHiHa JMHaMiuHa CUCTeMa, Jle pe3yJIbTyloda edeKTUB-
HICTBb BM3HAYAETHCS CKJIAIHOIO B3aEMOZIEI0 3 ODaraTtopakTOPHMM cepeno-
sutieM [1, 2]. Cy0’ekT HaBuaHHS B 11iV1 MOl BUCTYIA€ K aKTUBHUM
KOTHITMBHMV areHT, Yl BHYTPIllIHi cTaH Oe3llepepBHO €BOJIIOLIOHYE

4 ISSN 3083-6573. Ingpopmayitini mexronoeii ma cucmemu. 2026. No 3 (9)



Apximexmypruil Cunmes KOMNO3UMHUX Helpomepexebux cucmem

Ii[, BIUIMBOM 3OBHIIIHIX Kepyrouux BIUIMBIB. BrpoBajkeHHs iHTesIeK-
TyaJIbHUX CUCTeM J03BOJIS€ 3iVICHIOBATY NPeAVKTVBHE YIIPaBJIiHHS Ce-
penoBuIlieM, CIIpsIMOBaHe Ha JOCATHEHHsS eKCTPeMyMiB IIUIbOBUX (PYHK-
LV YCITIIITHOCTI.

MaTemaTnyHe Mope/IIOBaHHA KOPUTYBaHHSA TPaeKTOpii BUKOHYe-
TBHCS 3a JOTIOMOTOI0 PiBHSAHHS cTany (1):

St+1 :f(st’At/Et)/ (1)

me S,,, — IIPOTHO30BaHMUM CTaH KOTHiTMBHOI CUCTEMW Y4YHs Y HacCTyII-
HUVI MOMEHT 4Yacy; S, — IMOTOYHWV CTaH KOTHITMBHOI CUCTeMW YYHS y
MOMEHT 4acy t; A, — MHOXWHa il (HaB4aJIbHMX 3aBJaHb, B3a€EMOZIN i3
BUMTEJIeM UM CUCTeMOI0); E, — cToxacTMUHMUII BeKTOP BIUIMBY 30BHIIITHBO-
rO cepefOBUINA; f — (PYHKIIid Hepexomy, IO allPOKCUMYEThCS HEMIPOH-
HOIO MepeXxero.

BukopwicTaHH:S KOMITO3UTHMX MOZIerIelt 3abe3Ieuye repexif, Bifg cTpo-
ro JeTepMiHOBaHMX CXeM IO CTOXaCTMYHOI afJalTuBHOI PYHKIII f, ge
IapaMeTpy JVHaMi4HO IlepepaxoBYIOThCs Ha OCHOBI JaHMX 3BOPOTHOIO
3B’ g3Ky. Llent minxin cuHTe3ye 00umcIioBasIbHII aHasIi3 3 OIIHKOIO eITicTe-
MOJIOTiYHMX 3pYIIeHb Y CTPYKTYpi KOMyHiKarrii [3].

s dpopmanbHOl Bepudikarlil sskocTi onTumisanii B Learning Ana-
lytics [4] BUKOpMCTOBYIOTBCS IiTbOBI PyHKIIII. 3amadi Kiacudikariii pis-
HiB 3aCBOE€HHS MOJIYJIiB BUPILIYIOTHCA IUISAXOM MiHiMisallii BTpaT Kpoc-
eHTpoIIil (2):

L(y, 5)== Y.y, log (7,), )

ne L — 3HaudeHHs QyHKIIIT BTpaT; Y — IPUHAJIEXHICTh 10 peajbHOIo
Kj1acy (piBHS 3HAHbB); [ — IIPOrHO30BAaHA VIMOBIPHICTH ITPVMHAIEKHOCTI
110 KJ1acy.

[IporaHosyBanHs Oe3lepepBHMX IIOKa3HWKIB (HaIIpMKIal, VIMOBIip-
HOCTI Jlerpajallii 3HaHb a00 4acoBMX BUTpaT) OaszyeTbcs Ha MiHiMizarlil
ceperHbOKBagpaTuHOI HoMwiku (MSE) (3):

1 A2
MSE=—-> (v~ 5:)", ©)
n
Ile n — KUIBKICTB CIIOCTepeXXeHb y BUOipI; Yy, — daKTuyHe 3HaAUEHHS
IIOKa3HMKa (HAIIPUKIIAJL, peaslbHui OaJl yuHs); i/, — IIPOTrHO30BaHe 3Ha-

YeHHs, OTpVMaHe Ha BUXOMi HeVIPOHHOI MepeXi.

AHasli3 HeMipoMepe>keBUX IIapagurM
y CMCTEMHIN onTMMi3amii

AHaJti3 ocTaHHIX po3po0oK [4— 6] cBiTUMUTH IIPO Te, 110 BUOip KOHKpeT-
HoT apxitekTypu HM € pe3sysibTaTtoM OuOaKTMYHOIO IIPOEKTYBaHHs, /e
IapaMeTpy KOPeJIIOIOTh i3 XxapaKTepucTUKaMy ganux Ta niurami. RNN,
GNN ta TpaHcdopMepu OIIIHIOIOTBCA Y TPHOX JJOMeHaX: TeMIIOpaJIbHOMY
MOJe/IIOBaHHi, CTPYKTYPHIV OpraHisariil Ta ceMaHTUYHiN iHTepIIpeTartii.

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 5



10.0. Maxoeon, O.I. Pyderko

Temnopaavte modearobanns ma npeduxmubua anarsimuxa. JAviHamigHa
pUpoda OCBITU BMMAara€ BpaxyBaHHs TeMIIOpa/IbHOrO KOHTeKCTy. Ma-
TeMaTM4Hi 3a7ja4i MiCTATb allpOKCMMALIilo IMOBipHOCTI epexony (4):

P(S |54, Ay ), (4)

Ie P — yMoOBHa VIMOBIpHICTb Ilepexoily B HOBUW CTaH 3HaHb; S, — CTaH
3HaHb y IIOTOYHWII MOMEHT; S,; — CTaH 3HaHb Ha IIOIlepeJHbOMY KPOIli;
A,, — i abo HaBuaIbHe 3aBJaHH:, BUKOHaHe Ha II0IlepeJHbOMY KPOLIi.

Long Short-Term Memory (LSTM) apXiTeKTypu € KJIaCUYHVMM IS
LVIX 3aBIaHb [7], 3a0e3nedyoun BeKTOPY IIPVIXOBAHOTO CTaHY VI JJOBIO-
TpuBasiol nam sTi. TpaHcdopmepn NPONOHYIOTH aJbTepHATMBY, aHaIi-
3yIOUM MacWMBV YaCOBVIX PAIIiB Mapale/IbHO 3a TI0IIOMOIOI0 ITO3UIIIIHOIO
KOflyBaHHSI, YHVUKAIOUM BTpaTy KOHTEKCTY B JOBI'MIX ITOCIIiJOBHOCTSIX.

Cmpyxmypre modearobanns koerimubrux 36’a3xi6. KorHiTUBHI TOMeHN!
MarOTh CKJIa[IHi HeJIiHiVHi Tortostorii. Y Ton yac sk RNN MaroTh TPYJHOIIL
3 JliHeapm3aniero rpadosux ganux, GNN HaTMBHO CHPOEKTOBaHI IJIs
persiLinHMX gaHuX. BigmosinHO 10 nipats [8, 9], cepemoBuIa MOAAOTH
K dpopMasibHi rpacdu (5):

G= (V,E), ®)

me V — MHOXWHa BepIIVH, IO IIOJAOTh HaBYaJIbHi KOHIlenTH abo
cTyaeHTiB; E — MHOXMHa pebep, 1110 BimoOpaXxaroTh KOTHITMBHI abo co-
IiaJIbHI 3B SI3KM MK HVIMIAL.

Mexanism Message Passing 3abesmnedye gmHaMiuHe OHOBJIEHHS
cTany (6):

WD = o zueN(v)iw“)hEP , (6)
C

ou

e h{'"Y — pexTopHe MoaHms BepmMHY ¥ Ha api | + 1; 6 — HerriHIHA
dynkiig akTmBanil (Hanpukian, ReLU); N(v) — MHOXMHa CyCiJHIixX
BepINVIH I BePIIMHMA U; ¢,, — HOpMaJisyioua kKoHcranTa; WY — mar-
PUIIS Bar, M0 HaBYaeThcst; h\) — CTaH CyCimHBOI BEpIIMHY U Ha TIOTIe-
perHbOMY HIapi.

Cemanmuuna inmepnpemayis konmenmy. OOTUMI3allisi KOHTEHTY BU-
Mara€ KOHTEKCTHO-3aJIeKHOro oOpoOieHHs mnpupomHoi Mmosu (NLP).
Tparcdopmepn [10], BuxopucroByroun Self-Attention, myuHaMi4HO OITi-
HIOIOTh 3HAUYyIIiCTh eJIeMeHTIB He3aJleXHO Bij Bigcrani. Lle dopmarri-
3yeTbes uepes Scaled Dot-Product Attention (7):

QK
N

me Q — MaTpwulld 3alNTiB, 110 IIpefICTaB/IAI0Th IIOTOYHI 3aBlaHH4 a0o iH-
Tepecu yuHs; K — MaTpuild KJIFOUiB, ITIO KOAYIOTh XapaKTePUCTVKM HaB-
4JaJIbHOT'O MaTepiajly abo rorepeaHiv JocBij; V — MaTpulld 3HaUYeHb, 1110

Attention (Q, K, V) = soft max Vv, (7)

6 ISSN 3083-6573. Ingpopmayitini mexronoeii ma cucmemu. 2026. No 3 (9)



Apximexmypruil Cunmes KOMNO3UMHUX Helpomepexebux cucmem

MICTUTB 3MICTOBY iH(OpMaIIifo IIpO KOHTEHT; d, — pO3MipHICTh BEKTOPiB
KITIOUiB (BMKOPWMCTOBYEThHCS [JI MacIITaOyBaHHS Ipajli€eHTIB); softmax —
dyHKIIig aKTMBaLIil I OTPUMaHHS pO3IOiTy IMOBIpHOCTEV YBaril.

ITe mae 3Mory BupilIyBaTV CKIaJHi JIHIBICTUYHI IIpo0iIeMy, Taki K
rosticeMis Ta Kopedpepentist [11].

Anapammua inmencubricms ma odbuuca06a1bHa ckaadHicms. BripoBapkeH-
He CTpaTeriVt onTuMisarlil JIiMiTyeTbesl HagBHMM oOagHaHHAM. RNN fe-
MOHCTPYIOTb JIiHiNHY cxiIagHicTh O(N), poOisun ix edpeKTUBHUMM I
JIOKJIPHOTO Ta MOOiIpHOTO posropranHs. CxiagHicTe GNN 3a1eXnTh
BiJl mIiyIbHOCTI Tpadpa O (||V|| + ||E||) Tpancdopmepnt 1eMOHCTPYIOTh Hall-
BUIIly iHTEHCHBHICTb Yepe3 KBaJpaTU4Hy 3aJIe)KHICTb O(NZ), III0 BUMaAarae
crneniatizoBanmx GPU abo TPU xiacrepis. [TopiBHUIBHI pe3yibTaTi y3a-
rasibHeHo B TaOsmri 1.

PesyipTaTit 11bOro BceOi9HOTO aHaI3y IeMOHCTPYIOTh, III0 KOTHA MO-
HOJIiITHa apxiTeKTypa He MOXKe CaMOCTIilTHO 3a/J0BOJIbHUTM OaraToIaposi
BVMOIM iHTeJIeKTyaJIbHOI OCBITHBOI eKocucTemn. EdpexTvBHa omrvmisartis
CHICTeMM BUMarae Iepexoy 10 KOMIIO3UTHVX aHCcaMOJIiB HEVIPOHHMX Me-
PeX, BUKOPUCTOBYIOUM crielndpiuni 00umcoBasIbHi Ta KOTHITVBHI IIepeBa-
'V KOXKHOT TTapagyIrMu I OaylaHCy TOYHOCTI Ta pecypcoedeKTMBHOCTI.

ExcriepmMeHTaIbHa OLIiHKAa POOYKTMBHOCTI
B YMOBaXx >KOPCTKMX allapaTHMX 00Me>KeHb

J1s migTBepIpKeHHs. MPaKTUYHOI CITPOMOYKHOCTI CMHTe30BaHVX KOMIIO-
3UTHUX apXiTeKTyp OyJio IIpoBelleHO cepiro TeCTiB Ha TUIIOBOMY IOpTa-
TMBHOMY 00JIaJIHaHHI CTYeHTChKOro Kjacy. OCHOBHa rirnoresa mojisirasa
B TOMY, ITI0 KOMIIO3UTHi Mofiei 3a0e3euyoTh IPUHSTHY SKICTh IIPO-
THO3iB 3a KPUTUMYHO HMU3bKOIO CIOXWBaHHS pecypciB, HeJOCTYIIHOTO
s cydacHux LLM-iofibHMX CTPYKTYP.

Tabauya 1. MaTpuns pyHKIiTHOI
Ta TeXHIYHOI cCIpOMOXKHOCTi apxiTekTyp HM

Kpurepin

. RNN / LSTM GNN Transformers
OITIHIOBAaHHS

TemmopanpHa | Bucoka. Husbka. Bucoka.

TOYHICTh Ornrrvmvartsso st au- | ITorpeOyrors Temto- | ItoGasibHe Mofiesro-
HaMIYHOTO TPEeKIHTY. | paJIbHOI Ti0pyy3artii. | BAHHS KOHTEKCTY.

CrpyxTypHa Hwuspka. Iy>ke BUCOKa. Cepenst.

BaJIITHICTD Brpata Tomnorsorii ye- | AnipiopHi cTpyKTyp- | IMIDTiIIMTHE BUBYeH-
pes JmiHeapu3allifo. | Hi 3HaHHS. HS CTPYKTYPUL.

CemaHTHMYHA Cepennsi. Hwspka. Hy>e BuCOKa.

THY4KiCTb Indpopmamnivze By3b- | Crienmdpiuni 1yt 3as- | HestokasbHi 3asex-
Ke MicIie B TeKCTax. IaHb KIacudikarii. |HOCTI.

O6uncmosasibra | O(N). JTimivHa. @) (”V” + ||E||) O(N?). KsapatiyHa.

CKJIaJHICTH EdextmsHi mis SasteXXuTh Bif 111b- | Bumararors GPU.

JIOKQJIBHVX CVICTEM. | HOCTI.
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TexHiuni ymobu ma incmpymenmapiil. ExkcriepviMeHTaIbHMUM cTeHZ], Oa-
3yeTbesa Ha HOyTOYLi 3 CPU Intel Core i5-1135G7 (4 snpa, 2,4-4,2 I'Tn) Ta
avuckperHuM Bizeoapganrepom NVIDIA GeForce MX350 Ha apxiTekTypi
Pascal. Kapra mae e 2 I'b GDDR5 VRAM, 1110 € KpUTUYHUM IIOPOroM
IUISL CydacHOTro ITnOoKoro HaBdaHH4. ITporpamuum crek: Ubuntu 22.04,
Python 3.10, PyTorch 2.1.0 3 migTpymMkoro CUDA 11.8.

J1)1s1 MopeoBaHHS peaIbHMX YMOB OaraTo3afgayHOCTi 00csr JOCTyII-
Hoi Bigeonam’siti (VRAM) myia TpeHyBaJIbHOIO Ta iHdepeHc-mpolieciB
Oy10 mporpamuo obmexkeHo 11o 1 I'B. e iMmiTye curyariito, Ko 4acTuHa
pecypciB 3aiiHdTa OIepallillHOI CUCTeMOI0 Ta iH(OKOMYHiKaliTHUMM
KJIi€eHTaMI.

Teopervunmit anasis FLOPs:

1. Monosmitanun Tpancdopmep: Monens tuny Tiny-BERT (4 mapw,
d = 312, ne d — po3MipHicTh HpUXOBaHOTO eMOefdiHTy). 3a JOBXWHU
noatinosHocTi N = 512, obunciieHHst MexaHi3Mmy Self-Attention motpebye
OpUOIM3HO 2 X N> x d orepartivt (OXOIUTIOIOYM SIK OLTiHKM QK', Tak i 3Ba-
xeny cymy V). Titeku myia matpuiis Attention (512 x 512) 3a 32-6iTHOro
dopmary i3 IIaBaOY00 KOMOIO OAVHAPHOI TOYHOCTI HeoOXigHo 1 Mb
Ha KOXXHY TOJIOBY yBaru. 3 ypaxyBaHHsSM aKTVBallill Ta Bar (45 MUTbIIOHIB
ITapaMeTpiB), TeOpeTMYHMUI MiHIMyM Ilam sTi I iHdepeHCY OIHOTO
6aT4a cranoBuTh ~680-850 Mb.

2. KomniosutHa Mopens: IloegHanus 6i1oky LSTM (128 oguHmMip) Ta
2-mmapoBoi GCN (Graph Convolutional Network). KipkicTs mapamerpis —
0,78 wminbnona. Teopernuna ckitagHicTe omeparlii LSTM cTaHOBUTH
@) (N X (8d2 + Sdh)), Ie d — po3MipHICTb BXiTHMX O3HAK, a h — KUIBKICTB
npuxosaHux oayHULb. [Tpu N = 512, 11e moTpebye y ~18-20 pasis meH-
mre FLOPs, aix Tpancdopmep.

ExcniepymMeHTasibHa IIpolieflypa MicTwia cTaHAapTU30BaHY a3y
warm-up 3 50 iTepanin 11 yCyHeHHsI HaKJIaJIHUX BUTpaT Ha iHiljiaiza-
miro ta mryMm KerryBaHHs CUDA. ITotiM KoXkHa MozieIb BUKOHYBasIa Oe3-
nepepsHuyi ImkiI 3 1000 1mkiiB iHdepeHcy, iMITyIOuM HpeVKTUBHUMI
HOTIK y peaJlbHOMY d4aci I HudpoBoro Kiacy. Bukopucrosysaymcs
BVICOKOTOYHI JHUWIBHVMKM HNPORyKTUBHOCTI (time.perf_counter) mms ik-
cariil 3arpuMkm iHdepeHcy, a Oibiioreka NVIDIA Management Library
(NVML) 3abe3neuyBasia onmTyBaHHs posnoaity VRAM, wacrotu smpa
GPU Ta TeruioBoro cTaHy B peaJIbHOMY 4Yaci.

PesynpTaTit BUMipIoBaHb IIBUIKOCTI Ta CTaOUIBHOCTI cucTeMu Ha-
BemeHo y Tabmmi 2.

AHaJti3 arapaTHMX aHOMaJTiT:

1. ITpob6riema Out of Memory: 3a yMOB 301/IbIIIeHHS TOBXVHM iCTOpIT
HapuaHHs 710 1024 xpokis TpaHcdopMep MUTTEBO BUKIMKAB ITOMIWIKY
RuntimeError: CUDA out of memory, ocKiJIbKM KBafpaTU4He 3pPOCTaHHS
MaTpuLp yBaru nepesuio jimit 1 I'b. KommosuTHa Mozmerns nipairrosa-
71a 6e3710raHHO, BUKOPUCTOBYIoUM jvite 58 Mb mmam’ sti.

2. O6umcITIoBaJIbHNMV TPOT/IiHT: Yepe3 BUCOKY 00UMCITIOBaIbHY iHTEeH-
cusHicTh Tpancdopmepa, miciist 4 XBUIMH Oe3epepBHOIO IIPOTHO3yBaH-
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Hs yactoTa sfpa GPU MX350 sniasia 3 1468 MI'1y o 920 MI'L, 1o npusse-
JI0 110 30UIBIeHHd 3aTpMMKH 3 86 Mc 1o 118 mc. KommniosutHa Moziens He
BUK/IVIKaJIa Ieperpisy, 30epiratount MiKOBY YacTOTy IIPOTSTOM YChOTO TeCTy.

3. EneproedexTnBHicTh: oIliHOuHe eHeprocnoxwsaHHsA (TDP) miz
yac pobOTM KOMITO3UTHOI apXiTeKTypu Oysio Ha 40% HVDKUMM Binm HO-
MiHasTbHOTO. lle KpuTnyHO mis poboTn HOyTOyKa Bif, aKyMmysgropa B
yMOBax BiJICYTHOCTi eJIeKTpoOIloCTadyaHHs, 3abesneuyroun 110 3,5 roguH
JT0aTKOBOI aBTOHOMHOCTI IiJT, 4ac pPO3paxyHKiB.

BucnoBxu po3diry. ExciepviMeHT [OBIB, IO U peaJlbHMX YMOB €KC-
wiyaranii Ha “cTyneHTchKOMy” oOraHaHHI BUKOPWMCTaHHS TiOpMIHMX
apXiTeKTyp € He IIPOCTO IIepeBaroo, a TEXHIYHOI YMOBOIO CTaOiIbHOCTI.
BrpaTa TounocTi y posmipi 0,009 AUC (menme 1,1%) € abcomoTHO BU-
IIpaBIaHOIO IUIATO0 3a 14-KpaTHe 3pocTaHHS HIBUAKOLII Ta MOXIIVBICTD
HapasieJIbHOro o0pobsieHHs COTeHb ITOTOKIB JaHMX 0e3 pr3MKy neperpisy
Y11 3yIIMHKM CUICTeMU Yepe3 Opak rmam’sTi.

ApanTmBHI cTparerii
IIJISA OIITMMi3aMii OCBITHIX TpaeKTOPin

ArnapaTHa CTaOUIBHICTE Ta 3[1aTHICTh KOMITO3UTHMUX Mojesiet PyHKIIio-
HyBaTV Ha JIOKaJIbHVX MPUCTPOAX IOYaTKOBOIO PiBHS, IlepeBipeHi ITif
Yyac eKCIIepVMEeHTY, CTalOTh TeXHOJIOTIYHMM (PyHIaMeHTOM IS BIIPOBa-
IKeHHs aJlalTMBHMUX CTpaTerin y crenmdidyHmX yMoBax YKpaiHCBKOIO
ocsiTHBOTO IIpOCcTOPY. BoeHHi Ail Ta cricTeMHa HecTabUITPHICTE KPUTUYHOL
iHdpacTpyKTypu cTBOpWIM HOTpedy B iHCTpyMeHTaX, sKi He 3ajieXaThb
Bifl TIOCTiMTHOTO 3B’43Ky 3 XMapoio. 3abes3reuyoun BUCOKY IIBUIKICTb
(6,1 Mc Ha iHdepeHC) Ta eHeproedeKTMBHICTb, 3aIIPOIIOHOBAHI apXiTek-
TypW CTalOTh OCHOBOKO Il IIATPUMKM KOTHITMBHOI CTIVIKOCTi y4HiB
[12, 13]. OuikyeTbcs, 1m0 iMIUIeMeHTallid TakuX cucTeM Ha Oasi LSTM
CKOPOTUTB “OCBiTHI po3pmBm” cepert BHYTPIIIHBO ITepeMillieHnx ocib, Ha-
Jarouy MOXKJIMBICTE HaBYaTVCS aBTOHOMHO TIifT, yac OsIeKayTiB.
[IpakTiuHa peastisallid IMX CTpaTeriyi 6asyeTbCsi Ha BUKOPMCTAHHI
LLM gK iHTeJIeKTyaJIbHUX aCUCTeHTIB, IIpOTe caMe KOMITIO3UTHWUI piBeHb

Tabauya 2. EMnipudHi gaHi IpogyKTMBHOCTI
Ha HOyTOYyni (MX350, nimit 1 I'b VRAM)

ITapamerpn MoHnortiTHMI KommosutHa Pisanis
MOPiBHAHHA Tpancdopmep Mozesib edeKTMBHOCTI
CnooxmBanag VRAM 914,2 Mb 42,8 Mb -95,3%
(Barm+Ker) (91,4%) (4,3%)
Yac indepency (CPU), mc 248,5 15,2 -93,8%
Yac indepency (GPU), mc 86,4 6,1 -92,9%
MaxcnmarteHmyt po3Mip 0atda | 2 (Out of Memory 3a 4) 128+ >64x
Temnieparypa GPU 78° (TpotriHr) 54° =24 °C
gepes 10 xs, °C (CrabinpHO)
Tousnicrs (AUC ROC) 0,841 0,832 -0,009
ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 9
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(‘1oxastbHE OOpOOJIEHHS) BiAIOBiga€ 3a amalTMBHMI PO3IOALUT Hin3amay
BIZIIOBIHO 110 aKTyasbHOro crany yuHs [15]. I[Tporec mpuiHATTS pi-
IIIeHb MaTeMaTUYHO (POPMaIi3y€eThCs Uepe3 HaBUaHHH 3 MiIKpiIUIeHHIM
(Reinforcement Learning, RL), ne Bubip onTMMaIbHOI HeJaroriuHol miii
JeTepMiHY€ThCs MOJITUKOIO T (8):

n(als)=P(A, =als, =s), (8)

e T (u |s) — CTOXacTUYHa IIOJIiTHKa areHTa (HeypoMepexi), 110 BU3Ha-
4Jae pO3IIOAI MMOBIpHOCTeN 1Iii; P — yMOBHa VIMOBIpHICTh HaCTaHHS
rofii; A, — BMUIIaJIKOBa BeJIMUMHA, IO IT03HavYa€ oOpaHy Mo (HaBdaIbHe
3aB[laHHSI) Y MOMEHT Yacy t; S, — BUITaJIKOBa BeJIMUMHA, 110 XapaKTepu-
3y€ IIOTOYHMUV KOTHITVBHUI CTaH Y4YHs; 4 — KOHKpeTHa peastisaris il 3
HPOCTOPY AOITyCTMMMX IeJarOridyHMX iHTepBeHIIill; S — BeKTOPHWII OIIVIC
IIOTOYHOI'O PiBHS KOMIIETEHTHOCT] YUHSI.

Crpareriuna merta RL-cuctemu 1ossrae y MakcuMisaliil iHTerpasib-
Hoi BuHaropomm J(m) (9):

Jm=E |3 ], ©)

ne | — niuteboBa dyHKIlig; E — MaTeMaTuuHe cHofliBaHHY; § — Koedi-
1ieHT auckoHTyBaHH4 0 < ¢ < 1), 10 BU3Ha4Yae BaXKIMBICTh MaviOyTHiX
BUHArOpo[; ¥, — OTpMMaHa BMHaropopa (reward) Ha KpoLii £.

EdexkTBHIMM TeXHOJIOTIYHMM pO3B s3aHHAM HpoOiemyn aedinnuTy
HaIliOHAJIPHMX HAOOpiB JaHMX € BIPOBA/KEHHSI METO/IiB KPOCITiHIBaJIb-
Hux eMOeniHris (10):

V=WV,

en’

(10)

ne V,, — BeKTOPHUI IIPOCTip CJIiB YKpaiHCbKOI MOBU; V, — BeKTOp-
HUVI IIPOCTip CJIiB aHIJIINICBKOI MOBM (OaraToi Ha pecypcn); W — maTpuiis
JIiHITHOI TpaHcdopMallii, OTprMaHa 4depe3 MeTOAM BUPiBHIOBaHHS Jla-
TEHTHMX IIpocTopiB [16].

Llent mipxim 103BOJIsIE€ TIPOEKTYBATV aHIJIOMOBHI 3HAHH:A Ha yKpaiH-
CBKUVI KOHTEHT, 3a0e3reuyroun JIHIBICTMYHY BaJIIHICTh CUCTEMNU Ha-

BiTb 3a JedpilnTy JIOKaJIbHMX HAaOOPiB JaHMX.

ETMka Ta emmicremosioris

TexHosoriuHa eeKTMBHICTh Ta IepeHeceHHsl 00uYMCcIeHb Ha IIPUCTPOI
KOpPUCTYyBayiB, IMiATBep/KeH] eKCIlepyMeHTa/IbHO, aKTyasli3yIoTh He JIN-
IITe IIMTaHHS IMBUJIKO/III, a 1 TVIMOVMHHI e TMKO—-eITicTeMOJIOTIUHI BUKJTUKIA.
30aTHICTE KOMIIO3UTHMX MOJIesIert mpaloBaT JIoKajibHO Ha 1 I'b VRAM
CTBOPIOE YMOBM [IJIA 3aXVCTY IIPUBATHOCTI JIaHMX «3a Au3artHoM» (Privacy
by Design), OCKiTbKY ITlepCcOHaJIbHI KOTHITMBHI ITpodisii y4HIB MOXYTb 00-
pobisiTics Oe3 NepelaBaHHs Ha 30BHIIHI ceppepn. BomHouac, Bukopuc-
TaHHA TiOpunHoro ninxony (LSTM+GNN) 3amicte MoHOmiTHMX Tpanc-
dopMepiB yacTKOBO BuUpillye TpoOIeMy «4OPHOI CKPUHBKW», OCKUIBKM
rpadoBi CTPYKTYpW € OUIBII iHTepIIPeTOBaHVIMI J1JIsI TIe[IaroOriB.
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[TpuHIMIN IPO30POCTi Ta CIpaBeqIMBOCTi, BUKIageHi B [17, 18],
BUIMAararoTh, 11100 BMCOKa INBUIKICTH iHdepeHCy He mocsirasacs IiHOIO
aJITOPUTMIYHOIO yIepe/pkeHHsd. MiHiMisalliss pu3uKiB cerperarlii y4HiB
peatizyeTbcs yepe3 OaraToKOMIIOHeHTHY yHKIIiro BTpar (11):

Loss = ML yypae, + Aol + AL (11)

fairness privacy /

1€ Ly, — CTAHAAPTHA ITOMWIKA TPOTHO3YBAHHST (TOUHICTB); Ly,
mTpad 3a HepiBHICTb y HMPOrHO3ax I pisHUX AeMorpadidHux TpyIL;
privaey — KOMITOHEHT, IIIO BIIIIOBifa€e 3a 30epexeHHsI PVBATHOCTI (Ha-
IpuKiIaz, yepes AudepeHIiiny OpuBaTHICTD); A,,; — Baropi Koediri-
€HTW, 1110 BU3HAYaIOTh OaJlaHC MiXK epeKTUBHICTIO Ta eTMYHICTIO.
HanmwmipHa aBTOMaTHM3allisl, HaBiTh 3a BUCOKOI TeXHIYHOI cTabisIbHOC-
Ti, Hece 3arpo3y KOorHiTuBHOI reTepoHoMmii [19, 20]. OTxe, BIrpoBa/keHHs
HM B YkpaiHi Ma€e CyIIpoBOIKYBaTVCS PO3POOKOIO eTMYHMIX perlaMeH-
TiB, IKi rapaHTy10Th, 1110 I 3armImnaeThed miacIIoBaYeM JIFOIChKIX MOXK-
JIVBOCTE1, a He iIHCTPyMeHTOM IS Jlerpajallii KpUTUYHOI'O MVUC/IeHHS.

BucHOBKM

KomrutekcHe HaykoBe OOIpyHTyBaHHS Ta eMIIipM4YHa BaJlifiaris, mpose-
JIeHI B IIbOMY [IOCJI/KeHHI, ITATBePIKYIOThb, 10 OITMMi3allis OCBITHIX
TPa€eKTOPiNl y pecypcoodMesxeHVX iHPOKOMYHIKaIiTHMX CcepeIoBUIIax
Oe3mnocepeIHBO 3aJIEXUTD Bifl apXiTeKTYpHOIO CMHTe3y HeMpOHHMX Me-
pex. llopiBHauIbHMI aHaIi3 BCTAHOBMB, IIIO XO4Ya MOHOJITHI Mozesri
Tpancdopmepis 3abesneuyioTs Kpallle CeMaHTUUYHEe PO3YMiHHH, IXHs
KBaJpaTnJHa o0uMcmoBayibHa ckitaHicts O(N®) Ta MacuBHWMI 0GCsT
nam’'gTi (3anosHenHs 91,4 % Giomkxery VRAM 06’emom 1 I'b nmire Bara-
MM) pOOJIATE IX HeIpWUIATHUMM JIsi MacOBOIO PO3rOpTaHHS Ha Y4HiB-
ChbKOMY OOJIaJIHaHHI ITOYaTKOBOro piBHA. HaBmakm, cuHTe30BaHa KOM-
nosutHa apxitekrypa (LSTM+GNN) BUKOPUCTOBYE IepeBaryt JIiHiTHOI
cxagHocti O(N) peKypeHTHMX OJIOKiB Ta TOMOJIOTiUHY edeKTMBHICTh
rpadoBUX 3rOpPTOK, AOcATal0uM (PYHKIIIHOTO OajlaHCy MiX IIpeaKTIB-
HOIO TOYHICTIO Ta eKCIUIyaTalliiHOO CTaOTbHICTIO.

ExcriepyimeHTasIbHI pe3ysbTaTyi HaJaloOTh BaroMi JIOKa3y TeXHi4HOL
IepeBary riOpwAHOro MiAXOAy B peaJlbHUX clieHapisx. 3adikcoBaHe
14-xpaTHe ckopoueHHs 3aTpuMKM iHdepency Ha GPU (3 86,4 Mc 110 6,1 Mc)
Ta 20-KpaTHe 3HVDKEHHs CIIOXMBaHHS BileoIlaMm'dTi € He IIPOCTO Kislb-
KiCHMMM ITOKpaIlleHHsMM, a SKICHUMU 3PYIIeHHSAMM, SKi JTaf0Th 3MOTY
CTBOPIOBATM iHTepaKTVBHI OCBITHI cepBic/ B peaJIbHOMY 4aci Ha CIIOXWB-
yX HOyTOyKax. BaxxmmBo, 1110 KOMITO3MTHa MOJIe/Ib MOBHICTIO ObivIIIIa
nommwik CUDA Out-of-Memory Ta TepMmasibHMM TpoT/iHT (78° C mpoTtnt
54° C), saxi xkaTacTpodiyHO HOripIIyBasv MPOAyKTUBHICTE Oa30BOi MOHO-
jiTHOT Moferti. LIi BUMcHOBKM CBiTyaTh, I10 I BeJIMKOMACIIITaOHMX OCBIT-
HiX T1aTOPM KOMITO3UTHI apXiTeKTYpU € €AVHMM XUTTE3TaTHNUM IIUIA-
XOM 10 3a0e3IeueHHs JOCTYIIHOCTI cucTeMy Oe3 IOCTIVTHOI 3aJIeXKHOCTI
Bif] LIeHTpaJIi30BaHOI XMapHOI iIHPPacTPyKTypu.

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 11



10.0. Maxoeon, O.I. Pyderko

Texniuno iHTerpamis TakmMx Mopeselt OesrlocepeqHbO BinIoOBifae
CTpaTeriyHmM noTpedaM yKpaiHCBKOIO OCBiTHBOTO ceKTopy. ITpomemoH-
CTpOBaHe 3HVDKEHHS €HeproCHOXMBAaHHS Ha 46 % Ta 3maTHICTH edek-
TUBHO (PYHKIIIOHyBaTM Ha JIOK&JIBHUX IIPUCTPOSIX KOPUCTyBadiB CTBO-
PIOIOTH OCHOBY U1 KOTHITMBHOI CTiVIKOCTI IIifl Wac mepiofiiB HecTaOLIb-
HOCTi iHpacTpykTypu abo IOBHOI BTpaTH 3B sI3Ky. 3aCTOCyBaHHS MeTO-
IiB KPOCIHTBaJIbHMX eMOeIiHTiB J0IaTKOBO I0JIa€ PO3PUB y pecypcax
MDK IJIOOaJIbHMMM aHIJIOMOBHVMM 3HaHHSIMM Ta JIOK&JIbBHMM YKpaiH-
CBKIMM KOHTEHTOM, TapaHTyI04l, 10 TexHiYHa onTuMisariis He BimOyBsa-
€ThCH 3a KOIITOM KYJIbTYPHOI UM JIIHIBiCTVYHOI BaJIi/THOCTI.

3 eTM4HOI Ta emicTeMOJIOTiYHOI TOYKM 30y, Hepexif, JO0 KOMIIO3UT-
HVIX apXiTeKTyp CIIpwsie BIPOBaiKeHHIO NpmHINIB «Privacy by Design».
3aBrskm 3a0e3leueHHIO BUCOKOIIPOIYKTUBHOI 00pobku Ha 1 I'b Bimeo-
ITaM’4Ti, 3aIIpOIIOHOBaHa CycTeMa Jla€ 3MOTy KOH(iJeHIIiMTHVM KOTHITHB-
HUM HpodUIAM 3aJIMIIaTiCA Ha IPUCTPOI KOpUCTyBada, MiHiMisyroum
PW3MKM BUTOKY [JaHMX Ta crocTepexxeHHs. Kpim Toro, mpuramaHHa rpa-
doBMM HEVIPOHHMM MepeXXaM iHTepIIpPeTOBaHICTh IIPOIIOHY€E PpillleHHS
AVIeMy «4OpHOI CKPMHBKM» IJIMOOKOTO HaBUaHHs, Jalouy 3MOTY OCBi-
TSAHAM PO3yMITM CTPYKTYypPHY JIOTIKY aJITOPUTMIYHWUX PEeKOMEeH[IALIiVA.
[TincymoBytoun, CMHTe3 KOMIIO3UTHMX apXiTeKTyp € JIOAMHOLIeHTPUY-
HOIO TEXHOJIOTIUHOIO eBOJIIOL€I0, siKa IIpiopuTe3ye CTabUIbHICTB, aBTO-
HOMHICTh Ta eTUYHY IIiJI3BITHICTh, FapaHTyI04l, 1110 IITYYHUN iHTeJIeKT
BVICTyIIa€ HaliTHVM KOTHITMBHVIM HiJICYUIIOBaYeM SIK IS YUHIB, Tak i I
BUNTEJIIB y I POBY eroxy.

ITOBIIIOMJIEHHA

Bnecox aBmopiB: Ilin gac minroToBkm 11i€l cTaTTi aBTOPY BUKOPUCTOBYBaIV BEJIVIKY
MoBHY Mopeib Gemini 3.1 Pro. IHCTpyMeHT 3aCTOCOBYBaBCs 5K JOITOMIKHII 3aci0 11s
CTPYKTYpyBaHHsI MaTepiajly, CTWIICTMYHOIO pefaryBaHHs TEKCTy Ta JOIOMOIV Y
dopmymoBaHHiI okpeMmx Te3. [Tic/Ist BUKOPMCTaHHS CICTEM IITYYHOTO iHTEJIEKTY aB-
TOP peTesIbHO IepeBipMB i Bifperiarysas sreHepoBaHNil KOHTeHT. ABTOpU OepyTh Ha
ceOe ITOBHY BiIIOBiHaJIbHICTD 3a KiHIIEBWII 3MICT i JOCTOBipHICTB ITOIaHOT pOOOTIA
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ARCHITECTURAL SYNTHESIS OF COMPOSITE NEURAL
NETWORK SYSTEMS FOR PREDICTIVE DATA PROCESSING
IN DIGITAL EDUCATIONAL ENVIRONMENTS

Introduction. The ongoing digital transformation of global educational environments
necessitates the deployment of intelligent frameworks capable of real-time optimiza-
tion of individual learning pathways. Neural networks (NN) have emerged as prima-
ry technological drivers in this process, providing advanced predictive analytics of
learning activities. However, the increasing parametric complexity of modern mono-
lithic architectures, such as Transformers, creates significant technical barriers for
their widespread use on entry-level student hardware (laptops and tablets). In the
Ukrainian context, where infrastructure instability often limits access to reliable
high-performance cloud resources, the synthesis of lightweight yet highly accurate
composite models capable of local data processing is a critical strategic requirement.

The purpose of the paper is to substantiate the methodological and technical
principles for synthesizing composite neural network architectures (integrating RNN,
GNN, and Transformers) to intensify adaptive learning processes and ensure stable
predictive data processing in resource-constrained environments.

Methods. The study employs a formal framework of non-linear dynamic systems
to model student cognitive progress. The architectural synthesis involves a modular
task decomposition strategy: temporal dynamics are managed by LSTM blocks, struc-
tural knowledge dependencies are captured by GCN layers, and semantic interactions
are processed via self-attention mechanisms. Experimental validation was conducted
on a laptop equipped with consumer-grade hardware (Intel i5-1135G7 CPU, NVIDIA
MX350 GPU) with programmatically restricted video memory (1 GB) to simulate mul-
titasking environments. Performance metrics included high-precision latency counters,
hardware monitoring via NVML, and predictive accuracy assessment using AUC ROC.

Results. Theoretical FLOPs analysis indicated that the proposed composite archi-
tecture requires 18-20 times fewer floating-point operations than monolithic Transfor-
mer baselines. For a sequence length of N = 512, calculating the Self-Attention mecha-
nism requires approximately 2 x N°xd operations (covering both OK" and V). In con-
trast, the LSTM-based composite requires O(N x (84h)) operations, providing massive
efficiency gains. Empirical testing recorded a 14-fold reduction in GPU inference la-
tency (from 86.4 ms down to 6.1 ms) and a 20-fold reduction in the memory footprint.
The architecture successfully bypassed CUDA Out-of-Memory errors and prevented
thermal throttling, maintaining a stable GPU operating temperature (54° C vs 78° C).

Conclusions. The optimization of educational trajectories is strictly dependent on
the architectural synthesis of neural networks. Monolithic models are often impracti-
cal for local use due to their O(N?) complexity and high memory consumption. Com-
posite ensembles provide a necessary balance between predictive precision and oper-
ational stability. The ability to process data locally on user devices ensures both edu-
cational continuity during infrastructure instability and data privacy by design. These
findings establish that hybrid, resource-efficient architectures are the most viable path
for creating sustainable, human-centric educational ecosystems in the digital era.

Keywords: adaptive learning, composite neural network architectures, infocommunication
systems, predictive data processing, personalization, local computing, artificial intelligence.
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CUHTE3 KOMITO3UILIIVIHOTO
MIKPOIIPOTPAMHOTIO ITPYICTPOIO

KEPYBAHHAI 3 IBOMA SIIPAMMU
YACTKOBUX &YHKUIN

3anpononoBano memod cmpykmypHoi 0ekoMno3uyii cxeMu KOMNO3UYITIHO20 MIKpOnpopam-
Hoeo npucmpoto ynpabainusa (KMI1Y) y 6asuci FPGA. Memoo rpynmyemucs Ha GuditenHi
06ox adep uacmxoBux ¢pynxyii. O0He 3 sAdep eeHepye PYHKYIT, | AKUX YUCAO apeyMeHib
nepebuuyye kisvkicms 6x00ib esemenmi6 LUT. pyee s0po eenepye dhymkyii, ujo dasyomoca
Ha ko0yBani onepamopHux AiniiHux aauyioeif. 3anpononobano apximexmypy KMITY 3 06o-
Ma Ad0pamu uacmkobux gyukyii ma memod cunmesy cxemu KMITY. Poseaanymo npuxiad
cunme3sy cxemu KMITY i3 06oma adpamu. Posessnymo ymobu 3acmocybanns yboeo nioxooy.
Ioxasano moxaubi wiaaxu Gupiniena onmumisayinHux 3a60ans, 106 A3aHux 3 0UCOAAAHCOM
xapaxmepucmux aieopummy ynpabainua ma esemenmi6 LUT.

Karouo8i cao08a: wacmoba pynxuyia, adpo, KMITY, LUT, EMB, cumnmes, cmpykmypra Oe-
KOMNO3ULIA.
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Berynn

Komniosuiiiniai mMikporiporpamai mpuctpoi yrnpasiaiHsas [1, 2] e edex-
TUBHWM 3ac000M peaJtizalil JIiHiTHMX aJIropuTMiB KepyBaHH: [2]. Y mipo-
neci mpoekryBaHHga KMITY mocrae mpobriema omTmMisariil Xxapakrepuic-
TUK VI0TO cxeMM. 1o Takmx XxapaKTepuUCTUK BiTHOCSATBCS arapaTypHi Bu-
TpaTu, MIBUOKOMIiL Ta CIIOXMBaHa MOTYXHicTk [3]. Metonu BupiteHHs
pob1eM1 3ajIeXKaTh Bifl 0cOOIMBOCTEN eJleMeHTHOTO Oasucy. Y min podo-
Ti posrgnaeTses peaisaris cxemyu KMITY B 6asuci FPGA (field-program-
mablelogicalarray) [4].

Bubip 6asmcy FPGA oOyMOBJIeHUIT IIVPOKMUM TIOTO 3aCTOCYBaHHSIM
iz, yac peastisantii nudposux cucrem [5]. Ha nymky excriepris [6] FPGA
OymyTh IOIYJIIPHVMM ITle KiTbKa AecaTwIiTh. Llyim 0OyMoBieHa akTyasib-
HiCTh po3po0Ku cxeM y 6asnci FPGA.

ITportoHoBaHMVI MeTO/, MOXKe OyTH 3aCTOCOBaHO 3a HeOOXiTHOCTI (PyHK-
LioHasIbHOI TekoMno3uilii [7, 8] cxemn agpecarii mikpokomanz (MK).
Mu posmisimaeMo cuTYyalliio, KOJIv YacTiHa CXeMM 3aCHOBaHa Ha PyHKITio-
HaJIbHIV, a IpyTa YacTVHA — Ha CTPYKTY PHIil mekommosmnilii [9]. Byap-gxa
IeKOMITO3UIIisl I POBOro MPUCTPOIO II0B si3aHa 3 POPMYBaHHSIM CHC-
TeM gacTKoBMX pyHKin (CHD) [10]. My mporoHyeMo BUKOPUCTOBYBATI
nBa dapa CHO.

Y crarri posrismaerscss KMITY i3 3aranpHO0 11am sittio [1]. s on-
TUMi3alil cXeMV BUKOPUCTOBYIOTh METOJI IIepeTBOPeHHsI a/ipec BUXOJIiB
oneparopHmx yiiHinHMX naHiroris (OJUT) [11] AnroputM ympasiiiHHS
rogaHo sik rpad cxema airopurMy (I'CA) [12].

Ocob6amnBocrti KMIIY Ta 6asucy FPGA

Cunres KMI1Y nounHaerbed 3 popmysanns OJ1J, 1110 yTBOPIOIOTE MHO-
xuny C = {Ocl P OLG} [1]. Koxxna OJIJT € BeKTOpOM, SIKMVI CKJIaJa€ThCA
3 onreparopumx epuvie CA T. 'Y xoxsin OJUT o, €N BepuHm pos-
TaIIOBYIOThCA y ToMy XX nopsaky, mo i B '[CA I'. YV I'CA I' BugisroTecs
MHOXW/HA OIIepaTOPHMX BepIIMH B = {bl,..., bM} i MHOXMHA YMOBHUX
BepimH, 1m0 cki1agaerbes 3 NC estemenTis. 'CA e stiHiHOIO B pasi BUKO-
HaHHS YMOBM [2]

M=0,75(M+NC). (1)

Koxwna BepmmHa b, € B Binmosinae Mikpokomanzi Y,. MikpokomaH-
o Y, 30epiratorbcst y KepysasibHin mam’sari (KIT) KMITY. PospsnsicTs
azpec MiKpOKOMaH/I BU3HAYAEThCS K

R=[log, M]. )

KoxHa yMOBHa BepllVHa MICTUTh OJHY JIOTIYHY yMOBY X, € X, me
X ={x,, ..., x,}. Bupomy pasi moxe BukoHyBaTucsi ymona L < NC. Koxxna
OJUT mae nvite opmH Buxif o, (ocrants Bepumaa B OJUT). MK Y, mae
agpecy A,, po3psanHocTi R.
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Anpecanis MK 3IIVICHIOETBCSI HACTYII-
HyM umHoMm. Hexamm OJIJT o g e N oxormmoe X v
napy sepumt < b, b;>, ne Buxiz Bepumam b, CAM
IIOB’g3aHM 3 BXOJIOM BEpIIVIHM bj. Y npomy D
pasi MaeMO 3aJIeXHICTh MIX ajgpecaMmu A; Ta  _Start | !

A=A +1 3) T,
YII

SIk ButmBace 3 (3), o1t 30epiraHHs ampec vo ]
HeoOXiTHO BMKOPUCTOBYBaTM JIUWIBHUK i Y l
agpecu (JIA). Buxonm JIA yTBOpIOIOTH MHO- Puc. 1. CTpVKTVOHA. cxeMa
xunHy agpecHnx sminaux T ={T,, ..., T }. KMHY u, PyxTyP

bynemo Buxopucrosysatu JIA 3 indop-
MartivtHuMy Bxogamu Tuity D. [T sminv agpecn B JIA, BinMinHoO1 Bif, (3),
HeoOXimHO BUKOpMCTOBYBaTH (PyHKIIT 30ymxeHns mam’sTi (D3IT), mo
yTBOprofoTe MHOXMHY D={D,, ..., D;}. IIpu mipomy ampeca mepexomy,
mo BinMiHHaA Bix (3), BM3HAYA€ThCS CXEMOIO anpecallii MiKpOKOMaH
(CAM). LIz cxema peartisyeTbed 3 ypaxysaHHsIM Cbd:

D = D(T, X). (4)

Taxkum unnom, y KMITY BUKOpUCTOBYIOTBCS [1Ba peXMM ajpeca-
1ii. g ix BuOopy BMKOPWUCTOBYETHCS JI0fIaTKOBa (DYHKILA Y, &Y, 1e
Y={y,,..., Yy} — MHOXMHa Mikpoomeparin. Hexait y, =1 BusHauae
pexvm (3), a Y, =0 — pexum (4).

ITponec dpynkirionysanHs KMITY nounHaeTscs min yac HagxomKeH-
H4 immysecy Start. 3mina Bmicty KIT mo3possieTbest 3a meBHUM (PpOHTOM
iMmysibey cunxpomisanii Clock. DyHKITIOHyBaHHS 3aBepIIyEThCs OJIOKY-
BaHHAM curHaity Clock 3mingHO0O Yy, Ha ocHOBI miel iHdopMmariii MoxxHa
onepxatn KMITY U, (puc. 1).

KMITY U, orpumas Haszey KMI1Y i3 3arainpHoro mam’stTio [1, 2]. Cxe-
Ma PyHKIIIOHYE B TaKmii crioci0. 3a curHasiom Start y JIA sammcyeTsest 1mo-
yaTkoBa afgpeca Mikporporpamu. Cxema CAM renepye Cb®d (4). Anpecn
3anmcyroTbes Ho JIA. Yeprosa mikpokoManma Buoupaethes i3 KIT. Curaa-
JIN Y, Ta Y BU3HAYAIOTh PEXVIMM aJipecariii Ta 3y IVHK.

JIiuMJIbHUK € cTaHIapTHUM IIPUCTPOEM, i 1I0TO peastizallis He BUKIIV-
kae TpynHomis. Cxema KIT Oymyerbest Ha cTaHOapTHMX OJIOKax Iam’ siTi.
ITpoGiiemnt BUHMKAIOTH i "ac peastisariii 6;1oxky CAM. Lli mpoGiemn
noB’s13aHi 3 TMM, 1110 CAM He € cTaHZApPTHUM OJIOKOM. Moro cxema 3aite-
JKUTB Biff cvicTeMu (4). Y cTaTTi IpOIIOHY€ETHCSI METOI BUPIIIeHH: 11i€l ITpo-
Os1eMu 3a BUKOPUCTaHHS BHYTpIIIHIX pecypciB MikpocxeMm FPGA.

brox CAM i3 jTiumIbHMKOM yTBOPIOIOTh ITOCIiTOBHY cxemy [5]. [Iys 1i
peastizaril HeoOximHi Taki pecypcy Mikpocxemu FPGA:

e estemeHTV TaOmmuHoro tuity LUT (look-uptable), 1110 MatoTh S, BXOZiB
Ta OOVH BUXIIT;

® IIpOrpaMoBaHi CMHXPOHHI Tpurepu i3 Bxogom ckuaanH: y 0;

e IIporpaMoBaHi MiX3 €THaHHS.
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1 — fe
: LUT D | TT L
S— Clock | - f fi
Start, /R

Puc. 2. CriporreHa cxeMa JIOTIYHOTO eJIeMeHTa

Enementy LUT Ta Tpurepa yTBopIooTh jioriui estemeHTn (JIE). He-
kistbka JIE yrBopiotoTs 6110k CLB (ConfigurableLogicBlock). Yckitaai CLB €
crcTeMa MBUOKMX M3 eqHanb [13]. 3 emrarig mixk CLB € mOBiUTBHIIIN-
Mu, HiX ycepennHi CLB. Ha puc. 2 HaBeeHo cxemy JIE.

JIE mae S, Bxomis i onuH Buxiz f;. Enement LUT 30epirae Tabsmirro ic-
TUHHOCTI [14] moBiTbHOI OyI1eBoi dyHKIIIT, 110 Ma€e He GiTbIlie S, aprymen-
TiB. Buxig LUT f. mioB’s13aami i3 BxogoM D Tpurepa. 3a curnanom Clock
KOMOIHAIIiTHUII CUTHAJI f. IIepeTBOPIOETHCS Ha PericTpoBUI CUTHAIT fj.
Buxin f, Mmoxxe Oyt KoMOiHartiviHMM, ado perictposuM. [t BUOOpy TH-
Iy BUXOHLY BMKOPWCTOBYETBCS MysIbTHIUIEKCOp MX Ta curnan y,. Cur-
HaJ1 Start HagXOAWUTH Ha BXijl cKugaHHs Tpurepa y 0.

Taxvm untHOM, CLB MOXe peastizoByBaTH sIK KOMOIHaITiTIHI cXxeMm, Tak
1 cxemu, 110 HAKONIMYYIOTh. [y peastisartii MIBUAKMX JIYWIBHUKIB MOXe
OyTu BUKOpUICTaHa BHYTPIIIHS ccTeMa IIpucKopeHmx repeHocis CLB.

ITam’a1b KIT peastisyeTbes 3a 4OIIOMOr o0 BOY10BaHMX OJIOKiB I1aM’Ti
EMB (Embedded Memory Blocks) [15, 16]. L1i 6;10km1 MatoTh BJIacTUBICTH pe-
KoHdirypariii [17]: uncio Bxomis (S,) Ta BUXOfiB (t;) MOXHa 3MiHIOBaTU
nipu 30epeskeHHi ocTiiHoT eMHocTi Vi V, =2%¢, .

s peastisantii mam’siTi HeoOxigHO BUOpaTn KoH@irypartito < S, t, >,
T AKOT

S,=R. )

SIkio Takoi KoHiryparlii He icHye, HeMa€ CeHCY y BUKOPUCTaHHi MO-
neimi KMITY. ITpu nopyensi (5) KIT mosrHHa MaTi KijIbKa piBHiB 0JIOKiB
Ta femmdpaTop Brbopy pisH: [16]. B pesyibrati cxema KIT crae rpomisn-
KOO, IIOBUIBHOIO Ta Ma€ 3Ha4YHe eHeproCIIOKBaHHS.

SIkmmo ymoBa (5) Buxkonyerbcsi, cxemrt CAM iJIA peasisyrorses Ha JIE,
a KIT — na 610oxax EMB. ITosaaurmo cvmsoriom LUTer (EMBer) cxemy, 1110

< l li cKIaja€Tbes 3 Kistbkox Or1okis LUT (EMB).
Start Toni orpumMaemo Taky cxemy F-KMITY U,
qloﬁk " LUTerT (pmc. 3).

ITosnauwanus «F-KMITY» migkpecitioe,
III0 cxeMa peastizoBaHa B Oasvici FPGA. briok
EMBer LUTerT mictute 610k CAM i JIA 3i cxemm

Yo Ha puc. 1

Ye Y l pKo>KHa dyukuia D,eD mopaerbcs
Puc. 3. CrpyxrypHa cxema /[V3 TOHKTVBHOIO HOPMAJIBHOIO (OPMOIO
F-KMITY U, (OJH®D), axa mae NA, aprymenris. ITpnu
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upoMy L, aprymMeHTiB IIpelcTaBiIsIOTh JIoTiuHi ymMmoBu, a NA, € L, apry-
MeHTiB — afgpecHi 3MiHHI T, € T. Y cTarTi po3miamaeTecs BUNAL0K, KOJIN
g gesakvx @311 BMKOHYIOTBCS yMOBM:

NA,>S, (6)
Les,. )

B mpomy pasi 0ok LUTerT mae xinpka piHiB eiemenTiB LUT Ta
CKJIaJIHY cucTeMy MiX3 e/THaHb. Taki cxemMut peastizyIoThbcsl 3a JJOITOMOIOIO
MeTO1iB (PYHKITIOHaIbHOI JeKoMIIo3uil. Bimomo, 1o i MeToau mpus-
BOJATH 1O CXeM 3 MaJIOIO IIBUIKOJIEI0 Ta BEJIVIKVM CIIOXKVBaHHSAM IIO-
TY>KHOCTI. Y ILiVI CTaTTi IIPOIIOHYETHCS METOJI, ITOKPAaIeHHs XapaKTepic-
K KMITY B pasi BukoHaHHS YMOB (6), (7).

I)_Ieﬂ 3aIIpOIIOHOBAaHOTO METOAY

ITobymyemo muaoXMHY OJUT C = {ocl, ey (XG} w1 nesgkoi 'CA T'. 3uarne-
Mo MHOXWMHY Buxozis OJT1 O(l:) Busaaummo gwmciio JIY Lg, 110 3a/Iaf0Th
niepexou 3 Buxopis OJUT o, € N. SIKII0 BUKOHYETBCSI yMOBa:

L, eS, 8)

BUXil 0, posmiltyeTbest y MHOXMHY O, iHakite — y MHOXMHY O Oue-
BuaHo, mo O, v0, =0(I") i O, N0, =< . 3aKonyeMO BUXOOM 0, € O,
KOJIaMu K(Og). Yuco 3MiHHMX, HEOOXimHMX [jIg KOAyBaHHS BUXOJIIB,
BVI3HAYAETHCS BUIPA3OM:

R, =[log,(0,|+1)]. 9)

J1J1s1 KOITyBaHHS BUIXO/iB BUKOPUCTOBYIOThCS 3MiHHI 0, € V, e |V| =R,.
Y (9) ogyHMIIA H0Ia€THCS I BpaXyBaHHS CIIiBBiTHOIIIEHHS 0, & O,.

Mmuoxwnna O, ¢ O(T') BusHauae aBi MHOXMHM. OgHA 3 HUX — MHOXM-
Ha X, JIOTIYHMX YMOB, 110 3a/a€ Iepexony 3 BUXOLiB 0, & Ov- Hpyra —
MHOXMHa D, dyHKIi 30ykeHHd HaM sTi, 110 hOpMYyIOTbCsS IIpK Iie-
pexomax 3 Buxoiis 0, € Oy, Kitac O, Busnavae 610k LUTerF, cxema sikoro
samacTecst Cbd:

D, =D, (V, X,). (10)

Muoxmuna O, posousaeThes Ha kiacu, OF e I, ne I, ={0', ..., O*}.
Kitac OF cktamaerbest 3 M, Buxomis. Lli BUXx0oay KOAYIOTbCA YaCTKOBUMU
KomaMm C(og), 110 MalOTh R, po3psnis:

R, = [log2(Mk + 1)] . (11)

Kopm, mo cxinapgaeTscs 3 R, HyJliB, BUKOPUCTOBYETBCS [T CITiBBiTHO-
ITIeHHS oge O*. 11 KopyBaHHSA BUKOPWCTOBYIOTBCS 3MiHHI T, et ne
k
|1: |: R, .
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1 1 K K
Y yVo X T Xy 3"
LUTerF LUTerl s LUTerK
D, D' e D~
A, A, A/
Start
Clock _ LUTerT
>
T
Y l
EMBer LUTertV
ﬁy Y l T \%
E| Y A

Puc. 4. CrpykrypHa cxema F-KMITY U,

Koxen wrac OF e I1, BU3Ha"Yae MHOXWMHM D' i X', axi e amanoramm
MHOXMH D, i X, Bignosinxo. Kitac OF e I1, BusHauae 6ok LUTerk, mio
npepcrasisieTbed Cbd:

Df = D"(rk, X"). (12)
Ocrarouni 3HauenHs D311 3agarorscs Cbd:
D=D(D,, D', D%,.., DK). (13)

Koxna ¢dynkiis D, € D npescrapiieHa cucTeMolo Au3 IOHKIIN D, =
=D/ vD!vD:v..vD¥.
HonaTkosi 3minHi v, € V i 1, €T 3apatorbest HacTynmHUMY CHBOD:

V=V(T); (14)
t=1(1). (15)

Cucrema (13) BusHavae dpynkiionanpHum acembiiep LUTerT. dyHK-
mif (14) — (15) Bu3HavatoTh 010K meperBopioBaua agpec MK LUTertV.
MikpokoMaHaM Ta momaTKoBi PyHKIIT y, Ta y, 30epiratorbea B KII,
npezcTasieHin 01okoMm EMBer. Bcei 11i 6710k BU3HA4alOTh apXiTeKTypy
F-KMI1Y U, (puc. 4).

KMIIY U, dyHkitionye y Takin noctigosHocti. Curna Start iHiriroe
3anmc HyJ1boBo1 agpecy 1o JIA. Llg agpeca Hagxoanuts 10 EMBer. 3amex-
HO Bif, peXxumy azpecariil popmyeTbest 3MiHHa I, = 1 abo y, = 0. Y neprio-
My BUIIQIKy ajipeca BU3HaudaeTbcs piBHsSHHAM (3). g dopmysaHH:S
agpecu nepexony 6110k CAM He BUKOPUCTOBYETBCS. SIKIIIO KOII BUXOIY
Yo =0, OJIJT popmyetrncs 6i1okom LUTertV. B pesymnbraTi ogus i3 6:10-
KiB niepmoro pisns jioriku (LUTerF, LUTerl, ..., LUTerK) dopmye yact-
koBi @3T1, saxi HagxoasaTe y 0110k LUTerT i mepeTBOPIOOTHCS Ha (PYHKIIIT
D,e D. 1li dyHKLil HaIXOOsATh Ha BXOAM TPUrepiB JIUMIbHMKA BCepe-
avHi 6510ky LUTerT. 3a nepanmM dppontom Clock dpynkuii D, € D mepe-
TBOPIOIOThCs Ha agpecHi sMiHHI T, € T.
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@DYHKIIIOHYBaHHS IIPOIOBXYETbCS [0 (POPMYBAaHHS CUTHAIY V.
Llert curHas 0710Kye HafXOIKeHHs CUTHaJIiB cMHXpoHi3ariil 7o JTA. ITics
uporo craH JIA He 3miHIOeThCs (D311 He MoXke 3MIHUTY azpecy).

Y crarri npononyeTecst Merop, cuHTesy cxemu F-KMITY U,. Meton
MiCTUTb TaKi eTarm:

1. ®opmysanng muoxvHan OJIJT3a 'CAT.

2. Po3ourrsa maOXHM O(I') Ha MEHOXMHM O, 1 O;.

3. Ipuponsa ampecanis MK y mexax koxeoi OJTUT o, € N.

4. KomyBaHHS BUXO[IiB 0 s € O, uactkoBumm komamm K(o é)

5. ®opmysanHg Tabimti 6510ky LUTerF ta Cb®D (10).

6. Pos6uTTst MEOXVHV Buxopis O, Ha kimacu O* e T1,, .

7. KomyBaHHsI BUXOLIB 0, € O" gacTkoBUMM KOfTaMUt C(o,)-

8. @opmysanHs Tabmi 61okis LUTerl—LUTerK i Cb® (12).

9. ®opmysanns Tabmmi 6110ka LUTerT i CbD (13).

10. ®opmysanus Tabimrii 6;10ka LUTertV i CbD (14) — (15).

11. ®opmysanHs Tabmili 6;10ka EMBer.

12. Peanmusaniia cxemn KMITY U, 3 BUKOpUCTaHHAM BHYTPIIIHIX pe-
cypciB Mikpocxemu FPGA.

Hami naBemeno npuxiian cunresy KMITY U,. Mu He posragaemo
KPOK OCTaTOYHOI peasTi3allii, OCKUIBKM BiH BUMara€ BUKOPVCTaHHS TaKMX
naketiB CAIIP, ax Vivado [18] abo Quartus [19].

ITpuxnan cuHTe3y cxemmn KMIITY

Hexant arrropuym yripasiings npencrasieranin [CA T, (puc.5). Hexan mis
peastizarlii cxeMn BUKOPUCTOBYIOThCs ejleMeHTH LUT i3 4mciioM BXOZIiB
S, = 4 ta 6imoxu EMB i3 KoHirypariieto < 5, 8 >. Takumt 6110k EMB moxe
30epiratm no 32 MK, 1110 MatoTh He OijIbIIIE BOCBMYM PO3PSI/IiB.

JIk Butmsac 3 puc. 5, 'CA T', mae M = 18 onepaTopHunx BepimnH. Ta-
KM 9MHOM, MaeMo MHOXuHYy B={b,,..., b} . Bukopucrosyroun (2),
orpumaemo R = 5. Ymosa (5) BukoHyeTbcsd. AHaiti3 'CA I’ mo3sosisie 3Han-
™ MHOXmMHU X ={x,..,x} 1 Y={y, ..., y}, opu upbomy N + 2 = 8.
Otxe gocraTHBO ogHOTO 010Ky EMB myts peastizamii cxemm KIT. Ockinb-
ku R =5, maemo muoxvem T ={T,, ..., T,} i D={D,, ..., D,}.

Bukopucrosyroun Meronmky 3 [1], mobynmyemo muoxmay OJII
C={o,, .., a,}, ne a,=<b, b,>,a,=<b,, b, b;>, o,=<b,, b,, by>,
o, =<by, b,, b, > o,=<b,, b,, b,> a,=< b, by> o, =<b,,, b >
Ocxkinekm G = 7, To mHOXMHA O (') :{01, e 07}. 11i Buxomam BifmoBima-
I0Th HACTyIIHMM BeplIMHaM:o, =b,, o0,=bs, 0,=bs, 0,=b,, 05=b,,,
05 =by, 0, =byg.

s cuHTe3y cxemu BUKOpucToBytoThest LUT3 S, = 4. OueBuiHO, 110
yMoBa (8) BUKOHYETbCS 1711 BUXOJLY 0;. 3 IIbOTO aHaJIi3y OTPUMYEMO MHO-
xuau O, ={o,} 1 O, ={0,, ..., O,}.

Buxopucrosyroun meronuky 3 [1], sHangemo agpecu MK. s Ha-
mroro npuktaay maemo: A (b, )=00000, A(b,)=00001, ..., A(b,s)=10001.
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YsYs
Y b

E
by ) b,

Puc. 5. T'pad-cxema anropurma I

blS

Bouesnp, ymoBa (3) BUKOHYETBCS [T KOKHOI ITapy CYCi/THIX KOMIIOHeHT
Bcix OJUT o, eN.

Ockinbkn O, ={0,}, To M, = |OV| =1. 3 piBastrrs (9) orprmaemo R, =1,
mo gae V = {v,}. 3akomyemo Buxiz o, kogom K(o,) = 1.

IToGymyemo dopmysty nepexomy fiyist BUuxopy o, [12]:

b, = x,%,x;b, v x,%, X0, Vv X, %,b, v x,x,by v X, X,y (16)

LTst popmysia BusHauae Tadimiio 6110Kky LUTerF. Tabrmiig Mae CTOBII-
ui o, K(o,), b,, A(b,), X, D,, h. CroBuienp b,, micTuth BepruvHu Gopmysin
nepexopy, crosrenb A(b,,), ckiagaerbes 3 agpec MK. Crosneris X, BKITIO-
Yyae KOH TOHKIIiT JIOTIYHMX yMOB, IT[0 BU3Ha4aloTh Itepexonn. Crosmers D,
cxtagaerbes 3 P31, 110 TOpiBHIOIOTE OAVHMIIL 11714 3amcy B JIA agpecn
A(b,). s mpuxstany 6ok LUTerF mopanmi Tads. 1.

Yucnno pgankis y Tabnl gopisHIoe umcity TepMiB y dopmyii (16).
ITpyHyn dpopmysaHH: iHdopMatii B cropmiisax b, — D, € oueBugHMM.

Tabmuis 6i1oky LUTerF € ocHoBoto dpopmysanHsi CbD (10). 1106
minkpecanty, mo i gactkosi P31 dpopmyrorecs 6imokom LUTerF, Mmu
BUKOPUCTOBYEMO BepxHin iHjekc «0». [Ijist Haroro mpukiiagy 3 Tads. 1
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OTpMMaHi TaKi PyHKIIT:

0 . 0 _ . . 0 _ .
D; =0, D,=v,x,; D;=vx;

0 _ o . 0 _ o
D, =vx,x,vo,x,x,; Ds=vxx,x,

[1s mommyky po3ourts I1, BUKOPUCTOBYEThCS METOAMKA 3 poOiT
[20, 21]. Po30OuTTst BUKOHYETBCS TaK, 1100 71 KOXKHOTO KJIacy OFe IT,
BUKOHYBaJlacd ymoBa R, +L, < S, . Kpim Toro, KipkicTs Ki1aciB K cymic-
HVIX BUXO/iB Ma€ Oy Ty MiHIMaJIbHOIO.

Jtst Hatoro mpukiiamy otpumyemo posburts I, ={0",0%} i3 umc-
oM kiacis K = 2. Koxen xiac mae M, = 3 Buxomis: O' ={o,, 05, 05} 1
O* ={o,, 05, 0,}. Buxopucrosytoun (11), orpumaemo R, =R, =2, 1" ={1,, 1,},
v ={1,, 1.}, 1={1,, ..., T}

3aKo/1y€eMo CITBBIIHOLIEHHS 0, & O" xomom 00, a BUXOIM — MPUPOJI-
HyM criocobom: C(o,)=C(0,)=01, C(0;)=C(05)=10 u C(0os)=C(0,)=11.
Buxopucrosyroun 11i yactkosi koau, agpecut MK ta dopmynm mepe-
xony mix BepmmHamu ['CA T';, orpumaemo tabimii 61okiB LUTerl Ta
LUTer2.

3 I'CA T, maemo Taxki [1Bi cucTeMy popMyJI HepexoziB:

0,,05,0 > x,b,, vx,bys, (17)

0, &> x,b, vx,b; 05 > by; 0, 5b. (18)

Cucrema (17) BusHauae tadmmio 0s10ky LUTerl (Tabi. 2). Cucrema (18)

BU3Havae Tabsmirio 651oky LUTer2 (tadsm. 3). Lli Tabmmiii MaroTh Taki cami

croBIL, siK i Tabr. 1, Tiieku crosriens K(o,) samintoeTses crosmueM C(o,).
3 Tabi1. 2 popmyeTnbest HactyHa CbD:

D} =0; D,=1,v1,; Di=1,% v1,x;

1 1 1 (19)
D,=1,x,v1,x;; Ds=D,,

Tabauysa 1. Tabamis 61oxa LUTerF Tabauysa 2. Ta6rmirs 61oxa LUTerl
Og K(Og) bm A(bm) Xh Dh h om C(Om) bm A(bm) Xh Dh h
o,| 01 |b,| 01011 | x, |D,D,D,| 1

0 1| b, | 00010 | xx,x.| D 1 —

1 3 o101 1727 D; ) b | 01101 | x, |D,D, D, 2
be R o, | 10 | b, | 01011 | x, [D,D,D.| 3
b, | 00110 | xx, |D;D,| 3 b | 01101 | ¥~ |D,D, D[ 4
by | 01000 | xx, | D, | 4 0, | 11 | by, | 01011 | x, |D,D,D,| 5
by, | 01001 | x,x, |D,D,| 5 b | 01101 | 3 [D,D, Dy 6
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a 3 tabn. 3 — Chd:

D;=0; D;=Di=11,x,; 20)
D§=Er4x2; DZ:%E-

Y cucremax (19)—(20) BepxHint iHmekc BiAgnoBimae Homepy Oi10ka
LUTerk. Cuctema (19) BUKOPUCTOBYEThCS I peatizariil 6110ka LUTerl,
cucrema (20) —6soka LUTer2.

brox LUTerT npencrapisieTsest Tadmmmeto 3i cropirsavm O, , o', .., OF
Ta psaakamut D; — D,. JIkmio Df #(J, TO Ha IepeTVHi psfKa D, Ta CTOBIIIIS
o* (abo O,) 3ammcyeTbcs onuHUIA. Y 1IboMy Hpukitani 6ok LUTerT
mmojaHm Taot. 4.

3 Tabs1. 4 moxHa oTpumaTy HacTynHy Cbd:

D,=0; D,=DyvD)vD;; D,=DvDivD;;
D,=D;vD,vD:; D,=D!vD.vD:.

[T CB®D ommcye cxemy Ooka LUTerT.

s popmysanns CbdD (14) — (15) HeobximHO OOYMyBaTH TAOINITIO
6moxy LUTertV. Len Griok nepetsoproe agpec MK Ha 4acTKOBi Komu
K(o,) i C(0,). Tabsmuist mae cropri o, A(b,,), K(o,), C(o,), V,, 1, §- CroBriensp
Vg MicTuTh 3MiHHI 0, € V', piBHI oguHMII v Komi K(og). CroBrierp T, Mic-
TUTH 3MiHHI T, € T, PiBHI OOVHWUII y KOAi C(og). 711 HAIIoro IIpUKIIaLy
ostox LUTertV tioganmit Taosr. 5.

Tabauysa 3. Tadmmns 6;10ka LUTer2 Tabauysa 4. Tabavns 6oka LUTertT
0, |CO,) | b, | AG,) | X, | D, | h D, Oy o' o’
o, | 01 | b, |00110| x, |D;D,| 1 D, 0 0 0

b, |01001| %, |D,D.| 2 D; 1 1 1
D, 1 1 1
o, | 10 | by 00010 | 1 D, |3 D, 1 1 1
o, | 11 | b, {00000 | 1 — | 4 D, 1 1 1
Tabauysa 5. Tabams 61oxka LUTertV
0, A(,) K(o,) C(o,) V, T, g
0, 00001 1 00 v, - 1
0, 00100 0 01 - T, 2
04 00111 0 10 - T 3
04 01010 0 01 - T, 4
05 01101 0 10 - T, 5
04 01111 0 11 - T, 6
0, 10001 0 11 - 1,7, 7
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3 tabs1. 5 maemo Chd:

v, =T, T,T,T,; (21)

1= TlTaTz;Ts; T = ]TszTa :,T4T5 v T,T, IT4T5;

e 3 2Tt (22)
1, =T, ,I,T, T, vI,I,I,T,T,; 1,=T,LTLT,T,vT,T,T,T,T..

SIk BummBac i3 cucteMm (21) — (22), pyHKLIT v, T, MAIOTh 110 4 3MiHHMX.
Iammi pyHKLiT 3amexxaTs Bim 't 3MiHAMX. ToMmy cxema 610ka LUTertV
Mae Ba piBHi estemeHTiB LUT.

Tabmmrig 6;1oxka EMBer mictutb croBri Adpeca, b, Yo Ve Yo ---r Yn-
3arnioBHeHHS TaOJMIli MpoBoaNThCd Ha ocHOBI aHasti3y 'CA I' Ta MHOXM-
a1 C={a,, ..., o }. SIkmo BepmmHa b, He € Buxomom OJ1JT, 3a agpecoro
A(b,,) 3ammcyeTbed Y, SKino BepivHa b, II0B si3aHa 3 BepIIMHOIO by, 3a
anpecoro A(b,,) 3ammcyeTbes V. i1 Harmoro mpukiiaay parMeHT BMIicTy
KIT HaBeneHO y TabII. 6.

ITics 11bOro KPOKy OTpMMaHO BCIO iHdopMalliro 1j1d peatizaliii cxe-
My KMITY. 3asHaummo, 1m1o a1t cucteMu (22) HeoOXigHO BUKOHATU PYHK-
1IOHaJIbHY [1eKOMIIO3MIIiI0 PYHKIIM T, — T,

Amnasris 3alIpOIIOHOBaHOTIO MeTOoaYy

OCHOBHOIO MeTOO 3alPOITOHOBAHOIO METO/y € 3MEeHIIIeHHs KUIBKOCTI ejle-
menTiB LUT Ta ix Mix3'eqHanp y Ororii ampecartii MK. Metop 3acToco-
ByeTbes, ko it CA T Buxkonyerscst ymosa (1). ITpu npomy I'CA e -
HintHOIO [1] i moTpiOHa mexoMIIo3uIlisd PYHKIIIV 30y KeHHs I1aM gTi, 1110
BU3HAYaAEThCA YMOBOIO (6).

Mu nmpornoHyeMo BMKOPHMCTOBYBaTH [IBa spa YacTKOBUX (PYHKIIIN
BifmoBifgHO 10 yMoBU (8) YV pe3yibTaTi ofHe Aapo 3acHOBaHe Ha PyHK-
ITioHaIbHIN JekoMIto3ntiiil [8]. [TuTaHHa orrTmMisarlil ITiel YacTMHM CXeMu
ajpecaliii My He posrigaaeMo. [iig BupileHHs 1iel mpobieMu € edex-
TUBHI METOI.

Mu mponioHyeMo MeTo, OITuMisallii sipa, I 9Koro ymosa (8) mo-
pyuyerses. SIK anpTepHaTVBa (PyHKIIOHAJIBHBIV JeKOMITO3UIIil IIpOIIo-
HYE€TBCS BUKOPWCTOBYBaTM CTPYKTYpHY Oekommosuiito [9]. fIk Bimomo
[22], cTpykTypHa meKOMIIO3MUIIisl IIPU3BOAUTD A0 CXeM, XapaKTepPUCTUKNI

Tabauys 6. PparmeHT TadIMIli 6;10ka EMB

Anpeca b, Yo Ve W Y Vs Y4 Vs Ye
0000 b, 1 0 1 1 0 0 0 0
0001 b, 0 0 0 0 1 0 0 0
0010 b, 1 0 1 0 1 1 0 0
0011 b, 1 0 0 0 0 0 1 0
0100 b, 0 0 0 1 0 0 0 1
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AKX Kpallle, HK Y eKBiBaJIeHTHMX CXeM, 3aCHOBaHVX Ha (PYHKIiOHaIIb-
HiTI JeKOMITIO3WALIII.

JIk BumumBae 3 pwmc.4, sanpononosaHa opranisanis KMITY mae Tpm
piBHi ennemenTis LUT. Posrisaemo nuisxm onrtmmisartii O1okis KMITY U,

[Tepmmit piBeHb cxeMm cKiIazmaeThes 3 K 0r1okis estementis LUT. [1a
CUHTe3y IIbOTO OJI0OKa BUKOHYEThCA po30UTTS GaraThox Buxonis OJIJI
Ha KJIacu CyMicHMX BUXOAiB. BinmosigHo 1o [22], koxHa yacTKoBa PyHK-
1is peatisyeTbcd ogHUM eytemenToM LUT.

€ayHui nurgx onrmuMisariii cxemu 0s1oxka LUTerk — 3sMeHIeHHs yyic-
71a YHKIIIN, 1110 reHepye 1ient Osok. ITepexonm 3 Buxonis OJ1I BifnOysa-
10Tbest ab0o y Bxoau OJ1J], abo B KiHIIEBY BepIIMHY b;. [1j151 ITbOro HeoOXin-
HO 30UIBIIINTY KUIBKICTh HYJIBOBUX pO3p4miB anpec Bxomis. Llen minxin e
HaIIPsAMOM HaIMX [TOHaIbIINX TOCIIIKEHb.

Cxema 6510ka LUTerT € onTrMasibHOIO y pasi BUKOHAHHS YMOBA:

K<S,. (23)

Y npomy Bunaaxy 610k LUTerT cxitagaeTsest 3 R enemenris LUT, ne
3HadyeHHd R BU3Ha4aeThCs popmyrioro (2).

SIkimo ymoBsa (23) mopytryerbes, To cxema Onoka LUTerT crae Oara-
TopiBHeBO0. KUIbKICTh piBHIB MOXXHA 3MEHIIINTH, SIKIIIO KOXKHaA (PYHKITisA
D, € D cxiamaerses 3 K(D,) 9acTKoBUX (PYHKIIIN, i BUKOHYEThCS yMOBa
K(D,)<S, .V pasi BukoHanHd 1iei ymosu 11 Bcix @P3I1 cxema Or10ka
LUTerT mae oguH piBeHb. Y IIOJAIBIINX JOCIIDKEHHAX MV IUIaHYEMO
PO3pPOOITI METOI, IO JO3BOJISE€ BMKOHATH 110 YMOBY IUIS SIKOMOTa OiThb-
1o kistekocti P3I1 D, € D.

V pasi BuxoHaHHs yMoBU R > S, cxeMa 6r1oka LUTert Mae KijibKa pis-
HiB. 3 TaKOIO CUTYyalli€l0 MU MaJIV CIIPaBy B IIPUKIIa/.

J1st mokpareHHs: XapakTepucTuk 610ka LUTertV HeoOxigHO 3MeH-
IIyBaTM KUIBKICTB apryMeHTiB y dyHkiisax (14), (15). Llboro moxHa go-
CSTTH 3a JOTIOMOTOI0 ypaxyBaHHs Ha/JIUIIKOBOCTi O610ka EMB. 3a Buko-
HanHst ymosu A, =2 —M >0 B KIT € A, oceperikis, y sSKux He 3arcaHi
MK. Lle dakT MOXHa BpaxyBaTH IIiJ] Yac BUKOHaHH: ajipecartii. Po3po6-
Ka TaKOro MeTOAy TaKOX € CHpsMYBaHHSM HaIlVX ITOHAJIBIINX JTOCIIi-
JKeHb.

BuicHOBKM

3amporoHoBaHMiT y poOOTi MeTO MOXKHA 3aCTOCYBaTH, SIKIIIO BVHVIKAE
Ipo0JieMa IeKOMIIO3MIIT (PYHKIIITI cxeMm ajpecariil Mikpokomasa KMITY
i3 sarajibHOIO TaM’ATTIO [1]. MU posmisgaeMo cuTyallifo, KoM cxema
KMILY peartisyetbcs y 6asuci FPGA. ITpu iipoMy Bei koMOiHariiviHi 6710km
peati3yroThCs 3a TonoMororo exeMeHTiB LUT.

HeoOxigHiCTh y 3alIlpOIIOHOBAHOMY METOZi BUHMKAE, SIKIIO IS BU-
xomis gesikmx OJIT BukoHyeTbes ymoBa (8). 1 Takmx BUXOMIIB CIIiff 3a-
CTOCOBYBaTM MeToIM (PyHKIIIOHaJIBHOI JeKOMIIo3nil. Y 11ir1 poOoTi Mu
MPONOHYEMO OIIVH i3 MOXJIMBUX IUIAXiB onTyMizaril cxemu KMITY.
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Y crarTi HponoHyeThCcd TeTepOoreHHMI T 10 POopMyBaHHS YacT-
KOBVIX PYHKIIiVL. 1714 11i€l MeTr y cxeMi BUAUIAIOTECS [1Ba Apa YacTKOBMX
dysxuin. OgHe sAApo 3acHOBaHe Ha (PYHKIIOHAIBHIN 1eKOMIIO3MIIIL.
Hpyre aapo 3acHOBaHe Ha aJiaITariil MeTOIiB ITO/BIIHOTO KOJyBaHHs CTa-
HiB [21] mo ocobmmsoctert KMITY. ITpaktiano suxonyu OJUT BUKOHYIOTE
dyHK1ii ctaHiB, a agpec MK — dyHKIIiT KofIiB cTaHiB.

Y nponeci cuaTesy KMITY i3 nBoMa smpaMm 4acTKOBUX (PYHKILIV BU-
HMKa€ HM3Ka OITUMI3AIIHMX 3aBaaHb. LI HeoOXigHICTh BUK/IMKAETHCS
aucbamancoM Mix: 1) umciom kitacis po3onTTs MuoXmHY OJUT Ta unciom
BxoziB ejleMeHTa LUT, a TaKOX 2) 4MCIIOM aJipecHMX 3MiHHMX Ta UMCIIOM
BxofiB esteMeHTa LUT. My nipoaHasisyBayivt 11i CUTYyallil Ta BU3HAYWIN
BIZIOBiAHI IM yMOBI. Y HOgasIbIINMX JOCIKEHHSIX M MaEMO HaMip pos3-
pobuTH MeTozI, 3MeHIIIeHHsI BIUIVBY 3a3HaueHuX (paKTopiB..

Oxpim KMI1Y i3 3arajpHOIO maMm STTIO BiOMi 7 iHIII apXiTeKTypwm
KMITY [1]. Kpim noBiiiHOro Ko/lyBaHHS CTaHiB BiloMi iHIII MiAX0au 10
CTPYKTYPHOI JeKOMIIO3MIIi1 cxeM. Y HomasIbIIX HaIIMX JOCTiIPKeHHIX
IUIaHYETbCA PO3pO0Ka CTPYKTYp Ta MeTofdiB cuHTe3y cxeM KMITY 3 iH-
IIIOIO apXiTeKTyPoIo, IO IPYHTYEThCSA Ha Pi3HMX BiIOMMX MeTOIaX CTPYK-
TYPHOT [JeKOMITO3WIIiI.

ITIOBI/JOMJIEHHAI:
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SYNTHESIS OF A COMPOSITIONAL MICROPROGRAM
CONTROL UNIT WITH TWO CORES OF PARTIAL FUNCTIONS

Introduction. Digital systems consist of combinational and sequential blocks. The
most important sequential blocks include control units (CU). The circuits of CUs
are not standard library components in CAD systems, so designing a particular CU
circuit is a more labor-intensive process than implementing systems from common
blocks such as registers, counters, arithmetic blocks, and logic blocks.

The quality of a digital system depends on the optimal characteristics of the CU.
When synthesizing a CU circuit, it is necessary to solve a number of optimization
problems: reducing the chip area occupied by the CU, increasing performance, and
reducing power consumption. It is believed that solving the first of these problems
allows improving other characteristics of the CU circuit.

Purpose of the work. The main focus of this article is the development of effec-
tive methods for optimizing the parameters of CU circuits when implemented on
an FPGA (field-programmable gate array) basis.

Methods. A method for structural decomposition of a Compositional Micropro-
gram Control Unit (CMCU) circuit in an FPGA is proposed. The method is based on
the identification of two cores of partial functions. One core is based on the functional
decomposition and generates functions for which the number of arguments exceeds
the number of LUT inputs. The second core is based on the adaptation of twofold
state assignments methods to the specifics of CMCU. This core generates functions
based on the encoding of operator linear chains.

Results. An CMCU architecture with two cores of partial functions and a method
for synthesizing the CMCU circuit are proposed. The FPGA implementation of the
CMCU circuit used look-up tables (LUTs) and embedded memory blocks (EMBs).
Since AMD Xilinx is the dominant FPGA chip manufacturer, the method proposed
in this article is tailored to FPGAs from this company.

An example of synthesizing a CMCU circuit with two cores is presented. The
conditions for applying this approach are discussed. Possible solutions to optimiza-
tion problems associated with imbalances in the characteristics of the control algo-
rithm and LUT elements are demonstrated.

Conclusion. During the synthesis of a CMCU with two cores of partial func-
tions, a number of optimization problems arise. This is necessitated by an imbalance
between: 1) the number of classes in the operator linear chains set partitioning and
the number of LUT element inputs, and 2) the number of address variables and the
number of LUT element inputs. This article analyzes these situations and identifies
the corresponding conditions. In our future research, we intend to develop a method
for mitigating the impact of these factors.

Keywords: partial function, kernel, CMCU, LUT, EMB, synthesis, structural decom-
position.
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ITEPALIIVIHVV JIOTIKO-JIIHIBICTMUUHM METO/I,
AHAJII3Y ITIPMPOJHOMOBHWMX TEKCTIB

[pononyemuvca mpuemannui imepayiunuil mMemod 000ybanna 3HaHb i3 NPUPOOHOMOBHUX
mekcmi6, BuxopucmoByionu (PopMaILHO-A0IYHUTL 1 CUHIMAKIMUKO-CEMAHMUYHUTL AHAALS,
MAYMAUHI cA06HUKY, eHyukionelil, cneyiaivhy Aimepamypy. Jloeiueutl nioxio 0o makoeo
IpyHmyemsca Ha Buxopucmanni deckpunmubnux Aoeix ma 3aco0ib, AKUMU onepyoms i
Aoeixu. Memoto makoeo anaiisy € nobydoba HecynepeuHux oHmos02iuHUx 63 3HAHDb, 10106-
HernHs 0a3 HoBumu hakmamu, ma nepebipxa cymicnocmi 6asu. OcrnobHuMm 3a60anHam 6 yvomy
npoyeci € nepebipka BuxonyBanocmi KoHyenmib, Hecynepeurocmi gpaxmib, nonoBHeHHs MHO-
JKUHU haxmib HoBumu gpaxmamu, Axi HeABHO npucymHi 6 mexcimi 3 Menow YcniuiHoeo npo-
Bedenns ixHb020 (hopMANLHO A02iuHO0 anaAi3y. Ha nepuiomy emani anaaizy 30upaemscs
Bca ingpopmayia 3 mexcmy, axa 6 yvomy mecmi 610 npucymua. Ha opyeomy emani 6 pasi
HeobxioHocmi (AKka Ouxmyenscs pobonioto pisoHepi6) Buxonyemvca 000amkobuil anais mex-
cmy 045 NOULYKY HeaBHo npucymusoi 8 nvomy iHgpopmayii. Ilaa yeniwnoi pobomu 3acobié
A02iUH020 AHAAIZY hakmib Bunukae nompeda Yy nowyky iHgopmayii, Axka 3HAX00UMbCA 30
Mmexxamu anarizoBanoi obaacmi. Iowyx nompioHoi (peseBanmuoi) ingpopmayii BuxoHyemscs
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Imepayininuil a0eixo-AineBicmuyunii Memoo aHaisy npupooHoMoBHUX mexcmif

HA MpemvoMy OCMAHHLOMY emani anasisy. 3okpema, yei nowyx moxe Buxopucmobyba-
mu 3aco0U Cucmem Wimy4Ho2o iHMeAeKny, pisHo2o pooy eHYUKAONeOUHH I CAOBHUKU MOLO.

KatouoBi caoBa: ananris mexcmy, Busyuenns 3sHaHb, OHMOA02IUHA 0A3A 3HAHD.

Beryn

Y poboti posrigryTO mifxin, 40 aHasli3y IPPOJHOMOBHOIO TEKCTY IIUIA-
XOM iTepallillHOTO ITOKPOKOBOTO CIIOCOOY IOIIYKY (PaKTiB Ta IOIIOBHEHHS
HIUMM crcTeM popMasibHO-JIOTiYHOro aHastsy. Ha mifcrasi pesysbTaTiB
aHaJli3y OyayeThbcs 6asa 3HaHbB 3 IePeBiPKOIO BUKOHYBAHOCTI KOHIIEIITIB i
HecyTlepe4qHOCTi 0a3y 3HaHb Ha OCHOBI AeCKPUIITUBHMX JIOTIK. Y IIporio-
HOBaHOMY IIIXOfi BUIUIEHO Tpm eTamy ITOOYIOBM OHTOJIOTIYHOI Oasu
3HaHb (b3). Ha marmi yac moOymoBaHO AeKiyIbKa OHTOJIOT YHIMX 0a3 3HaHb,
HaviBigoMimmimm 3 Hux € Bdpedia [1], Freebase [2], YAGO [3] Ta iHmmi.

ITobynosa 1mx b3 rpyHTyeThCst Ha OHSATTI Ipadpa 3HaHb (I'3) (know-
ledge-graph) [4], y AKOMy BepIIIMHM acOIIIOIOTHCS 3 KOHIIEIITaMM peasIbHO-
ro cBiTy abo abcTpakTHVMMM KOHIIeNTTaMy, a peOpa — 3 BiTHOIIIEHHSIMI,
SKi OIMCYIOTh CEMAaHTVMKO-JIOTIUHI 3B SI3KM MDK IIMMM KoHIerntamm. Oc-
KUJTbKM 3HAHHS B Yaci MOXYTb €BOJIIOIIIOHYBaTH i 3MiHIOBaTHCS, TO Oy
BITPOBa/KeHi AMHaMiuHi rpadut 3HaHb [5], TeMriopaseHi rpadu 3HaHB [6],
a TakoX IX iHTerparlis 3a BeJIMKMMY MOBHVMMMU Mozernsmu [7] Tomo. [To-
Oynosa b3 Ha ocHOBi rpadiB 3HaHb, AKMUVI Ha JAaHU Yac € JOMiHYIOUNM,
Ta 3aCTOCYBaHHS OHTOJIOTiUHMX b3 fgeTanbHO onmicaHo y orymi [8].

ITopiBHSIHHS TIepepaxoBaHMX CHCTeM MiX coOO0I0 BelleThcs 3a 3acola-
MM JIOTiYHOI MOBWU, SIKa BUKOPUCTOBYETBHCS, 11 BVIPa3HICTIO Ta )Z[OCTyrIHiCTIO
10 iHIIMX pKepesl iHopMallii, 30KpeMa 0 CHCTeM IITYYHOIO iHTeJIeKTY.
3 1pOro NOIVIAAY OHTOJIOTIYHI B3 mofisaoTeca Ha ITpONO3NIIIVHI (JI0TiKa
BVICJIOBJIIOBAaHb), MOJIQJIbHI (MOjaJIbHa JIOTiKa), TeMIIOpa/IbHi (TEMIIOpasIb-
Ha JIOTiKa), IMOBipHiCHI (peKOMeH/alliliHi crCcTeMM) TOLIIO.

OmHMM 3 OCHOBHUMX IIUTAHB IIPY poOOTi 3 OHTOIOTiUHOO b3 € mran-
Hs BUI00yBaHHS HOBVIX 3HaHb Ta IIOIIOBHEHH: HUMM b3 3 MeTo0 po3mm-
penHst MoxuimBocTent camoi b3. Ockiyibku 3ajieKlapoBaHi 3HaHHS 1 BU-
1o0yTi HOBi 3HaHHS He 3aBXIV MOXYTb OyTi aOCOIIOTHO iCTMHHMMM, TO
B po0oTi [9] posmismanvicss MOXIMBOCTI 3aJIyueHHsl OaraTo3HayHMX i He-
YiTKMX JIOTIK JI0 TeHepallil HacJIiIKiB 3 MOJXJIVBICTIO OLIIHKM CTyHeHs IX-
HBOI JIOri4HOI icTMHHOCTIL. CTOCOBHO JIOTIKM, SIKY IIPOIIOHYETHCS BUKO-
pUCTOBYBaTI B JaHin poOOTi, TO Ile OaraTo3Ha4Ha (30KpeMa TpM3HAUYHA)
srorika. Kpim Toro, TyT ocHOBHa yBara NpuUAUIATMMETBCS CIIOcO0aM IIo-
Oynosu b3, BuKoHaHHS aHa/Ii3y OTprMaHMX PaKTiB, HeCyllepedyHOCT] Io-
IIOBHEeHHs HOBMMM (paKTaMM (3HAHHSIMM) iCHYIOUMX Ta IPOCTHUI CIIOCiO
3aCTOCYBaHHS TPU3HAYHOI JIOTIKM TPV ITepeBiplli BUKOHYBaHOCTI 3aIINTiB.
SIK 3a3HaYaJIOCA BUIIle TaKUV IIPOLieC pealizyeTbCs y TPY eTalln.

Ha mieprrroMmy eTarti BUKOHY€E€TbCS IOOY10Ba MHOXXIH KOHIIEIITiB, (pak-
TiB 1 BiTHOIIIEHb Mi>K KOHIIENITaMW, SIKi 9BHO PirypyroTh y TeKCTi, 110 aHa-
JIi3yeThes (Meplile HAOIVDKeHHs pe3ysIbTaTiB aHaIi3y).

Ha npyromy erami 3HavjieHi MHOXVHV KOHIIEIITIB ITOIIOBHIOIOTHCS
MOXiTHVMM KOHIIeNTTaMy, paKTaMM i BiTHOIIIEHHAMM, SIKi 3'SBJISIOTBCS B
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polleci nepeBipKyu BUMKOHYBaHOCTI KOHIIENTIB Ta JIOTIYHOIO aHaJIi3y
3HaVIeHnx aKTiB.

Ha TpersoMmy eTarti o b3 momaroTbest KoHIIeNTH, pakTy i BiITHOIIIEHHS,
H00YTi 3 TITyMaYHVIX CJIOBHVIKIB, €HITVKIIONENIV, CTIeIiaTi30BaHX CJIOBHVIKIB.

3 MeTol0 TOOYBaHHS 3HaHbB, 9Ki B HUX aKyMYJIbOBaHi, (PopMaIbHO
JIOTIYHUV aHaJIi3 TPUPOTHOMOBHMX TEKCTiB IOTpeOye JIOTiYHOI ITOBHOTM
MHOXWHW 3HaVifleHnX paKTiB, OCKUIBKM B pasi Ili€i HeIIOBHOTM MeTOIN
TaKOIo aHaJli3y cTaioTh HezacTocoBHUMM [10, 12]. Po3s’s13aHH 11i€l 11po6-
JIleMVI BUIMarae IIOIOBHeHHs B3 daxramu, gxmx Opakye I YCIITHOTO
IIPOBeJIeHHs JIOTIYHOro aHasiisy. PesysibraTn aHastisy 3ajieXarth Bifl TOY-
HOCTI HepeKJIaly 3HargeHnX pakTiB Ha MOBY Ti€l Uy iHIIIOI MaTeMaTUYHOL
JIoTikm (BUOip MaTeMaTMYHOI JIOTiKM 3a/IeXXUTh Bill CKJIaIHOCTi TEKCTY).
Y pasi moBHOTM MHOXMHM (PaKTiB JIOTIUHMV aHaJIi3 BUKOHYE IIepeBipKy
Ha CyIIepevHicTh/HeCcyIepeuHicTh 11iel MHOXMHM ¢dakTis. ITpobiema He-
MIOBHOTYM BVIHMKA€E MPaKTUYHO 3aBXIM, OCKUIBKM 100y Ti dakTh, sK mpa-
BWIO, 3aBXM HenoBHi. [le mpuponHo, ToMy 110 B TeKCTi MOXYTb iry-
pyBaTV IIOCVIaHHS Ha iHII TeKCcTH, apXiBHi 1aHi, ay/1io 3ammcy, iHTepB1o
tormo. I'lif yac aHas1i3y TeKCTy MOXYTb OyTu oTpiOHI pakTH, sIKi B HbOMY
SBHO He irypyroTs, i Tofi BUHMKae 1oTpeba BHeCeHH: IX Y CHCTeMy aHa-
JIi3y, 4oro BmMarae dpopMasibHo-IoriuHmii aHaiis. Ha monomory mpuxo-
IOWUTh CMHTaKTUKO-CeMaHTUYHWUI aHaJli3 TeKCTY, IO Ja€ 3MOI'y BUKOPWUCTO-
ByBaTM T/JIyMauHi CJIOBHVMKV, CJIOBHVMKM aHaJIi30BaHOT'O TEKCTY, JIMOMHHI
CeMaHTWYHI XapaKTepUCTVKN IIOHATh, TEPMiHiB, CJIOBOCIIONTyYeHb TOIIIO.

OcHOBHMM 00’€KTOM, KMV HaC I[iKaBUTMMe B Iil1 poOOTi, € 3HaAHHA.
IToHaTTs 3HAHHSA MU OyZeMO pO3yMiTH 3TiTHO 3 TaKMUM 3araJbHUM BU-
3HaYeHHsIM.

BusnauenH: 1. 3HaHHS — 1ie pistocodchbKa KaTeropis [y1s Io3HavYeH-
HSI YIIOPAIKOBAHOIO B CUCTEMY 1 HiITBePIKeHOTo IIPaKTUKOIO pe3yJibTa-
Ty Ili3HaHH: AiiCHOCTI HaBKoJIo Hac. IIpeaqMeTHMu dpopmamut icHyBaH-
HsI 3HaHH$, SIK BifoOpakeHHs 00 €KTMBHOI IiVICHOCTI, € TaKi KaTeropii, K
IIOHATTSI, Cy/KeHHs (MipKyBaHH:I), TirtoTesn, Teopil, pakTu Torro [12].

JIorika JIiHrBicTMYHA Ta JIOTiKa
MaTeMaTH4YHa y cucTeMax aHaJIi3y TeKCTiB

[ aHas1i3y IIpMPOIHO MOBHMX TEKCTiB 3aCTOCOBYIOTH JIBa TWIIN JIOTIK:
CUHTaKTMKO-CEMaHTWYHY JIOTIKY i popMaIlbHy MaTeMaTU4YHY JIOTIKY.

Cunmaxmuxo-ceManmuuna 102ixka repegdaydae MOMIIyK aJIori3MiB y Tek-
CTaxX, IIOBTOPeHb, TaBTOJIOTIN Y BU3HAYeHHSIX TOIIO, AKi € Ha/JIVIIKOBU-
Mu. BupaseHHs Ha/UIMIIIKOBOCTI criportye (cumiutidikye) Teker. CHTaK-
TUKO-CeMaHTUYHUY aHajli3 TeKCTy (0cobIMBO HayKOBOTO) ITOB'S3aHO 3i
SHAHHAM A0214HUX 3aK0HiB nobydobu TexcTy. Llent anasis morpedye yBaru 10
TepMiHOJIOTIYHOrO anapary i mpaBwiI BU3HadeHHs TepMiHiB. Came 3a f10-
IIOMOTOIO BY3HAaUeHHs PO3KPMBAEThCS 3HAUeHHS (CeMaHTMKa) TepMiHiB.

BusHauenHns 2. Tepmin — 1e JleKCMYHA OOVHUILIA [JIA CIIeLiaJIbHMX
11iJIeVI, sika IT03Havae 3arajbHe, KOHKpeTHe abo abcTpaKTHe ITOHSTTS (KOH-
LIeIIT) eBHOI rajTysi 3HaHb [13].
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Y 11boMy BU3Ha4YeHHi HaroJIOUIy€eThCS Ha TOMY, 1110, IIO-IIepIie, Tep-
MiHVM MarOTh Ti ceMaHTU4Hi 1 (popMasIbHi O3HAKM CJIiB i CJIOBOCIOJTyYeHb,
IO i CJI0Ba MPUPOIHOI MOBY; MO-ApyTe, TepMiHM (PYHKIIOHYIOTb Y JIeK-
CUIi MOBM TUIBKW YIS CHelliaJIbHUX IIIeVt; Io-TpeTe, TePMiHM CIIyXKaTb
JUIS TIO3HAUYEeHHS CIIelliaIbHMX IMOHSTb. MO)KHa TUIBKM TOIATH, IO 10
TepMiHiB CTaBJIATHCA HOPMaTVBHI BUMOIW, SIKi pO3Pi3HAIOTH TePMIH i He-
TepMiH. OCHOBHMX pUC TepMiHa, $Ki BiIPi3HSAIOTH MOTO 3-TIOMDK iHIIINX
JIKCMYHVIX OJIVIHWIIb, € JeKUIbKa.

1. O0HosHauHicmb: TEPMiH Ma€ MO3HA4YaTU TUTBKM OffHEe HayKoBe a0o
TexHIYHe IIOHATTS, a HOHATTIO IIOBMHEeH BilIIOBiIaT TUIbKM OVH TePMiH.

2. Cucmemnicmep: OyIOb-IKUM TepMiH — WIeH IIeBHOI TepMiHOCHCTe-
MM, OTXe, 3HaueHHs TepMiHa (PIKCYeTbCs B CUCTeMi Vi IATPUMYETbCS
apaMmeTpaMU, III0 BUKOPVUCTOBYIOThCS B Hill.

3. Momub6oBanicme: 3HaYeHHsI TepMiHa BM3HA4yaeThCsl BCi€lO CuCTe-
MOIO TIOHSTB 1 IIPUIINCYETLCS VIOMY 3a JOIOMOIoxo fediHillii; MOTMBO-
BaHICTh TepMiHa CIIPVsIE TIOTO 3ariaM STOBYBaHHIO, ITOJIETTITy€E 3B 30K 3 iH-
LMY TepMiHaML.

4. JlineGicmuuna npabuisHicms: TOUHICTb TepMiHa 3HAYHOIO Miporo 3a0e3-
TIeYYETHCS 3aBISKN IPAaBVIIBHOMY BUKOPVICTAHHIO CJIOBOTBOPYMX 3aCO0iB.

5. Tepminosoeiuna ynpoBadkenicmey: i, 4ac yKIaJaHHS TE€PMiHOJIO-
TiYHMX peKOMeHallill lepeBara HaJaeTbCd TePMiHy, KU Ma€ HIMplie
PO3IIOBCIOIKEHHSI, OUIBII TpuBaly TPamaMIlil0 BUKOPWMCTAaHHS IOKOJIiH-
HSIMV CIIeIIiaIiCTiB.

Ha Bigminy Bin 3BMuarHOi IOOyTOBOI JIEKCMKM TEPMiHVM MalOTh CO-
LiaJIbHO-TIOOY TOBUTI XapaKTep, TOMY IIIO B HUX BimoOpaxaroTecs daxTiy,
11O X CIIOCTepirae JOCIAHMK, a TaKOX IX TeopeTndHe ocMucieHHs. Kox-
HUV KPOK JTOCITIDKeHHS 3aKPIIUIIOETBCS Y TepMiHax — ITPOOYKTax MVIC-
JICHHEBOT AisUTbHOCTI JIOVIHIA.

OpnHO3HauHO BU3HAUMUTY TE€PMiH BaKKO TOMY, IO Iie 3aJIeXUTh Bifl
IIpenMeTHOI 00J1acTi, 40 AKOI BiH HaJIeXWUThb. B pasi jroriuHOro BM3Ha-
4YeHHs TepMiHa Ha IIepllle MicIle CTaBUTBCS TIOTO 3B 30K i3 IIOHATTAM: 3
OIHOTO OOKY, Oy/1b-sIKMVI TepMiH Ha3MBa€ IIOHSATTS, 3 iHIIIOrO — BUpaXkae
VI0TO0, ajie XapakTep IIbOro 3B 53Ky Ime faoci Hes sicoanui [2, 7]. Tyt Bax-
JIMBVIMU € [IB1 OOCTaBMHN:

1) oHATTS, sike IIO3HAYAEThCS TEPMIHOM, B3a€EMOIIOB s3aHe 3 iHIIMI
HOHATTSAMM Ti€l caMOi ITpeMeTHO]I TajIy3i Ta € eJIeMeHTOM CVICTeMW IIOHSTh;

2) TepMiH € eJIeMeHTOM TepPMiHOJIOTiUHOI CUCTEeMY, i € B3a€MOIIOB’ si-
3aHVM 3 IHIIVIMY TepMiHaMM.

MaremaTiuHa JIoTika criepIny motpedye mepekiamy o0 €KTiB (KOH-
LIenTiB), AKi PIrypyroTe y TeKcTi, 3B's3KiB 00’ekTiB MiX coOoro (BimmHO-
IIIeHb), O3HaK caMmX 00’€KTiB 3 IIPMPOIHOI MOBM Ha (POPMaJIbHY MOBY
MaTeMaTU4YHOT JIOTiKM. TUIbKM IMic/Is 1IbOro MeTO IV JIOTIYHOIO aHaJIi3y 3a-
CTOCOBYIOTBCS [I0 pe3yJIbTaTiB TaKoro Iepexajay. 3aBgaHHs MaTeMa-
TUYHOI JIOTIiKM TIOJIATa€E B TOMY, III00 BUSBUTI B OTPMMaHi iHdopmariil
dopMaIbHO-JIOTiYUHI CyTIepeYHOCTi/ HeCyiepeyHOCTi, TIOBHOTY / HETIOBHO-
Ty TepMiHOJIOTiI Ta aKTiB, i 3HAVTV HOBe 3HAaHHH y BUIJIAI HAaCTIKIB.
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PosmistHeMO pisHMUIIIO MK BU3HaYeHHSIM Y JIIHTBICTULI 1 y dpopMaiIb-
HIVI JIOT1ITi.

BusnavenHns 3. BusHaueHH: y JIIHTBICTUIII — Ile Taka JIOri4Ha orle-
pallisi, 3a JOIIOMOTI OO SKOT:

® PO3Mi3HAETHCH 3MICT SKOTOCh TEPMiHY;

® OIVICYETHCS 3HAUEHHS (CeMaHTVKa) SIKOTOCh CJIOBA UM CJIOBOCIIONY-
YeHHS;

® CcTae MOXJIVBUM BiJIPi3HUTWM OAWMH TePMiH BiJl iHIINX TepMiHiB
[13, 15].

Pe3ysbTaToM IIi€l JIOTiUHOI onepalii € 00’ eKT, SIKMM BU3HAYa€ThC
(Oepiniendym) i 3aci® BusHaueHHs (Jepinienc). Ilpu 11bOMY HamararmoTbCs
aigysaty ApictoresieBuM Iipasmiamu [14, 15] .

MaTeMaTnyHa JIorika MaKCHMMaJIbHO KOHKpeTM3Ye€ IIi 3aKOHM i IIpa-
BWIa, OCKUIBKM B HiVl CeMaHTMKa BM3HAYa€TbCS OHO3HAYHO 1 IIpaBWia,
Ha IIificTaBi gKMX BOHa MOOy[OBaHa, BXXe He 3ajleXXaThb Bifl IPUPOIHO-
MOBHOTO TE€KCTY 3a YMOBV TOUHOTO IlepeKyIajly BCiX IIOHATSH i 3B S13KiB MiX
HVIMI Ha MOBY (pOPMaIbHO] JIOTIKML.

Hasi B poOOTi BUKOPUCTOBYETBCS CiM'sl IeCKPUIITUBHMX JIOTIK, 30K-
pema Jiorika ALC Ta 1i TeopeTMKO-MHOXWMHHa ceMaHTHKa [11]. Heckpuri-
TVBHI JIOTiKM OyAyIOTh 3a JOIIOMOTOIO BBEIleHHSI KOHCTPYKTOPiB, SIKi 3a-
CTOCOBYIOTh A0 MHOXMH IepBMHHMX KOHIenTiB (HoTawis CN) i Bin-
HomreHb (Hotawist RN). OcHoBHUMM KoHCcTpykTopamu y ALC jiorimi €
3arepeueHHs KoHIenTy — —C, nepernn Konuenrtis — CCD, 06’eqHaH-
HA KoHLenTiB — CUD, kBantopu IR.C i VR.C, me R — aTtoMapHa poJib,
C, D — moBUIbHI KOHIIEIIT.

Y MoBax IecKpuHTMBHOI JIOTIKY I1ifl, KOHITEIITOM pO3YMilonb KAAC iH-
0uBionux 00’ exmib, w0 MoXyms mamu deaxi npocmi 6aacmubocmi, ki HA3U-
Baromos ampubymamu [16]. Yci KoHIIeNTM MalOTh HaIllOBHeHHs (00cHT).
OmauH i TOM caMmi KOHILIEIIT, SKUM II03HavYaeThC [IeBHMI Ki1ac 00 exmib,
Hi4Ooro He TOBOPUTH PO 1OT0 o0csr. 11 Toro 1106 1o0yTn 1110 iHdop-
MalIilo, 3aCTOCOBYIOTH OIlepallifo IOAUIY (00cATy, HallOBHEHHS) KOHIIeII-
TiB. [10dia nonammsa — Iie orepariis, 3a JJOIIOMOTOIO SIKOI PO3KPMBAETHCS
HaITOBHEHHsI POJIOBOrO IOHSTTS Yyepes IlepeJliK 110ro copTis (BuiB) adbo
€JIeMeHTIB.

Mix xoHIenITaMy BBOSAThCA OiHapHi BigHomeHHd R, R,, ....R,, gxi
XapaKTepus3yIoTh 3B s13KM MK HuMM. KoHIlenTnt i BigHOIIIeHHS MOAiIA-
IOTh Ha aTOMAapHIi Ta MTOXigHI. ATOMapHMIT KOHIIENT (BiTHOIIIEHHs) — IIe
IIepBVHHMIT KIac 00 €KTiB (BiIHOIIIEHB), 3a JOTIOMOTOIO SIKVX BU3HAYaA0-
ThCS HOBI KOHIIEIITH 1 BiIHOIIIEHHS, SIKi Ha3MBaloOTh moximuvmu [11, 16].
Dopmartizallis HOXiIHMX KOHIIEIITIB 1 IXHi BJIaCTMBOCTI OIVICYIOThCA 3a J10-
IIOMOrolo TepMiHosoriuamx akcioM (TBox — Terminological Box) Ta daxk-
TiB (ABox — Assertion Box).

Busnavenns 4. TepMiHoOrigyHoI0O akcioMoro HasuBaroTh Bupas C < D
abo C=D, ge C, D — pmosinbHi KoHIlenTH. Tepminororieto (TBox) HasmBa-
IOTh CKIHUY€HHY MHOXVHY TePMIiHOJIOTIUHMX aKCiOM [1esIKOI IIpeMeTHOT
obJ1acTi.
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Bupas C ¢ D o3naudae ckopodeHHs KOHIIeNT C «MiCTUTBCS» B KOHIIETI-
Ti D, a Bupa3 C=D — ckopodenHs KoHuentu C i D «exsiBajienTHi». Cric-
TeMOIO pakTiB ABox HasMBalOTh CKiIHUeHHY MHOXMHY A TBepikeHb Ta-
koro suriany a:C i aRb, ne a ,b — pesxi ingusinyu, C — HOBUIBHMI KOH-
11enT, R — JoBiUIbHE BiIIHOIIIEHHS.

Teepmxenns a:C i aRb 03Ha4aroTh, 1110 iHAMBIL 4 HaJIEXXUTHh KOHIIETITY
C, 1 mio igmmsinu a, b 38" g3aHi BimHOIIIEHHSIM R BigItoBimnHoO.

Cemantuky storiku ALC Bu3Havae inTepriperanid I = (A, f), ne A — 06-
JIacTh iHTepmpertarlil, f — ¢yHKIisA iHTepnpeTalii. PyHKIIisA iHTepIpe-
Tawil CTaBUTh Y BiAIIOBiIHICTE

— KOXXHOMY aTOMapHOMY KOHIIeNTy A IIMHOXWMHY (VI0ro HalloB-
HeHH: B o0s1acTi A) A cA;

— KOXHIiV aToMapHii posi R — (i ii HarloBHeHHd B oOsacTi D)
RcAxA.

InTeprperariist I po3MOBCIOKY€ETHCS IHAYKIIIEIO 3a TTOOYI0BOIO KOH-
LIENITY Y TaKu¥ criocio:

—T/'=D, /=@, ~C/=A\ C/, (me T(L) — icrvHHMIT (XMOHMIT) KOH-
LIemnT);

— (CuD)=C/uD/,(CnD)=C'nD/

— 3(R.C)Y={eA|FdeD:(e,d) e R nd e Cl};

— (VR.C)/=leeD | VdeA: (e,d) e Rf >deC}.

BusnavenHs 5. Y necKpuIITVBHIV JIOTill BU3HaYeHHSIM Ha3MBaETHCS
BBEJIeHH: HOBOIO KOHIIEIITY 3a JOIIOMOIOI0 KOHCTPYKTOPIB i onepariin
i€ JIOTiKM Yepe3 aTOMapHi KOHLIEIITH Ta BiJHOIIEHHd i paHillle B/U3Ha-
YeHi (ITOXiJHi) KOHIIENITY Ta BiITHOIIIeHHS.

Tepminosorito T Ha3uBarOThL CUCTEMOIO BU3Ha4YeHb, AKIO Bci 11 ak-
ciomm MaroTh BumsAn A = C, ne A — aromapuun, a C — IOBUIBHUI KOH-
nenT, rpuyomy B T Hemae ABOX Pi3HVIX aKCiOM 3 OJHaKOBOO JIiBOIO YaCTW-
Horo. Cami akciomu Bumaay A = C Ha3MBaOTh BU3HaUeHHSIMIAL

Axcioma C ¢ D (C = D) ictmHHa 3a iHTepmpeTallii I, sSIK1o C'eD!
(C'=D"). I B Takomy pasi Ha3sMBaeThCs MOJIEIUTIO 11i€l akciomu, [HTeprpe-
Talio [ Ha3MBaOTh MOMEIUIIO TepMiHOJIOril T, SIKIII0 BOHA € MOMEJUIIO I
BCix akcioMm i3 T. Tepminortorist T Ha3MBa€eTbCA CyMicHOIO0 a0O BMKOHYBa-
HOIO, SIKII]0 BOHa Ma€ HEeIIOPOXKHIO MOIeIIb.

Konnenr C BUKOHYy€eTBCS BiTHOCHO TepMiHoiorii T, AKIIo icHye Mo-
nenb I tepminosiorii T Taka, 1o C '+ @.

Hexan T — cucrema BusHadeHsb. [Togimmmo aTomapHi KOHIIeNTH, SKi
sycTpivaroThed B T, Ha [1Bi KaTeropii:

— 0a3oBi (aToMapHi, IIepBNHHI), SKi He HajleXXaThb 0 JIiBOI YacTVHM
XXOIIHOI 3 akcioM i3 T;

— moxigHi (Ti, 1110 BM3HAYAIOTBCS), SIKi HaJIeXXaThb /10 JIiBOI YaCTVHM
xoua 0 omHiel akciomm i3 T.

ba30B0o0 Ha3MBaIOTh iHTEpIIpeTarlio J, gKa iHTepripeTye jmiie 6a30Bi
KOHITeIIT.

Hexan ] — 0Ga3oBa iHTepmperariisi, a I — goBisibHa iHTepIIpeTarntid. I €
posmmpeHHSM iHTeprperaril J, sxio obracTi ix iHTepriperariii 30ira-
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orbest D' = D’ i Boum omHAKOBO iHTepIIpeTyIOTh 0a30Bi KOHIIENTH,
TOOTO 151 KOXKHOTrO 6a30BOT0 KOHIIENTY B cIipaBemInBo B'=P.

Cucremy BusHaueHb T Ha3MBarOTh KOPEKTHOXO, SKIIIO IS JOBUILHOL
Gas3oBoi iHTepIIpeTallii ] icHye e/iyiHe po3IINpeHHs I, IKe € MOIeIUTIO Tep-
minostorii T.

TepmiHoJIOris Ja€ MOXIIMBICTD 3aIlICyBaTV 3arajlbHi 3HAHHS IIPO KOH-
LIeTITH i poJti. AJle yacTo icHye HeoOXi/THiCTh 3aIMCyBaTy 3HaHHH ITPO KOH-
KpeTHi iHAMBIAN: AKOMY Klacy HaJleXXWUThb iHAMBiI, SKUMM BiTHOIIIeHHS-
MU (poJIsiMIL) BOHM 3B si3aHi MK co0or0. lle BUKOHY€eTbCS B Tivl YacTwHi
0asu 3HaHbB, IKy Ha3MBaIOTh CUCTeMOIO aKTiB mpo iHAMBiaM abo ABox
I3 11iero Metor0, KpiM MHOXVMHYM CN aTOMapHUX KOHIIENTIB i MHOXVHM
RN aromapHmMX posert, TOOTO iMeH I KiIaciB i BifHOIIIeHb, BBOAATD Ta-
KOX cKiHueHHy MHOXXMHY IN imen imgmusiaiB. @axTu mpo iHOMBIOIB €
JTIBOX TWIIIB:

— TBepIKeHHs IIpo HaJIeXHicTh iHauBifa a qo koHuenty C (a:C);

— TBepIKEeHHs PO 3B 30K ABOX iHAMBINiB a i b porumio R (aRb).

CemanTnka ABox BU3HaA4Ya€eThCS 3a JOIIOMOIOIO iHTeprpeTarii. Bisp-
MeMO [I0BUIbHY iHTepmpertatiito [ = (A, f) i posmmpumo 1i Ha iHAMBIAN:
KOXXHOTO iHAMBifga a € IN 3icTaBiIsieMO 3 eJleMeHTOM O0JIacTi iHTepIipe-
tarti a' € A.

@axkT 2:C abo aRb cuipaBemyiMBUM B iHTepIpeTatiii I, Ko a e
abo (', b') € R Y Takomy pasi inTeprperariito | Ha3MBaIOTh MOHEILTIO
uporo daxry. Inreprperarnito | HasMBaOTh Modesto cucmemu axmib A,
SKIIIO BOHA € MOJIeJUIIo BCix dakTiB 3 A. ABox HasuBaroTh bukonybarnum
y TepmiHortorii T, sIKIII0 A Ma€ Mozeb (sIKa OJHOYACHO € MOAEIUTIO Tep-
minortorii T).

BusHauenHs 6. basoro 3HaHb (b3)} nHasusatote mapy K=(T, A), ne
T — posiibHa Tepminosioria (TBox), a A — noBiIbHa cucTeMa (pakTis
(Abox). IaTepniperartito I HasMBaOTh MonesUI0 Oasu 3HaHb K, sximo [ €
Mopewtio T'i A. b3 Ha3mBarOTh BUKOHYBAaHOI0 a00 HeCyIepedHOI0, SIKIIIO
BOHAa Ma€ HeIIOPOXHIO MOJIeJIb.

@axt a (Bumragy a:C ado aRb) Burummsae 3 K, SIKIIIO o BUKOHYETBCS B
HOBUTBLHIT Momerti I 6asu 3uHaubp K.

Y norini ALC MoXe nopyIiryBaTyics jimiie ApicToTesieBe IIpaBWIo 3a-
Ooponu 1MKIy y Bu3HadeHHsX. ClipaBa B TOMY, 11O MOXYTb iCHyBaTHU
TepMiHOJIOTTUHI aKCiIOMW BUIJISLY

OCOBA = CCABEIIb N V mac.6arpka OCOBA,

y AKUX € UKL Takoro Ty MKV po3B 43yIOThCS 3a IOIIOMOTOIO OIle-
patii «0JI0KyBaHHSI TOUKM», sKa po3pmBae nukil [11]. Hacnipaszi siBa i
npasa dactuHy, 1e dirypye konment OCOBA, MaroTe pi3Hi ceMaHTUYHI
3HaueHHs (pi3He HaIIOBHEHHS).

ITeperimemMo 10 UIrOCTpanil iTepalliiHoro MeToJly aHaJli3y TeKCTy, I10-
Oymosu 6a3u 3HaHB Ta MpOOJIeM, SIKi BUHMKAIOTE B IIPOLleci TaKoro aHa-
JIi3y Ha KOHKPeTHOMY ITpVIKJIa/li.
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Ilpukinan aHasTi3y TeKCTy
i moOyaoBm 110oro 6a3u 3HaHb

PosmisiHeMo mpuKiIaZ TEKCTY, Ha SIKOMY IPOJIEMOHCTPYEMO eTaIly aHa-
J1i3y, POJIb JIOTIiKM B IIbOMY aHaJIi3i Ta CIToco0u B1j00yBaHHS IOHSTH, Tep-
MiHOJIOri1, BifHOIIIeHb Ta PaKTiB, PUCYTHIX Y HbOMY.

Ipuxman 1. «CIM’S I IIKOJIA» (TeKcT, B3ATNU B iIHTepHETI 3 OIOBi-
IIaHHS HEBIZIOMOTO aBTOpa, KMV He XOTIiB BIIKpMBATI CBOE IIPi3BUIIIE).

«B muxomy marvo6HutOMY cesunyi, Axe NPUMYAUAOCA 00HUM 0OOKOM 00
Aicy, a Opyeum 00 020poxi micyeBoi nmaxogpabpuku ma HeBeauuroeo kKAANMuUKA
noas, xuaa cim’s Iempenxi6. Cim’a ckaadasacs 3 bamvka ,
mamepi ma 06ox donwvok Ipunku ma fAnu. Cim’sa 6yaa 36u-
uaina, Ak oiavuicms ykpaincokux cimetl. Jimu xoouiu 0o wikoau. Ipunxa 6yaa
cmapwia i Buusaca yxe 8 coomomy kaaci, a SIna 6yaa menuioro 6 cim'i i Buusaca y
mMpemvoMy KAACI CeAUUHOT WKOAU-0eCAMUpIuKU. 3a2a40M Y WKOAT HABUAA0CA
82 yuni, ceped axux 42 yuni HaBuasuca Yy nouamxobux kiacax, a pewima -y
cmapuiux xacax. Yuumeni6 y wikoai 6ya0 Hebaeamo i momy Oesxi yuumeni Gu-
KAa0aau no dexisvka npeomemi6 y pisHux kaacax. 3oxpema

Buxaadara Mapis I[Tempibua, — Ilempo 16ano6uu, Cmenan
16ano06un — . Cmexa Pomanibna —
, Cemen Ilempobuu — npayto ma Hapooosnabembo, [lempo
Opitobuy — Muxosra Muxoaaiiobuu —

, pewma Buumenib Buxiadaiu

. Bewvoeo y wixoai npayrobaso 11 yuumenib, saxi sabesnewyBaiu Habuasvho-
BuxoBuuii npoyec. Im y yvomy donomazaru irxenepro mexHiuni npayiBHUKu:
eaekmpuk Muxaiiio MuxumoBuu, caumexuik Ilabao IlabBarobuv, 3a6i0yBau
wkinbHuM eocnodapcmbom Muwosa Muxatiiobuy ma 060 npubupasvHuyi —
Mapuna Tuxonibua ma Tamapa Cmenanibna. Ha donomoey yvomy xosexmuby
npuxoduau damviu yuni6 ma npedcmabuuku nmaxogadpuxu (6 ocodi duper-
mopa ma uieHib npocpecitinoi cniiku nionpuemcmeba), axka 6yaa 0cHOBHUM po-
bomoodabuem 045 HACEACHHA CeAUA.

Ipunka 6uusaca cmapanno na Giominy 6id fdnu, axa we He 306cim po3y-
Miaa, Habiwo Bubuamu apupmemuxy 4y npaBonuc, AKU,0 CyuacHi komn omep-
Hi cucmemu ye 3podaamo kpauje, Hix Bona. Tomy Ipuna uacmo donomazara mo-
A00witl cecmpi y HaBuanwi i He mitvku. Ipunka masa baeamo nodpye y c6oemy
KAaci 1 Yy cmapuiux xaacax. Sna mesx opyxuaa 3i 6cima y c6oemy kaaci, uepes me
y Hei i Bunuxasu npobaemu 3 HaBuanuam, ockisbku Bona 6idoabara nepebaey
iepam 3 Opysamu, a He wumMaHHwo ckyurux niopyunukib. Ceped yuib 0yau
maxi, Axi 6i00aBasru nepeBazy mum, uu iHUUM npeoMemam i momy 0esKi Kaacu
maau neBuy npedmemmy opieHmayiro. ....»

Sy ingpopmayiro moxna odepkamu 3 Habedenoeo mekcmy i 9K 10
YIOPSIAKYBaTU Ta IIOIOBHUTHU Tak, II00 MOXXHa OyJI0 HpOCIinKyBaTu
JKVITTS IIIKOJIN, 1f CyJacHMVI CTaH, Y4YHIB, y4nTes1iB, 0aThKiB Ta iHIINX y4dac-
HUKiB HaBYaJIbHO-BVIXOBHOTO ITPOIIeCy Y IIIKOJIi ?

ISSN 3083-6573. Information Technologies and Systems. 2026. No. 3 (9) 37



C.JI. Kpubuii, /M. Tpuoneba), T.K. Cxpunnux

Ilepmnyi eTan aHasTi3y

AHaJli3 HaBe[IeHOro TeKCTY J03BOJIA€ BUAUINTY KOHIIEIITH, sIKi Oe3roce-
penHbo PirypyroTs y HaBeJleHOMY TeKCTi, a came:

— ceJmuIIle, IIIKOJIa, ITaxodadpuka,

— YyuHi,

— yuurerl,

— iHKeHepHO-TexXHiuHMI cKiIaf, nparliBHuKis (ITTT),

— Darbku, miTH,

— CTaTh,

— IIpeCTaBHUKM ITiITPUEMCTBA;

— IpegMeTV HaBYaHHS.

Orxe, Maemo Taky MHOXMHY KoHIlenrTiB: CN = OCOBA U Ob’€KT, e

OCOBA = {YUEHb, VUUTEJIb, ITI, BATbKM, OITH, TIPE-
ITIAIIP} U {>KIH-CTATD)

OB’€KT = {IITTAXOPABPVMKA, IIIKOJIA, CEJIUIIE, ITPEAME-
TH, IIPOPECIA},

AKi € AMOMAPHUMU KOHYENnmMAamu.

IIro MHOXMHY HOTpiOHO KiIacudikyBaTn (HOZUINTM) i HaIIOBHUTHU
KOHKpPeTHMMM 00’€KTaMM Ta BiTHOIIIEHHSMM MK HMUMV, OCKUIBKM Pi3Hi
00’ exTH 11i€T MHOXVMHM MalOTh pi3Hi IIpodecii, pi3Hi 3aBgaHH: i PyHK-
uii Tomo. Ig xiacudikariiga B TakoMy pasi BUKOHYEThCS IIISIXOM BBe-
JIeHHS BiJTHOIIIeHb, Ha IIZICTaBl SIKMX CTBOPIOETbCA TepMiHOJIOTIA. fIK 1e
BiOyBaeThCs?

BBopsiThCS BiTHOIIIEHHS TAKOTO TUILY:

yueHs — 1ie ocoDa sIKa BUBYAE SIKiCh IIpeMeTH;

yuumeav — 1ie ocoba, siKa BUKIIAIAE SIKiCh IIpeIMeTV;

ITIT — 1e ocobwu, sKi 3abe3MeuyroTh YMOBM YCITIIITHOTO IIPpOBeIeHH
(HaBYaJILHOTO) IIPOIIECY;

bamvku — 11e 0Co0M, IKi MarOTh JIiTeV, i I1i JiT HaBYaIOThCS B ITIKOJII;

npayibruku nionpuemcmba — 11e 0codm, sIKi CIPVSIOTH YCHIIITHOMY IIPO-
Be/IeHHIO (HaB4aJIbHOT'O) IIPOoliecy y IIKOJI i TpallfoloTh Ha IIiIITPUEMCTBI.

Ortxe, micTaeMo maky muoxuny (amomapnux) ionouens RN:

— R, = npaioe-y-1IKorii,

— R,= mpencTraBHMK -~HiJIIPMEMCTBA = MpaIli0€-Ha-IIiIIIPUEMCTBI,

— R, — cTtaTp-0co0m,

— R, = mae-pgiren,

— R,' — mae-6aTbKiB,

— R, = BUKIagae-mpenmer,

— R, = dax-ocodmn,

— R, = BuUBuae-penmer,

— R, = HaBYa€ThCA-y-IIKOJTi.

Enementy MHOXMH CN i RN rpadiuHo 110B’si3aHi TaKMMM BiJHOIIIEH-
Hamu (puc. 1).

Tenep 3a ymu BinHOIeHHAMM OyayeThcsd TepMiHosorist (TBox):
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CEJ’II/IH_[E
3AK{[A)Z[
IIxona
R, ITraxodabpnka
OCOBA R, Rs
Yunurens —» TIPEIMETI

Yuenn R, MareMaTuKa, i3uKa, ...
BaThiu }R . R, ..., TICVIXOJIOTis, icTopid
. 1
Tl Oitu  J R,
ITIT \ » OAX
: R
Hpen-mip ’ CTATB eJIEKTPVIK, CAaHTeXHIK,
Kinoua 3aBrOCIL, IIPVOVPaILHMIIS
Yososiua - 1P P

Puc. 1. I'padp-cxemMa KOHLIEIITIB i BiJTHOIIeHb MiXK HUMM

VYEHD O OCOBA V susuae-npenmer. T YYITTEIIB=OCOBA N

VBUKIIafae-mipeaMeT. T

={marematuka, apudmerrka, ¢ismka, Oiosoris, ximis,
Ji3KyIIbTYpa, BilicbKOBa CIIpaBa, eKOJIOrisl, IIPUPOA03HABCTBO, IIpalls, ic-
TOpisl, OMOBOJICTBO, IIPaBOIINC, €TVKa, IICUXO0JIOris, yKpaiHChKa-JliTepa-
Typa, 3apyOikHa-rmiTepaTypa};

ITII = OCOBA N V mipodecis (* e1eKTpUK, caHTexHiK, 3aBroctl, Ipu-
OupanpHUIIA *) — 11e

iHaMBimIL;

=0OCOBA n 3YYEHbDb(mae-nitern(OCOBA,YUYEHD));

JITVI = OCOBA N VMae-0aTbKiB.T;

POOVIHA = BATbKIM v IITW;

TTPODECIS = DAX;

IPEO-TIIAOITP = OCOBA n SINATIPUEMCTBO(mpen-mignn(OCOBA,

MAOIMMPVEMCTBO)) — 11e TeXX MOXYTb Oy TV iHOAMBIIN.

Jlaiti 3 HaBeeHOro TeKCTy 3HaXOAMMO (YacTKOBY) iHTepIIpeTallilo
(HarIOBHeHH$) 3HaVJIEHVX KOHIIENTIB. Y TaHOMY BUIIQZKy oOJIacTiO iH-
TepIIpeTariii € Taka MHOXVHa

D { JITWV = {IpuHkKa, fIHa, me npuHavMHi = 80 ocib}.

YYEHDb={IpuHkKa, fIHa, me 80 innusinis},

YUMUTEIIb= {Mapis IlerpisHa, [lerpo IBanOBIY, Cremtan [BaHOBIY,
Crexa PomanisHa, Cemen Ilerposny, ITerpo FOpinnosuya, Muxosa Muko-
maviosuy, BU1, BU2, BY3,BY4}.

ITIT=(Mwuxaio Mukurosuy, Ilasino Ilasiosud, Muxosa Muxaruio-
B4, Mapwuna Tuxonisna, Tamapa CrenanisHa).

=(Cewmen Ilerposuy, Osnena CremaHiBHa, Ta e He OiIbIIe
80 ocib).
IPEO-ITIOIIP = [gupexTop, Iipodcriiikal.
ITIAIPEMCTBO={nTaxodabprika, I1Ikosa}.
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Jlasii BUKOHYy€eTbCS HAallOBHEHHS (iHTepIIpeTaltis) BinHoIeHb (Abox):

puB4ae={(IpnHka, MaTemarnka), (IpuHka, ykpaiHcbka MoBa), (IpuH-
Ka, disuka), (Ipmuka, ximist), (Ipmnka, 6iomnoris), ..., (Ima, mpasommc),
(“Ina apudmertmka),... )};

HaB4yaeTbcsa-y-mkoii = {(Ipuaka, 7), (S1Ha, 3),... };

BuKiIagae-npeagmer={ (Mapis IleTpiBHa, MmaTemaTuKa), (Mapis Ilet-
piBHa, disuka), (Ilerpo IBanoBIY, Giostorisg), (Ilerpo IBamOBUY, xiMmis),
(Crenan IBanosuy, diskyibTypa), (Creran IsaHoBMY, BiTIcbKOBa CIIpaBa),
(Crexa PomaniBHa, aHmIiviceka MoBa), (Ctexa PomaniBHa, exorioris), (Ce-
MeH [lerposiy, mparrs), (Cemen Ilerposud, npupono3sasctso), (ITerpo
IOpinosmy, icropis), (Mukosza Mukosanosnd, yKpaiHcbka MoBa), (Muxo-
j1la Mukosnanosuny, 3apyOiksa JjitepaTypa), (BY1,momosonctso), (BY2,
etnka), (BY3, ricmxororist), (BY4, criism)};

dax-ocoon = YUUTEJIb U ITIN{enekTpuxk(Munxamio Mukutosmny),
ca"TexHik (ITasio ITaBnosuu), 3aBrocr(Mmukosa Muxariosud), Ipu-
oupanpaMIsl(Mapusaa TuxonisHa), mpubupanmbaMia2(Tamapa Cremna-
HiBHa);

Mae-dax = pax-ocoow;

Mmae-gitent = {(Cemen Ilerposuy, Ipurka), (Cemen Ilerposuy, fHa),
(Osena CrenaniBHa, Iputka), (Onena CremanisHa, f1Ha), (x,1,)...};

npea-nianp = {AupexTop, mpodcminkaj,

Taxwit BUDIISAA MalOTh pe3yJIbTaTV IEpPIIOro eraly aHalaizy Oe3
HofaIbIol AeTastizallil, ki yTBoproloTh basy 3HaHb /I 11b0r0 dpar-
MEHTY TeKCTY.

3anmramu 1o Takol b3 € popmyrm Bumsaay a:C abo aRkb, ne C — KoH-
IenT, a R — BiHONIeHHS, SKi Bi/IIIOBiIHO O3HA4YarOTh IO 00 E€KT a4 €
esileMeHTOM KoHIlenTy C i 110 06’ekTn 4 i b oB A3aHi BimHOIIeHHAM R.

Hanpwuxian, 3anmr:

uy Bubuace Sna mamemamuxy i uu mae 6ona bamoxif?

HaOyBae TaKoro BUIJISI/TY Y TepMiHOJIOTII, 1110 HaBefleHa BUIIIe:

Slaa: (OCOBA n 3.BuBuae(OCOBA.maTemaTnka)) N 3.Mae-miTent
(OCOBA,YYEHD)).

3acToCyeMO aJIrOPUTM, 3a JJOIIOMOIOKO SIKOTO OTPVMYEMO BiIIOBib
Ha 3aluT, SKMUV Ha3MBaIOTh aJITOPUTMOM ceMaHTH4YHOTO Tadsio (CT) [11].

SIHa: (OCOBAN3.BuBuac(OCOBA MaTematmka))NI.mae-mmiTert(OCOBA,
YYEHD)).

!

SHa: (OCOBAN3.BuBuae(OCOBA MaTteMaTKka)), flHa : 3.Mae-miTent
(OCOBA, YYEHD)).

|

SIra: OCOBA, fIna:BuBuae(OCOBA,maTeMartnika)), flHa : 3.mae-miTert
(OCOBA,YYEHD)).

|

SIra: OCOBANYN flHa : 3.mae-mitenn(OCOBA, YUHEHD)) = L

'l

Jna: L
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OrpuMaii cyrepeuHicTs 3 THM, IO fIHa HaJIeXWUTh 10 HOPOXHBOL
MHOXWHI. A Ile 0O3Hadae, 1110 MOJIeJli, [le MOEeThCs IIpo BUBYeHH: SIHOI0
MaTeMaTMKV, HeMae, OCKUIbKM fIHa Biijlae riepeBary irpam.

PosrisiHeMo NMTaHHS HeCyIlepedHOCTi OTprMaHol 0as3u 3HaHb. 3Tia-
HO 3 O3Ha4YeHHAM Hecyllepe4yHoi b3 moTpibHO mokasaTy, 1110 BOHa Mae
HEIIOPOXXHIO MOJIeJTh. 3 HaBe[leHOro BUIIle BUIUIVBAE HEITOPOXKHICTb MOJIeJIi
b3, ToOTO 11 Hecynepeunicte. Moxua Oysio 6 okpemo IepeKoHaTucs y
CIIpaBeyIMBOCTI KOXKHOI TepMiHOJIOTiUHOT akcioMu i dakTy y 11it MoerIi.

dpyrui eTan aHaIi3zy

3adpikcyBaBIIIM TepMiHOJIOTIIO i 3HaMIeHi daxTn y BursAi b3, moxHa Bu-
KOHYBaT HOIIYK HOBMX (paKTiB (3HaHB) AK JIOTIYHMX HaCJIIKiB 3adikco-
BaHMX ¢aKTiB. Lle 3aBmaHHs yCKITaIHIOETCS Ti€l0 00CTaBMHOIO, ITIO JIesKa
KUIBKICTh KOHIIEIITIB i BiITHOIIIeHb MOXKYTh MaTV HeBU3HaYeHY iHTepIipe-
Tarito. OTXxe, pa3soM 3 BiZJOMOIO OLIIHKOIO CTYIIeHs iCTMHHOCTI OHVX KOH-
LIeIITiB, ICHYIOTh KOHIIIITH, CTYITiHb ICTMHHOCTI SIKMX 3a IIi€1 iHTepIipeTa-
i1 HeBimoMmii. Y HaIoMy IIpuKIIafli iHTepIipeTarlis KOHIIENTy

C = (OCOBA \ {Ipnnuka})n3.euBuae(OCOBbA MaTremaTIKa)),

KUV O3HAyae: yu Bubuac uje xmo-Hebyos, kpim Ipunku, mamemamuxy?
Ham Touno Bimomo, mio kourtienT 3.6ubuae(OCOBA . mamemamuxa) BUKO-
HYETbCs, OCKUIBKM iCHY€ HeIIOpOXKHS MOIeJIb, gKa MicTuTiMe ocoOy IpuH-
Ka, K i koHuent 3.—6ubuae(OCOBA.mamemamuxa), sika Ma€ HEIIOPOX-
HYy MOfIeJIb, sIka MiCTUTB 0co0y fIHa. Ajle BUKOHyBaHICTh KoHIlenTy C He
BU3HaUeHa, OCKIJIbKY XTO I1ie 3 80 y4HiB IIIKOJIM BYBYA€E MaTeMaTUKy HaM
3 TEKCTY HEeBIJIOMO.

ANTOPUTM IIepeBipKM BMKOHYBaHOCTI KoHIenTy C B Takin cuTyamii
BUMarae JofaBaHHd HOBOIO iHIOMBiIa ¥ A0 MHOXMHM iHAuBiAiB IN, Ha-
npukiiaz iHnousima Osbra. Asie dodaBanna nobozo indubioa yu konyenmy
Mmycumo cynpobodxyBamuca nepeBipkoro HecynepeuHocmi TaKOTO IIO-
IIOBHEHH:. Y TaKOMY pa3i HeoOXiZTHO IepeKOHaTICsA B TOMY, 110 TaKa 0CO-
6a ax Osbra € cepeqy, y4uHiB IIKOJIN i 1151 0coOa BuBYae MaTeMaTHKY. I71m0-
IV aHaJIi3 TeKCTY Jla€ MiJIKa3Ky, sIka BUPakae€TbCs CJIOBAMM «KAACU Md-
AU nebHy npedmemuy opieHmayio». 3BIACH MOXHA 3pO0UTH BUCHOBOK, III0
pasoM 3 IpuHKoIo B 11 KJ1aci (IIpegMeTHO Opi€eHTOBAaHOTO Ha BUBYEHHS Ma-
TeMaTMKM) € I1le 0coOu, SIKi BUBYalOTh MaTeMaTHKy (Hanpukiaf, Oibra).

Ajie MOXJIVIBA CUTYyallisd, KOJIV 3 IKMX-HeOyIb IIPWYMH MV He MOXe-
MO HepeBipUTI HeCylepeyuHiCTh TaKOro IOIIOBHeHHd. 1ozl My 3MyIleHi
MpalfoBaTyi B yMOBaX HEBM3HA4YeHOCTi i TyT y NpUrofi cTae Tpu3Ha4Ha
jIorika (y IaHOMy BUIIAOKy — Jiorika JlykaceBmdya), sSIKy IIO3Ha4aroTh L,
[11]. Y vz storini € Tpu storiuni sHaveHHsi: 1 — ALC-dopMyiia icTuHHa,
1/2 — sHavenHs (cTymiHb icTmHHOCTI) ALC-dpopmysm HeBU3HaYeHO,
0 — ALC-dopmyrta xnbHa. SIKIII0 MOXIIVMBUI fIiasior 3 b3 Ta ii TBOpIIsiMI,
TO TaKOT'O TUITy HEeBM3HAYEHOCTi YaCTKOBO PO3B SI3yIOThCS 3a JOIIOMOT'OI0
IIPSIMOTO J1iajIory.
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Y mpoTwiexxHoMy BUIIAIKYy BCi A0OYyTi pakTu IpaylolOThCd 3Ha-
YeHHAMM JIOTiKM L, i 3aimiaeTscs cdopMysIioBaT IIpaBuyla I'pajyro-
BaHHS HAC/IIKiB, OTPMMaHMX ITicJ/Is 3aCTOCYBaHHS IIpaBWI IOOYI0BY MO-
meni y aJropmurMi ceMaHTHYHOro Tabso [11, 16]. Lle 3poOuty HeBaxko,
OCKUIBKM SIKIIIO CTYMiHB iCTMHHOCTI fleskol nigdopmyim ALC-popmyrm
HeBM3Ha4eHOo, TO IIeVl CTYIIiHb 30epiraeTbes v y Tux migdopmysiax, 110
AKUX 111 POpMYyJla HaJIEKUTb.

Cdopmynroemo mnpaBwia rpagyioBaHHs POpMyJI y IIpolieci 3acTo-
cyBaHH# L,-orikn. ITosHaummo v(A) sHauennss ALC-dpopmyim A. Tomi

— gkmo v(A) = x, To v(—=A) =1 -v(A) =1-x;

— ko v(ANB) =1, o v(B) = v(A) =1,

— ko v(ANB) = 0, To 3aMKHYTHU TJIKY;

— gaxio v(ANB) =1/2, To v(B)=x, v(A)=y, e x,y — 3Ha4YeHHs POPMYII

— skio v(AUB = 0, To v(B) = v(A) = 0;

— skio v(AUB) =1/2, to v(B) = v(A) = 1\2;

— skio AUB) =1, To v(A) =1 xorm A Hecyniepeunnii i v(B) = 1 xomm
B Hecymepeunus;

v(A) =1 xormn A Hecyniepeunwun i v(B) = 1/2 xonm B HeBU3HaUYeHWUTI;

v(A) = 1 Ko A HecyniepeuHMi i 3aMKHYTU I'iyIKy B ko v(B) = 0;

v(B) = 1 ko B Hecyniepeunnit i v(A) = 1/2 ko A HeBU3HaYeHUTL;

v(A) = 1 xormu B Hecyniepeunmii i samMmkHyTH riyIky A Ko v(A) = 0;

— gkio v(3R.A) = x, To BBecTM iHAMBiNa a 70 KoHuenTy A i aRb. fIxio
a B A Hema€, TO BUKOHATW IIepeBipKy HeCyIIepedHOCTi TaKOro IIOIIOB-
HeHHs. SIKIIIo MOIOBHeHHs cyllepeuHe, TO 3aMKHYTU T'iyiKy y CT, iHaxie
nioxstactvt v(b:A)=v(aRb)=x.

— ko v(«R.A) = x 1 0, To BBecTH BCix iHAMBINIB 4 4O KOHIENTy A
TaKMXx, 10 aRb, SIKITo a HajIeXXuTh 10 A. SIKIio a B A Hemae€, TO BUKOHATI
IepeBipKy HeCylepedHOCTi TaKOro ITONOBHEHH:. SIKIIO ITOIOBHEHHS
cynepeune, To 3aMKHYTH riiKy y CT, iHakiie noxiactut v(a:A)=v(aRb)=x
IUIS BCiX Takux a € D.

Hampuxiian, KoHLenT

C = (OCOBA \ {Ipuuxa}) N3. BuBuae(OCODBA .MaTeMaTiKa))

MaTuMe 3HadeHHd 1/2. A aJlropuT™M ceMaHTWYHOro Tabsio 1mobysye nBi
dopmym
2:OCOBA A a # Ipunka i a: BuB4ae(OCOBA.MaTemMaTVIKa),

AKi HaOyBaroTh 3Ha4eHb 1/2, OCKUIBKM PO iHAMBIIA 4 B aHaTi30BaHOMY
TeKCTi IBHO Hi4Oro He TOBOPUTHCSL.
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Tperivt eTam aHaTizy

Ha 1poMy eTari YyTOUHIOETBCS Ta PO3IIMPIOETbCS MHOXIMHA KOHIIENTIB i
BiZIHOIIIeHb, 3 BUKOPVUCTaHHSIM TIIyMayHVX CJIOBHVKIB, €HIIMKIIOIe/Iili TO-
m10. 30KpeMa, i3 Tirymaunoro CiroBHMKa yKpaiHCbKoI MoBU [17] micTaemo
YTOUHEHHs TaKMX KOHIIeITiB:

o BHAHHSL: snanna — ye obisnanicme y uomy-webyov, Hasbricms Gido-
Mocmetl npo k020 Hebyob;

— ye cyxynHicmo Bidomocmeil 3 AK0i-HedY0b npedmMemHoi 2arysi, HAdymi
Y npoyeci HaBuanHA, 00CAI0KeHHS MOUL0;
— nisHanHA OiticHocmi 6 okpemux ii nposaBax ma 6 yisomy.
o IITIKOJIA: wkosra — ye HaBuasvHuti 3ax4a0, 8 AKOMY HABUAIOMBCA YUHI;
— ye HaBuaLbHUTL 3aK1a0 cepedHboi ocBimu;
— e npuMinjenHs, 0e HABUAMbCA YUHI 1A NPAYIOI0Mb YUUmei;

e OCBITA: oc6ima — ye cyxynHicmos 3HaHb, 3000ymux y npoyeci HABUaHHs
8 HaBuasvHomy 3ax1a0i (wKoAl, iHCmumymi,yHibepcumenti moujo)

o INKOJTA+OECIATUPIYKA=CEPEOH-IIIKOJTIA: — ye wxoaa, 6
AKITL YUHI HABUAMbCA NpomsAeoM 0ecamu pokib;

o [IIKOJIA TTIOYATKOBA: — ye wxoaa, 6 axiil yuni HaBuawomsca npo-
MAOM NEPULUX HOMUPLOX POKIB;

o CIM'S: cim'st — ye bamvku i 0imu yux 6amvkib;

o ITIT: inxenepro-mexHiuni npayibHuky — ye eleKmpux, caHmexwix, 3a-
Beocn, npubupasbHuyAL.

e YUUTEJIb: yuumenv — ye ocoba, sxa € abmopumemom y cBoitl 2arysi,

— ye ocoba, sxa nepedae cBiil 00cGi0 3HAHMHA,
— ye ocoba, sAxa 6naubae Ha THWUX 1 € 045 HUX NPUKAAOOM.

o [IVIPEKTOP — ye ocoba, sika € kepibruxom nionpuemcméba abo Habuass-
H020 3aKAa0Y.

e HABYAJIbHUI 3AKITAJT = IIKOJIA.

o [IPVIMIIINEHHSI={npumimmenHs-rTa-d, mKosa}:

e CITELIAJIBHICTD =DAX

IMomapmii aHasIi3 TEKCTy PO3MIMPIOE MHOXVHY KOHIIENTIB i Bif-
HOIIIeHb, gKi OyJIM OTpUMaHi Ha IIOIIepeIHiX eTarax, TaK 3BaHUMV CMUC-
n106umu konyenmamu i Gionouwennamu. Hampuxoian, KUTbK (mikosta, y4HiB),
JIOK(rtaxodpabpuxa, cemnmine), JIOK(mikosna, cemmie), CITEL(yunTess,
npenmet). CITEL1(itn, crieniasibHicTs), [IPVIHATI(mprMittieHHs, IIIKos1a),
3B’s13(mxora, nraxodabdbpuka), CYMICHVK( (ocoba, migmpuemcrso). Lli
BiJIHOIIIEHHSI ONVICYIOTh KUIBKICTh YUHIB, Ki HaBYalOTbCs y IIKOJI, Miclie
3HAXOKEHHs IIKOJIV, CHelia/IbHICTh yumnTesIs, CIelliajIbHICTh iHKeHep-
HO-TeXHIYHOTO IIpalliBHMKA, gKe IPUMIIleHHs HaJIeXXUTh IIIKOJIi, 3B 30K
IKoJmM i rraxodpabprikm ToIIO.

Taxi momaTKoBi KOHIIENTH i paKTV JAIOTh MOXJIVBICTE TOUHIIIIE i TT0-
BHillle BiAIOBigaT Ha 3anuTu 10 b3, dopMyBaTy HOBI 3HaHHH, SKi He
dirypyroTh y HO4aTKOBOMY TeKCTi, IIOIIOBHIOBATV MHOXIMHM KOHIIEITIB i
daxTiB, AKi HeOOXimHI I 3aBepIIIeHHST POOOTV CHCTEM JIOTIYHOTO aHa-
J1i3y, Ta popMyBaTH IIOCVJIAHHS Ha JIKeperia, e BiAIoBigHi 00’ ekTy onm-
CYIOTbCsI @00 BUKOPVCTOBYIOTBCSL.
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3 ormgny Ha ckasaHe, cPOPMYITIOEMO ITpo0JIeMH, sIKi BMHMKAIOTh B
nporeci creopenHs b3:

1) aBTOMaTM3allid IIOBHOTO ab0 YacTKOBOTO IToroBHeHH: b3 (ski Ma-
I0Th Oy TV IIpaBWIIa, 3acO0M i MexaHi3Mm);

2) aBTOMaTM3allil ITpollecy MOIIYKYy (pakTiB, sSKMX Opakye g yc-
HIITHOTO 3aBepIIIeHHs IIepeBipKy BUKOHYBaHOCTI KOHIIeIITIB;

3) nonoHeHHs b3 MeTadopryHMMY TaHNIMY;

4) obpobiienHs iHdopMallii, sika 1 HeBM3HaUYeHOO (PopMysu 3i 3Ha-
ueHHsMM 1/2).

ITimcymkm

PosrianyTo 3acTocyBaHHs pe3yJIbTaTiB CeMaHTMKO CHMHTAKCUYHOIO aHa-
JIi3y Ta MOB MaTeMaTW4HOI JIOTiKM J10 BU0OyBaHHs 3HaHb Ta IepeBipKy
OTpUMaHMX 3HaHb Ha CylepeuHicTb/HecyllepeyHicThb. 3a pe3ysibTaTaMu
CeMaHTMKO CMHTaKCMYHOI'O aHaJli3y TeKCTy Ha OCHOBi MOB JIeCKPWUIITVB-
HOT JIoTiKM OyayIoTbes Oas3u 3HaHB, a 3a JOIIOMOTOI0 MOB TPMU3HAYHOI
JIOTIKM OTPUMYEMO CTYIIeHI ICTMHHOCTI BVMCHOBKIB B yMOBax HeBU3Ha-
YEeHOCTI.

ITOBIIOMJIEHHI:

Bnecox aBmopiB: Kpubomy C.J1. narexums idesa cmammi, po3podka MamemamutHoeo
anapamy, — 3acmocybanHs CUHMaKmuKo-ceMaHmuuHol 102iKku 045 nouLyKy
aseopummi 3 memoro cumnaigpixayii mexcmy; Cxpunnux T.K. — peasisayis oxpemux uac-
TMUH AA0PUNMMY CEMAHTUUH020 MADAO.

3acmocyBannsa III: abmopu ne BuxopucmoBybaiu 3acobi LI npu nideomoByi cmammi.
Kongpaixmu inmepeci6: nemae xorgaixmy inmepecib.

JIITEPATYPA/ REFERENCES

1. Morsey M., Lehmann J., Auer S., Stadler C., Hellmann S. DBpedia and the live
extraction of structured data from Wikipedia. Program: electronic library and
information systems, 2012. 46 (2), pp. 157-168.

2. BollackerK., Evans C., Paritosh P.,Sturge T.,and Taylor . Freebase: a collaboratively
created graph database for structuring human knowledge, in Proc. of SIGMOD,
2008. pp. 1247-1250.

3. Suchanek F.M., Kasneci G., and Weikum G. Yago: a core of semantic knowledge.
In Proc. of WWIW, 2007. pp. 697-678.

4. Hogan A., Blomqvist E., Cochez M., et. al. Knowledge graphs. ACM Computing
Surveys (CSUR), 2021. V. 54. N 4. pp. 1-37.

5. Wang Q., Mao Z., Wang B., and Guo L. Knowledge graph embedding: A survey of
approaches and applications, IEEE Transactions on Knowledge and Data Engineering,
2017. v. 29. pp. 724-2743.

6. Xu C., Nayyeri M., Alkhoury F., Yazdi H., and Lehmann J. Temporal knowledge
graph completion based on time series gaussian embedding, in Proc. of ISWC,
2020. pp. 654-671.

7. Qiao Z., et al. A survey on augmenting knowledge graphs with large language
models. AI Open, 5, 2024. pp. 230-252.

8. Ge H.,, et al. (2025). On the evolution of knowledge graphs: A survey and per-
spective. 125 p.

9. Kryvyi S., Hoherchak G. Analyzing Natural Language Kniwledge in Uncertainty
on the base of manyvalued Logic. Cybernetics and Systems Analysis, Vol. 60,
Ne 1, Jan, 2024. pp. 32-47.

44 ISSN 3083-6573. Ingpopmayitini mexronoeii ma cucmemu. 2026. No 3 (9)



Imepayininuil a0eixo-AineBicmuyunii Memoo aHaisy npupooHoMoBHUX mexcmif

10. Kryvyi S., Darchuk N., Skrypnyk T. Analyzing natural languages: antimems,
contradiction, ontologies. Cybernetics and Systems Analysis, 2023, Vol. 59 (2), 177-
189. https:/ /doi.org/10.1007 /s10559-023-00553-7

11. Kryvyy S.L. Elements of non-classical mathematical logic. VIS «Kafedra», Kyiv, 2026.
Publishing and Printing Center «Kyiv University», Kyiv, 2026 2024, 608 p. [In
Ukrainian] [Kpusun C.J1. EnemeHTV HeKIacMYHOI MaTeMaTWYHOI JIorikm. Kuiis:
BIL] «Kwniscskmvt yHiBEpcUTeT». 2024. 608 C.]

12. Article “Knowledge”. Ukrainian Soviet Encyclopedia (URE), Kyiv, 1979, Vol 4, 2-th
ed., 286 p. [In Ukrainian] [CrarTst «3HaHHs». Vipaincska Padanceka Enyuxionedis,
T'onosra penaxiiist YPE, Kuis, 1979, Tom 4, un. 2-re, c. 286.]

13. Darchuk N.P., Sorokin V.M. Term in the linguistic information science. Publishing
and Printing Center «Kyiv University», Kyiv, 2012, 143 p. [In Ukrainian] [Hdap-
ayk H.IT., Copokin B. M. Tepmin 6 sineGicmuunii ingpopmamuyi. BITLL «Kwnis-
cpKuit yHiBepcuTeT», Kunis, 2012, 143 c.]

14. Toftul M.H. Logic. Textbook, 2-th ed., Academy, Kyiv, 2008, 400 p. [In Ukrainian]
[Todpryn M.I'. Jlorika: ninpyuHuk, 2-re su., forosHeHe. K.: Axagemisi, 2008. 400c.]

15. Gridneva L.M. Logical analysis of terminological dictionaries and scientific texts.
Ukrainian linguistics. Taras Shevchenko National University of Kyiv, 2015. Issue
45/1. P.111-117. [In Ukrainian] [['pumaeBa JL.M. Jloeiunuil anaiis mepminosoeinHux
cr08nuxib i naykobux mekcmib. YKpaiHcbKe MOBO3HABCTBO. KuiBcbKmm HallioHasIb-
Hun yHiBepcuteT iMeni Tapaca Illepuenka, 2015. Bum. 45/1. C. 111-117].

16. Baader F., Calvanese D., McGuinness D.L. et al. The Description Logic Handbook.
Cambridge: University Press, 2010, 601 p.

17. Explanatory dictionary of the Ukrainian language in 11 volumes. Naukova Dumka,
Kyiv, 1970, 1978. [In Ukrainian] [Taymaunuii cro8nux yxpaitcoxoi mobu 6 11-mu
momax. Kvis: Haykosa gymka, 1970, 1978]

Orpumano/Received 15.01.2026
ITputasito/ Accepted 18.06.2026
Ony0Gsikosano/ Published 25.08.2026

S.L. KRYVY]I, Doctor of Physical and Mathematical Sciences, Professor,

Department of Intelligent Software Systems, Faculty of Computer Science and Cybernetics,
Taras Shevchenko National University of Kyiv,

40 D, Acad. Glushkova ave., Kyiv, Ukraine, 03022

https:/ /orcid.org/0000-0003-4231-0691

sl.krivoi@gmail.com

[L.M. GRYDNEVA| Ph.D Philologist Sciences, Associate Professor,

National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”,
37, Beresteysky ave., Kyiv, 03056, Ukraine

grid_l@ukr.net

T.K. SKRYPNYK, Senior Lecturer,

Computer Science, Khmelnytskyi National University,

11 Instytutska St., Khmelnytskyi, 29016, Ukraine

https:/ /orcid.org/0000-0002-8531-5348

tkscripnik1970@gmail.com

ITERATIVE LOGICAL-LINGUISTIC METHOD
OF ANALYZING NATURAL LANGUAGE TEXTS

Introduction. A three-stage iterative method of extracting knowledge from natural
language texts is proposed, using formal-logical and syntactic-semantic analysis,
explanatory dictionaries, encyclopedias, and special literature. The logical approach
to this is based on the use of descriptive logics and the tools that these logics ope-
rate with. The purpose of such analysis is to build consistent ontological knowledge
bases, supplement the bases with new facts, and check the compatibility of the base.
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The main task in this process is to check the feasibility of concepts, the consistency
of facts, and supplement the set of facts with new facts that are implicitly present
in the text in order to successfully conduct their formal logical analysis. At the first
stage of analysis, all information from the text that is explicitly present in this test is
collected. At the second stage, if necessary (which is dictated by the work of rea-
soners), additional text analysis is performed to search for information implicitly
present in it. For the successful operation of the logical analysis of facts, there is a need
to search for information that is outside the aPurpose nalyzed area. The search for
the necessary (relevant) information is performed at the third and last stage of ana-
lysis. In particular, this search can use the tools of artificial intelligence systems,
various types of encyclopedic, dictionaries etc.

Purpose. The main task in proposed paper are methods of building the feasibi-
lity of concepts, the consistency of knowledge base, and supplement the set of facts
with new facts that are implicitly present in the text in order to successfully conduct
their formal logical analysis.

Methods. A three-stage iterative methods of extracting knowledge from natural
language texts is proposed, using formal-logical and syntactic-semantic analysis,
using systems of Al (as oracle) explanatory dictionaries, encyclopedias, and special
literature.

Results. Proposed an approach to used three-valued logic for estimation of
truth-values conclussions. For the successful operation of the logical analysis of facts,
there is a need to search for information that is outside the analyzed area. The search
for the necessary (relevant) information is performed at the stage of analysis.

Conclusions. We proposed the three stage methods of extraction of new facts
and completion of such new facts of knowledge base, checking its consistency.

Keywords: Text analysis, knowledge extraction, ontological knowledge base.
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ENERGY-CENTRIC CONTROL FOR AUTONOMOUS

MOBILE NODES TO ENHANCE FUNCTIONAL
STABILITY UNDER TURBULENT

This paper proposes a conceptual approach to the autonomous takeoff and landing control of
autonomous mobile nodes (AMN) based on the Total Energy Control System (TEC_dology.
The study aims to enhance the operational efficiency and survivability of unmanned aviation
by utilizing the aircraft’s energy state as a fundamental control invariant. The proposed
approach overcomes the limitations of traditional systems, specifically their high sensitivity to
stochastic disturbances and degraded stabilization accuracy under atmospheric turbulence.
The control algorithm is optimized based on two criteria: minimizing the deviation of the
AMIN total energy from the reference flight trajectory and minimizing the imbalance between
kinetic and potential energies to stabilize the rate of descent (or climb). Simulation results
demonstrate that the implementation of this method provides robust resilience to external dy-
namic disturbances, mitigates the human factor, and enables mission execution under adverse
weather conditions without rigid dependence on ground-based airfield infrastructure. Future
research will focus on scaling the approach to multi-agent systems, integrating adaptation
methods based on random projections, and field testing on fixed-wing platforms.

Keywords: autonomous mobile nodes, autonomous takeoff and landing (ATOL), total enerqy
control system (TECS), energy state, atmospheric turbulence, functional stability, aircraft sur-
vivability.
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Introduction

In recent years, unmanned aerial vehicles have evolved into a distinct class
of complex dynamic systems characterized by high functional density and
scalability in application. The integration of advanced sensory instruments,
including multispectral and inertial measurement subsystems, has enab-
led the continuous generation of large data arrays regarding flight para-
meters, onboard system status, and environmental characteristics.

A key factor in this qualitative transition has been the implementation
of high-performance onboard computing and communication complexes
capable of real-time processing, aggregation, and interpretation of sen-
sory information using filtering, state estimation, and adaptive forecasti-
ng methods. This has significantly reduced latency within the control loop
and enhanced the reliability of information support for decision-making.

Consequently, the necessary prerequisites have been established for a
substantial increase in flight efficiency through the development and im-
plementation of high-precision automatic control systems. A defining
feature of autonomous mobile nodes (AMNSs) is the ability to perform
autonomous maneuvering, following a defined route. This alleviates the
need for ground station operators to constantly monitor numeros mo-
tion parameters (flight in the case of UAVs, movement in the case of
ground systems, surface and underwater travel in the case of water-based
AMNss, etc.). Instead, they start with the initial, final and intermediate
points of the route along with several additional characteristics of the
AMN movement. The remaining parameters are computed by the on-
board control system and transmitted to the respective actuators.

Autonomous UAV flight encompasses stages such as automatic take-
off and landing, trajectory calculation, and subsequent path following,
integrated with high-level decision-making processes depending on
mission objectives. Every flight includes two stages characterized by both
intensive maneuvering and limited control resources required to reach
specific terminal states. Every nominal UAYV flight is inherently accompa-
nied by the essential stages of launch (take-off) and landing.

For modern aviation complexes, a degradation in control precision can
be observed during take-off and landing under atmospheric turbulence,
manifesting as increased deviations from set flight regimes and reduced
stability in regulation loops. Such systems demonstrate insufficient adap-
tability to high-frequency turbulent effects, leading to accumulated con-
trol errors, increased load on actuators, and a decline in overall flight
stabilization efficiency.

Literature Review

Currently, considerable attention is paid to the UAV take-off and landing
methods development and implementation. There are several main me-
thods of UAV take-off: hand launch; use of a catapult; vertical take-off;
“aircraft-style” take-off [3-6].
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Launching a UAV glider using human physical strength, without
specialized devices, is carried out when the UAV weighs less than 5 kg.
The main advantage of the method is simplicity, but at the same time the
main disadvantage is safety for both the glider itself and the operator at
the UAV launch.

Today, a significant number of UAVs are launched using catapults.
But this method has both advantages and disadvantages. For example, a
gunpowder catapult, for all its positive characteristics, such as simplicity,
reliability and power availability also has significant disadvantages, such
as lack of stealth, increased danger to service personnel. A gunpowder
catapult is practically irreplaceable during the launching of heavy UAVs
with a jet engine, but its use for launching mini UAVs is not advisable [6, 7].

Another take-off method is a vertical take-off. Among the existing
UAVs, a special group is made up of UAVs that have the ability to take-off
and land vertically. This ability of UAVs not only significantly simplifies
the problem of its basing, but also expands the capabilities of UAVs both
in terms of areas of application and tactics of its usage. When designing
automatic control systems for such UAVs, difficulties arise in ensuring
their stabilization around the center of mass. Additionally, there is a large
fuel consumption during the vertical take-off procedure, which shortens
the radius of application of the UAV [8].

Take-off according to the aircraft pattern can be carried out automa-
tically or under the operator control. Known methods of UAV landing
[9, 10] can be reduced to such basic schemes as: landing like an airplane
(on a runway); landing like a helicopter (on a site); landing with a para-
chute; landing in a capture device.

For aircraft-type UAVs, classic landing systems are used that are also
used for a manned aircraft landing, for example, such as the course-glide
system and centimeter-range landing systems.

The landing process is divided into five stages: descent, leveling, hold-
off, and rollout. During the descent, the UAV approaches the ground at a
safe speed. The flare stage is designed to offset the vertical rate of descent,
during which the UAV is transferred to horizontal flight mode. During the
holding phase, the flight speed at a constant altitude is further offset due
to an increase in the drag coefficient. The developed technology for auton-
omous take-off of aircraft-type UAVs conditionally divides the take-off
process into three phases, showing the sequence of the main stages of
UAV take-off from the beginning of the ground roll to the transition to the
route (Fig. 1).

In order to land at a designated or intended location, operators per-
form complex calculations to maneuver the UAV horizontally and verti-
cally during the landing procedure [10].

Methods for systems that provide autonomous take-off and landing
of various type UAVs are proposed at [11, 12]. Such systems are called
ATOL, which is an acronym for the words Autonomous Take-Off and
Landing. Take-off and landing without operator intervention will sig-
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Fig. 1. Stages of UAV take-off

nificantly simplify the simultaneous use of several vehicles. The autono-
mous take-off and landing function will in the future become a standard
function in an advanced ground control system for UAVs. This function
minimizes errors caused by the human factor during the take-off and
landing stages of UAVs and reduces the cost of operator training.

It should be noted that at the core of the conflict within non-auto-
nomous aviation complexes lies the degradation of control precision un-
der atmospheric turbulence, which leads to a decrease in the operational
efficiency of unmanned aviation. Classical approaches, oriented toward
rigid adherence to predefined trajectories, demonstrate insufficient adap-
tability to high-frequency stochastic environmental disturbances [13].
To resolve this issue, an approach based on the intellectualization of
take-off and landing processes is proposed, transitioning from trajecto-
ry-based to energy-centric control [14]. Unlike traditional systems that
focus on the geometric parameters of motion, such as the virtual glide
slope, the proposed concept utilizes the aircraft’s energy state as a fun-
damental control invariant. This approach provides inherent robustness
to the system by minimizing the imbalance between the kinetic and po-
tential components of total energy, rather than attempting direct com-
pensation for every individual disturbance [15]. The implementation of
energy-centric control achieves a comprehensive systemic effect, ensu-
ring the intelligent compensation of external disturbances by interpreting
them as fluctuations in the system’s energy budget. This reduces the hu-
man factor by delegating complex tasks to algorithms and enhances the
overall survivability of unmanned aerial vehicles by transforming adverse
meteorological conditions from a category of critical constraints into a ca-
tegory of controllable environmental parameters. Thus, autonomous ener-
gy-state management serves as a systemic mechanism for increasing the
autonomy and functional stability of unmanned aircraft systems in con-
ditions of uncertainty.
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Autonomous Control
of the Uav on the Take-Off Stage

At the take-off stage, it is critically important to ensure efficient accelera-
tion within the runway (RWY) limits, followed by a transition to a safe
climb gradient as determined by airworthiness standards and the pre-
sence of obstacles along the flight path. Simultaneously, during the final
landing phase, there arises a need for the precision dissipation of kinetic
energy to a level that ensures safe taxiing and the accident-free termina-
tion of the flight mission. Both stages are viewed as processes of dyna-
mic transformation of the aircraft’s energy state under conditions of li-
mited temporal and spatial resources.

To ensure the theoretical rigor of the proposed approach, the optimi-
zation criteria for synthesizing the control laws are formalized within the
UAV state space. The total energy of the aircraft’s motion is defined as
the sum of its kinetic and potential components:
=1/2mV* + mgh.

lot

The cost function of the adaptive algorithm is formulated as a problem of
minimizing a quadratic performance index over a finite time interval:

= (0AE2, () + BAE, (1) + (1)) dt,

where:

e ] is the cost function (generalized performance index) that the UAV
onboard computer attempts to minimize;

o [t_0O, t_f] is the time interval over which the integral computes the
cumulative “cost” of all errors and control expenditures;

* AE, (t) = E,(t) - E (t) represents the total energy error of the aircraft,
reflecting the deviation of the UAV’s actual total energy from the target
value defined by the virtual glide slope;

e AE,,(t) is the energy imbalance, which accounts for how the energy
is distributed between its kinetic and potential components;

e 1(t) is the control energy, represented as a control signal vector con-
sisting of changes in control surface positions (pitch) and engine thrust;

e 0, B, v, are the autopilot tuning coefficients (weighting factors).

The parameter AE, (f) represents the current deviation of the total en-
ergy from the reference profile of the virtual glide slope, whereas AE, (t)
determines the instantaneous imbalance between the airspeed (kinetic)
and altitude (potential) channels. The control vector u(f) forms coordinat-
ed commands for adjusting engine thrust and the pitch angle, while the
weighting coefficients o, 3, Y ensure the asymptotic stability of the closed-
loop system under high-frequency stochastic atmospheric disturbances.
The developed technology for autonomous take-off of aircraft-type UAVs
conditionally divides the take-off process into three phases, illustrating
the sequence of the main stages of UAV take-off from the beginning of the
ground roll to the transition to the route (Fig. 1).
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Phase I lasts from the beginning of the runway run-up to the set of
take-off speed V, = 30 m/s. During this stage, the UAV roll angle y and
pitch v are stabilized at zero by the control laws until the take-off from
the runway moment. The thrust value is set to the take-off value.

Phase II begins of the stage occurs when the UAV reaches the take-off
speed V, =30 m/s. The UAV takes off from the runway. In this case,
the pitch angle is set to 5°. The roll angle is controlled to stabilize the
UAV flight path (), which at this stage should be equal to the run-
way course (y,,). The end of the stage occurs when the take-off height
H, =50 m is reached. The thrust retains the take-off value.

Phase III begins after reaching the take-off altitude, the UAV is con-
trolled using algorithms that are provided for UAV flight control. Name-
ly, altitude and speed control can be performed using the UAV full ener-
gy control method, which produces pitch angle control signals v_ 4 and
engine thrust 6, trajectory control can be performed using nonlinear
adaptive roll angle control logic, which operates in the UAV flight mode
along waypoints and produces UAV roll angle control signals (y,,.)-

Autonomous Control of Unmanned
Aerial Vehicle on the Landing Stage

Any UAV landing system, regardless of the chosen implementation stra-
tegy, must ensure the resolution of two fundamental systemic tasks. First
is the task of precision guidance of the UAV to a specified spatial point,
while adhering to the boundary values of orientation angles, as well as
linear and angular velocities, which corresponds to the classical formu-
lation of the terminal control problem. Second is the task of the complete
dissipation of the aircraft’s residual kinetic energy, provided that its struc-
tural integrity and functionality are preserved.

The instrumental framework used for the informational support of
the landing stage for fixed-wing UAVs includes acoustic sensors (sonars)
and laser rangefinders for high-precision altitude determination, sate-
llite navigation system receivers, as well as video cameras for visual orien-
tation or the implementation of computer vision systems, which collec-
tively form the data field for automatic landing. The implementation of
the energy-centric approach allows for the integration of data from these
heterogeneous sensors into a unified energy-state model, ensuring control
stability even under conditions of temporary degradation of individual
information channels.

The developed UAV landing technology is designed to perform UAV
landing in autonomous mode when the UAV control system is given an
approach command at any time and at any flight trajectory interval. A sig-
nificant difference between the developed technology and those described
in [11-15] is that such technology uses algorithms implemented in widely
used autopilots to calculate the landing maneuver before the UAV leve-
ling stage. For example, altitude and speed control can be performed
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using the UAV full energy control method, which produces pitch angle
control signals v, 4 and engine thrust §,,. Trajectory motion control can
be performed using nonlinear adaptive roll angle control logic that
produces the UAV roll angle control signals yemd.

To enable autonomous landing, the UAV autopilot generates an array
of virtual glide slope parameters based on the runway (RWY) threshold
coordinates, heading, glide slope intercept altitude, and the rollout point.
These data are essential for ensuring the stable operation of the UAV
control algorithms, spatial synchronization, and the formation of the lan-
ding course according to the virtual glide slope geometry (Fig. 2). Addi-
tionally, the following key trajectory nodes are defined programmatically:
the landing decision point — the UAV’s location at the moment the ap-
proach command is received, which triggers the nonlinear adaptive roll
control logic to intercept the pre-landing flight level; and the touchdown
point—a point on the runway where the virtual glide slope passes at a
distance d from the threshold. The distance d is determined by the spe-
cified glide slope angle and flare altitude, and is calculated using the fol-
lowing formula:

d=hy/t3y,

where h, — leveling height (height above the runway end point at which
the UAV leveling (flare) phase begins); p — virtual glide slope angle;

e glidepath point is the point of UAV entry into the virtual glidepath,
which is located at the height ,, of the virtual glidepath.

The developed autonomous UAV landing technology works with
the following parameters: i, =3m, p =4, d =429 m.

The glide slope intercept point and the rollout point define a functio-
nal spatial segment essential for ensuring the UAV’s precision entry into
the virtual glide slope window at a target altitude &, aligned with the
runway (RWY) vector. The length of this interval is a dynamic parameter
adapted to the temporal constraints of the landing operation. It is deter-
mined by the UAV’s approach angle relative to the RWY axis and its
maneuvering capabilities; specifically, a sharper intercept angle requires a
longer distance to complete transition processes and achieve course sta-
bilization, though it must not fall below the technical minimum required
for the turn. The target flight altitude within this segment is fixed at the
glide slope entry level 1, allowing for the minimization of energy state
fluctuations before the commencement of the final descent.

To prevent runway excursions or off-runway landings, the nonlinear
adaptive roll control logic is integrated with a dynamic lateral offset com-
pensation mechanism (activated after passing the glide slope intercept
point). This mechanism provides precision heading adjustments to align
the aircraft parallel to the longitudinal axis of the RWY with minimal la-
teral deviation. As a result of the synergetic operation of both algorithms,
the UAV stabilizes on the final approach path after passing the glide slope
point, maintaining the trajectory under zero-roll and zero-sideslip con-
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Fig. 3. Horizontal structure of the UAV landing approach route

ditions to ensure a safe touchdown. Such intelligent stabilization is criti-
cal for neutralizing the impact of sudden lateral wind gusts, which the
system interprets as energetic perturbations of the motion vector.

A diagram of the UAV trajectory control is represented on Figure 3.
In this case, UAV 1 and UAV 2 flew along a given trajectory at waypoints.
At the moment of passing waypoint 1 for UAV 1 and waypoint 3 for
UAV 2, a command to land was received. The dashed lines show the
new automatically calculated approach trajectories in the UAV control
system, in which the next waypoint is chosen also as the turn point.

The nonlinear adaptive roll control logic initiates the aircraft’s transi-
tion onto a virtual trajectory connecting the decision point with the rollout
point. Upon reaching a distance of 150 m, an iterative waypoint swit-
ching procedure is activated: first, to intercept the segment between the
rollout point and the glide slope intercept point, and subsequently, to
guide the UAV to the final touchdown location (Fig. 4). Simultaneously,
in the vertical plane, the Total Energy Control System (TECS) performs
precision monitoring of altitude and airspeed, ensuring motion stabili-
zation along the target profile throughout all stages of the landing ope-
ration. Vertical descent parameters are determined by the platform type
and its dynamic potential, while the flight itself is executed at a constant
landing speed V=V,
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After passing the runway end point, the control algorithm sets the
pitch angle value to 0° and operates in the mode of holding this value,
the engine thrust is set to 0 (3,,, = 0). Upon passing the end of the runway,
the target flight speed of the UAV drops to zero (Fig. 4).

During the holding phase, due to increasing drag, the speed and
flight altitude decrease, the UAV touches the runway surface, performs
the run-up phase and makes a final stop within the runway.

Analysis of the Efficiency of Autonomous
Uav Total Energy Control During the Takeoff Phase

The implementation of autonomous control algorithms based on the prin-
ciples of controlling the UAV’s energy status allows moving from the
manual control stochastic nature to a deterministic process with a high
level of repeatability. A feature of the proposed approach is the distribu-
tion of control logic according to the phases of flight dynamics.

During the I and II stages, the main advantage is to minimize the risk
of accidents caused by untimely reaction to crosswinds during the run.
The key parameters are identified at Table 1:

e Runway heading error (Ay,,), defined as the angular difference be-
tween the direction of actual UAV movement (track angle) and the run-

Table 1. Take- off stages performance metrics

Take-off stace Name, measurement Manual Autonomous
& units of the parameter control control
I stage Runway flight path error (Ay,), ° +3.0...5.0 £0.5...1.0
II stage Pitch angle accuracy (Av), ° +2.0...3.0 £0.2...0.5
III stage Full energy error AE,, (m?/s?) +15...20 £2.0..4.0
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way axis, which characterizes the accuracy of trajectory maintenance
during the run-up, including the impact.

e Pitch angle error (Av) is defined as the absolute deviation of the
current pitch angle from the set value v, at the lift-off moment, which is
important to prevent a stall or tail strike.

On the stage IlII of take-off and during landing, the Total Energy Con-
trol System (TECS) method was applied [16], where the key metrics
were defined as:

e Total energy error (AE,,): defined as the deviation between the set
and actual values of the total mechanical energy of flight (E,, = E,, + E,;,),
which characterizes the efficiency of thrust and pitch control within
the TECS under the influence of external disturbances.

Traditional control systems can enter a mode where the altitude con-
tour requires an increase in pitch, and the speed contour requires a thrust
increase that leads to overshooting and irrational energy consumption.
Therefore, to increase the UAV durability, it is appropriate to use a
full-energy control system. Its difference is that the altitude and speed
control channels do not operate in isolation, TECS integrates them into a
single energy contour. It allows the algorithm to harmonize the operation
of the engine (AS,,) and elevator (Av,,,), considering the vehicle as a holis-
tic system that exchanges kinetic energy for potential and vice versa. This
approach eliminates the “conflict” of contours in a turbulent environment,
prevents overshooting and ensures a stable flight profile under difficult
meteorological conditions.

In general, the transition to energy-centric autonomous control pro-
vides a significant unmanned aircraft operational efficiency increase.
Quantitative analysis of the indicators confirms that the accuracy of trajec-
tory maintenance and the softness of the landing touchdown increase
compared to manual control mode. It not only reduces the working load
of the operator, but also directly affects the technical resource of the glider.

The implementation of autonomous energy state control algorithms
allows to transfer the takeoff and landing process from the category of
subjectively controlled operations to the dimension of high-precision tech-
nological processes. The considered approach to automation provides ri-
gid stabilization of spatial position and course that reduces risks associat-
ed with untimely operator reaction. This guarantees high repeatability of
takeoff and minimizes the probability of emergency situations, such as
premature stalling or runway overrun.

Discussion of the Results

The integration of autonomous take-off and landing algorithms demon-
strates a qualitative transition from stochastic manual control to a deter-
ministic technological process. The analysis shows that during I and II
stages the algorithm provides rigid stabilization of roll and pitch that mi-
nimizes the risks associated with the human factor.
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The transition to stage III and the subsequent landing phase high-
light the main advantage of the full energy control system, where, unlike
traditional PID-based architectures, TECS harmonizes the pitch (Av) and
thrust (A6,,) control signals. By considering the UAV as a single energy
system that balances kinetic and potential energy, the algorithm elimi-
nates control conflicts in a disturbed environment.

The results of the conducted analysis indicate a significant reduction
in total energy error (AE,,) and the stabilization of the vertical descent rate
during landing, demonstrating the high predictability of the developed
algorithms. These improvements directly translate into increased opera-
tional efficiency and overall UAV survivability under conditions of high
environmental uncertainty. By neutralizing the human factor and effec-
tively compensating for stochastic external disturbances, the proposed
technology enables the reliable execution of missions in complex meteo-
rological conditions that are typically critical for manual control or tra-
ditional automatic systems. A detailed experimental verification of the
landing phase and the validation of the proposed mathematical models
are the subjects of a separate extended study currently in preparation
for publication.

To objectively evaluate the scientific novelty of the proposed techno-
logy, an analytical comparison was conducted between the developed
energy-centric method — based on the Total Energy Control System
(TECS) — and conventional Model Reference Adaptive Control (MRAC),
as well as modern intelligent algorithms based on Reinforcement Learn-
ing (RL). Unlike Al-based methods, which exhibit high sensitivity to the
completeness of the training dataset and present a “black box” problem
due to the low physical interpretability of their models, the energy-cen-
tric approach is rooted in fundamental physical invariants of motion. This
enables the achievement of a high level of robustness to critical wind
gusts without requiring significant computational resources from the
onboard computer. Compared to MRAC algorithms, which are prone to
error accumulation and high-frequency oscillations during intensive
maneuvering in a turbulent environment, the proposed logic ensures na-
tural disturbance rejection through its direct interpretation as fluctuations
in the system’s energy budget (Table 2).

Despite the demonstrated efficiency, the operation of the proposed
energy-centric control loop is constrained by several critical boundary
conditions of both aerodynamic and hardware nature. First, the system’s
capacity for energy fluctuation compensation is directly limited by the
actuator saturation effect and the dynamic range of the propulsion
system. The algorithm operates under the assumption that the aerody-
namic control surfaces and the engine possess sufficient power margins;
therefore, in cases where wind-induced stochastic disturbances exceed
the maximum available thrust of the propulsion system (T, ), a degra-
dation in flight stabilization quality inevitably occurs. Second, the sta-
bility of the non-linear adaptive roll control logic critically depends on the
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Table 2. Comparison of Adaptive Control Methods

Computational . Physical
ol | Conermbond Dp/Trang | Robutnes | iy
pp Computer P y of Models
Conventional Moderate Low (Requires |Moderate (Prone |[High
MRAC plant model) to high-frequency
oscillations)
Al/ Extremely Critically High |High (Strictly Low (“Black
Reinforcement  |High (Massive datasets [within the trained |box” problem)
Learning (RL) required) domain)
Proposed Energy- Low None (Physics- |High (Inherent  |Excellent
Centric (TECS) invariant) robustness) (Direct energy-
state control)

update frequency of the sensory subsystems, as continuous state estima-
tion requires a minimum sampling rate of the information fusion matrix at
50 Hz to prevent phase lag under turbulent atmospheric conditions. Final-
ly, a significant limitation is the aerodynamic configuration of the aircraft,
since the current mathematical model is tailored exclusively for fixed-
wing UAVs and their inherent monotonic profiles of kinetic and potential
energy interchange, which precludes its direct transfer to multirotor plat-
forms without a complete restructuring of the power distribution matrices.

Conclusions

The paper proposes a conceptually new approach to the autonomous ta-
ke-off and landing of unmanned aerial vehicles (UAVs) based on the
energy-centric control paradigm. By applying the energy-based flight
control method, the developed technology eliminates the drawbacks of
traditional systems, such as low precision in turbulent atmospheric con-
ditions and stability degradation under high-frequency stochastic distur-
bances. The control criteria in this approach are the minimization of total
energy deviation from the reference value set by a virtual glide slope,
and the minimization of the imbalance between the kinetic and potential
components of total energy, effectively utilizing the aircraft’s energy state
as a fundamental physical invariant. This approach provides inherent ro-
bustness to the autonomous system through the intelligent interpretation
of external disturbances as fluctuations in the energy budget. Further-
more, the findings demonstrate a reduction in human-factor errors during
take-off and landing by delegating cognitively demanding stabilization
tasks to automated algorithms, which lowers operator requirements and
training costs. The developed technology does not require complex land-
ing maneuvers and significantly enhances operational autonomy across a
wide range of initial conditions by eliminating the mandatory reliance on
ground-based airfield infrastructure. This substantially expands the per-
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missible conditions for routine and emergency landings, transforming
complex meteorological factors from critical constraints into controllable
environmental parameters. Consequently, it increases the flexibility, effi-
ciency, responsiveness, as well as the overall survivability and functional
stability of the UAV in uncertain environments. Future work will focus on
scaling the technology for multi-agent systems (UAV swarms) of the fixed-
wing type, ensuring compatibility with a broader range of existing autopi-
lots, and implementing rapid adaptation methods based on random pro-
jections to create a unified intelligent control loop.
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EHEPTOLIEHTPMYHE KEPYBAHHS ABTOHOMHVIMIN
MOBUTIbHUMM BY3JTAMM JI51 TIIABUIIEHHST ®YHKIIIHOTL
CTABUIBHOCTI B YMOBAX TYPBYJIEHTHOCTI

Beryn. 3a ocraHHI poKy 0e3iIOTHI JIiTaIbHI artapaTyl IIepeTBOPWIINCS Ha OKpeMIII
KJTIac CKJIaIHMX AMHAMIYHVIX CUICTeM, IO XapaKTepM3yIOTbCS BUCOKOIO PyHKIIITHOO
LIUTBHICTIO Ta MacIITabOBaHICTIO B 3acTOCyBaHHI. [HTerpairist mepemoBmx ceHCOPHIX
MpWIafliB, BKIIOYHO 3 MYJIBTVCIIEKTPaIbHVIMI Ta iHepLiaIbHVMMIM BUMipIOBaIbHVMU
IijicKcTeMaM, Jlajla 3MOry OesllepepBHO TeHepyBaTH BeJIMKi MacHMBU JaHMX 00
ITapaMeTpiB IIOJIbOTY, CTaHy OOPTOBMX CHUCTEM Ta XapaKTePUCTVUK HaBKOJIMIIHBOIO
cepenosuina. Kirrouosmm ¢akTOpoM MpOTo SIKiICHOTO IIePeXO01y CTaJIO BIIPOBaKeHHs
BVCOKOIIPOAYKTVMBHIX OOPTOBVIX 00UMCITIOBAIBHYIX Ta KOMYHIKAIIIMHVIX KOMIUIEKCIB,
3gaTHMX 00po0IIATY, arperyBaTyi Ta iHTepIIpeTyBaTV CEHCOPHY iH(OpMaliio B peasib-
HOMY 4aci 3 JOIIOMOrolo MeTOfIiB (pijIbTpallil, oIliHBaHH: CTaHy Ta afallTMBHOTO IIPO-
rHozyBaHHsA. OTXe, CTBOpeHO HeoOXifHi IepelyMOBY Il CYTTEBOTO IiIBUIICHHS
epeKTMBHOCTI MOJIBOTY 3aBISKNM PO3POOJIEHHIO Ta BIIPOBAIDKEHHIO BMCOKOTOYHIX
CHUICTEM aBTOMATMYHOIO KepyBaHHS. Pyx aBTOHOMHWMX MOOUIBHMX By3imis (AMB)
OXOIUTIOE TaKi eTam, K aBTOMaTUIHUI 37TiT Ta TI0cajika, O0UVCIIeHHs TPaeKTOPil Ta
HofasIble CIIilyBaHHs 3a TPAacKTOpi€lo, iHTerpoBaHi 3 IIpoliecaMy HPUMHATTS pi-
IIIeHb BVICOKOTO PiBHs 3aJIeXXHO Bif, IIlevt Micil. [Ij1s cyvacHmX aBialliTHMX KOMII-
JIeKCiB IiJT Wac 3Ib0Ty Ta IIOCajIKM B yMOBax aTMOcdepHOI TypOyIeHTHOCTI MoXe
CIIOCTepiraTyics MOTipIIeHHS. TOYHOCTI KepYBaHHS, 1110 IIPOSBIIIETCS 30UIbIIEHHIM
BiZIXVJIEHD BiJJ, 3a[TJaHVX PeXVMIiB IOJIbOTY Ta 3HVDKEHHAM CTIVIKOCTi B KOHTypaXx pery-
mosaHHA. Taki cucreMn HeMOHCTPYIOTh HEAOCTATHIO afalTUBHICTB A0 BUCOKOYAC-
TOTHMX TypOyJIEHTHMX BIUIMBIB, IO IIPM3BOAUTE 10 HAKOIMYEHHS IIOMIWIOK Kepy-
BaHH$I, 30UIbIIIeHHSI HaBaHTa)KeHHSs Ha BUKOHABYl MexaHi3MI Ta 3HVKeHHS 3arajIbHOL
edexTMBHOCTI cTabisizallil mojapoTy. ToMy y CTaTTi 3alIpOIIOHOBAHO KOHIIENTYaslb-
HUW TAXiT 0 aBTOHOMHOTO KepyBaHHA pyxoM AMB Ha ocHOBI MeTOm0JIOTiIT TTOB-
Horo kepysaHH4 eHeprieto (TECS).

MeTto10 poOOTH € HifABUIIEHHS eKCIUTyaTalliliHOl e()eKTMBHOCTI Ta >XMBYUYOCTi
0e3MisIoTHOI aBiallil 3aBISKNM BUKOPVCTAHHIO €HepreTUYHOIO CTaHy allapaTa sIK QyH-
JlaMeHTaJIbHOI'O iHBapiaHTa KepyBaHH:.

PesynpraTni. 3anporioHOBaHM IIi/IXi/T HiBeIIOE OOMEXeHHS TPaINUIIITHIX CIC-
TeM, 30KpeMa IX BUCOKY Yy TIMBICTb O CTOXaCTMYHNX 30ypeHb Ta BTpaTy TOUHOCTI
cTabimisarii mig gac TypOyieHTHOCTI. ATITOpWTM KepyBaHHS OITTMMi30BaHO 3a IBOMa
KpuTepisiMu: MiHiMi3alliero BigxuieHHs 1oBHOI eHeprii AMB Bif onopHoi Tpaek-
TOPiI IIOJILOTY Ta MiHiMi3amielo AycOasaHCy MK KIHETMUYHOIO Ta IIOTeHLIHOIO eHep-
ristMu T cTabitisariii IBMIKOCTI 3HVDKEHHS (CXOIKEHHS).

BucaoBkm. PesynbpTaTyi Moe/IroBaHHs CBiTUaTh, 110 BIIPOBa)KeHHsI METOly 3a-
Gesriedye CTIVIKICTh 1O 30BHINIHIX AMHAMIYHMX 30ypeHb, MiHIMi3y€e BIUIVB JIIO[ICHKOTO
dpaxTopa Ta 1a€ 3MOr'y BUKOHYBATM Micil 3a HECIIPUSATIIMBIIX METEOyMOB 0e3 JKOPCTKOL
3aJIeXXHOCTI Bifj HazeMHOI aepoapomHoil indpacTpykTypu. ITogansii gocsipKeHHs
CIIpsIMOBaHi Ha MacIITaOyBaHHS IIAXOMY [JII OaraToareHTHMX CHUCTeM, iHTerpariiro
MeTOIiB ajjalTallil Ha OCHOBI BUITaIKOBMX ITPOEKIIiV Ta HaTypHe TecTyBaHHs ILIaT-
dopM i3 dikcoBaHVM KPUIIOM.

Karouo6i caoBa: abmonomuuii mobisvnuil 6y3oa, abmonomuuti 34im i nocadxa (ATOL), no-
Bue xepyBanns enepeieto (TECS), enepeemuunuil cmau, ammochepua mypoyseHmHicimes,
pyHKyionasvHa cmadiAbHICG, KUBYHiCHb AIMALLHUX anapamib.
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IH®OPMAIIVIHI TEXHOJIOTII [JISI CTBOPEHHSI
CVICTEM IHTEJIEKTYAJIbHOTO KEPYBAHHSI

B PO3IIOUIEHMX KOMIT'FOTEPHO-
KOMYVHIKAIIVIHVX CEPEJOBMIIIAX

IIpoBedero komnaexcHuil aHAAI3 CYHACHUX THPOPMAYITIHUX MeXH0402ill, w0 Bukopicmoby-
tomucs 044 nobyooBu cucmem iHmesekmyasvHoeo xkepybanns 6 posnodiseHux komn omep-
HO-kOMYHiKayitiHux cepedobuwax. Poseaanymo cyuachi KoHyenyii wnyumozo iHmesekny,
Memoou 3abesneterHs aBMOHOMHOCII THIMEACKINYAALHUX CUCTeM, 1i0X00u 00 NPULHAMMA
pitens i CKAa0Hux OUHAMIYHUX cepedoBunlax, a makox mexHoAoeii baeamoaeeHnHoi 63aemo-
0it. Ocobauby ybacy npuditeHo MexHoA0IAM MAWUHHOO HABUAHHA, 2A1b0K0e0 HABUAHMHSA,
niokpinA06a1vH020 HAGUAHHA, eKCNePMIHUM CUCHIEMAM, THINeACKIMYAAbHUM aeeHmam ma 6a-
eamoaeceHmHUM cucmemam. Ipoanarizoano npobremu pyHKYioHYBaHHA THIMEACKIMYANLHUX
cucmem Y posnodifeHux mepexax, nob’a3ami i3 sampumkamu nepedayi 0aHux, He6usHavueHic-
mio, iHgopmayiinow besnexoro ma macuimaboBanicmio. Busnauerno nepcnexmubui nanpamu
po3BumKy cucmem iHmMeACKIMYaibHo20 kepyBaHHs HA OCHOBI MexHOA02Ill WYUHOo20 iHIe-
Aexmy, yugpobux 08iinukib, nepucpepiinux oduUCIeHb MA CEMAHMUUHUX KOMYHIKAYTTL.
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bacamoaeenmui cucmemu, MawuH#e HABUAHHS, NPUTLHAINMS piuleny, ABMOHOMHI CUCIEMU,
KoMN 10mepHO-KoMYHiKayiliHi cepedoBuuya.
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Berynn

CrpiMKIi1 po3BUTOK iHpOpPMaIliTHO-KOMYHIKAIIiFIHMX TeXHOJIOTiM, XMap-
HMX 004YNCIIeHb, iIHTepHeTy peueit Ta Kibepdi3nuHMX crcTeM OpU3BiB 10
IOSIBY HOBWX BVMIMOT JIO ITPOIIeCiB KepyBaHHS CKJIaJHVMM TeXHIYHUMM
o0’extamy. CydacHi KOMII'IOTepHO-KOMYHIKaIliVHi cepelOBUINa XapakK-
TepU3YIOTbCSL BUCOKOKO AMHAMIUHICTIO, BeJIMKMIM OoOCsSTaMy JTaHMX, Heofl-
HoOpimHicTIO iHdOpMalilTHIX pecypciB Ta HeOOXigHICTIO (PYHKITIOHYBaH-
HsI peaJIbHOMY 4Yaci.

Y Takmx ymoBax TpaJuLIiViHi METOIV aBTOMAaTUYHOTO KepyBaHHH Jie-
MOHCTPYIOTh 0OMeXXeHy e(PeKTMBHICTh Yepe3 HeMOXIMBICTb TIOBHOTO Bpa-
XyBaHHsI HeBM3Ha4eHOCTel, 3MiH ITapaMeTpiB cepeloBuIIa Ta CKJIaJHMX
B3a€MO3B’SI3KiB MiX ejlemeHTaMy cucteMit. Lle oOyMoBIIIoe akTBHE BITPO-
Ba/KeHHsI TEeXHOJIOTiV INTYYHOTO iHTeJIeKTy, 3[IaTHMX 3alesledyBaTy
ajjarTallio, CaMOHaBYaHHs Ta aBTOHOMHeE IIPUVIHATTS PillleHb.

MerToro cTaTTi € aHaI3 cydacHMX iHOpPMAIIiIHMX TeXHOJIOTI, II10
BUKOPVCTOBYIOTBCS I CTBOPEHHS CHCTeM iHTeJIeKTyaJIbHOTO KepyBaH-
Hs B PO3IOIUIEHNX KOMII FOTepHO-KOMYHIKAIIiTHIX CepefoBUINax, a Ta-
KOXX BY3HauYeHHS IIepCHeKTUBHMX HaIIPsMIB 1X IOJaJIbIIIOTO PO3BUTKY.

Cy4acHi KOHIIeNii iHTeJIeKTyaIbHOTO KepyBaHHsI

InTenexTyasbHe KepyBaHH: € MDKIVCIIUIUIIHAPHOIO Tajly33k0, SKa I10€/I-
Hy€ MeTO[M Teopii KepyBaHHs, IITYyYHOI'O iHTEJIEKTY, aHa/Ii3y JaHMX Ta
TeOopil HPUMHSATTS PillleHb.

OcHOBHOIO 0COOIMBICTIO IHTE/IEKTYaJIbHIMX CHCTeM € 3[1aTHICTB [10:

* HaKOIIMYeHHs Ta aHaJli3y 3HaHb;

* ajanTariii 10 3MiH 30BHIIIIHBOIO CepeOBUIIA;

* IPOrHO3yBaHHS PO3BUTKY CUTYallii;

* caMOHaBYaHH;

* aBTOHOMHOTIO IIPUVIHATTS PillleHb.

CyuacHi migxoam 1o oOyaoBM iHTeIeKTyaTbHVIX CrcTeM 0as3yloThCs
Ha KOHIIeTIIi 3aMKHeHOI0 IIUKITy «CIIPUMHSATTS — aHajli3 — IJJaHyBaH-
Hs — pisg». CaMe Taka apxiTeKTypa BUMKOPWUCTOBYETLCS B aBTOHOMHUX
poboToTeXHIUHMX KOMIUIEKcaxX, Oe3MIOTHMX TPaHCIOPTHUX CUCTeMaXx,
cucTeMax Kibep3axucTy Ta iHTeJIeKTyaJIbHIX MepeXkax.

OpHuM 13 KITIOUOBMX HaIIPsMIB PO3BUTKY € CTBOPEHH: PO3IIOiIeHO-
ro iHTeJIeKTY, B IKOMY OKpeMi BY3JIM CHUCTeMM 3[aTHi CaMOCTIiVIHO IIPU-
MaTy pillleHH:d Ta KOOPAMHYBaTV CBOT [Iil 3 IHIIMMM YYacHUKaMU Mepexi.

Metonu 3a0e3ev4eHHsA aBTOHOMHOCTI

iHTeJIeKTyaJ'.[BHI/IX CUCTEM

ABTOHOMHICTb € 0a30BOKO XapaKTePUCTMKOIO CYy4YaCHUX iHTeJIeKTyaIbHX
cucTeM.

[l 3abe3neueHHsT aBTOHOMHOTO (PYHKITIOHYBaHHs CHCTeMa IIOBUH-
Ha peasli3oByBaTy TaKi PYHKIIIT:
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® CIIPUVIHATTS. HABKOJIVIIIIHBOT'O CepeOBIIIIA;

e iHTeprpeTallito oTpuMaHoi iHdopMarrii;

° cpopMyBaHHﬂ Mopagesien CVITyaLLﬁ;

® IUTaHyBaHH: MOBEIiHK;

® IPUVIHATTS pillleHb;

® KOHTPOJIb BUKOHAHHS iVl

OcolmiBe 3HaYeHHS aBTOHOMHICTB Ma€ ISl POOOTOTEXHIUHMX CHCTEM,
0e3IUTOTHVIX JHTaIBHVIX allapaTiB Ta PO3IOAUIEHIX MepeXXeBIX KOMIUIEKCIB.

Y cyvacHmMX IOCITIDKeHHSIX aBTOHOMHICTh PO3IVIAIAETbCA K 31aT-
HIiCTh cycTeMM PYHKITIOHYyBaTV 3a YMOB HEIIOBHOI iHdopMallii, ooMexe-
HIX pecypciB Ta HeBM3HA4YeHOCTi 30BHIIIHBOTO cepenosuina. OgHMM i3
HepCcHeKTUBHMX HaIlpAMiB € BUKOPUCTaHHA peryJiboBaHOI aBTOHOMHOCTI,
KOJIMI piBeHb CAMOCTIVIHOCTI CUCTeMM MOXKe 3MIHIOBATMCS 3aJIeXKHO Bif
yMOB (PYHKIIIOHYBaHHS [3].

TexHOJIOril IITY9IHOTO iHTe/IeKTy
B CMCTeMaX iHTeIeKTya/IbHOTO KepyBaHHsI

Marmaae HaBuaHHS € OHi€I0 3 0a30BMX TEXHOJIOTIV CydacHMX iHTesIeK-
TyaJIbHUX cvcTeM. OCHOBHMMM HarpsiMaMM I0TO 3aCTOCYBaHHH €:

e KIacudikariis curyariin;

® IIPOrHO3YBaHHs CTaHiB;

® BUIABJICHHS aHOMaJIi;

e OIITVMI3allis IIPOIeciB KepyBaHHS;

® [IiITPVMKa IIPUIHATTS PillleHb.

OcobrmBoro nommpeHHs HabyJsI METOIN:

e JlepeBa pillleHb;

® BUIIaIKOBI JIiCIL;

® MeTO/], OIIOPHMX BEeKTOPIB;

e arcaMOJIeBl MeTOJII;

e DaeciBchKi MozTeri.

I''m6oki HeIpoHHI Mepexi 3a0e3euy0Th MOXJIIVBICTh aHAII3Y BeJIV-
KVIX 0OCSTiB HECTPYKTYPOBaHMX JaHMX.

J1o HamOUIBIII ITOIIVIPEeHNX apXiTeKTyp HajleXaTb:

e 3rOpTKOBI HentpoHHi Mepexi (CNN);

¢ pekypeHTHi Mepexi (RNN);

o LSTM-mepexi;

e TpaHcOpMepI.

Bonut mmpoko BUKOPUCTOBYIOTHCS IS aHaJIi3y ITIOTOKIB JaHMX, KOM-
I'IOTEPHOTO 30py, 0OpOOKM IPUPOIHOI MOBY Ta IIPOTHO3YBaHHS CKJIafl-
HUX ITPOLIeCiB.

HapuaHH4 3 IiAKpilUIeHHAM J1a€ 3MOTy areHTaMm popMyBaTy OIITH-
MaJIbHI cTpaTerii IIOBeOiHKM IIUIAIXOM B3a€MOJIIT i3 cepeOBUIIIeM.

Oco0mBO TIepCIIeKTUBHIM € OaraToareHTHe HaBYaHHS 3 IIKpirUIeH-
HsIM, sIKe JJa€ 3MOI'y peaJli3oByBaTV KOJIEKTVBHE IPUVIHATTS pillleHb y
posnoziieHnx cucreMax. OCHOBHMMM ITpo0sieMaMy TaKOTro ITiXOy 3a-
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LITYYHWW IHTEJTEKT

v

v

'

Cumsosteami 1T

Ob6uncrmoBasbam 1T

I'i6pvymevm 1

>| ExcrieptHi cuucteMu |

'>| MarrHHe HaBYaHHS |

| Hevtpo-neuiTki cuuctemn

>| basu sHanb

| >| Hevtponni mepexi |

| KorniTusHi apxiTekTypu

>| JloriuHe BUBEIEeHHS |

>| T'mboke HaBuaHHA |

| Lindposi asitaMKM

>| HeuiTka s10rika |

>| Hapuann4 3 migKpirureHHAM |

'

CVCTEMU IHTEJIEKTYAJIbHOI'O KEPYBAHHSI

Puc. 1. Kitacudikaliist cygacHMX TeXHOJIOTi ITYYHOTO iHTeJIeKTY, 1110 BUKOPUCTOBY-
IOTBCSI ITPY TIOOY/I0Bi CHCTeM iHTeJIeKTyaJIbHOI'O KepyBaHH:

Tabauys 1. IlopiBHsAIIPHA XapaKTepYCTMKA OCHOBHMX TEXHOJIOTIN
IITYYHOTO iHTeJIeKTy JIJIsI CMCTeM iHTe/IeKTyaJIbHOTO KepyBaHHsA

OcnosHi ccpepn

Texwortoris Ilepesaru Hepnomixn

3aCTOCyBaHH$[
Excrnieprhi ITosicHroBaHicTh  pi-|CkitagHicTh OHOBJIEH-|CrcTeMI  THOTPVIMKN
cucTeMm IIIeHb, BUKOPWCTaH-|HA 0a3 3HaHb OPUIHSTTS pillleHb

HsI 3HaHb eKCIIePTiB

Heuitka PoGota 3 HeBusHaue-|[TorpeOye excrepT-|ABToMaTH4He Kepy-
JIoTiKa HICTIO HOTO HaJIallITyBaHH: |BaHH#, [IiarHOCTMKa
ITyygni HevtpoH-|Bricoka TouHicTb ITpor-| 3HauHi obumco-|Po3risHaBaHHS 00pa-
Hi Mepexi HO3yBaHH:I BaJIbHI BUTpaTU 3iB, IIPOrHO3yBaHHA
Marmnmae AmarrruBHICTD Ta ca-|HeoOximHicTs Benm-|AHayliTMKa — JaHMX,
HaBYaHHS MOHaBYaHHS KVX HaOopiB maHWMX |minTprMKa pimreHb
I'miGoke PoGora 3 HecTpykTy-|CrtamsicTs inTepripe-| Komm'torepamit  3ip,
HaBYaHHS poBaHVMM JJaHVMI  |Tallil pe3yJIbTaTiB 0Opobka MoBU
InTestexTyasibHi | ABTOHOMHICTD, THYY-|CKIafgHicTe Koopnu-|Posnonineni iHdop-
areHTu KiCcTb Harii MalIiViHi crucTeMm
bararoarenTHi |Macmrabosanicte, |[Tpobnemu ysromkeH-|MepexereHTpUIHe
CUCTEMU BiZIMOBOCTIVIKiCTH HS JTiVT aTeHTiB KepyBaHHsL
Hapuanus OrrrmMizariist moBemin-|Bruicoka — ckiapnicTs|PoGoToTexHika, aBTO-
3 MJKPIIUIEHHAM |[K/ B peaJIbHOMY 4Yaci (HaBYaHH: HOMHUVI TPaHCIIOPT

JIVITIAIOTHCS KOOP/IVHALLiS areHTiB, MacIITabOBaHICTh

CepeIoBuIIa.

bararoareHTHi cucreMmu
sIK OCHOBA pO3II0/IijIeHOTr0 iHTeIeKTy

Ta HeCcTaOUILHICTE

Onniero 3 HaVIOUIBII HePCIeKTUBHIIX TeXHOJIOTIN iHTeIeKTyaIbHOTO Ke-
pyBaHHS € OaraToareHTHi cuictemu [7, 8].
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LlenTp KoopayHaril
(kepyroumy1 areHT)
I

v ) v
Arent 1 AreHT 2 AreHT No
Amnatis ITnanyBaHHsA Momnitopunr
I I I
il v
ba3za sHaHb basa manmx
I I
I

KowmyHikarriviHe cepegosuine
(Mepexxa TIepenadi TaHMX)

'

| OO’ ekt KepyBaHHS |

Puc. 2. Y3arajpHeHa apxiTeKTypa OaraToareHTHOI CHCTeMM iHTeJIeKTyaJIbHOIO Ke-
PYBaHHS B PO3IIO/IiJIeHOMY KOMII IOTepHO-KOMYHIKaITiTHOMY CepeIOBIIIT

baraToareHTHa crcTema sIBJIsI€ COOOIO CYKYIIHICTh aBTOHOMHMX areH-
TiB, SIKi B3a€MOJIIIOTH MiXXK COOOIO ISl JTOCATHEHHS CriytbHOTI MeTr. KoykeH
areHT Ma€ BJIaCHI MexaHi3MM CIIPUIHSTTS, aHali3y iHdopMallii Ta IIpum-
HATTS PillleHb.

OcHOBHMMM IIepeBaraMy OaraToareHTHOTO IIXO/Y €:

e MacIITabOBaHICTh;

® BIIIMOBOCTIVIKICTB;

® PO3IIOJIUTeHICTh O0YVICIIEHB;

® AJTAIITVIBHICTE;

® MOXJIMBICTH caMOOprasisariii [9].

CydacHi OaraToareHTHi cCTeMI 3aCTOCOBYIOTb Y:

e JIOTICTMYHIMX MepeXkax;

e crICTeMax KepyBaHHs TPaHCIIOPTOM;

® [IPOMWMCJIOBiVI aBTOMAaTM3aLlil;

® eHepreTMYHNX CUCTeMaX;

¢ poboTOTexHil1l];

e BilICBKOBUX CUCTeMax KepysaHHs [10].

OcraHHI TOCTIKeHHS TeMOHCTPYIOTh iHTerpariito OaraToareHTHVIX
CHICTeM i3 TeXHOJIOTisIMM IHTEePHEeTY pedert Ta IITYYHOIO iHTeJIeKTY, 1110 J1ae
3MOI'y CTBOPIOBATH aJalITMBHI MepeskeBi eKOC1CTeMV HOBOT'O ITOKOJIiHHS.

Oco0mmBocTi pyHKIiOHYyBaHHA
iHTEJIeKTya.TIBHI/IX Cucremy pOSIIO,II;i.TIEHI/IX
KOMII I0TepHO-KOMYHIKaIlilTHIX cepedoBUILax
Ha BigMiHy Bif HeHTpasli3oBaHMX CUCTeM KepyBaHHS, PO3IMOJIiIeHi ce-
penoBuIla XapaKTepu3yOThCS:
* 3aTpUMKaMu Ilepefadi iHpopmariii;
* BTpaTaMM IaKeTiB TaHMX;
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* HEeOIHOPIAHICTIO MepeXeBol iIHdPPacTPYKTypu;

® BIICOKOIO IMHAMIYHICTIO TOIIOJIOTII;

* iHdopMalIiTTHOIO HEeBM3HAYEHICTIO.

3a Takux yMOB e(eKTUBHICTh (PYHKI[IOHYBaHHS CVUCTEMW 3aJIeXKWUTh
He JIVIIe Bifl SKOCTi aJITOPUTMIB IIPUVHATTA pillleHb, a VI BiJl 30aTHOCTL
aZlanTyBaTyCA 0 3MiH ITapaMeTpPiB Mepexi.

OcobimBoro 3HaueHHs HaOyBalOTh TeXHOJIOTII IepudepitHmux 00-
umcinenb (Edge Computing) ta Fog Computing, AKi DaroTh 3MOTY IlepeHO-
cUTY 00UMCITIOBaJIBHI pecypcy OJIvDKde 10 IKeperl JaHMX i 3MeHIITyBaTu
sarpumkn [11].

OnnayM i3 HavOUIBIT IIePCIIeKTUBHMX HaIIpsMiB 3aCTOCYBaHHS Tex-
HOJIOTIV IITYYHOTO iHTeJIeKTY € IT00y0Ba CMCTeM MiATPUMKM IIPUHSTTS
pimens. Taki cucTeMy mpwsHadeHi P aHaJli3y BeJIVKMX MacWUBiB pis-
HopinHOT iHpopMariii, popMyBaHHS peKOMeHaIlill Ta BUOOpPy HamOIbIII
edeKTVBHIX aJIbTepHATHB JIil1 B yMOBaX HeBU3Ha4YeHOCTi.

Ha Binminy Bifg TpaguiminHux iHOpPMAaLiTHUX CHUCTeM, iHTeJIeKTYy-
aJIbHI CUCTEMM MiATPVIMKM IIPUIHSTTS pillleHb 30aTHI He JIuIe 30epirat
Ta 0OpoOJIATY JaHi, a 7 3[iMICHIOBATH X iHTepIIpeTallilo, HIpOrHO3yBaHHS
PO3BUTKY cUTYyarlil Ta popMyBaHHS OOIPyHTOBaHMX peKkoMmeHnarin. Lle
0COOJIMBO BasKJIMBO [1JIsl CKIIQ[HMX PO3IOAUIEHNX CepeloBUIll, e Kijlb-
KiCTb MOXJIVBYUIX aJIbTe€pPHATUB MOKe 3HAUHO IepeBUIIyBaTi MOXJIMBOCTI
JIFOJIVIHW ITIOJIO TX OIepaTMBHOIO aHaIi3y.

CydacHi Do KeHHs JeMOHCTPYIOTh e(PeKTMBHICTh BUKOPVICTaHHS
IITYYHOrO iHTeJIeKTy I CUTYaliiHOIO aHaJli3y, IIPOTHO3yBaHHS PO3-
BUTKY TIOfIiVi, OIIiHIOBaHHSA PU3MKIB Ta aBTOMaTM30BaHOIO IUIaHyBaHHSI.
3aBIsKM 1IbOMY 3a0e3redyeThCs MiIBUIIIeHHS MIBUIKOCTI IIPUHSTTS pi-
IlIeHb, 3MeHIIIeHHs BIUIMBY JIIOJICBKOrO (paKTopa Ta MOKpaIlleHHs SKOCTi
YIIPaBJIiHHS CKJIaJHVMV TeXHIYHVIMY CYCTeMaMU.

OcobrmmBy poJIb y TaKMX CHCTEMaXx BifirpaloTh METOIV MAIIIHHOTO Ha-
BYaHHS Ta iHTeJIeKTyaJIbHOI'O aHaJIi3y JaHMX, SIKi JaroTh 3MOI'y aBTOMaTUYHO
BUSBJISITY IIPVIXOBaHI 3aKOHOMIPHOCTI y BeIIMKMX oOcsArax iHdopmariii Ta
dopmyBaTV MO IITPUMKYM IIPUHATTS pillleHb Y PealbHOMY Yaci.

Hespaxaroun Ha aKTMBHUV PO3BUTOK aBTOHOMHVX TE€XHOJIOTIV, JI¥O-
AVHA 3aJIUIIAE€ThCA BaKIVBUM €JIeMeHTOM OUIBIIIOCTI CyJacHMX CUCTeM
KepyBaHH:A. TOMy OTHVM i3 KJIIOUOBVIX HaIIPSIMiB PO3BUTKY iHTeJIeKTyaJlb-
HVX TeXHOJIOTIV € BAOCKOHaJIEHHS JIIOJIMTHO-MaIIVHHOT B3a€MO/III.

CydgacHnii ifxin, mepegdadae popMyBaHHs KOHIIEIIIIT CITTBHOTO iH-
TeJIeKTY, BIIIOBITHO 0 SKOI JIIOJIMHA Ta CMCTeMa IITy4YHOIO iHTeJIeKTy
B3a€EMOJIIIOTh SIK €/JVIHa KOTHITMBHa cucTeMa. ITpu 11boMy iHTeslekTyabHa
crcTeMa 3a0e3Iieuye aHaIi3 BEJIVKMX 00cCATiB iHOpMallii, BUKOHY€E IIpo-
THO3yBaHH: Ta TeHepye MOXJIVBI BapiaHTV pillleHb, TO/I SIK JIOAVHA 3/1i-
CHIOE CTpaTeriuHy OIIHKY CUTYyallil Ta IIpUiMae OCTaTOYHe pillleHHs.

EdexTuBHicTh Takoil B3aeMOIil 3HAYHOIO MipOIO BU3Ha4a€ThCs PiB-
HeM JI0BipM MiX KOpHUCTyBadeM Ta iHTeJleKTyaJlbHOIO cuctemoro. Came
TOMY OCTaHHIMM poKaMM aKTMBHO PO3BMBAIOThCS KOHIlerlil Explainable
Artificial Intelligence (XAI) [12], cipsamoBaHi Ha HiIBUINIEHHS ITPO30POCTi
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JITOPUTMIB IPUVHATTS PillleHpb Ta 3a0e3eueHHsT MOXJIMBOCT] ITOSICHEH-
HsI OTPVIMaHMX Pe3yJIbTaTiB.

InTerpariis JIFOIVMHO-MaIIVHHOL B3a€EMO/IiT 3 TEXHOJIOTiAMM INTYYHOIO
iHTeJIeKTy Ha€ 3MOry IOEIHATY BYICOKY OOUNMCITIOBaIIBHY IIOTYKHICTD CY-
JacHUX iHdoOpMaliHMX CUCTeM i3 KOTHITMBHUMM MOXJIMBOCTSMMU JIIO-
IOVIHY, 110 € 0COOIMBO BaXKJIMBVIM IS VIIPABIIHHS CKJIaJHVMM PO3IIO/i-
JIEHMW CYICTEMaMIA.

EdexTnBHICTb PYHKITIOHYBaHHS CMCTEM iHTeIeKTyaJIbHOTO KepyBaH-
H$l 3HAYHOIO MipOIO 3aJIeXNTh Bill sSIKOCTi 00po0sieHHs BXigHOI iHdOopMa-
1ii. Y cydacHUMX poO3MOAiyIeHnX cepeloBUINiaX OOCATM JTaHMX ITOCTiITHO
3pOCTarOTh, 110 MOTPedye BUKOPUCTAHHS CIIelliayli30BaHMX METOIIB CKO-
pOYeHHs po3MipHOCTI Ta CTPYKTypu3allil iHdpopMariii.

OpmanM i3 HarOTbIT ePeKTVBHYIX ITJIXOIIB € BUKOPVCTAHHS METO/IIB
Kj1acTepusartii mannx. Kiacrepusartist Jo3B0sIsi€ aBTOMaTUYHO IPyITyBaT
1on1iOHi 00’ ekTH, mapaMmeTpu abo aTprOyTH, 110 CYTTEBO 3MEHIITY€ CKIIa/l-
HICTb HOIAIBIIINX O0UMCIIEHb.

OcobmBy aKTyasIbHICTh TaKi MeTOIM MalOTh IIiJT Yac aHasIi3y OaraTo-
BUMipHMX HaOOpiB AaHMX, XapaKTepHMX I CydacHMX KOMII IOTepHO-
KOMYHIKAIIiFTHMX CUCTeM. Y TaKMX BUIIaJKaxX TPaJWIIiVIHI MEeTOIV CKOpPO-
YeHHS PO3MipPHOCTI YacTO BUSBIISIIOTBCS HEIOCTATHRO epeKTMBHIMM abo
HOTpeOYIOTh 3HAUHNX 00UMCITIOBAJIBHIX PeCypciB.

3acTocyBaHHS KIacTepu3allii aTpuOyTiB H03BOJII€ BUSBIISTU B3aEMO-
3aJIeXHi HapameTpy, 00’ eqHyBaTH I10/1i0HI XapaKTepUCTUKI y TPyIIU Ta
3MeHIITyBaTV KiTbKICTh O3HAK, HEOOXITHVIX VI IPUVHSTTS pillleHb. Y pe-
3yJIBTaTi JOCATAETHCS CKOPOUEHHS Yacy oOpobrieHHs iHdopMmariil, migsm-
LIeHHs IIPOAYKTUBHOCTI iHTeIeKTyaJIbHMX aJITOPUTMIB Ta HOKpallleHHs
SAKOCTi OTPMMAaHMX Pe3yJIbTaTiB.

[TepcnekTBHMM HaNIpPsIMOM € IIOE€HAHHS METOJIB KilacTepw3ariil 3
JITOPUTMaMM MAaIllTHHOTO HaBYaHHS Ta OaraToareHTHVIMM Te€XHOJIOTis-
MW, 110 JT03BOJISIE CTBOPIOBATY MACIITaOOBaHi CHICTeMM MIATPUMKM IIPUTL-
HATTS pillleHb 114 CKIaHMX PO3HOAUIEHMX KOMIT IOTepHO-KOMYHiKalliii-
HVIX CepeOBIII.

OpHuM i3 cyyacHMX HaIIpsAMiB pO3BUTKY iHTesleKTyaIbHUX iHdOopMa-
LIVIHVIX TEXHOJIOTIN € Iepexis Bif KOHIIeNIlii 00UMCITIOBAJIBHOTO MVICTIEH-
H# 10 KOHIIeIIIil MUCJIeHHsI Ha OCHOBI IITY4YHOro iHTesiexTy. Takun mif-
Xif, nepegdadae BUKOPUCTAHHS He JIMIIe TPaJULiIHUX allTOPUTMIB 00-
poOJieHHS JaHMX, a I MeXaHi3MiB poOOTH 3i 3HAaHHSIMM, KOHTEKCTOM Ta
CEeMaHTWMYHVIMM 3B SI3KaMy MK 00’ eKTamyi mpeIMeTHOT 00JI1acTi.

Ha BigmiHy Bif, KJIJaCMYHOTO OOYMCIIIOBAJIBHOIO MVCIIEHHS, IO Opi-
€HTYEThCA IlepeBakKHO Ha popMajlizallifo 3a7ay Ta aJIrTOpUTMi3allito IIpo-
11eciB 1X BUPIIIeHHsI, MVCJIEHHS Ha OCHOBI IITyYHOTO iHTeJIeKTy 0a3yeThCs
Ha BUKOpPMCTaHHIi 0a3 3HaHb, TUIIOBMX ClleHapilB, MexaHi3MiB JIOTiYHOTO
BUBeJIeHHs Ta aHaJli3y HecTpyKTypoBaHoOI iHdopmariil. Baxmsoro ckiia-
ZIOBOIO TaKOIO IIIXOdY € 3JaTHICTb BpaxOBYBaTM KOHTEKCT IIPUIHSTTS
pillleHb Ta BUKOPVMCTOBYBaTV HaKOIIVYEeHMI JOCBi[L IoepeIHboro pyHK-
LIIOHYBaHHS CVICTEMIA.
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ITopanpImit po3BUTOK Ili€l KOHIIEMIIil OB’ I3aHMUM i3 BUKOPMCTaH-
HSIM KOTHITMBHVX 00UMCIIeHb, sIKi ITIOEAHYIOTh MOXIIMBOCTI MaIIMHHOTO
HaBYaHHs, NIMOOKIMX HEMIPOHHMX MepeX, 00po0sIeHHs IIPUPOIHOI MOBI
Ta iHTeJIeKTyaJIbHOTO aHali3y ganux. KornitTusai crctremn 3abesneuyors
He JIMIIe aBTOMaTM30BaHe BMKOHAHHS OKpeMMX oneparlir, aje Vi Iii-
TPVIMKY ITpoIleciB OpMyBaHHS 3HaHb, [IPOTHO3yBaHHS PO3BUTKY CUTYya-
11i71 Ta BUPOOJIeHHs peKOMeHIaIIil 010 MOaIbIIINX [IiTl.

3acTocyBaHHS KOTHITMBHMX 00UMCIIeHD Y PO3IIOIiyIeHX KOMIT IoTep-
HO-KOMYHIKaIIiTHIX cepedoBuIax J1a€ 3MOTy CyTTEBO IiIBUMIIUTI edek-
TUBHICTh (PYHKITIOHYBaHHS CHUCTEeM iHTeJIeKTyaJIbHOIO KepyBaHH:, 0CO-
611BO 3a YMOB HeBM3HaueHOCTi, HeIIOBHOTM iHOpMallii Ta BIUCOKOI [Iu-
HaMiKl 30BHIIIIHBOIO cepefoBuINa. BakIMBOO TeHAEHIIEI0 PO3BUTKY
Cy4acHMX CVCTeM KepyBaHH: € Iepexif] 1O MepeXXelleHTPUYHMX apXiTeK-
TYp, V sSIKMx PYHKIIiI 300py iHpopMmariil, 00pobrieHHs HaHMX, ITPUVHSTTS
pinteHb Ta pOpMyBaHHS KepyHOUMX BIUIMBIB PO3MOAUISIOTECS MDK YMC-
JIEHHVIMM BY3JIaMV KOMIT JOTepHO-KOMYHIKaIlilTHOT Mepexi.

Ha BinmMiHy Bif IleHTpasli30BaHUX CUCTEM, MepeXelleHTpUYHe Kepy-
BaHH: [I03BOJIsIE 3a0e3reunTyi OUIbII BUCOKMI PiBeHb XMBYYOCTI, MacIII-
TabOBAHOCTI Ta amalTMBHOCTI. BomHOUYac edeKTMBHICTB TaKMX CHUCTEM
3HAYHOIO MIpOIO 3aJIeXXNTh Bill, xapaKTepuUCTUK iHdOpMallilTHO-KOMYHi-
KallilTHOTO cepeIoBUIIIa.

OcnoBoro iHdopMallitHOro oOMiHy B CydacHMX KOMIT IOTEpHUX Me-
pexax € makeTHa Heperava gaHux. Ilim vac dyHKIIiOHYBaHHS PO3IIO-
IIJTEHVIX CYICTeM MOXJIVBI BTpaTy iHdOopMalliniHIIX ITaKeTiB, 3MiHa Opsi/-
Ky iX JOCTaBKM, Bapiallii 3aTpUMOK Ilepe/iadi Ta IlepeBaHTakeHHs OKpe-
MUX KaHaJliB 3B"13Ky. Taki pakTopm MOXyTb iCTOTHO HOTipIIyBaTH SKiCTh
iHTeJIeKTyaJIbHOTO KepyBaHHs, 0COOIMBO KOJIM cucTeMa (PyHKIIIOHY€E B
peXnmi peayIbHOrO 4acy.

g migBuieHHs CTiKOCTI (PyHKITIOHyBaHHS iHTeJIeKTyaIbHMX
CUCTeM Yy PO3IIOAUIEHVX CepedoBUIaX JOLUIBHMM € BUKOPUCTAaHHs a/iarl-
TUBHUX aJITOPUTMIB KepyBaHHS, 3JaTHMUX BpaxXxOByBaTV IOTOYHWII CTaH
Mepexi Ta KOMIIeHCYBaTV BIUIVB 30BHIIIHIX 30ypeHb. Baxumsy posb mpu
IIbOMY BiJirpalOTh T€XHOJIOTII IIPOrHO3yBaHH:A MePeXXeBUX 3aTPUMOK, Me-
XaHi3MM BiJHOBJICHHS BTPadeHMX HaHMUX Ta aJICOPUTMM CHMHXPOHi3allil
posnoaiteHx iHpopMarliiHNX IOTOKIB.

[TpakTruHa peatisaliisi MepeXXelleHTPUYHOIO iHTeJIeKTyaJIbHOIO Ke-
pyBaHHS TOTpebye BUKOPVCTaHHS pO3rOpHYTHX 0a3 3HaHb MO0 Xapak-
TEPUCTUK 00’ €KTiB KepyBaHH:, 0cOOIMBOCTeN PyHKITIOHyBaHHS MepexXi
Ta MOXJIMBUX ClleHapiiB po3BUTKY cuTyaril. Kiacudikauinxmm anais
MOTOYHMX JAHMX YMOJXJIVBJIIOE CTPYKTYPHY Ta IlapaMeTpUYHy ajarira-
L0 aJITOPUTMIB KepyBaHHS, 3a0e3Ieuyloun JTOCSTHEHHS IIOCTaBJIeHMX
IIJIer HaBiTh 32 YMOB 3Ha4YHOI HEeBM3HAYeHOCTI.

IlepcriekTBHMM HAaIIpsIMOM IIOHAJIBIIMX HOCIIIDKeHb € iHTerparis
TeXHOJIOTIV ITYYHOTO iHTeJIeKTy, OaraToareHTHMX CUCTeM Ta IIporpam-
HO-KOHIrypoBaHMX MepexX I CTBOPeHHs BUCOKOe(eKTMBHMX CUCTeM
PO3HOAUIeHOrO iHTeJIeKTyaJIbHOrO KepyBaHHS HOBOT'O ITOKOJIiHHS.
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ITpo6siemmn iHdopmarrinnHoi Oe3nekn
Ta IOBipM 10 iHTeJIeKTya/IbHUX CYCTeM

[aTerparlis MTYYHOrO iHTEJIEKTY B PO3IIOMIeHI cepeloBuIlla IIOPOIKye
HOBI BUKIIVIKM y cpepi KibepOesrekt.

J1o ocHOBHMX 3arpo3 HajleXXaTh:

e TTi;TMiHa HaBUYaJIbHUX JaHUX;

® aTaKM Ha MOJIEJIi MAIIIMHHOTO HaBUaHHSI;

¢ BUTIK KOHDIiIeHIIiTTHOT iHdopMarii;

® KOMITpOMeTallid areHTiB;

e MaHINYyJIIOBaHHY pe3yyIbTaTaMM IIPUHATTS pimteHs [15].

V 3B’43Ky 3 MM aKTMBHO po3BuBatoThcd Hanpsimu Trusted Al, Explai-
nable Al Ta Federated Learning, opieHTOBaHi Ha MiZIBUIIIeHHA Ha[IiTHOCTI Ta
IPO30POCTi PYHKITIOHYBaHHS iHTeJIeKTYaIbHUX CHCTEM.

IlepcrieKTMBHI HAaIpsIMYU PO3BUTKY

ITpoBemeHunt anasis JO3BOJIS€ BUOIIUTY TaKi MepCIeKTYBHI HalpsIMU
TOCJTIIKeHb:

¢ 100y/10Ba CMCTEM PO3MOIIIEHOTO iHTe/IeKTY Ha OCHOBI OaraToareHT-
HIMX TeXHOJIOTIVI;

e iHTerpallis IITY4YHOTO iHTeJIeKTY 3 UM POBMMM ABIIHMKaMIL;

® PO3BUTOK CeMaHTUYHVX KOMYHIKaIliVi MDK areHTaMU;

® BUKOpUCTaHH: deflepaTBHOIO HaBYaHH;

® CTBOPEHHS aJalITMBHMX CUCTeM IIPUVHSATTA pillleHb y peXumi pe-
aJILHOTO Yacy;

e 1100y/1I0Ba MepeXeIleHTPUYHMX CVCTeM KepyBaHHS HOBOTO ITOKO-
JIIHHSL.

OcolmBum iHTepec CTaHOBIIATh CEMAHTMYHI MepeXXi KOMyHiKaltin,
JKi Opi€HTOBAaHO He Ha Ilepejady JIaHuX, a Ha Ilepeavy 3HaHb i HaMipiB
MDX iHTeJIeKTyaJIbHUMM areHTamm [16].

BucHOBKM

Y craTTi mpoBenieHo aHasIi3 cydacHMX iHOpPMAaIIiTHIX TeXHOJIOTi CTBO-
PeHHs CcyCTeM iHTeJIeKTyaJIbHOrO KepyBaHHS B PO3MOAUIEHMX KOMIT f0-
TePHO-KOMYHIKAIIIFIHVX CepeoBUIIaX.

BcTaHoBIIeHO, 1110 HAMIOUTBIIT ePCIIEKTVBHUMM TEXHOJIOTISIMI € Ma-
IIMHHe HaBYaHH, IJIMOOKe HaBYaHHS, DaraToareHTHI CMCTeMM, HaBYaH-
H# 3 HIIKPIIUIEHHSM Ta iHTeJIeKTyaIbHi areHTu. BusHaueno, 1o momgaiib-
IIUJ PO3BUTOK CHUCTeM iHTeJIeKTya/IbHOTO KepyBaHHs IIOB si3aHWUII i3
BIIPOBA/PKEHHAM PO3IIOUIEHOrO iHTeJIeKTY, CeMaHTUYHVX KOMYHIiKalliv,
11 PoBMX ABIVTHNKIB Ta derepaTBHOIO HaBYaHHS.

OrpumaHi pe3ysibTaTi MOXYTb OyTWU BUKOPUCTaHi SIK TeOpeTUYHa
OCHOBa 11151 pO3pO0JIeHHs HOBUX apXiTeKTyp iHTeJIeKTya/IbHOrO KepyBaH-
HS CKJITHVIMV PO3HOAUIEHVIMY TeXHIYHVIMY CICTEMaMI.
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INFORMATION TECHNOLOGIES FOR CREATING
INTELLIGENT CONTROL SYSTEMS IN DISTRIBUTED COMPUTER
AND COMMUNICATION ENVIRONMENTS

Introduction. The increasing complexity of distributed computer and communica-
tion environments requires the development of advanced intelligent control techno-
logies capable of operating under conditions of uncertainty, dynamic network topo-
logy, communication delays, and large-scale data processing. Traditional control
approaches are often unable to provide the required level of adaptability and auto-
nomy in such environments, which has led to the widespread adoption of artificial
intelligence technologies.

The purpose of the paper is to analyze existing information technologies used for
the development of intelligent control systems in distributed computer and communi-
cation environments and to identify promising directions for their further evolution.

Results. The paper reviews contemporary artificial intelligence technologies, in-
cluding machine learning, deep learning, reinforcement learning, expert systems,
fuzzy logic, intelligent agents, and multi-agent systems. Particular attention is paid to
the issues of autonomous decision-making, distributed intelligence, adaptive control,
and coordination of autonomous agents operating in network-centric environments.
The advantages, limitations, and application domains of the considered technologies
are analyzed and compared.

The study demonstrates that multi-agent architectures, reinforcement learning
algorithms, and distributed artificial intelligence technologies provide the highest
potential for the implementation of intelligent control functions in complex distribu-
ted environments. Furthermore, emerging approaches based on digital twins, edge
computing, federated learning, and semantic communications significantly expand
the capabilities of next-generation intelligent control systems.

Conclusions. The obtained results can serve as a theoretical foundation for the
design and implementation of adaptive intelligent control systems capable of auto-
nomous operation and real-time decision-making in distributed computer and com-
munication infrastructures.

Keywords: artificial intelligence, intelligent control systems, distributed computer and com-
munication environments, distributed intelligence, machine learning, reinforcement learning,
multi-agent systems, autonomous systems, decision support, network-centric control.
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FEATURES OF BUILDING A CYBER DEFENSE

SYSTEM FOR A CAMPUS NETWORK
OF A RESEARCH INSTITUTION

The paper examines the features of building a cyber-security system for a campus network of
a research institution. The specifics of the functioning of the information and communica-
tion infrastructure of research institutions in comparison with corporate networks of com-
mercial enterprises are analyzed. The main differences in architecture, user models, the nature
of information flows and the profile of cyberthreats for research institutions are identified.
A system of principles for building a cyber-security system for a campus network of a re-
search institution is proposed, which includes adaptive network segmentation, a multi-level
trust model, the principle of controlled openness, the principle of continuity of scientific servi-
ces and distributed administration with centralized audit. The need to integrate organiza-
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tional, technical and procedural mechanisms for cyber-security within a single system for
ensuring information security of a research institution is substantiated. A structural model
of a cyber-security system for a campus network of a research institution is proposed, focused
on ensuring the stability of the functioning of the information infrastructure in the condi-
tions of modern cyberthreats.

Keywords: cyber-security, campus network, research institution, information security, net-
work segmentation, Zero Trust, network monitoring.

Introduction

Modern research activities critically depend on the stable functioning of
information and communication infrastructure. Campus networks of sci-
entific institutions provide access to scientific resources, electronic docu-
ment management, specialized computing services, research results stor-
age systems, cloud platforms, web resources, and international informa-
tion systems for scientific interaction.

Simultaneously with the increase in the level of digitalization of scien-
tific activity, the number of cyberthreats aimed at the information resourc-
es of scientific institutions is significantly increasing. The problem be-
comes particularly relevant in the context of hybrid cyberthreats, targeted
attacks on scientific organizations, the spread of ransomware, compromise
of accounts, and attacks on critical information infrastructure.

Unlike corporate networks of commercial enterprises, campus networks
of research institutions have a number of specific features, including;:

¢ open nature of academic interaction;

e a significant number of temporary users;

e the need for integration with external scientific resources;

e use of hybrid network infrastructure;

e availability of specialized laboratory segments;

e active use of wireless technologies and remote access;

e constant change in the configuration of network segments in ac-
cordance with scientific tasks.

Classic corporate cyber-security models, focused on rigid centrali-
zation, access restrictions, and static network structure, do not provide
adequate efficiency in the conditions of scientific campus networks. This
necessitates the development of adapted principles for building a cy-
ber-security system for scientific and research institutions.

The purpose of the article is to study the features of the functioning
of the campus network of a research institution and develop a system
of principles for building cyberprotection for such a network, taking into
account the specifics of scientific activity.

Analysis of Existing Approaches
and Problem Formulation
The issue of ensuring cyber-security of information and communication

systems is studied in a significant number of scientific works. The main
attention is paid to the issues of network segmentation, access control,
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perimeter protection, network activity monitoring, intrusion detection
and building cyberincident response systems.

A significant part of modern approaches to building cyberdefense
systems is based on corporate security models focused on commercial
enterprises. Such models include:

e centralized administration;

e static network structure;

e clearly defined business processes;

e limited number of external integrations;

e minimizing external access;

e strict control of information flows.

For corporate networks, the priority is to ensure the confidentiality of
financial, commercial, and service information. Accordingly, cyberdefense
systems are focused on maximum isolation of information resources,
centralized control, and minimizing changes in the network structure.

At the same time, research institutions operate in fundamentally dif-
ferent conditions. Campus networks of research institutions are charac-
terized by:

— the need to ensure academic openness;

— high intensity of international information interaction;

— a significant number of mobile and temporary users;

— using users’ own devices (BYOD);

— constant change in the structure of research segments;

— using heterogeneous software and hardware platforms;

— the availability of specialized scientific equipment.

A feature of scientific institutions is also the combination of adminis-
trative, scientific, laboratory and service infrastructure within a single infor-
mation environment, usually in the form of a mixed campus network [1].

Thus, the use of classic corporate cyberdefense models without adap-
tation to the — specifics of scientific activity leads to:

— excessive difficulty in accessing information resources;

— reduction in the effectiveness of scientific interaction;

— reduced flexibility of network infrastructure;

— complexity of integrating external services;

— the emergence of a conflict between security requirements and
the needs of scientific research.

Therefore, there is a need to develop a specialized approach to buil-
ding a cyberprotection system for a campus network of a research in-
stitution.

Features of the Campus Network
of a Research Institution

The campus network of a research institution is a complex multi-level in-
formation and communication system that ensures interaction between
scientific departments, administrative services, laboratories, service sys-
tems, and external information resources.
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A typical campus network structure of a research institution in-
cludes:

e core network segment;

e server infrastructure;

® user segments;

e wireless networks;

e guest segments;

e laboratory networks;

e remote access systems;

e cloud services;

e backup and archiving tools.

The core segment provides the functioning of backbone data chan-
nels, routing, centralized services, authentication and access control sys-
tems. It includes server equipment, routers, firewalls, monitoring systems,
and backup systems.

The user segment combines employee workstations, laboratory equip-
ment, mobile devices, and wireless access points. One of the features of
scientific institutions is the significant number of non-unified software
and hardware platforms used to conduct specialized research.

The wireless component of the network plays a particularly im-
portant role in the functioning of a modern scientific institution. The
use of Wi-Fi networks ensures user mobility, supports guest access,
connects mobile research complexes, and operates educational and sci-
entific events.

At the same time, the widespread use of wireless technologies signi-
ficantly increases the risks of unauthorized access, traffic interception,
account compromise, and attacks on network infrastructure [2].

Another characteristic feature is the need to support open scientific
interaction. Scientific institutions are actively integrating with external
services, international computing platforms, scientific repositories, remote
collaboration systems, and cloud resources.

Unlike commercial enterprises, where the concept of maximum isola-
tion of information infrastructure prevails [3, 4], scientific institutions are
forced to maintain controlled openness of the network.

Thus, the campus network of a scientific institution is characte-
rized by:

— hybrid structure;

— high dynamism;

— multi-level architecture;

— mixed trust model;

— a significant number of external integrations;

— the need to simultaneously ensure the availability and security of
resources.
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Threats and Vulnerabilities
of the Academic Campus Network

The specifics of the functioning of a campus network of a research insti-
tution form a special profile of cyberthreats and vulnerabilities.

The main organizational risks include:

— a significant number of temporary users;

— the difficulty of controlling the level of cyberhygiene of users;

— use of personal devices;

— decentralized administration of individual segments;

— insufficient software unification.

A feature of scientific institutions is the frequent change of user base.
The network can be connected to graduate students, interns, participants
in scientific projects, invited researchers, and representatives of
third-party organizations.

Technical risks include:

— use of outdated equipment;

— the presence of unknown or specialized devices;

— use of open wireless networks;

— insufficient level of segmentation;

— connecting unauthorized equipment;

— use of vulnerable remote access services.

A separate problem is scientific equipment, which often operates
under outdated operating systems or specialized software that does not
support modern protection mechanisms.

The main information risks include:

— compromising the results of scientific research;

— leakage of confidential scientific data;

— violation of the integrity of scientific archives;

— unauthorized access to grant documentation;

— blocking of critical services by ransomware.

Particularly dangerous are ransomware attacks that can lead to loss
of access to the results of many years of research, scientific archives and
electronic document management systems, or leakage of personal data,
as in the case of the University of Hawaii Cancer Center [5].

In addition, modern cyberthreats are characterized by a high level
of automation and the use of artificial intelligence technologies to con-
duct phishing campaigns, compromise accounts, and bypass protection
mechanisms [6].

In this regard, cyberdefense systems of scientific institutions must
take into account not only classic threats to information security, but
also specific risks associated with the functioning of an open scientific
environment.
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Principles of Building a Campus
Network CyberDefense System

Taking into account the peculiarities of the functioning of research insti-
tutions, it is advisable to form a system of principles for building cyber-
protection for the campus network.

Principle of adaptive network segmentation

Unlike corporate networks with a static structure, the campus net-
work of a scientific institution must support the ability to dynamically
form segments according to the needs of research groups and scientific
projects.

Adaptive segmentation involves:

— isolation of critical services;

— separation of guest networks;

— allocation of laboratory segments;

— demarcation of administrative and scientific infrastructure;

— the possibility of rapid network reconfiguration.

The use of adaptive segmentation allows you to minimize the attack
surface and limit the spread of cyber-security incidents between net-
work segments.

The Principle of Multi-Level Trust

In a campus network, it is not possible to use a model of complete
trust for internal nodes. Users, devices, and services must be treated
as potentially untrusted regardless of their physical location on the
network.

The implementation of this principle involves:

— using the Zero Trust concept [7];

— constant verification of user authentication;

— multi-factor authentication;

— node behavior control;

— access restrictions based on the principle of least privilege.

The multi-level trust model ensures increased resilience of the cy-
berdefense system to compromise of individual network segments.

The Principle of Controlled Openness

Scientific activity requires constant interaction with external infor-
mation resources. Therefore, complete isolation of the network is impos-
sible and contradicts the principles of functioning of the modern scien-
tific environment.

The principle of controlled openness provides for:

— regulated external access;

— use of secure communication channels;

— control of access to public services;

— segmentation of external services;

— constant monitoring of external activity.

This approach allows for a balance between the openness of scientific
infrastructure and the necessary level of cyberprotection.
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The Principle of Continuity of Scientific Services

For a research institution, the continuity of services related to con-
ducting research is of critical importance.

Critical services include:

— research results storage systems;

— electronic document management servers;

— backup systems;

— scientific repositories;

— computing clusters;

— web resources of scientific projects.

Ensuring continuity of operation involves:

— redundancy of critical components;

— regular backup;

— use of geographically remote copies;

— support for disaster recovery mechanisms;

— monitoring the status of the infrastructure in real time.

The Principle of Distributed Administration with Centralized Audit

In scientific institutions, individual laboratories and scientific units can
use their own information resources and local administration mechanisms.

Complete centralization of management in such conditions is ineffective.

Therefore, it is advisable to use a distributed administration model
with centralized audit, which provides for:

— local administration of individual segments;

— centralized event logging;

— centralized monitoring;

— unified security policies;

— centralized response to cyberincidents.

The Principle of Integration of Organizational and Technical
Measures

The effectiveness of a cyberdefense system is determined not only by
technical means, but also by the level of organizational support.

The organizational component should include:

— internal regulations;

— user instructions;

— incident response procedures;

— staff training;

— periodic audits;

— monitoring compliance with security policies.

The integration of organizational and technical mechanisms allows
for a comprehensive approach to building a cyberdefense system.

Campus Network Cyber-security System Model

Based on the proposed principles, a multi-level model of the cyber-
security system of the campus network of a research institution can be
formed.
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Structurally, this model includes:

1. Level of physical infrastructure.

2. Level of network interaction.

3. Level of services and information systems.

4. Access control level.

5. Level of monitoring and response.

6. Organizational level.

At the physical infrastructure level, protection is provided for server
equipment, power supply systems, data transmission channels, and te-
lecommunications equipment.

The level of network interaction includes:

o firewalls;

e VLAN segmentation;

¢ IDS/IPS systems;

e VPN technologies;

e network traffic control mechanisms.

The service level covers:

e postal systems;

e web resources;

o file storage;

e scientific information systems;

e cloud services.

The access control layer implements:

e centralized authentication;

e multi-factor authentication;

e privilege control;

e access policies.

The monitoring and response level includes:

e log collection systems;

¢ SIEM platforms;

¢ network activity analysis tools;

e incident response procedures.

The organizational level covers:

e regulatory documentation;

e audit procedures;

e user training;

¢ administration regulations.

The interaction of these levels forms a unified cyberdefense system
aimed at ensuring the stability of the functioning of the information in-
frastructure of a scientific institution.

Practical Implementation of a CyberDefense
System in a Scientific Institution

The practical implementation of a cyberdefense system should be based
on a comprehensive approach that combines organizational, technical,
and procedural mechanisms.
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One of the key elements is the creation of a system support unit
responsible for:

e network administration;

e infrastructure monitoring;

e incident response;

e user support;

e information security audit.

An important component of the system is the organization of centra-
lized network monitoring. The monitoring system should provide:

¢ monitoring the status of network nodes;

¢ network traffic analysis;

e detection of abnormal activity;

e control of resource use;

e prompt informing of administrators.

Significant attention should be paid to logging security events. Cent-
ralized log storage allows:

e perform incident analysis;

e detect unauthorized access attempts;

e monitor user actions;

e generate statistics on security events.

To achieve rapid response and analysis of security incidents, it is
advisable to implement an ontological expert incident management
system [8].

To ensure the stability of the infrastructure, it is necessary to imple-
ment a backup system, which should include:

e regular backups;

e isolated storage of copies;

e backup data integrity control;

e periodic testing of recovery procedures.

An important aspect of ensuring cyber-security is increasing user
awareness. Staff training should cover:

e cyberhygiene rules;

e detection of phishing attacks;

e safe use of email;

e rules for working with information resources;

e cyberincident response procedures.

In addition, it is necessary to conduct regular information security au-
dits and testing of the security of the information infrastructure. It is also
important to simulate social engineering attacks [9].

Conclusions

The article examines the features of building a cybersecurity system for a
campus network of a research institution. It is shown that campus net-
works of research institutions differ significantly from corporate networks
of commercial enterprises in terms of structure, user model, nature of in-
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formation interaction and cyberthreat profile. It is established that the
use of classical corporate models of cybersecurity without adaptation to
the specifics of the scientific environment is not effective enough.

A system of principles for building cybersecurity for a campus net-
work of a research institution is proposed, which includes the principle
of adaptive network segmentation, of multi-level trust, of controlled
openness, of continuity of scientific services, of distributed administra-
tion with centralized audit, and principle of integration of organizational
and technical protection mechanisms.

The scientific novelty of the work lies in the formalization of the prin-
ciples of building a cyber-protection system for a campus network of a
scientific institution, taking into account the peculiarities of the academic
information environment, the need to support open scientific interaction,
and the dynamic structure of user segments.

The practical significance of the results obtained lies in the possibi-
lity of using the proposed approach to build and modernize cyberde-
fense systems in institutions of the National Academy of Sciences of
Ukraine, higher education institutions, and other research organizations.
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OCOBJIMBOCTI ITOBY OB CMCTEMI KIBEP3AXUCTY
KAMITYCHOI MEPEXXI HAYKOBO-JOCJIIJTHOI YCTAHOBU

Beryn. CyuacHa mociimHWMIIBKA AiSUIBHICT KPUTWMYHO 3aJIEKUTH Bill cTabiTBHOTO
dyHKIIIOHYBaHHS iHpOPMaliTHO-KOMYHIKamitHOI indpacTpykTypn. KamirycHi me-
PpeXi HayKOBVIX YCTaHOB 3a0e3I1euyIoTh JOCTYII 0 HaYKOBVIX PeCyPCiB, €JIeEKTPOHHOTO
IIOKYMEeHTOO0DIry, creriaizoBaHnX OOYMCITIOBaJIBHIX CEPBiciB, cycTeM 30epiraHHsA
pe3yJIbTaTiB JI0CIIKeHb, XMapHMX IUIaTdopM, BeO-pecypciB Ta MiXXKHApPOAHMX iH-
dopmarinHMx crucTeM I HayKoBol B3aemofii. OpgHouacHO 3i 3pocTaHHAM piBHS
mmdpoBsisariii HayKOBOI isUTEHOCTI 3HAYHO 3pOCTa€ KUIbKICTh Kibep3arpos, crpsmo-
BaHUX Ha iHdopMmariiHi pecypcn HaykoBux ycraHoB. [Ipobrrema ctae 0co6mmBo ak-
TyaJIbHOIO B KOHTEKCTi riOpmaHmx Kibepsarpos, IiylecrrpsiMOBaHMX aTak Ha HayKOBi
opraHisallil, IIOIIMpeHHs IporpaM-BrMaradvis, KOMIIpoMeTallii 00J1iKOBIX 3almciB Ta
aTak Ha KpUTHMYHY iHdopMalliiHy iHdpacTpykTypy. Ha Bigminy Bin xopmopaTis-
HVIX Mepe)X KOMepLIiVHX MiAIPUEMCTB, KaAMITyCHi MepeXXi HayKOBVMX YCTaHOB MafOTh
HU3Ky crenmdigamx ocobimsocrent. Kiracuuni Momern kopriopaTnsHOI KibepOes-
IIeKW, Opi€HTOBaHI Ha XOPCTKY IleHTpasli3allilo, OOMeXeHHs JOCTYIy Ta CTaTWYHY
CTPYKTYpy Mepexi, He 3a0e3I1e4yIoTh HalIeXKHOI e(PeKTMBHOCTI B yMOBax HayKOBMX
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KaMITycHVX Mepex. Lle 3yMoBIIIOe HeOOXinHICTh pO3pOOKI agaITOBaHVIX IIPVHIINIIB
o0y moBM cricTeMm KibepOesmekn M HayKOBO-IOCIIITHIIX YCTaHOB.

MerTo10 CTaTTi € HOCTiIKeHHsI 0cOOIMBOCTeN (PYHKIIIOHYBaHHS KaMITyCHOI Me-
pexi TOCTiIHUITEKOT YCTaHOBM Ta pO3po0Ka CHCTeMM IIpMHINIIB 11o0yioBu Kibep-
3aXVICTY 1718 TaKOI MepeXi 3 ypaxyBaHHSM CIIenM@iKM HayKOBOT ITisUTbHOCTI.

Metomm. B crarTi cpopMoBaHO crcTeMy HpWMHIIMIIB ITOOymoBU Kibep3axmcTy
KaMITyCHOI Mepexi.

Pesynpratn. IlpoBeneHo aHaiis crenmdikm pyHKIioHyBaHHS iHpOpPMAaIIii-
HO-KOMYHiKaIlilTHOI iHdpacTpyKTypy HayKOBIX YCTaHOB y IIOPiBHAHHI 3 KOpIoOpa-
TUBHUMI MepeXXaMl KOMEePIITHMX HiIIpUeMCcTB. BrsHaueHO OCHOBHI BiIMiHHOCTI
apxiTeKTypu, Mozesli KOpWCTyBadiB, XapakTepy iH(OpMamiliH1X IIOTOKiB Ta IIpO-
dirmo xibep3arpo3s Ay HayKOBO-IOCTIITHVIX YCTaHOB. 3aIIpOTIOHOBAHO CYCTEMY ITPUH-
IIMITiB TIOOY/I0BM KiGep3axmcTy KaMITyCHOT MepeXi HayKOBO1 yCTaHOBW, IT[0 BKITIOYa€e
aJalTVBHY CeIrMeHTallilo Mepexi, OaraTopiBHeBY MOeJIb JOBipY, HPUHIINII KOHTPO-
JIbOBAHOI BIIKPUTOCTi, IPVHIMII Oe3llepepBHOCTI HayKOBMX cepBiciB Ta posmofiie-
HOro afMiHicTpyBaHH: 3 IleHTpaslizoBaHUM ayauToM. OOIpyHTOBaHO HeOOXinHicTh
iHTerparlil opraHizaminiHNX, TEXHIYHNMX Ta IPOLEAYPHMX MeXaHi3MiB Kibep3axmcTy B
MeXKax €IMHOI crcTeMN 3abe3redeHHs iH(opMariiiHo1 Oe3mekn HayKOBOI YCTaHOBIA.
3anpoIrIoHOBaHO CTPYKTYPHY MOZEIb CHCTeMI Kibep3axXmcTy KaMITyCHOT MepeXXi Ha-
YKOBO-OCIIITHOI YCTaHOBY, OPi€HTOBaHy Ha 3a0e3leueHHs CTiMKOCTi (PYHKIIiOHY-
BaHH: iHdOpMalliiiHOI iHdpacTpyKTypu B yMOBaXx CydacHMX Kibep3arpos.

Bucnoskm. IlokasaHo, III0 KaMITyCHi MepeXXi HayKOBMX YCTaHOB CYyTTE€BO Bif-
PI3HSIIOTBCS BiZl KOPIIOPATMBHMIX MepeXX KOMEPIIITHYIX ITiIIPUEMCTB 3a CTPYKTYPOIO,
MOJIeJUII0 KOPVCTYBadiB, xapakTepoM iHdopMalliitHoi B3aeMomil Ta ImmpodiseM Ki-
Oep3arpos. BcraHOBIIEHO, IO BUKOPUCTAHHS KIIACMYHIMX KOPIOPATUBHUX MOZeIIeN
KiGepOesrexn 6e3 amarrariii 7o crrelniky HAyKOBOIO CepefoBUIla € HeJOCTaTHBO
edeKTVBHIM.

Katouo6i caoBa: xibepsaxucm, kamnycra mepexca, HaykoBo-0ocaiona ycmaroba, ingpopma-
yitina besnexa, ceemenmayis mepesxi, Zero Trust, mepexeBuil MoHimopuHe.
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DEVELOPMENT OF RISK ASSESSMENT

AND MINIMIZATION MODELS

FOR CYBER INCIDENTS IN INTERCONNECTED

AUTOMOTIVE AND POWER SYSTEMS

The paper investigates the critical problem of ensuring cyber resilience within the integrated
ecosystems of automotive transport and energy infrastructure, which are becoming increa-
singly interdependent due to the mass adoption of electric vehicles and Smart Grid techno-
logies. The study provides a comprehensive analysis of the threat landscape, focusing on spe-
cific attack vectors targeting electric vehicle charging stations (EVCS) and the communication
protocols of the Vehicle-to-Grid (V2G) interface. It is demonstrated that vulnerabilities in the
ISO/IEC 15118 and OCPP protocols can be exploited to initiate cascading failures that tran-
scend the boundaries of the transport network and impact the stability of the regional power
grid. The central contribution of this research is the development of a formalized mathematical
model for multi-layer risk assessment, which utilizes a probabilistic approach to quantify
the impact of cyber-physical attacks on system availability and data integrity. Unlike existing
one-dimensional models, the proposed methodology accounts for the interconnectedness of
nodes, where a security breach in a single vehicle or charging point acts as a catalyst for lar-
ge-scale energy imbalances. The paper details a systematic risk minimization framework that
integrates proactive and reactive measures: from the deployment of specialized intrusion de-
tection systems (IDS) optimized for industrial control protocols to the implementation of adap-
tive load management algorithms that mitigate the effects of malicious demand-side manipu-
lation. Simulation results presented in the study confirm that the proposed model effectively
identifies high-risk convergence points with a sensitivity improvement of 15-20% compared
to traditional NIST-based frameworks. The research findings provide a theoretical and prac-
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tical basis for government agencies and critical infrastructure operators to develop robust
cybersecurity strategies in the era of total digitalization of transport and energy assets. The
developed models contribute to the creation of autonomous defense mechanisms capable of
maintaining operational continuity under adversarial conditions.

Keywords: cyber security, automotive transport, energy, risk assessment, Smart Grid, V2G,
risk minimization, critical infrastructure, cascading effects, cyber resilience.

Introduction

Relevance of the topic. The current stage of global economic development
is characterized by a deep digital transformation of critical infrastructure,
where the convergence of the automotive industry and the energy sector
occupies a special place [1, 2]. The “Smart City” concept involves the mas-
sive introduction of electric vehicles (EVs) and the creation of an intel-
ligent charging infrastructure that is not just a consumer of electricity
but an active participant in the energy market through Vehicle-to-Grid
(V2G) technology [3, 4].

However, this integration creates new vulnerabilities. A cyber-attack
on the electric vehicle charging infrastructure or the communication pro-
tocols between the vehicle and the grid can lead not only to data leaka-
ge but also to physical destruction of equipment, disruption of power sup-
ply to entire regions, and threats to the life and health of citizens [5-7].
Modern challenges, such as the increase in the number of targeted attacks
on IoT devices and industrial control systems (ICS), require the develop-
ment of new approaches to assessing and minimizing risks that take into
account the cascading nature of incidents in interconnected environments.

Analysis of recent research and publications. Issues of cybersecurity
in the automotive industry are widely discussed in the works of interna-
tional organizations and researchers, in particular in the ISO/SAE 21434
standard [8] and NIST recommendations [9, 10]. At the same time, the
protection of the energy component (Smart Grid) is regulated by the IEC
62443 series of standards [11, 12]. However, most existing studies con-
sider these systems in isolation. The synergy of risks arising during the
interaction of EVs with the power grid remains insufficiently studied, es-
pecially in the context of implementing the new European NIS2 and
DORA directives, which place high demands on the digital resilience of
the transport and energy sectors [13].

Identification of previously unsolved parts of the general problem.
A significant gap in current research is the lack of formalized mathemati-
cal models that allow for the quantitative assessment of risk as a single
metric for an integrated system. Existing methods often do not account for
the probabilistic nature of the transition of an attack from the transport
protocol level to the physical level of energy distribution, which makes it
impossible to effectively prioritize protective measures.

Formulation of the article’s objectives. The objective of this study is
to develop a comprehensive mathematical model for assessing and mini-
mizing the risks of cyber incidents in interconnected automotive and pow-
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er systems, which provides for the identification of critical nodes and the
substantiation of adaptive protection methods to ensure the stability of
critical infrastructure.

Analysis of the Current State and Architecture
of Interconnected Transport and Energy Systems

Technological Convergence: V2X and Smart Grid Concepts. The modern
integration of automotive transport into the energy sector is based on the
V2X (Vehicle-to-Everything) concept, where the vehicle becomes an active
participant in data and energy exchange [14]. Within this ecosystem, the
Vehicle-to-Grid (V2G) component provides a bidirectional energy flow
that allows electric vehicle (EV) batteries to be used for balancing peak
loads in the grid [17]. Concurrently, the Vehicle-to-Infrastructure (V2I)
framework enables continuous interaction with smart charging stations
(EVSE) and road management systems [16], while the Smart Grid operates
as an intelligent power network that coordinates thousands of these charg-
ing points by dynamically adapting to shifting demand [17]. From a cy-
bersecurity perspective, this highly interconnected architecture creates a
“distributed perimeter,” where every single connection point of an EV to
the grid serves as a potential entry point for an attacker [18].

Overview of Communication Protocols and Their Vulnerabilities.
The security of interconnected systems depends on the reliability of data
exchange protocols [19]. Among these, the ISO 15118 (Plug & Charge) in-
ternational standard describes the interaction between the EV and the
charging station, but although it involves the use of PKI (Public Key In-
frastructure), the complexity of certificate implementation often leads to
configuration errors [20]. Another primary mechanism is the OCPP
(Open Charge Point Protocol), which operates between the charging
station and the management system (CSMS), where vulnerable spots no-
tably include the lack of encryption in legacy versions (1.6) and the risk of
session hijacking [21].

Cybersecurity Regulatory Framework in Ukraine and the EU. In the
context of this scientific work, it is important to consider modern require-
ments that are becoming mandatory for Ukrainian enterprises in the pro-
cess of European integration. These frameworks include the NIS2 Di-
rective (Network and Information Security), which establishes strict re-
quirements for critical infrastructure entities in the energy and transport
sectors. Additionally, the Cyber Resilience Act (CRA) requires that any
digital product, including charging station controllers and onboard com-
puters, has built-in protection based on the «security by design» principle.
Finally, the ISO/SAE 21434 specialized cybersecurity standard for road
vehicles regulates comprehensive risk management at all stages of the ve-
hicle’s life cycle [22].

Professional Standards and Industry Requirements. According to
current professional standards in cybersecurity and automotive transport,
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a specialist must not only possess methods of information protection
but also understand the specifics of OT (Operational Technology) systems
[23]. Risks in energy-transport systems differ from classic IT risks in that
they have a direct impact on physical security (Safety) - for example,
the possibility of causing a battery fire through manipulation of rapid
charging parameters.

Detailed Information Flow Diagram in the “EV — EVSE — Smart
Grid” System. Interaction in this system is multi-layered and covers se-
veral key interfaces , with the primary data flow aimed at ensuring user
authentication, controlling charging parameters, and balancing the load
on the power grid. Within these key nodes and communication channels,
the EV < EVSE (Electric Vehicle — Charging Station Interface) utilizes
the ISO 15118 protocol to exchange data such as the State of Charge (SoC),
maximum allowable current, contract identifier (Plug & Charge), and se-
curity certificates. Concurrently, the EVSE < CSMS (Station — Cloud
Management System Interface) relies on the OCPP 1.6/2.0.1 protocol to
transmit point availability status, energy consumption records (MeterVa-
lues), error messages, and remote firmware updates. Furthermore, the
CSMS < DSO/DSO (Operator — Power Grid Interface) operates via the
OpenADR or OSCP protocols to manage peak consumption forecasts,
power limitation requests (Demand Response), and real-time tariffs. The
complete flow diagram of this interaction proceeds as the electric vehicle
initiates a request, after which the EVSE verifies the certificate via the
CSMS, followed by the CSMS coordinating the power limit with the Smart
Grid until the energy transfer finally begins.

Multi-level Analysis of V2G Network Architecture Vulnerabilities
Based on the OSI Model. To understand the nature of cyber incidents in
convergent systems, it is advisable to decompose the data exchange pro-
cess between the EV and EVSE. Using the OSI reference model allows
for clear localization of threats at each stage — from physical contact to
application software.

The systematization of the main vulnerabilities, their corresponding
protocols, and potential security consequences is presented in Table 1[24].

Detailed analysis of the data in Table 1.1 highlights critical system vul-
nerability points. Specifically, at lower layers (L1-L2), the primary danger
lies in the physical accessibility of the equipment. The use of PLC (Power
Line Communication) technology creates a specific “electromagnetic
eavesdropping” vector, which is untypical for classic IT networks.

At the network and transport layers (L3-L4), session integrity is a cri-
tical aspect. Man-in-the-Middle (MitM) attacks at this stage can lead to the
substitution of power limits transmitted from the power grid to the car,
creating a risk of overloading local transformer substations.

The most significant risks are concentrated at the application layer
(L7). Since the OCPP protocol uses web technologies (JSON via Web-
Sockets), it inherits all vulnerabilities of modern web applications. SQL
injection in this context is the most dangerous, as it allows an attacker to
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gain control over the entire network of charging stations (EVSE) through
the central management system (CSMS).

Experience in Implementing Monitoring Systems in Ukrainian En-
ergy Companies. The implementation of cybersecurity monitoring sys-
tems (SOC — Security Operations Centers) in the Ukrainian energy sector
has significantly accelerated after 2022. The main development vectors
include the deployment of IDS/IPS at substations, where large distribu-
tion system operators (DSOs) have begun integrating intrusion detection
systems specialized in industrial protocols (IEC 60870-5-104, IEC 61850) to
detect anomalous commands to open breakers that could be simulated by
attackers. Another critical vector is log centralization (SIEM) using SI-
EM-class systems (e.g., Splunk or ELK Stack), which allows for the corre-
lation of events from charging hubs and general substations, thereby ena-
bling the detection of “Distributed Energy Resource (DER) attacks” where
massive simultaneous activation of charging stations could cause a fre-
quency shift in the grid. Concurrently, cryptographic protection experi-
ence among Ukrainian companies shows a transition to using VPN tun-
nels with support for domestic encryption algorithms (according to DSTU)
for communication between remote infrastructure objects and the central
server. Finally, this process involves close cooperation with CERT-UA to
ensure the constant monitoring of Indicators of Compromise (IoC), char-
acteristic of attacks on energy systems (e.g., Industroyer2), integrated into
automated corporate defense systems [25].

Threat Modeling and Mathematical

Assessment of Cyber Risks

Formalization of the Adversary Model and Attack Vectors. To build a
risk model, it is necessary to define a set of threats T =t¢, t,, ..., t, and vul-
nerabilities V = v,, v,, ..., v, [26]. In convergent systems, we distinguish
three specific vectors:

Table 1. Comparative Table of Threats by OSI Model Layers (V2G Context)

OSI Layer Protocol/Technology Threat Type System Consequences
Physical PLC Jamming, Interruption of char-
(L1) (HomePlug Green PHY) | Eavesdropping ging session, signal

interception
Data Link |Ethernet / Wi-Fi MAC Spoofing, Unauthorized access
(L2) MitM attacks to the station network
Network IPv6 IP Spoofing, Routing | Traffic redirection
(L3) (for ISO 15118) Attacks to rogue servers
Transport |TCP/TLS TLS Inspection, Compromise of
(L4) Replay Attack encrypted auth keys
Application | OCPP, HTTP/JSON SQL Injection, Database access,
(L7) XML External Entity |free charging
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1. “EV-to-Grid” Vector — manipulation of the energy consumption
profile of thousands of electric vehicles to create resonance in the power grid.

2. “Billing/Data” Vector — compromise of personal data and payment
transactions.

3. “Availability” Vector — DoS-type attacks on charging station con-
trollers that block vehicle mobility.

Mathematical Model for Quantitative Risk Assessment. Risk R is
defined as a function of the probability of successful threat realization and
the magnitude of potential losses. Taking into account the specifics of in-
terconnected systems, the following model is proposed:

Rtotal = Z P(Tl) X L(Cl) X Kcasc’ (1)
i=1

where: P(T;) — the probability of a successful attack on the i-th compo-
nent (depends on the security level); L(C,) — direct losses (equipment
cost, lost profit); K, — cascading impact coefficient (Kcasc = 1), which
accounts for the spread of the incident to an adjacent system (e.g., a char-
ging station failure halting a logistics chain).

The cascading impact coefficient K. is defined as the ratio of the

total losses of the integrated system to the direct losses of the primary tar-
get of the attack:

L .
Kcasc = 1 + Zd]acem 4 (2)

direct

where L, represents the direct losses of the charging point operator
(equipment cost, billing disruption), and L, represents the cascading
losses of the adjacent sector (the cost of electricity under-supplied to the
grid, industrial downtime due to automatic frequency load shedding ac-
tivation). For the calculation scenario for the city of Kharkiv presented in
subsection 2.5, the direct losses of the CPO from blocking the stations are
estimated at 1.2 million UAH (L, ,), while the cascading economic
damage from the disconnection of residential and industrial areas resul-
ting from a 50 MW deficit amounted to 4.8 million UAH (L, )- Thus,
for the convergent system of Kharkiv, the cascading impact coefficient is:

K,.=1+ 48 _ 5.0, 3)
1.2
which demonstrates a five-fold scaling of the cyberattack consequences
during its transition from the transport to the energy level of the infra-
structure.

The probability P(T;) is calculated based on expert assessments or us-
ing the Bayesian Belief Network method, where the nodes represent the
security status of individual subsystems (onboard computer, cloud server,
substation controller).
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Algorithm for Identifying Critical Nodes. To minimize defense
costs, it is necessary to determine the most vulnerable points through the
application of graph theory, where nodes represent infrastructure objects,
including the EV, EVSE, and Smart Meter, while edges represent the
corresponding information and energy links. Within this framework, a
node’s risk is assessed through its centrality measure. Consequently, the
node with the highest centrality, such as the central management server
(CSMS), has the highest protection priority because its compromise ma-
ximizes the total risk R, ;.

Methodology for Assessing Losses from Cascading Incidents. Los-
ses in transport-energy systems are categorized into technical losses, such
as battery degradation due to improper charging cycles and damage to
power transformers, economic losses, including fines for non-compliance
with the load schedule and costs of software recovery, and social losses,
which manifest as delays in the operation of emergency services or public
transport. To estimate L(C), the report suggests using a risk matrix
(5%5) adapted to the requirements of the ISO 31000 standard.

Hypothetical Scenario and Calculation Example of Cascading Risk.
Scenario: A targeted attack on the cloud server of a Charging Point Ope-
rator (CPO) in Kharkiv. The goal of the attack is the simultaneous deac-
tivation (or conversely, launching at maximum power) of 1,000 fast char-
ging stations (EVSE) with a capacity of 50 kW each.

Input data:

¢ Total manipulative power (W =1000 x 50 kBt = 50 MBT).

o Attack time (Peak hour (evening maximum) when the power system
operates at the limit of reserves).

¢ Consequence (An instantaneous power deficit leads to the triggering
of automatic frequency load shedding (AFLS) systems and the disconnec-
tion of residential areas).

Calculation of the probability of grid recovery within 1 hour (Prec):

We apply the exponential recovery model.

Prec(t)=1-e™, 4)

where: m — recovery intensity (depends on the speed of cyber-incident
localization and the availability of backup generation). For the Kharkiv
power system under martial law, we assumed = 0.65 1. t =1 h.

Result: Prec(1) =1 - " =1 -0.522 = 0.478 (or 47.8%).

Conclusion: The probability of full recovery in 1 hour is low (less than
50%), indicating a high level of risk R and the need for automated protec-
tion systems (IDS) capable of blocking an attacker’s commands at the sub-
station level in <1 sec.

Attack Tree for the OCPP Protocol. To visualize the system comp-
romise paths, we construct an attack tree where the root is “Full Takeover
of Charging Network Management.”

Assessing the Probability of Threat Realization Based on the Sys-
tem’s Cybersecurity Maturity Level. To ensure high accuracy of the math-
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Fig. 1. Attack tree for the OCPP protocol aimed at unauthorized management of the
charging station network (EVSE)

ematical risk model, it is necessary to determine the numerical values of
the probability of successful threat realization P(T). This indicator directly
depends on the technical and organizational state of security of a specific
object of transport-energy infrastructure.

Based on an adaptation of the Cybersecurity Capability Maturity
Model, a probability scale has been developed that takes into account the

Table 2. Parameters for the probability
of a successful attack by maturity levels

. - Estimated Security Score
Maturity Descrlptllon Annual (Resilience
Level of Cybersecurity Status Probability P(T) | Coefficient)
L1: Initial Chaotic measures, lack of policies, 0.85-0.95 0.1
default passwords.
L2: Managed Presence of antivirus, basic event 0.50-0.65 0.4
logging, software updates.
L3: Defined ISO 27001 implemented, network 0.20-0.35 0.7
segmentation, regular pentests.
L4: Quantitatively | Use of SIEM/SOC, real-time ano- 0.05-0.15 0.9
Managed maly monitoring.
L5: Optimized Al-based adaptive systems, full <0.02 0.98
response automation.
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current level of implementation of protective measures. The parameters
used in the calculation model are presented in Table 2.

The analysis of the data in Table 2 indicates a non-linear relationship
between the level of investment in security and risk reduction. The most
critical jump in resilience is observed during the transition from the ini-
tial (L1) to the defined (L3) level. This is explained by the implementation
of basic standards (e.g., ISO/IEC 27001) and network segmentation, which
blocks the most common attack vectors (brute force, simple SQL injections).

For critical infrastructure objects, such as the interconnected networks
or city energy nodes, the target indicator is the quantitatively managed
level (L4). At this level, the probability of a successful attack decreases to
the 0.05-0.15 range due to the use of SIEM-class systems and rapid re-
sponse to anomalies (SOC). Achieving the optimized level (L5) requires
significant capital expenditures but provides almost complete automation
of protection against “zero-day” attacks, minimizing the impact of the hu-
man factor on the security of transport-energy nodes.

Development of Methods and Measures
for Cyber Risk Minimization in Convergent Systems

Technical Defense Strategies at the Protocol and Infrastructure Levels.
To minimize risks associated with vulnerabilities in the OCPP and ISO
15118 protocols, the implementation of a comprehensive “Security-by-De-
sign” defense system is proposed. Protection against CSMS (Server-side)
compromise incorporates adaptive authentication, which involves the im-
plementation of multi-factor authentication (MFA) for administrators and
the use of short-lived access tokens (JWT) for inter-service interaction.
Concurrently, it requires the deployment of a Web Application Firewall
(WAF) to establish filtering screens in front of the management server to
automatically block SQL injections and Cross-Site Scripting (XSS) attacks
[27]. Furthermore, the cryptographic protection of communication chan-
nels is achieved through a transition to OCPP 2.0.1, as this standard sup-
ports the mandatory use of TLS 1.3 . This layer of security is reinforced by
the implementation of mTLS (Mutual TLS), a method where not only the
station verifies the server, but the server also requires a certificate from
each station, thereby completely blocking the possibility of DNS spoofing
or the creation of fake charging points (Rogue EVSE).

Algorithmic Methods for Preventing Cascading Failures in the Po-
wer System. Since the primary risk is load manipulation, it is necessary to
implement “intelligent fuses” at the energy market level. This is achieved
through decentralized load management, which involves the use of local
controllers at substations that can ignore commands from a central cloud
server if they contradict the stability parameters of the local network, such
as a critical decrease in current frequency. Additionally, anomaly detec-
tion algorithms (IDS for OT) utilize machine learning-based systems to ana-
lyze historical consumption data, ensuring that if thousands of vehicles
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simultaneously receive a “Stop Charge” command without economic or tech-
nical prerequisites, the system automatically switches to a secure mode.

Application of the Zero Trust Concept for Ensuring Integrity of
Hardware Interfaces and Peripheral Equipment. The Zero Trust concept
[28] is traditionally applied to network protocols; however, in the context
of interconnected transport and energy systems, it must also be extended
to the physical level. Since charging stations (EVSE) are located in public
places without constant supervision, any physical port or device chassis
should be considered potentially compromised.

The implementation of a Zero Trust strategy at the hardware level
assumes that the system does not trust any connection (even service ones)
until multi-level verification is performed. Key risk minimization meas-
ures at the physical level based on this approach are presented in Table 3.

Organizational Measures and Regulatory Compliance. Risk minimi-
zation is impossible without an organizational component that complies
with European standards. This includes Cyber Resilience Act (CRA) com-
pliance [29], which requires regular updates of the devices” “digital pass-
port” and systematic reporting on identified vulnerabilities. Concurrently,
it demands structured personnel training, which involves conducting tar-
geted cyber-drills for power grid operators simulating the full or partial
failure of transport infrastructure.

Feasibility Study and Prioritization of Cybersecurity Measures
Based on Cost-Effectiveness Analysis. For the rational allocation of cy-
bersecurity budgets under limited resources at energy and transport en-
terprises, a comprehensive assessment of the main risk minimization me-
thods was conducted. Cost optimization is based on the principle of
achieving the maximum security level (Security Score) with the minimum
necessary capital investment (CAPEX) and operating expenses (OPEX) [30].

The results of the comparative analysis of technical protection tools
tested within the study are presented in Table 4.

The analytical interpretation of the results allows for the formulation
of a prioritization strategy. Specifically, the “quick wins” strategy is based
on the fact that implementing multi-factor authentication and Secure Boot

Table 3. Physical layer risk minimization measures
and EVSE equipment integrity control

Protection

. Risk Minimization Measure Effect
Object

USB/Ethernet | Software disabling of ports | Blocking local loading of ma-

Port after commissioning licious software
Firmware Integrity  control using|Prevention of modified soft-
Secure Boot ware with backdoors
EVSE Chassis |Tamper switches Instant disconnection of en-
cryption keys upon chassis
breach
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mechanisms demonstrates the highest return on security investment. Due
to their relatively low cost, these measures can neutralize up to 60% of
common threats arising from the human factor or direct local interfe-
rence with hardware.

At the same time, the deployment of high-cost systems, such as SIEM
or specialized IDS for operational technologies, requires significant fi-
nancial resources and expert support. However, for critical infrastructure
objects, such as the Kharkiv energy networks, these costs are fully justi-
fied. This is due to the ability of these systems to identify complex casca-
ding attacks at early stages, allowing for timely damage localization and
prevention of systemic collapse.

Special attention should be paid to the balance between security level
and operational complexity. The use of mTLS mutual authentication
received a high efficiency rating, but its implementation is accompanied
by significant difficulties in managing Public Key Infrastructure. In the
development of logistics chains, this implies the need to create internal
certification centers, which must be reflected in the project’s investment
plan in advance.

Based on the comparison, a phased implementation model is re-
commended for enterprises with limited funding. The priority task is to
ensure mandatory two-factor authentication and firmware integrity con-
trol for controllers. The next stage should be the deployment of cryp-
tographic protection for communication channels, and only after achi-
eving base resilience is it advisable to transition to the final stage — inte-
gration into centralized real-time anomaly monitoring systems.

The quantitative assessment of the proposed defense framework’s
effectiveness was calculated based on the change in the resulting proba-
bility of system compromise. An enterprise with a maturity level of L2

Table 4. Comparative analysis of technical protection tools
by efficiency and economic feasibility criteria

Protection Efficiency| Implementation Primary Maintenance
Method (0-10) Cost Target Threat Complexity
mTLS (Mutual TLS) 9 Medium | MitM, Rogue EVSE | High (PKI
management)
SIEM System 10 High Anomalies, APT  |High (requires
attacks analysts)
WAF / API Gateway| 8 Medium |SQL injections, Medium
DDoS
Secure Boot 9 Low* Firmware Low (at produc-
manipulation tion stage)
MFA (2FA) 7 Low Phishing, Brute- Low
force
IDS for OT networks 9 High Cascading Grid Medium
failures

*Note: The low cost of Secure Boot is relevant when purchasing new equipment; upgrading
old equipment may be impossible.
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(Managed) was taken as the baseline, where the initial probability of a
successful attack P(T),, averages 0.57 (according to Table 2). After the
sequential implementation of the first and second-phase technical mea-
sures (Table 3), namely mTLS, Secure Boot, and MFA, the system architec-
ture transitions to the L4 (Quantitatively Managed) state. Concurrently,
the integral probability of an attacker successfully breaching the perimeter
decreases to the value of P(T),,=0.10. The calculation of the relative risk
reduction is expressed as:

P(T)LZ _P(T)L4

TR, ©)

where: AP — is the coefficient of relative reduction in the probability of
successful cyber threat realization; P(T),, — is the integral probability of
a successful attack on the system for the second level of cybersecurity
maturity (Managed); P(T),, — is the integral probability of a successful
attack on the system after implementing the proposed set of measures and
transitioning to the fourth level of maturity (Quantitatively Managed).

If we substitute the numerical values of the probabilities for the cor-
responding maturity levels L2 (Managed) and L4 (Quantitatively Mana-
ged) from Table 2 presented in the article, the calculation takes the fol-
lowing form:

_057-0.10
057

This mathematically proves the conclusion regarding the reduction of
threat realization probability by more than 80%, provided there is a tran-
sition to a higher level of organizational and technical maturity.

Response Algorithm for a Detected Cyberattack in a V2G Network.
In the event of an anomaly identified by the monitoring system (IDS), the
action algorithm must be automated to prevent damage to power equip-
ment and destabilization of the energy system. The proposed sequence
of actions, presented in Figure 3, is based on the principle of minimizing
the system’s response time to a detected threat. The process begins with
the anomaly detection stage, which may be expressed in atypical con-
sumption spikes or massive simultaneous load shedding by thousands of
nodes.

After identifying suspicious activity, the system performs an intelli-
gent analysis to verify the nature of the event. If the parameter deviation
does not match a cyberattack pattern, the algorithm directs efforts to check
for technical network faults, such as power line accidents or power trans-
former failures. However, if targeted interference is confirmed, the isola-
tion protocol is launched immediately.

In the first stage of incident localization, an automatic switch of the
involved charging stations (EVSE) to autonomous mode is performed.
This breaks the logical connection with the compromised management

AP ~0.8246 (or 82.46%) . 6)
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Fig. 3. Automated response algorithm for
cyber incidents in V2G infrastructure

server after patching the vulnerability

server and prevents the further spread of malicious commands. Simul-
taneously, the second step is taken to protect the power grid as a whole.
Itinvolves transmitting an emergency signal to the distribution system
operator to activate backup generation or redistribute power flows.

The next verification phase consists of a deep check of controller firm-
ware integrity and a forced reset of all active authentication sessions. This
is necessary to completely eliminate the attacker’s presence within the
system perimeter. The final recovery stage involves a gradual, phased re-
connection of station groups to the central system only after successful
patching of identified vulnerabilities. This approach ensures that recovery
occurs in a secure environment, excluding the possibility of a repeated
successful attack using the same vector.

To verify the effectiveness of the proposed automated response algo-
rithm, a simulation was conducted using the specialized MATLAB/Sim-
ulink software environment in conjunction with the CORE network traffic
emulator. The mass attack scenario described in subsection 2.5 was mo-
deled. The simulation results demonstrated that the deployment of an
IDS for OT networks combined with the dynamic load limiting algorithm
allows for a reduction in the peak power deficit in the grid during an at-
tack from 50 MW to 8 MW, achieved by isolating the compromised nodes
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within 0.8 seconds. A comparative analysis against the baseline NIST SP
800-82 security frameworks showed a 17.4% increase in sensitivity for
detecting non-standard deviations, which ensures that the power grid
frequency is maintained within acceptable technological limits.

Specifics of Protecting Ukrainian Logistics Chains Under EW Con-
ditions. For Ukraine, and specifically for the Kharkiv region, the resilience
of transport-energy systems to Electronic Warfare (EW) and associated
cyber threats is of particular importance. The main challenges include
GNSS spoofing, where EW tools can distort the coordinates of autono-
mous electric vehicles or logistics trucks, leading to errors in calculating
routes and arrival times at charging hubs and ultimately destabilizing
the grid load schedule. Another critical threat is communication channel
jamming, where blocking 4G/5G or Wi-Fi communication between the
EV and the charging station makes the online authentication and billing
process impossible. To counter these vulnerabilities, the proposed pro-
tection methods include a “Local Autonomy” mode, which involves
the implementation of algorithms that allow charging and identifica-
tion of critical transport using local white-lists without contacting a cloud
server during jamming. This is supplemented by the use of wired chan-
nels through a transition to PLC (Power Line Communication) directly via
the charging cable, which is completely protected from external electronic
interference. Finally, the integration of inertial navigation systems allows
for supplementing GNSS modules with inertial sensors to effectively ver-
ify the real movement of the vehicle.

Conclusions

1. It has been proven that the convergence of the automotive and energy
industries creates critical vulnerabilities, where a cyberattack on the trans-
port infrastructure (EVSE) can trigger a cascading failure in the national
power grid.

2. A hierarchical threat model (Attack Tree) for the OCPP protocol has
been developed, which allowed for the identification of the most vulne-
rable nodes, specifically the CSMS management server and the physical
interfaces of charging stations.

3. A mathematical model for risk assessment has been proposed, in-
corporating a cascading impact coefficient, which enables the prioritiza-
tion of protective measures for critical infrastructure objects.

4. A set of risk minimization methods (mTLS, Secure Boot, IDS) has
been substantiated, the implementation of which allows for reducing
the probability of successful threat realization by 70-80% in accordance
with cybersecurity maturity levels.

5. Specific resilience requirements for the logistics systems of Uk-
raine under the influence of electronic warfare (EW) have been defined,
which is critically important for the functioning of the transport sector
during special periods.
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PO3POBKA MOJEJIEV OLIITHIOBAHHS TA MIHIMI3ALIIT
PVI3UKIB KIGEPIHLIMIEHTIB Y B3AEMOITOB SI3AHIVIX CMUCTEMAX
ABTOMOBUIbHOI'O TPAHCIIOPTY TA EHEPTETVIKI

Beryn. Y poGori nposeieHo KOMIUIEKCHe TOCIIIIKeHHS IIpo0sieMt 3abe3iedeHH Ki-
GepcTivikoCTi iHTerpOBaHMX €KOCVICTeM aBTOMOOUTEHOTO TPAHCIIOPTY Ta eHepreTd-
HOI iHPpacTPyKTypH, 110 CTAIOTh AefaIi OiIbII B3aeMO3aIeXKHMMIM BHACITIOK Maco-
BOTO BITPOBa/)KEHHSI eJIeKTPOMODisIiB Ta TexHoorin Smart Grid. [loBereHo, 1o Bpas-
ymBocti y mporokonax ISO/IEC 15118 ta OCPP MOXyTh OyTM BMKOpWMCTaHi I
iHiIiFOBaHHS KacKaIHMX BiZIMOB, SIKi BUXOIIATH 3a MeXi TpaHCIIOPTHOI MepexXi Ta Kpu-
TUYHO BIUIMBAIOTh Ha CTabLIBHICTH peTioHanbHOI eHeprocucteMy. OCHOBHVM BHeC-
KOM JIaHOTO JIOCTi/PKeHHs € po3pobKa popMartizoBaHOi MaTeMaTMIHOI Moflerti Oara-
TOPIBHEBOI'O OLiHIOBaHHS PU3MKIB, gKa BUKOPUCTOBYE VIMOBIPHICHWMV ITAXif JIJIs
KUIbKiICHOTO BU3HAUYeHH: BIUIMBY KiOepdismuHmx aTak Ha JOCTYIIHICTh CMCTEM Ta Ili-
JIICHICTD [TaHMX.

MeTor0 CTATTi IIPOBECTVI KOMIUTEKCHE JIOCII/DKEHHS IIpolsiemMyt 3abe3rniedeHHs
KiGepcTifikocTi iHTerpoBaHNMX €KOCVCTEM aBTOMOOUIBHOIO TPaHCIIOPTY Ta e€Hepre-
TUYHOI IHPPaCTPYKTypm Ta po3podOMTV HafivHi cTpareril KiGepOesrmekn B yMoBax
TOTJILHOI 1P POBi3allil TPAaHCIIOPTHMX Ta €HEPTreTMYHMX aKTUBIB.

MeTtonm. Y cTaTTi IIpeficTaBieHO AeTaJbHUI aHali3 JIaHAmadTy 3arpos i3 ¢o-
KycoM Ha crieldiuni BeKTopy aTak, CIIpsiIMOBaHi Ha 3aps/iHi CTaHIIil eJIeKTpoMO-
6iiB (EVCS) Ta mpoTokoii oominy paavmu intepdericy Vehicle-to-Grid (V2G).

PesynbTaTi. Y poOOTi AeTaIbHO OIVCaHO CUCTEMHY CTPYKTYpy MiHiMizariil pu-
3MKiB, III0 iHTerpye IIPOAKTMBHI Ta peaKTUBHI 3aXOMV: Bifl BIPOBAKEHHS CIIeliaTi-
30BaHMX CHUCTEM BUSIBJIEHHS BTOprHeHb (IDS), onTmMi3oBaHMX IS IIPOMMCIIOBYIX
IIPOTOKOJIIB YIIPaBJIiHH, A0 pealisallii aJalTUBHNX aJIFOPUTMIB YIIpaB/IiHHs HaBaH-
TaKeHH:M, SKi HiBeJIIOIOTh HaCJIiIKV 3JIOBMVCHOIO MaHIiIyJIIOBaHHS HOIWTOM. Pe-
3yJIbTaTV MOZIEJIIOBaHHS, IIPeJICTaBJIeHi B JOCIIKeHHI, IIiATBe pAKYIOTh, IO 3aITpOIIO-
HOBaHa MOJIe/Ib ePeKTUBHO ifeHTudiKye TOUKM KOHBEPreHINil 3 BUCOKMM piBHeM
PUBUKY, JeMOHCTPYIOUN TIOKpaITleHHs 9y TImBocTi Ha 15—20 % mopiBHAHO 3 Tpaam-
itHuMu pperiMBopkaMm Ha Oasi cranpapris NIST.

100 ISSN 3083-6573. Ingpopmayitini mexronoeii ma cucmemu. 2026. No 3 (9)



Development of Risk Assessment and Minimization Models for Cyber Incidents

Bucunoskn. Orpumani pesynbratit pOpMyIOTh TEOPETHMUHY Ta IIPAKTUYHY OC-
HOBY I JepKaBHUX CTPYKTYpP Ta OlepaTopiB KPUTWUUIHOI iHPPpacTpyKTypu LIOHO
PO3pOOKM HaIiVHMX CTpaTeri KibepOesleky B yMoBax TOTaJIbHOI IIMdpoBisaril
TPaHCIOPTHNMX Ta eHepreTUYHMX aKTUBiB. Po3po0sieni Mozieii cripusiioTh CTBOPEHHIO
aBTOHOMHVIX MeXaHi3MiB 3aXVCTy, 3MaTHMX HiATPVMYBaTH OIlepallifiHy Oesrepeps-
HICTb Y AecTPyKTVBHMX yMoBax. Ha BimMiHy Bif icCHyIOUMX OQHOBUMIPHVX MOAEIIe,
3aITpOTTOHOBAaHa MeTOIOJIOTisI BPaxoOBy€e B3a€EMOIIOB sI3aHICTh BY3JIiB, /le TIOPYITIeHHS
0e3rexn B OHOMY TPaHCIIOPTHOMY 3aco0i abo Toulli 3apsAaKM BUCTyIIaE KaTasli3zaTo-
PpoM MacIITaOHMX eHepreTMYHMX [IycOasiaHCiB.

Katouo8i caoBa: xibepbesnexa, amomodiioHutl mpancnopm, emepeemuxa, oyiH0OBaHHS
pusuxib, Smart Grid, V2G, minimisayia pusuxié, kpumuuna iHgpacmpyxmypa, KackaoHi
ehexmu, Kibepcmitixicims.
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TWO-POINT AUTHORIZATION ENGINE

WITH REVOCABLE SHARING
FOR MULTITENANT ENVIRONMENTS

Multi-tenant software-as-a-service (SaaS) platforms that contain tenant-partitioned data re-
quire authorization systems which cover scenarios where classic flat role-based access control
(RBAQC) fails. Specifically, these systems need to provide access to individual resources rather
than whole sets of resources, controlled cross-tenant sharing, and account-less share links
which can be revoked at any time. We present access-kit, an in-process authorization engine for
the .NET platform built on an explicit model: principals, “area:verb” actions, composable
deny-wins policy statements with inheritance, and a resource hierarchy. Enforcement is a
co-designed pair of mechanisms which consist of an application-pipeline gate that rejects
unauthorized actions outright and an object-relational mapper (ORM) row filter that filters
the data to only include rows which are permitted to the current principal. The gate publishes
per-request scope which is consumed by row filter, and this scope keeps the two mechanisms in
agreement and therefore keeping error reporting consistent. As a result, a write on a reada-
ble-but-not-writable resource is refused as a forbidden action rather than disquised as a miss-
ing resource, preventing the existence of the resource from being leaked. In the developed
framework, each request acts in a single active tenant, so access resolves to one flat statement
set. Cross-tenant access is achieved by pulling the grants the active tenant owns, and a caller
switches workspace (re-minting its token) to act in another permitted tenant. Account-less
sharing is implemented by issuing a revocable, table-backed capability token. We give an
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analytic cost model and an evaluation measured on PostgreSQL: a batch chain-walk resol-
ves effective access in a number of database round trips that is independent of how many
grants a principal holds, and we compare it with a naive baseline and a single-query
recursive-CTE alternative. The per-request cost is dominated by this resolution, while the
in-memory gate adds negligible overhead; the cost model and measurements are given in
Section 5. The engine is implemented as a generalized reference implementation with adap-
ters for Entity Framework Core, MediatR, and ASP.NET Core.

Keywords: access control; authorization;, multi-tenancy; resource scoping; cross-tenant
sharing; access tokens; row-level security; NET.

Introduction

Any system that allows more than one part to act on shared data must
have a mechanism to decide who may do what actions on which data —
the problem of access control. It is getting increasingly important where
data is partitioned among many independent parties — for example,
a multi-tenant software-as-a-service (SaaS) platform, which is one of the
most common ways of delivering software to customers. SaaS serves many
customer organizations (tenants) from one deployment and must isolate
each tenant’s data from the others [1], yet the same structure arises in any
application that confines users to their own slice of a shared store. The
dominant authorization model for such systems is role-based access con-
trol (RBAC) [2, 3]: a user is assigned a role, and the role carries a fixed set
of permissions. RBAC helps to resolve the problem of “what kind of user
is this?” by assigning a role to a user, and the role carries a fixed set of
permissions. However, RBAC is not sufficient to address the problem of
access control in multi-tenant environments.

Collaborative, data-centric platforms such as research data collection,
analytics workspaces, document management often have authorization
requirements that classic RBAC cannot express. For example:

e Partial, resource-scoped access. “This user may edit given N pro-
jects and read everything else inside tenant.” In this case, the unit of
authorization is an individual resource, not a role.

e Cross-tenant sharing. “Tenant B may manage one project that be-
longs to tenant A,” without users of B becoming members of A or A’s
isolation weakening for anything else.

e Account-less sharing. “Anyone with given link may view the
dashboard”. The link should be revocable at any moment, with no ac-
count provisioned for the viewer.

These requirements also share a structural subtlety. While executing a
single API operation, the code generally performs two actions: it performs
an action (it reads, updates, or deletes), and it operates over a set of data
rows (the resources the request reads or targets). Authorizing the request
therefore has two distinct facets that must stay consistent: whether the
principal may perform the action at all, and which rows the request is per-
mitted to see or modify. In practice these facets are enforced by different
mechanisms: a permission check inside the handler and a data-scoping
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filter over the query. The issue is that these two mechanisms can drift
apart and when they do, the system either leaks data (a row is returned
that the action was not authorized to touch) or behaves confusingly
(a write reaches a row the read path cannot see and returns a misleading
response). Bolting partial, cross-tenant, and account-less access onto role
checks produces scattered ad-hoc conditionals that compare the caller’s
role and are impossible to audit and easy to get subtly wrong - the class of
defect catalogued by OWASP as Broken Object Level Authorization [4]
and, historically, as the confused deputy [5].

This article presents access-kit, an in-process authorization engine
that addresses these requirements. The engine has been extracted and
generalized from a production multi-tenant research platform into a reu-
sable. NET library. We describe its model, its co-designed two-point
enforcement, its cross-tenant sharing and revocable capability tokens,
and we evaluate it analytically and experimentally.

Analysis of Recent Research and Publications

RBAC and ABAC. RBAC [2, 3] groups permissions under roles. It does not
natively express per-resource grants or sharing across administrative
boundaries. Attribute-based access control (ABAC) [6] decides access from
attributes of the subject, object, and environment, and is expressive enough
to encode resource scoping in principle, but a general ABAC policy engine
passes the row scoping responsibility to the query author and provides no
built-in tenant isolation.

Relationship-based access control (ReBAC) and Zanzibar. Google’s
Zanzibar [7] models authorization as relationship tuples evaluated by a
globally distributed service, and OpenFGA [8] is a widely used open-
source implementation of the same idea. These systems are powerful and
excel at deeply relational permission graphs, but they are out-of-process
authorization services. Each decision is an API call, and row scoping is
solved by reverse-expansion APIs that the application must wire into its
queries separately from its database.

Policy libraries. Casbin [9] and Oso [10] are in-process policy engines
(an enforcer over a model/DSL, and the Polar logic language, respecti-
vely). They decide whether an action is allowed but, like ABAC engines,
leave row scoping and tenant isolation as application responsibilities.
AuthO FGA [11] is a managed Zanzibar-style service. Cloud IAM systems
such as AWS IAM [12] combine RBAC and ABAC for control-plane re-
sources but are not designed to be embedded as the data-plane authori-
zation of a third-party SaaS application.

Policy languages: Cedar and OPA. The two closest in-process alter-
natives are AWS Cedar [13] and the Open Policy Agent (OPA) [14]. Cedar
is an embeddable policy language with a formally verified evaluator and
analysis tooling. OPA evaluates Rego policies and runs as a sidecar or
embedded library. Both are decision engines: given a request and a policy
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set they return permit/deny. Like Casbin and Oso they do not scope a
database query, and they are typically deployed as a separate policy-de-
cision point, so they carry the out-of-process trust boundary and per-check
hop discussed in Section “System and threat model”. Cedar’s formal veri-
fication is an advantage our engine does not claim. The distinction is that
access-kit co-designs the decision with an ORM row filter in the same pro-
cess, trading that isolation for row scoping without an extra hop and auto-
matic data scoping.

Capabilities and revocable tokens. Account-less sharing is a capabili-
ty-security problem [15] where the link is the authority. Bearer capabilities
are convenient but historically hard to revoke. Macaroons [16] add caveats
and contextual confinement but remain self-contained bearer tokens that
require an external check for revocation. Database row-level security [17]
and ORM global query filters [18] provide the row scoping mechanism but
not the policy model above them.

Against these systems, access-kit occupies a specific niche. It is in-pro-
cess and co-designs the decision gate with an ORM row filter, so row scop-
ing is implemented automatically and consistently with the gate rather
than left to each query author; tenant isolation is the default; and ac-
count-less, instantly revocable cross-tenant sharing is built in. It does
not aim to match the relationship-graph expressiveness of Zanzibar/
OpenFGA, the formally verified analysis of Cedar, the policy-as-data
central audit of OPA, or the hard out-of-process trust boundary those
services provide — trade-offs revisited in Section “Discussion”.

Problem Statement and Objective

Problem statement. The requirements of Section 1 and the gaps discussed
in Section 2 define the problem addressed here: to design an in-process
authorization engine for multi-tenant SaaS that makes resource-scoped,
cross-tenant, and account-less access first-class, and that is designed to
avoid data leaks. In particular, one whose action gate and data-scoping
row filter do not disagree about the same request, neither returning a row
the action was not authorized to touch nor disguising a forbidden action
as a missing resource.

Objective. We design, implement, and evaluate such an engine. Its
contributions are:

1. A co-designed enforcement architecture consisting of two mecha-
nisms: an application-pipeline gate and an ORM row filter, which are im-
plemented at three check points (L1/L2/L3) and kept in agreement by a
published per-request scope.

2. A single “active tenant” design: every request resolves access for
exactly one active tenant, which keeps the gate a plain allow-check, the
row filter a single rule, and structure “access denied” and “not found”
responses properly.

3. A cross-tenant sharing model of action-matched, server side grants
(per-resource and tenant-wide) that take effect only in the owning tenant’s
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workspace, bounded by issuance rules, plus account-less revocable ca-
pability tokens whose validity is a single row lookup.

4. A supporting performance result: effective-access resolution by a
batch chain-walk costing O(chain depth) database round trips indepen-
dent of the number of grants, validated by an exact analytic model and
measurement.

The Proposed Authorization Engine

System and threat model. A principal is the identity a request runs as:
a user (a real account with a legacy role and a home tenant) or a share
capability (no account). Each principal has a home tenant and, at any mo-
ment, acts in exactly one active tenant. Acting tenant is the home tenant
by default, or a foreign tenant it holds a grant on. Every request is resolved
for that single active tenant. The rows the principal may reach are the ac-
tive tenant’s rows it is scoped to, and to act in another tenant the princi-
pal switches workspace, never seeing two tenants at once.

Decision to make a currently active tenant was made after examin-
ing alternatives. An alternative design lets one token carry a merged
view, which is the union of the principal’s home tenant and every tenant
it has been granted access to. A user then sees all of them at once. We
deliberately reject that design for two reasons. First, user confusion (a
design hypothesis we do not test empirically). When rows from several
tenants appear together it is ambiguous which tenant a create or edit af-
fects and where a shared item really lives, which invites mistakes on
exactly the cross-tenant data that most needs care. Making the active ten-
ant explicit removes that ambiguity, and the user picks one workspace.
Second, backend simplification. Resolving for one tenant replaces three
sources of complexity with simpler counterparts: the parallel home and
granted channels collapse to a single flat statement set; the disjunction
over those channels collapses to a single row-filter rule (a row is visible
only when it belongs to the active tenant and lies within the principal’s
scope); and the tenant-aware gate becomes a plain allow-check, with the
deny-vs-hide outcome following structurally. Fewer moving parts that
must agree mean a smaller surface for the leak-prone bugs this engine
exists to prevent.

We assume the application authenticates the principal (e.g., via an
identity provider) and that the database is trusted. The adversary is a
logged-in principal, possibly a guest or a share-link holder, attempting to
exceed its authority: to read or write resources outside its scope, to discov-
er whether a resource exists, to keep using a revoked share, or to assert an
ownership or active-tenant value the backend would trust. Accordingly,
two values are never taken from the caller: the resource’s owning tenant
and the active tenant. Both are derived server-side.

Because access-kit is an in-process engine, its trusted computing base
is the entire application process: the gate and the row filter are advisory to
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code that chooses to call them. The L3 row filter in particular is an
ORM convenience and can be bypassed: by IgnoreQueryFilters, by raw
SQL or a micro-ORM, by a second or misconfigured DbContext, or by a
projection that reads columns off a type that does not carry a resource
marker. This is the defining trade-off against out-of-process policy-de-
cision points such as Zanzibar [7], OPA, or Cedar, which isolate the deci-
sion in a separate service or sandbox, gaining a hard trust boundary at
the cost of a network or IPC hop on every check. access-kit deliberately
takes the in-process side of that trade-off. The mitigations are to centra-
lize data access on one configured context, to forbid IgnoreQueryFilters
outside the authorization store (enforceable by a Roslyn analyzer or an
architecture test), and, where a hostile in-process actor must be assumed,
to carry the same tenant-scoped predicate at the database with row-level
security [17] as defense in depth.
Authorization model. The model vocabulary displayed in Table 1.
An action is an “area:verb” string. Matching supports two wildcards:
matches everything and “area:*” matches any verb in an area. A re-
source selector is either global (every resource, bounded in practice by the
tenant row filter) or an explicit set of root-aggregate ids. A statement is an
“Allow” or “Deny” of an action over a selector. A policy is a named set of
statements with an optional parent policy. A principal’s statements along
a policy chain are the union over the chain. A grant (PrincipalPolicy) binds
a principal to a policy, optionally narrowed by a resource constraint, and
records the owner tenant (ResourceTenantld) of the resources it reaches.

The resource hierarchy is expressed through three marker interfa-
ces the host’s entities implement, so the engine never references concrete
domain types:

e JRootResource: a root aggregate (e.g., a Project) carrying its own
Id and Tenantld,;

11

Table 1. Core concepts

Concept Type Meaning
Action area:verb string unit of authorization, e.g., document:
update; supports “*” and “area:*”

Statement |Allow / Deny over a resource | a single authorization clause
selector

Resource | global or an explicit id set what a statement applies to

selector

Policy named statement set + optio- | reusable, inheritable permission set
nal ParentPolicyld

Grant principal — policy (+ option- | binds a principal to a policy over re-
al scope-down, owner tenant) | sources

Share token |revocable row carrying its|account-less capability
own statements

Effective flattened statements at a point | the evaluated decision object; deny wins

access in time
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Fig. 1. Authorization data model

e [ChildResource: homed to a root via Rootld;

o [TenantResource: tenant-owned (carries a Tenantld).

Effective access is the flattened set of statements for a principal at
request time, with deny-wins precedence: an action is allowed if and only
if some Allow matches and no Deny matches. An action, optionally on a
specific resource, is allowed exactly when some Allow statement matches
the action and either applies globally or covers that resource, and no
matching Deny statement exists (deny wins). A request that names no
resource asserts only the action, leaving the row filter (L3) to narrow
the rows.

Figure 1 shows the data model.

A principal resolves to an EffectiveAccess either through its role and
grants (walking policy inheritance) or, for a share principal, directly from
a token’s statements.

Enforcement checkpoints. A single authorized request passes three
enforcement check points, realized by two mechanisms: a gate (check
points L1 and L2) and a row filter (L3). These two mechanisms are the two
points of the title, and the engine’s contribution is to keep them in agree-
ment (Fig. 2).

The gate (L1/L2) runs in the application pipeline before any data re-
quest is processed; the row filter (L3) runs inside the ORM on every query.

Throughout, we name two outcomes in transport-neutral terms: an
access denied response and a not found response. In the HTTP reference
adapter these correspond to 403 Forbidden and 404 Not Found, as the
figures show.
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‘ Request + credentials ’

}

Authenticate to a Principal
role / share token home tenant active tenant

L1 gateaction allowed
in the active tenant?

no— 403 Forbidden

yes
v

Authenticate to a Principal
role / share token home tenant active tenant

}

‘ Handler runs

}

L3 ORM row filter home universe U granted universes,
narrowed by active tenant

‘ Visible rows }*Wfite target not Visible# 404 Not Found

Fig. 2. Request flow

The gate lives in the request pipeline (in our case, a MediatR pipeline
behavior). It is explicit, cheap, and the natural place to deny an action
outright. But it sees only the action and (optionally) a resource id, not the
set of rows a query will return. The row filter implemented as a global
query filter in the ORM [18]. It is implicit so every query against a marked
entity is scoped automatically, and a handler cannot accidentally return
unscoped data. But it cannot produce an access denied response: an unau-
thorized row is simply absent.

Using either one alone is unsafe. A gate without a row filter relies on
every query author to scope correctly (the BOLA defect [4]). A row filter
without a gate cannot distinguish “forbidden” from “does not exist,” and
cannot deny an action before its side effects. Access-kit uses both, and
the gate publishes the per-request scope that the row filter consumes.
Both mechanisms then read the same EffectiveAccess, resolved for the ac-
tive tenant, so the gate consults it to allow the action, and the filter to
bound the rows. The actions the gate authorizes and the rows the filter
exposes are therefore derived from one structure rather than two inde-
pendently maintained code paths, the usual source of gate/filter diver-
gence. We argue from this shared construction that the two stay consis-
tent. Verifying that agreement in a given deployment is the integrating
host’s responsibility.
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The row filter is a single rule per resource family, applied over the
active tenant’s rows, so a row is kept only when it belongs to the active
tenant and lies within the principal’s scope. The matching predicate co-
vers a root aggregate, a tenant-aware child, a scope-only child, and an off-
spine tenant row.

Denying an action versus hiding a resource. Placing an action gate
(L1) in front of a row filter (L3) raises one case the filter alone cannot report
correctly: a principal that may see a resource but not act on it. A guest
with read-only access to a foreign tenant who issues a write must receive
an “access denied” response, not a “not found” one. The latter would mis-
report a forbidden action as a missing resource and leak which ids exist.
Because access is resolved for a single active tenant, this falls out structur-
ally. The principal’s effective access in that tenant simply contains no
matching write statement, so the plain gate denies the action before any
row is loaded, while the read still passes. No special tenant-aware check
is needed. An access denied response does itself disclose that something
exists, so where a resource must be hidden even from principals who lack
read access the application returns a uniform not found response (deny
read and write alike), which the row filter already produces by making
the row invisible.

Multi-tenant isolation and cross-tenant sharing. Every tenant-owned
row is filtered to the active tenant, so the isolation is implemented by de-
fault. Because a request acts in one tenant, a result set never contains a
second tenant’s data. Sharing is what lets a principal act in a tenant other
than its home: a grant owned by tenant A (its ResourceTenantld set ser-
ver-side from the granting context, never trusted from the caller) gives
the grantee statements that take effect only while it is acting in A’s work-
space. Switching to that workspace re-mints the token with A as the
active tenant. The grantee’s home role does not follow it across the boun-
dary, so in A it can do exactly what A granted and no more.

Grants come at two grains, per-resource (scoped to specific root-ag-
gregate ids) and tenant-wide (the whole tenant), and are action-matched:
a read-only grant contributes only its read statements, so a document:
view grant can never satisfy a document:update request. Resolved for the
active tenant, the row filter therefore needs only two inputs (Table 2).

Two issuance safeguards bound sharing. Grantable templates model
the common shapes: for example, ResourceReader/ResourceEditor (attached

Table 2. Inputs to the row filter (resolved for the active tenant)

Input Source Meaning

active tenant | activeTenantld (server-|the one tenant every row is filtered to
derived)

in-scope roots | ResourceScopeFor(area) | global, or the root-aggregate ids the prin-
cipal is scoped to in that tenant
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with a resource constraint, i.e. per-resource) and TenantGuestReader/Ten-
antGuestManager (attached without one, i.e. tenant-wide). Guest grant
rules bound what a tenant may grant by area, for example, read verbs in
any non-protected area, write verbs only in whitelisted areas, and the po-
licy, tenant, admin, and share areas never grantable. Wildcards are never
grantable so it caps the blast radius of any share regardless of how the
grant is constructed.

Account-less sharing: revocable capability tokens. A ShareToken is a
database row carrying its own statements, an ExpiresAt, and a RevokedAt.
The share link carries only a compact, URL-safe encoding of the row id
(a version byte plus the 16-byte id in base64url, ~23 characters), and the-
refore no authority of its own. Because the row is the single source of
truth for scope, tenant, expiry, and revocation, revoking a share is a single
column write. There is no signed bearer token to invalidate and no cache
to clear, in contrast to self-contained capabilities such as Macaroons [16].
Validity is decided by reading the row: the share is active when it has not
been revoked and has not yet expired, so revocation and expiry take ef-
fect on the next request. The version byte lets the link format be changed
while old links are rejected cleanly. The web adapter turns a valid link into
a Principal (subject share | <id>), so the rest of the request pipeline treats a
share like any other principal.

Token entropy and link hygiene. Since the link is the authority until
the row is revoked, the row id must be unguessable. Access-kit mints it from
a cryptographically secure RNG as a 128-bit value, leaving an attacker
no better strategy than brute force over the full 128-bit space. It must not
be a sequential or time-ordered identifier (for example a version-7 GUID),
which would let one live link expose the range of others, nor Guid.New-
Guid(), whose output is not contractually a CSPRNG. Because the capabi-
lity transmitted in a URL, it therefore inherits URL-leakage hazards, such
as browser history, the Referer header, server and proxy access logs, and
shared-screen exposure. The mitigations are a short expiration timespan,
instant revoke, HTTPS-only transport, treating the link as a secret, and
optionally exchanging it once for a cookie-bound session so the capability
does not linger in the address bar.

Active-tenant token exchange. When a user can act in several tenants,
the application exchanges its identity token, once and server-side, for a
short-lived application token carrying an activelenantld, re-minted on
every workspace switch (in the spirit of OAuth 2.0 [19] and its token-ex-
change extension [20]). The requested tenant is validated against the cal-
ler’s home tenant together with the tenants it holds a grant on. A request
outside that set is rejected. Because every re-mint re-validates against cur-
rent grants, a revoked grant stops working within one token lifetime, and
the active tenant is never a client-supplied value the backend trusts. Per-
forming this exchange once on the server is the fix for the identity/access
double-exchange flaw, in which a client is trusted to assert which tenant it
is acting in (Fig. 3).
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Client Backend Store
1€ (TenantSessionService)

identity token + requested tenant

oad grants for principal ‘E

grant tenant ids

accessible =
= {home} U {grant tenants}

app token (active Tenantid),
available tenants [requested € accessible ]

403 no access to tenant [else]

Fig. 3. Active-tenant exchange

To act in another tenant the caller exchanges its token, server-side,
for one carrying that activeTenantld; the requested tenant is validated
against the caller’'s own grants and never trusted from the client.

Effective-access resolution. Resolving a user’s effective access for the
active tenant starts from the role’s baked-in statements only when the
principal is acting in its home tenant, and adds, for each grant owned by
the active tenant, the union of statements along the grant’s policy-inhe-
ritance chain, intersected with the grant’s optional scope-down con-
straint. The result is one flat statement set for that tenant. A share princi-
pal resolves directly from its token’s statements.

The naive way to walk policy inheritance is one database query per
policy per grant, which results in an N+1 pattern. Access-kit instead re-
solves inheritance by a batch chain-walk, which collects the frontier of po-
licy ids at each hierarchy level and loads that whole level in one query,
deduplicating already-loaded policies (which also guards against cycles).
A principal with any number of grants therefore costs O(chain depth) que-
ries (typically one to three), regardless of how many grants share those
policies. The store reads current state on every call, so grant and revoke
are immediate with no cache to invalidate. A caching decorator can wrap
the store if a hot path needs it.

A database that supports recursive common table expressions (WITH
RECURSIVE, e.g., PostgreSQL) can resolve the entire policy closure for a
principal’s grants in a single query: O(1) round trips, one fewer order
than the batch walk’s O(chain depth). We implement and benchmark this
alternative in Section “Experimental results” and it is, as expected, the
fastest. The batch walk in this case is not presented as round-trip-optimal,
but as a solution which is located above the storage port. In this case, there
is no need to use database-specific recursive SQL, runs unchanged on
any backing store (relational, document, or in-memory), and keeps policy-
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resolution logic in application code rather than pushing it into the data-
base. Its contribution is removing the N+1, turning O(grants x depth)
round trips into O(depth), while a recursive CTE trades that portability
for one fewer order of round trips. Both sit far below the naive baseline.
The choice is portability versus a database-native single round trip.

Results

Analytic cost model. Let G be the number of grants a principal holds, D
the depth of the policy-inheritance chain they resolve through, and Q
the number of database round trips spent loading policies. The naive re-
solver issues one policy query per level per grant, so Q,... = G X D (plus
one grants-load). The batch chain-walk loads one query per level and
deduplicates shared policies, so Q,,.,, = D, independent of G. Table 3 (and
the exact counts in Table 4) follow directly.

If a single round trip costs T (network + execution), end-to-end reso-
lution latency is = Q X 1. The exact counts (Table 4) give this projection
directly for t € {0.2, 1.0} ms.

Experimental results. We implemented the harness as a Benchmark-
DotNet project. The query-count benchmark counts logical round trips
through an instrumented store. The timed benchmarks measure in-pro-
cess cost, and the database-backed benchmarks run against PostgreSQL 16
in a Testcontainers container on the same host. The environment was an
Apple M3 Pro, .NET 10.0.3 (Arm64 RyuJIT), under the ShortRun job.

The round-trip counts confirm the analytic model exactly (Table 4):
the batch walk’s count equals the chain depth and does not grow with
the number of grants, while the naive count grows as G x D, so the reduc-
tion factor is exactly the grant count G: linear in G, not a fixed multiplier
(500% at G = 500, and 5000% at G = 5000). The point is the shape: naive
scales with grants, the batch walk does not.

Because the difference is round trips, wall-clock impact scales with
database latency, and on PostgreSQL the projection holds (Fig. 4). Naive
resolution rises with the grant count (2.8 ms at 10 grants, 27.7 ms at 100 at
depth 1, and 83.7 ms at 100 grants over a depth-3 chain), because every
policy load is a separate round trip. The batch walk stays flat in the grant

Table 3. Resolution cost (database Table 4. Measured (counted)
round trips for policy loading) policy round trips
Quantity Naive Batch Grants | Depth | Naive | Batch | Reduction

policy round trips | Q(G x D) | Q(D) 10 3 30 3 10%
sensitivity Linear  |None 100 3 300 3 100%
to grants G
sensitivity Linear |Linear 500 3 1500 | 3 500x
to depth D 500 5 2500 | 5 500x
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Fig. 4. Measured resolution latency on PostgreSQL (chain depth 3, log-log) naive
grows with the grant count, the batch walk is flat in grants, and the recursive CTE is
fastest at one round trip

count at 0.6-1.8 ms, and the recursive CTE is fastest at 0.27-0.69 ms in a
single round trip. At 100 grants and depth 3 the three approaches differ by
orders of magnitude (83.7 vs 1.4 vs 0.69 ms), confirming that the batch
walk removes the N+1 and that, where the database offers recursive CTEs,
a single database-native query is round-trip-optimal.

Resolution therefore dominates the per-request budget (one to a few
round trips, ~0.3-1.8 ms) and is the natural cache point: the caching de-
corator over the access store resolver serves effective access from me-
mory, collapsing those round trips to zero on a hit. Every other cost is
negligible beside it. Against a zero-latency in-memory store (the worst
case for the batch walk) the batch walk is ~1.8x slower than a straight
walk at a single grant (941 ns vs 532 ns) but overtakes it by ~10 grants,
running ~2-2.4x faster and allocating ~40% as much at 100-500 grants, so
removing the N+1 is a net win even on CPU. The in-memory gate runs in
tens of nanoseconds to ~1 pus (41 ns at 5 statements, 1.14 ps at 500), and
the share-link codec encodes and decodes in ~35 ns. Both are three to five
orders of magnitude cheaper than one database round trip.

The L3 row filter’s cost is driven by the size of the in-scope id set it
must match (the IN/ANY list it emits), not the table’s row count. Over a
tixed pool of 5000 home rows, reading the visible set takes ~1.4-1.8 ms
for 0-10 ids, 3.0 ms at 100, 3.5 ms at 1000, and 16.2 ms at 10000 ids. Modest
sharing (<1000 shared roots) costs at most ~2x the base scan, while a 10000-
id set is expensive and argues for tenant-grain sharing (a single tenant id)
over enumerating thousands of roots. A by-row-count sweep on the same
PostgreSQL instance confirms the predicate adds no measurable cost
beyond the base scan: 2.22 ms filtered vs 2.11 ms unfiltered at 10000 rows.
In this case, the id-set size, not the row count, is the cost variable.

Security: leakage scenarios addressed. Table 5 lists the information-
leakage scenarios access-kit addresses against a naive role-check baseline.
How it differs qualitatively from the other engines is discussed in Section 2.
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Discussion: advantages and limitations. Advantages:

(i) In-process: every decision is an in-memory check with no extra
network hop, unlike Zanzibar-style services [7].

(ii) Co-designed enforcement: the gate and row filter read one published
scope, eliminating the most common object-level authorization defects [4]
and reporting access denied versus not found consistently, an agreement we
argue from the shared construction rather than prove (see Limitations):

(iif) Instant revocation: both grants and share tokens are read from
current state, so revocation needs no propagation window.

(iv) Storage-agnostic: the engine depends on ports, with an Entity Fra-
mework Core adapter provided.

(v) Migration-friendly: existing roles become baked-in statements with
no data migration.

(vi) Single active tenant: resolving for one tenant keeps the gate a plain
allow-check and the row filter a single per-family rule and makes the de-
ny-vs-hide outcome structural, at the cost that acting in another tenant
needs an explicit workspace switch.

Limitations: (i) The gate and row filter derive from one shared Effec-
tiveAccess, so they are designed to agree; but because access-kit is an
in-process library, upholding that agreement in a given deployment
rests with the host that integrates it, and a host can confirm it for its own
domain entities with conformance tests on its side. (ii) Access-kit is in-pro-
cess: its trusted computing base is the whole application process, and the
L3 filter can be bypassed by in-process code (IgnoreQueryFilters, raw SQL,
a second context), so for a hostile-code threat model it must be paired with
database row-level security. (iii) The engine is .NET-specific; cross-lan-
guage or centrally audited/analyzable deployments are better served
by OPA [14], Cedar [13], or OpenFGA [8]. (iv) The row filter captures a
per-request scope; with ORM context pooling the compiled model must
be keyed per scope to avoid cross-tenant reuse. (v) “Instant” revocation is
bounded by token lifetime for active-tenant claims.

Conclusions

We presented access-kit, an embeddable authorization engine for multi-
tenant Saa$S that treats partial, cross-tenant, and account-less access as first-
class concerns. Its central idea is a co-designed pair of enforcement mech-
anisms, an application-pipeline gate and an ORM row filter that read one
published per-request scope, which makes the two report errors consis-
tently. On top of this, every request acts in a single active tenant, chosen
over a merged multi-tenant view to remove user confusion and simplify
the backend, so the gate stays a plain allow-check, the row filter a single
per-family rule, and the deny-vs-hide outcome structural. Cross-tenant
access comes from action-matched, server-derived grants that take effect
only in the owning tenant’s workspace, alongside account-less, instantly
revocable capability tokens. Measured on PostgreSQL, effective-access
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resolution by the batch chain-walk costs O(chain depth) database round
trips independent of the number of grants, a reduction over the naive N+1
that is linear in the grant count, and we compare it against a single-round-
trip recursive CTE. The per-request cost is dominated by this resolution,
with the in-memory gate adding nanoseconds.

Future work: a machine-checked formalization of the gate and row-
filter agreement invariant; a distributed caching decorator with explicit re-
vocation propagation bounds for very hot paths; packaging and a broader
empirical study against production workloads and alternative engines; and
extending the resource model beyond a two-level root/child hierarchy.
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JABOTOYKOBVI1 MEXAHI3M ABTOPM3ALIII
3 BIOKIIMYHVM CITUIbHMM JOCTYTIOM J151 CEPEJOBWILL
3 PO3OUIEHHAM JAHVX ITO OPT AHI3ALIISIM

Beryn. XwmapHi miardopmu 3 posgiieHHsIM opranizanin (multi-tenant), mo pos-
IIOBCIOIKYIOTECS 3a MOJIEeJUIIO «IIporpaMHe 3abe3reueHHs SIK I1ociyra» (SaaS) i 30e-
piraioTh CIiJIbHI JTaHi OKpeMMXx opraHisallii, fAefasii yacTiiie IoTpedyoTh KepyBaH-
HS IOCTYIIOM, $IKe He Moxe 3alesreunty posboBa Mopeib (RBAC): moctymy mo
OKPeMUX pecypciB, a He poJieri; KOHTPOJIbOBAaHOIO CIHJIBHOIO JIOCTYITy B JIeKiJTbKOX
opraHisarii;; a TaKOX IOCWJIaHb JUIs CIIUILHOTO JOCTYIY, SKi MOXKHa BiKJIMIKaTH B
Oymp-saxum MmoMeHT. Cepsep I, ac 0OpoOKM 3ammTy BOAHOYAC BUKOHYE Iif0 Ta
onepye HabOpOM [TaHMX, TOXK aBTOpM3allis Ma€ Ba aclleKTH, SIKi MycsATb 3aJIMIIaTH-
Cs1 y3rOKeHMMM: UM JI03BOJIeHa Jlid B ITUIOMY Ta sKi 3a11cy 3alIUT Ma€ IIpaBo 0aum-
T abo 3mintoBaTy. Kosu i MexaHi3Mm Hey3Tro/pkeHi, cricteMa abo po3KpmBac JaHi,
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abo ImoBepTae OMAHJIVBI BiOIIOBii, I1T0 HAJIEXWUTH 0 KJIacy Baj, «IIOPYIIEHHS aBTO-
pw3ariii Ha piBHI 00 ekTa».

Merta pob6oTn. CIIpoeKTyBaTy, peayi3yBaTii Ta OLIiHUTY BOyJOBaHMUI MeXaHi3M
aBTOpM3allii yIg SaaS-3aCTOCYHKIB JyIsi peajslizallii 4acTKOBOTO IIOCTYIly (Ha piBHI
OKPEMOT0 pecypcCy) BCcepeIVHi opraHisartii, HaJlaHHS CIIJTBHOTO JOCTYIIY MK OpraHi-
3aMisiMM i CHUTBHOTO JOCTYITy 3a IIOCWIAHHSAM. 3aCTOCyBaHHS MeXaHi3sMy Mae He J10-
Iy CTUTM HEIIOMITHOT O BUTOKY JaHMX, 30KpeMa, 11100 dpiTbTpy Ipu aBTopu3aliil aif Ta
ipTpM 3ammciB 3 6a3y JaHMX He CyllepednsIn OfHe OMHOMY IIONO OIHOIO VI TOTO
CaMoro 3aInTy.

MeTtoam. 3anrporloHOBaHO KOMIIAKTHY SIBHY MoJieib (cy0’exTu, fii y dpopmati
«oDIacTh:omepaltisi», TBEpIKEHHS IIOJITHK 13 IpiopuTeToM 3a00pOHM Ta yCIIaIKy-
BaHHAM, iepapxis pecypciB) i y3romkeHNiT MexaHi3M 3aCTOCYBaHHS: IIIII03 Ha PiBHI
0OpOOKM BXiITHOTO 3alMTy B 3aCTOCYHKY, SIKWVI BilITOBinae 3a mepeBipKy mO3BOJIYy Ha
niro, Ta PinbTp paaxis Ha piBHI ORM, axuit Bifmosinae 3a dpipTpaliito JaHmx, sKi 10-
3BOJIEHI IS IIOTOYHOTO Cy0’eKTa. Ixtr0 y3roIKeHicTh 3abe3reuye KOHTEKCT oOsIacTi
BUMMOCTI 3aInUTy, KU1 3a0e3leuye IUII03 i IocTavyaeThes y PUILTP 3ammciB, TOX
oOmpBa MexaHi3Mu y3romkeHi. KoxxeH 3ammT niie B MeXxax OIIHIi€l aKTMBHOI opraHisa-
LIii: TOCTYI O0UMCITIOETHCS caMe [T aKTMBHOI OpraHisarii, ToX Ha piBHi IUIIO3y 3iM-
CHIOETEC IIPOCTa MepeBipKa /103801y, a Ha piBHi ORM 3acTOCOBY€ThCS (PUILTP 3amm-
ciB. EdpexTmBHMI HOCTYII OOUNMCIIIOETBCS TAKETHVIM 0OXOI0M JIaHIIIOra MOJITHK, 110
ycyBae mipo0sieMy N+1 3ammTiB; pO3IJISIHYTO TaKOX a/IbTepHATUBY Ha OCHOBI peKyp-
cusHoro CTE. ITponyKTVBHICTE OLIiHEHO aHaJIiTMYHOIO MOAEIUII0 BApTOCTi Ta BUMi-
proBarHsMM Ha PostgreSQL 3a mortomoroto BenchmarkDotNet.

PesynpraTn. PeanizoBanuit MexaHi3M J03BOJIA€ HagaBaTV YacTKOBUW JOCTYII
JIO pecyciB, JOCTYII TT03a MeXKaMy OpraHisallii Ta CITUTBHMI JOCTYII 38 TTOCVUTaHHM,
IIpY IILOMY He IIOTpebye CTOPOHHIX CepBiciB Ta IIpallioe B paMKaX CaMOIro IOHATKy.
151 BU3HaYeHHs epeKTUBHOTO JOCTYITY BUKOPWCTOBY€ThCS ITAKeTHMI OOXilT ITOJTITHK
ZIOCTYTIy 3 HaJlaHMMM Jo3BosIaMu. KiIbKicTh 3BepHeHb /10 06a3yu JaHuX Py IIbOMY
IIOpiBHIOE TTIMOVHI JIaHIIfOTa IIOJITHK i He 3aJIeXKUTh Bifl KUJTBKOCTI HafaHb cy0’eKTa;
pexypcvBaU CTE po3B’s3ye BCIO 3afady 3a ofHe 3BepHeHHH. [1i yac npoBeneHHs
excrrepumenTis 3 BukopuctaHHsaM CKBJ, PostgreSQL Oyro oTprMaHO HaCTYITHI TT0-
Kas3HuKM: 3a ymMoBu 100 HamaHMX 103BOJiB i IMOMHM JIaHLIOTa IO AOPiBHIOE 3,
KJIaCMYHMM Hifxiz, 6e3 makeTHoi 00poOkm noTpedye 6:1m3bKo 83,7 Mc, HakeTHMIT 00-
xifg, — Gmmspko 1,4 mc, a CTE — 0,69 mc. Onepartii Ha piBHi IIUTI03y BUKOHYIOTBCS 3a
ZIeCSITKVI HAHOCEKYH]I, TOOTO Ha 3 — 5 HOpSAKiB IIBNM/IIIe 3a OlIHe 3BepHEHH 110 0asys;
BapTicTh (PUIbTpa PSAAKIB BU3HAYAETLCS paiIlie pO3MipoM MHOXMHIM HaJlaHWX i1eHTH-
dikaTopis pecypcis, Hix KinpKicTio pskis Tabmurti. CITUTBHWMT TOCTYTT MK opraHi-
3alisMy BUpaKeHO depes J03BOJIN (grants), y3romKeHi 3a [i€ro, 3 BU3Ha4eHHIM BJlac-
HMKa Ha 0oI1i cepBepa, 1110 AiI0Th JIMIlle y poOodoMy IpOCTOpi OpraHisarlii-BjlacHuKa,
a 6e300J1iKOBUII JOCTYII — Yepe3 TOKeHM 3 MOXKJIMBICTIO BiIK/IMKAaHHs1, YMHHICTD IKIX
BM3HAYAETHCS OHVIM 39UTYBaHHSM 3aIIlCy 3 0asu JaHuX. Y3ropkeHe II0BiTOMIIEHHS
PO TIOMIJIKM Bif[pi3Hsi€ pe3yTbTaTi «3a00pOHEHO» Bill «He 3HaVIeHO», He PO3Kp-
VIBAIO4V iCHyBaHHS Pecypcy.

BucHOBKWM. access-kit TIOEAHY€e MeXaHi3M yxBaJleHHs pillleHHs PO HaJaHHS J10-
cTyny Ta dineTp psagkiB ORM, sKi 34MTYIOTh OOMH KOHTEKCT 00JIacTi BMAVMOCTI, 3
MbKopraHizaninHum i 6e3001iKoBMM crijibHMM gocTyIIoM. KoXkeH 3amlmT fie B MeXax
O[Hi€l aKTMBHOI OpraHi3allil, TaKMM UYMHOM 3MEHIIYEThCS IMOBIPHICTh 3iVICHUTH
JIif0 B CTOPOHHIV OpraHisaliii, i CyTTE€BO CITPOIIYIOE€THCS iMITIEMeHTallio, a [jIs Iill B
iHITIiY Opranisariii, KOprUcTyBad IlepeMyKae podouwni mpocTip. MexaHisM iMITeMeH-
TOBaHO SIK y3araJlbHeHy eTaJIOHHY peajlisariifo 3 agamrepamu fijis Entity Framework
Core, MediatR Ta ASP.NET Core.

Karouo6i cao8a: xepybanna docmynom; abmopusayis; 00MexeHHA 3a pecypcami; CHiAbHUTL
docmyn; moxenu docmyny; 3axucm Ha pibui paoki6;, NET.
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