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ABTOMATM30BAHE MAIIIMTHHE HABYAHHJI.
CTAH TA ITEPCIIEKTUBWU PO3BUTKY

Poseasnymo abmomamusoBane mawiunme HABHUAHHA AK piuleHHs HA 0CHOBI WMYYH020
inmeaexmy 045 nompedu aBmomamusayii HACKPi3H020 NPoyecy 3acmocyBanna MAUUHHORO
HABuanws, modmo npoekmyBanta kKoHBeepi6 MauunH020 HABUAHHA — NOCAI00BHOCHT KPOKiB,
Axi nepembopioroms HeobpoOAeHi 0aHi HA MAUUHHY MOOeAb, NPUTIHAMHY 045 PO320PMAHHA Y
npakmuynomy Buxopucmanni. Ipucymuicms A100UHU Y YbOMY YUKALI MAE OYmu 3HAUHO
ckopouena abo ii baxano 306cim Buratouumu. Poseaanymo Hanpam noodaisiiozo posbumniky
WmMyuHoeo iHmesexny i abmomamu3obanoe0 MAWUHHOO HABUAHHA ma MeHOeHYil 1020
po3Bumxy.

Katouo6i caoba: abmomamusoBare mawiunne HABUAHHA, 0eMOKPAMUZAYIA WINYHUHOEO
inmesekmy, kepoBanuti OAHUMU WIMYYHUL iHmeAeKm, 2Auboke nocuiere HaBuans,
mparncghepre HABUaHHSL.
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O.A. Ypcamvel, O.€. Boaxob, B.I. Tkara

Beryn

Ha cygacHOMY eTari maHi IlepeTBOPIOIOTbCS Ha KarliTasl, sKuit Oesmoce-
penHbo Oepe yuacTb y popMyBaHHI Ta KepyBaHHI pisHUMM cpepaMu [Ii-
SUTBHOCTI JIIOOMHM. SIcCKpaBVM IPUKIAIOM IIbOTO MoXe OyTu ajlbTepHa-
TMBHA LiHHICTE maHuX [1], 30cepemkeHa B HeOOMeXeHOMY ITOBTOPHOMY
BUKOPWMCTaHHI iX. AOCOJIIOTHA IiHHICTh JaHMX MOXXe Habarato mepeBu-
IyBaTW Ty, 9Ky BOAETbCA OTPUMATW MiJ] Yac epBYMHHOIO BUKOPUCTaHHS.
InnoBaniviHi KoMIaHil MOXYTh OTPVIMaTH IIPVIXOBaHY IIiIHHICTH i, IIOTeH-
IIIVIHO, TaKOX BeJIMYE3Hi IlepeBary, ToOTO, I[iHHICTh maHMX Tpeba po3-
IJIAATU K MOXKIIMBOCTI IXHBOTO IOJJIBIIIOTO BUKOPWUCTAaHH, a He JIWIIe
HUHIITHBOTO.

CrarTio npucBAYeHo omIsay iHPOpPMaliTHUX IIOCIYT 3 aBTOMaTK3a-
11ii HAaCKpi3HOTO IIpOIleCy 3acTOCyBaHHs Ta MiJIBUINEHHsS edeKTMBHOCTI
MeTO/IiB MaIllTHHOTO HaBYaHHS — Cy4acHi MiIXOmy, MeTOAW, 3arajioM
TeXHOJIOTI1 y 1int cdpepi, 1110 KOHKYPYIOTh BHACIIIIOK PO3BUTKY iHTEJIEKTY-
aJIbHMX 3aco0iB 00pobrieHHs iHdOpMallil, a iHOMIi HaBiTh ITlepeBepPIIYIOTh
eKCIIepTiB 3 MaIlIMHHOIO HaBYaHHSI.

li MmeTor0 € 03HAIOMMUTY axiBIIiB, 110 TOTPeOYIOTh HABUUYOK pOBOTH
3 JaHVIMW, i3 3aBIaHHSAMY, IIOB’ I3aHMMM 3 00pOOIIeHHSIM JaHMX, JOCKOHA-
JIVIM MaTeMaTUYHMM allapaToM Ta iHCTpyMeHTapieM CBITOBOTO PiBH: 1)1
OTpMMaHHA 3 HUX iHdopMaliil Ta 3HaHb.

MammHHe HaBYaHHS SIK OJMH
3 iHCTpYMeHTiB IITyYHOIO iHTeJIeKTy

CydacHi mwiatdopmm 06pobiieHHs JaHVX PO3IINPIOIOTh CBOT MOXJIVBOC-
Ti, 30kpema Data Science — Ha moTpeOy HporHocTmM4HOI abo, iHakIIe,
npenvkatuBHOL (Predictive Amnalytics) 1 pexomenmariiviHoi (Prescriptive
Analytics) ananitvikn [1]. Data Science — 1e MbKAMCIIMIDTIHapHA 00J1aCTh,
y SIKiVl 3aCTOCOBYIOTh HayKOBi METOIM, IIpOLlecy, aJIflOPUTMI JIsI OTPWU-
MaHHA 3HaHb (knowledge) i3 pi3HOMaHITHMX OaHMX Ta IS PO3YMIHHS
ix (insights). 3acTocoByrouM MeTOM Ta Teopil B KOHTEKCTI MaTeMaTWKW,
KOMIT JOTepHMX HayK Ta iHpOpMaTUKH i3 3a/lydeHHsIM MaIIHHOTO HaB-
4JaHHS, BOHA IIPOIIOHYE KOHIIEMIIifo 00'eqHaHHs 1X, I aHasli3yBaHHS
JIaHVIX Ta PO3YMiHHS peasIbHVIX SIBULL, 1110 1X IIpecTaBIIsaoTh. Lsg KoHien-
11is BimoOpaskae Bci acrieKT poOOTH 3 JaHMMI: 34aTHICTB 30mpaTy Ta 00-
po0IIsATU 1X, BMITU PO3YMiTH, OTPMUMYBaTH LiHHICTB, BisyastisysaTu. OT-
Ke, 3aBJJaHH:, BUpilllyBaHe TUMW, XTO 3aMa€eTbcs Data Science, mioisirae B
BUI0OyBaHHI 3HAHP i3 TaHNX 3 METOIO PO3yMiHHS TOTO, IO MIiCTITh Y cO0i
11i J1aHi, a cami JaHi He € s Data Science ipemeToM Iiiel Haykn. IHTesex-
TyaJIbHUV aHasli3 JaHux Ta Benmxi Tani € posgimamu Data Science.

B obmacti Data Science mammvHHe HaBuaHHd (machine-learning, ML),
4K OIVH 3 iIHCTpyMeHTIB AOCJIi/KeHHs JaHMX, OXOIUIIOE aBTOMaTM30Ba-
Hi opMU CTATUCTUUHMX JITOPUTMIiB, CAMOHABUYaJIbHMX Ha JTaHuX. Data
scienice — 1le KJIIOYOBA AVICIIMIUIIHA B PO3BUTKY IITYYHOI'O iHTeJIeKTy (Al),

4 ISSN 3083-6573. Incpopmayinini mexroaoeii ma cucmemu. 2025. No 2 (2)



ABmomamusobane mawunne Habuanna. Cman ma nepcnexmubu posbumxy

a ML — ue ocuoBHuy iHcTpyMeHT Al [IOHATTS «IITyYHMVI iHTEJIEKT»
OXOIUIIOE BaraTo PisHMX TeXHOJIOTIV i HIKOJIV He HaJleXaB /10 KOHKPeTHO-
ro tumy. Lle, panre, «comioTexHiuHa KOHCTPYKIisi» [2] — TepMmiH, AKum
3aCTOCOBYIOTB [1JIsI ITO3HAUeHHsI MOXJIMBOCTEV MallliH, IO BUPIIITYIOTh
CKJIa[JHI 3aBJaHHS, SIKi JOHeaBHa MOIJIM pO3B’si3yBaTu jiuiile joan. Hu-
HiIHIN iHTepec 10 Al, aXioTaXk HaBKOJIO HBOTO, TIOB I3aHNUI HacaMmIleper],
i3 MaIIMHHMM HaB4YaHH:M, 1110 JIa€ aJICOpUTMaM 3MOI'y HaB4aTWCs caMo-
CTiVIHO, He OyAyumM $BHO 3alporpaMOBaHVMM, Ta ITOIIMOJIIOBATM CBin
nocsin. MammHHe HaBYaHHS B Oi3Heci cipsiMOBaHe Ha CTBOPeHH: Ta Ha-
BUaHHS Mojiesleit. Al BUKOPUCTOBYE I1i MaIlIMHHI Mofiesli, 11100 Kopurysa-
TV CUTYaIlilo 3a IIeBHMX 00cTaByH. BiH nepebyBae Ha iHITOMY piBHI arpe-
rartif, HiX Data Science Ta ML — Ha piBHi 3acTocyHKy. CTBOpeHa IIpOTrHO3-
Ha MaTeMaTM4YHa Mofesib Irporiecy i ML-mopeni MaroTe OyTy o0'gHaHI
IUIS IHITMX MOXJIMBOCTEN CIIUIBHOT POOOTH, TaKMX SIK iHTepderic Kopuc-
TyBaua Ta KepyBaHHs pobOYMM ITPOIIecoM I CTBOpeHHs mporpamm Al
Crpykrypu Al maroTh 3MOTY POSIIMPUTH aHAIITUYHI MOXIIVBOCTI I03a
Tpaguiingay Data Science i ML (puc.1). Lli paMKI1 OXOIUIIOIOTH ITOTYXKHi,
cpoKycoBaHi iIHCTPYMeHTV BeJIMKOI aHaJIITMKY, TaKi IK caMOHaBYaHHS Ta
TIocIeHe HaBUaHH4 (B 3apyOiKHIM jIiTepaTypi — HEKOHTPOJIbOBAHe HaB-
wanns (Unsupervised Learning, UL) rGoke’ (Deep Learning, DL) Ta HaBuaH-
H 3 migkpitwieHHsM (Reinforcement Learning, RL). Lle ocobrmmBuit TmiI Ma-
ITMHHOTO HaBYaHHs, B IKOMY IIapy HEVIPOHHMX MepeX iMiTyI0Tb poboTy
HaIIIOTO MO3KY, i Jle OCTaHHiM 4acoM 0yJI0 JOCATHYTO 3HAYHOTO IIPOrpecy.
Texuosorig Oysa 3acTocoBaHa B 00J1acTi MapKyBaHHS 300pakeHb, TpaH-
CKPMIILIT T0JIOCY, aBTOMATUYHOIO MepeKiIaay, Oe3iyIoTHMX aBTOMOOLIIB
i MoKkasaJia J1y>ke XOpOIlli pe3ysIbTaTV B IIOPiBHAHHI 3i 3BdavtHMM ML [2].

KoruiTnBHI 004mciIeHHsS — Ile Ile OOVH TepMiH, SIKUI 3a3BUdait BU-
KOPVICTOBYETBLCS [T TO3HAYeHHs HaVICKIIQIHIINMX TUINB TeXHOJIOTiN
INTYYHOIO iHTEJIeKTy, Ki HaMaraloThCd IMITyBaTV JIIOACHKE MVICJTCHHSL.
AUle vI0ro TouHe 3HaueHHd HesdcHe, 1 0araTo aHaIiTHKIB 1 ITocTaya/IbHMKIB
YHUKAIOTh [TbOTO TEPMiHY, OCKUTBKM BiH Iy>Ke TicHO 1ToB s13aHmi 3 [BM [2].

1 Tepmin «mmboke HaBYaHHS» BUHUK Y 1980-x pokax. Lent minxin mo ctBoperns Al
repenbadae BUKOPVICTaHHS MOIeNTi HEMIPOHHNMX MepeX, sKi cripurMalioTs iHdop-
Mariifo, 1o HazaxoauTk, Iapamiu. KoxeH i3 Takmx ImapiB HeMpoHiB, 00’ egHaHNMX
B €IMHY Mepexy, OLiHIOe OTpuMaHy iHdOpMallilo 3a SKOIOCh OFHI€I0 03HAKOIO.
OrpumaHi aHI CyMYIOTBCS MepeXkelo Buiadi KiHIIeBOTO pe3ysIbTaTy OIiHKwu. Jla-
ypeatamu mpemil iMeHi Amara TefopuHra 3a 2018 pik cramm «xperreHi GaTbKv»
mryuHoro iHrernekry — ueni [xeddpi Xiaron, SIuu JleKyn ta Vomya Berxio.
3i ciB Acorriarii 00UMCITIOBAJIBHOI TEXHIKM, yCi TpOoe po3poOmIn KOHIENTyaJIbHi
OCHOBU Ta iH)XeHepHi pillleHHs], sIKi 3poOvyI TIIMOMHHI HeMpOHHI Mepexi Hapix-
HVIM KOMITOHEHTOM B 00UMCITIOBaJIBHIV TEXHIIL], 1 SKi CIIpVsUIN PO3BUTKY TEXHOJIO-
rinm mryuHoro iHTesekTy. CaMe IMboke MalllViHHe HaBYaHHS 3 BUKOPWUCTAHHAM
HeVIpoMepeX CTaJIo IlepeloBUM HaIlpsMoM Y raitysi crBopensst Al Tlpewmiio Trio-
PVHIA OTpUMa/M PO3poOHMKM INTy4HOro iHTestekTy 3 Google Ta Facebook. Bepe-
3eHsb, 2019, DOKYC — https.//focus.ua/technologies/424630-premiyu-tyuringa-poluchili-
razrabotchiki-iskusstvennogo-intellekta-iz-google-i-facebook
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O.A. Ypcamvel, O.€. Boaxob, B.I. Tkara

Innboke HaBYaHHA

Texuiuni gucunIUIiHM,
AKi BUPIIIYIOTDH
6i3Hec-1ipobemMu
HIJIAXOM BUTYY€HHSA
3HaHb i3 TaHUX

MamnHHe HaBYaHHS ;
InTenexTyanpHmit

aHaTi3 JaHUX

Hayxka npo pani

ITpornosna aHamiTHKa
Posmmpena anasnituka

Benuxki gani

Puc. 1. Kpusa 3pistocTi iHHOBaIIiTHIX TexHOJIOTiN abo 1mki1 ouikysanb (The
Gartner hype cycle’)

ABmomamusoBane mawmunne nabuannsa (Automated Machine Lear-
ning). MammmHHe HaBYaHHS HOCATIIO 3HAYHMX YCIiXiB, i memasti Oiyibie
OVCOUIUTH HOKJIafalThcs Ha Hboro. OgHak mi yCrmixyu BU3HAYaIOTHCS
HacaMIiepe]l BHECKOM HayKOBIIiB y PO3pOOKy TeOpeTMYHMX IIMTaHb, Ha-
npukiag [3], i 3HauHOIO Miporo 3astexars Binm dpaxisiis 3 ML, siki obu-
paloTh MapaaurMy MaIllMHHOTO HaB4YaHHs, BiImHoBimHi yHKIIi, poboui
Ipollecy, aJITOPUTMM Ta rineprapaMeTpu. ABTOMaTH30BaHe MalllVIHHe
HaBuaHHA (AutoML) — e cdepa ML, sika cripsiMoBaHa Ha pO3pO0OJIeHHs
pillleHs, 1110 Jal0Th 3MOTY Pi3HOOIYHMM CIIelliajlicTaM y Haylli, eKcriepTam
i daxisirsam, goOpe obisHaHMM 3 TpenMeTHOIO obractio ITpO (citizen data
scientist) Ta 3 MOfIeJIsIMI, TeHepyBaTV OCTaHHi, 3aCTOCOBYIOUN IIPOrHO3HY
4y peKOMeHJIAIliHY aHaJITUKY (ale OCHOBHA YacTHa poOOTH IPU IIbO-
My niepeOyBae 11o3a cpeporo CTaTVCTUKM Ta aHAITUKM), e(PeKTUBHO CTBO-
proBaTV TOYHI IIPOrHOCTUYHI MOJeIIi 3 MiHIMaJIbHMM BTPyYaHHAM JIFO[I-
CBKOTO iHTeJIeKTY. BumoOyBaHHs 3HaHb i3 JaHMX OXOIUIIOE KiJIbKa eTalliB,
TaKMx gK: BUOip MiAMHOXVHM TaHMX, OYMIIIEHH: 1X i IepeTBOpeHHs], BU-
Oip YHKIIIN UM NPOEKTYBaHHS 1X, a TAKOX 3aCTOCYBaHHS BiIIOBiIHMX
MeTO/IiB aHaJIi3y JaHMX 111 BUOOpy 11a0ioHiB (pattern) [1], HamarmTyBaH-
HsI aJITOPUTMY Ta ONTMMI3alliio rineprapamMeTpiB MOJIeJIi, OLIiHIOBaHH: Ta
IHTepIIpeTallilo pe3yJIbTaTiB 1 pOo3ropTaHHs MOJe/Iel MallyTHHOIO HaB-
uvaHHs. AutoML migsuiilye edpeKTMBHICTh MallIMHHOIO HaBYaHH Ta IIpU-
CKOPIOE TOCII/KeHHs y 11iv1 cdepi. AnroputMm AutoML nogano Ha puc. 2
[4], a ycmix m1oro peaJtizallii BUpilIaJIbHOIO MipOIO 3aIeXXUTh Bil €KCIIepTiB

«The Gartner hype cycle» — «luxs xavma Gartner» abo «LIukit ogikyBaHb» — Kpu-
Ba BXOIDKEHH: abo 3piTocTi iHHOBawLinHvX TexHosorin. Lyt odikysanp Gartner —
Le rpacdiuHa mpeseHTallisi, po3pobsieHa, BUKOpHUCTaHa Ta OpeHIOBaHa aMepu-
KaHCBKOIO JOCIITHMIIBKOIO, KOHCYJITaTMBHOIO Ta iH(opMalliliHOIO KOoMIIaHi€lo
Gartner, 1106 1I0Ka3aTy 3pUICTb, BIIPOBa/KeHHs Ta ColliajJIbHe 3aCTOCYBaHHS KOH-
KpeTHMX TexHONOrin. LMK ouikyBaHb cTBepKye, Io 3alesmeuye rpadiude Ta
KOHIIENTyaJIbHe IOaHHS 3pUIOCTi HOBMX TE€XHOJIOTIN y IT' ATk eTamiB. Momers min-
JlaBajiacsd KPUTUILLL 3 Pi3HMX IPUUYMH, y TOMY YMCII 4yepe3 HeHayKOBY TOUHICTb i
BUKOPUCTaHHs Cy0 eKTVMBHOI TepMiHOJIOTIT — https;//en.wikipedia.org/wiki/Gartner_
hype_cycle
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TecToBi mani —» MarmmHHa MaesTb » IIpornosu

Puc. 2. AnropuT™M aBTOMaTM30BaHOTO MaIlITHHOTO HaBYaHH:A

3 ML, 3gaTHUX BUKOHATV HaBelleHi 3aBdaHH:, i3 3aJlydeHHIM IIMOOKOI
excriepTnsi daxiswis 3 [TpO.

Icropis crBopenns AutoML csarae moyatky 2010-x pokiB, Ko dpaxis-
11i B oOsacti ML rogasv BUBYaTH CIOCOOM aBTOMATM3aIIil IpoIecy po3-
pobsieHHsI Mofiesiell MaIlllMHHOTO HaBYaHHS. Y MUHYJIOMY HeCSATUJIITTI
cdpepa moctizKeHb, CIIpSIMOBaHa Ha 3aBaHHS IIPOTPeCcBHOI aBTOMATH-
3amil AutoML, Oyna cpopmyrboBaHa B [5, 6] sIK BupileHHs poGiieMn
aBTOMaTM3allil edeKTMBHOrO BusgBIeHHs 00 KTiB (Object Detection, OD)
Ta IPOEKTYBaHHA KOHBeepiB ML — ITIOCIIIOBHOCTI KPOKiB, gKi Ilepe-
TBOPIOIOTh HeoOpoOsIeHi JaHi Ha MalIVMHHY MOZeIb, IPUMHATHY IS
BupoOHMIITBA. PaxiBIii 3 maHux (data scientists and researchers; citizen data
scientists — HayKOBIIi Ta JOCIIITHMKM JaHMX; ¢daxiBili, gKi moope obi3Ha-
Hi 3 IpeIMeTHOIO 00J1acTIO) MaJIvt 3HAWTH IIpaBWIBHUI CII0CiO ITepeTBo-
peHHd JaHMX, 1100 mogasatu ix y KoHBeep ML. byap-sika peasibHICTB
(cTaTyHMUM UM OVMHAMIYHUI PO3BUTOK IO/iN) Iependadac IIiTOTOBKY
maHMx abo ix momnepenHe o6pobienns [1]. byno mocsarHyTo 3HawHOTO
IIporpecy B HaCKpi3HOMY aBTOMaTu4YHOMY ML 171 BUpillleHHsI CKJIaHi-
VX 3aBlIaHb, TAKMX IK 00poOJIeHHs TeKCTy, 300paXkeHb, Bifle0 Ta MOB-
JIEHHS 3 BUKOPVCTAHHSM MeTO[iB CaMOHABUaHHS Ta ITOCWJIEHOTO Ha-
BuaHHs. OfHaK i I1i MeToAM MalOTh OaraTo BapiaHTIB MOJIETIOBAaHHS Ta
rinepmapamertpis [5, 6].

MeTtooy onTuMi3anii rinepnapamMeTpis

I'mepnapameTpu Moziesli MOXYTh OXOIUIIOBATV He JIMIIe 3MiHHI, 110 Bifl-
IIOBi/JaIOTh NepeMMKaHHIO MK aJIbTepHaTVBHVMM MOZeJIsIMU, a VI Bapi-
aHTM MOJIeJIIOBaHHS, TaKi SK IlapaMeTpu IIOIepedHbOro OOpOoOIIeHH:,
TOIIOJIOTiO Ta po3Mip HeVIPOHHOI MepeXi abo ImapaMeTpu perysIapu3artii
aJITOPUTMYy HaBYaHHA — [JOJIy4eHHd JesKiMX oOMeXXeHb 3 MeTOIO 3arlo-
6irTi mepeHaBUYaHHIO, HAIIPUKJIIAA, AeSKIX allpiOpHMX PO3IIOAUIIB Ha T1a-
pamerpu Moperi. Onrumisariisa rineprnapaMerpis (OI'TI, anrt. HPO) nae
3MOTy CyTTE€BO HOJIININTY OPOAYKTUBHICT aliroputMiB ML, amanTyroun
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X 110 11i€T mpobrreMn. MarHHa MoIesTb Ma€ TaKMI BUTJIS:

y = fx; 8) = fix; a(8), 0).

TyT BekTOp mapameTpa Mofelli 4 € HeABHOIO (PYHKIIi€I0 BeKTOpa Ti-
repriapaMeTpa, OTPMMaHOTO 171 pikcoBaHOTO 3HaUeHH: 0, i HaBYaIbHMX
mauvx Dtrain.

Criouatky npobiiemy AutoML po3s’s3yBaim 3a TOIIOMOTM ONTUMi3a-
11i1 TineprapamMeTpis. Lle pirenns mepenbayaiio, 110 € 00paHuUTT aJITOPUTM
MaIIMHHOTO HaBYaHHA A, SKUW Mae€ rinepmnapamerpu 0,, ..., 0, 3 Bigmo-
BimHVIMM OOsacTsiMI BU3Ha4eHHH 6,, ..., 0, 1 cymicHwI pocTip y BUTIIS-
1i baraToMipHoro BekTopa 6 = 01x ... x01,. /It xoxxHOrO HabOpy rinep-
rapamMeTpiB 0, € ©, 3aCTOCOBY€ETbCS CMMBOJI A, 17151 TTO3HAYeHHSI aJITOPUT-
My HaBYaHH: A i3 IIM HaJlallITyBaHHSM. []J1s ITo3HaueHHs BTpaT IIiJ1 uac
nepeBipKM (HalpuKiIaz, piBHs IIOMIMIKOBOI KlacudikKallii), IKoro gocsrae
A, Ha gaHux Doalid B pasi HaBuaHHS Ha Dtrain, KOPUCTYIOTbCS BUPa3OoM
1(0) = L(Aq Dtrain; Dvalid). 3aBmaHHs onTMMI3allil rineprnapameTpis Io-
jsirae B ToMy, abu 3HanTn 0 € O, 1o minimisye [(0) [7]. Icaye iHire Bu-
3HaUeHHs], siKe IS OaraThOoX aJITOPUTMIB MAIIMHHOTO HaBYaHHS MOYKHA
ccpopmyIroBaTH SIK MiHiMi3allilo KpUTepito HaBYaHHS, 10 BKJIIOYAE Tilep-
napamertp [8]. Llen rinepriapameTp 3a3Brdant 00OMpa€eThCSt METOIOM CIIPOO
Ta IIOMIJIOK 3 BUKOPUCTaHHAM KPUTepito BMOOPY MoeTi.

CranpmapToM [e-dpakTo onTumMi3allil rimeprapaMeTpiB y MallIVHHO-
My HaBYaHHi OyB ITpOCTWII IIOIIYK Y CiTI (grid-search), TOOTO BUYePITHUT
TIOIIYK Ceperl yCiX MOXJIMBMX KOMOIHALIiM AVCKPeAMUTOBaHOI CyKYITHOCTI
IapaMeTpiB, AK1 iMOBipHO, Oyzle 00uNMCITIOBaIbHO 3a00POHEHNIM Y BeJIn-
KMX IIPOCTOpax HOLIyKy abo 3 BeJIMKMMM HabopaMy JaHMX VI0TO BeJIbMU
Npo0JIeMaTYHO BUKOPUCTOBYBaTH. /IS TrineprnapamMeTpuyHOI OITHUMi-
3allii, 0coOIMBO B GaraTOBMMipHMX IIPOCTOPaX, BBaKalOThCs ePeKTUBHi-
IITIMI BUIIAJKOBO BMOpaHi BunpoOysaHHs (random search), e IpocTip
IOCIIIKYETBCS IIPOTATOM OOMEXKEHOTO Yacy, ITOPiBHSIHO 3 IOIIYKOM IIO
ciTrri. Voro 3mificHIOIOTh 3a 3a31aIeTiab 3aaHM pos3mnonizoM iMoBipHOC-
Tel y IPOCTOPi MOIIYKY, i BiH € HaMITPOCTIIINM, ajie JOCUTh e(PeKTUBHUM
Ha IIpaKTuIi maxomoM [9]. € takox iHII MAXoay, Taki SK rpagieHTHUI
romryK. Y [8] HaBezmeHO MeTOmOJIOTiI0 ONTVIMI3allil IeKiJTbKOX Tiepriapa-
MeTpiB, 3aCHOBaHy Ha o0umciIeHHi rpajieHTa KpuTepito Bubopy momesi
CTOCOBHO rinepriapamerpis. TyT IokasaHO, IO BWUIIQJKOBUI IIOIIYK €
edeKTUBHIIIMM IS ONTHMI3allil TineprapaMeTpiB, HiX IOIIyK IO CiTIH.
Y mopiBHAHHI 3 HEVIPOHHVIMM MepeXaMy, HaJlallITOBaHVMMM Ha YVCTUN
TIIOIIYK IO CiTIIi, BUSIBIJIV, IIIO BUITaIKOBUII IIOIIYK Yy Till Xe o0s1acTi gae
3MOTY 3HaXOAWTU MOJeli, gKi € KpalllMI 3a yacoM obunciieHb. Bumas-
KOBUII TIOIIYK IIPM TOMY CaMOMY OOUMCITIOBaJIbHOMY OIOIKeTi 3Haxo-
IOWUTBH Kpalli Mofesi 3a ZornoMoru e(eKTUBHOTO IIONIYKY y OUTbII-MeHII
IepCrIeKTMBHOMY KOHIryparliiHoMy IrpocTopi. € Ie ofiHe BaXkInBe 3a-
yBakeHHS: I HaOOpiB TaHMX JIMIIe KijIbKa TilepriapaMeTpiB CIIpaBi
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MaroTh 3Ha4eHH:, ajle Pi3Hi rinepriapaMeTpy € BaKJIVBUMW IS Pi3HMX
Habopis gaHux. Lle sBuime poOUTk IIOIIYK y Mepexi IToraHnM BOOpoM
IS HaJIaIIITYBaHHS aJITOPUTMIB IIif], HOBi Habopm maumx [8-10]. Takox
€ iHII amanTVBHI (IIOCITIOBHI) MeTOMM, HAIlPUKJIIaJl, eBOJIIOLIIHWIL T10-
IIyK i OaeciBcpka onTmMisariis. Xoda i agaTUBHI ITiIXOIM BiIpi3HSAIOTb-
csd TMM, SK BOHU BU3HAYAIOTh, IKi MOJIesIi OITiHIOBaTH, BCi BOHM HaMara-
IOTHCS 3MICTUTM ITOIIYK YOik KoH(iryparin, sxi i3 Oiirpiroro iMoBipHicTIO
IIpalfoBaTUMYTh JOOpe.

Yepes 6a3oBi npuilyIreHHs, 3po0sieHi 3aBIsSKM Pi3HMM MeTofdaM IIo-
IITYKY, BUOIp BiIIIOBITHOrO MeTOIy MOXe 3ajIeXKaTy Bil, IIPOCTOPY IIOLIYKY.
baecisepki mipxoay (BIT) 3a mormomoryt rayciBCKmX IIPOIIECiB 1S MOJIEITIO-
BaHHS XapaKTepUCTUK e(eKTMBHOCT] y3araJbHeHHs, Hampukiazn [11], i
rpanieHTHi migxomy [12] 3a3Bryart MOXYTb OyTH 3aCTOCOBaHVMMM 10 ITPOC-
TOpiB GesnepepBHOro NouIyky. baeciBcbki MeTo/IV ONTMMI3alIil YacTo I1o-
€THYIOTB 3 iHIIIMMM MeTo[aMM, HallpuKiajl, TaKuMM, sSIK aHcaMmOi1eBi Me-
TOIM, IIO0 OTPUMATH IIepeBary B HesSKMX CUTYallisgX 3 oOMeXeHHsM 3a
yvacoM [5]. [lesiki 3 11X MeTO/IB CIIUIBHO PO3MISAAIOTh ABOPiBHEBY OITH-
Mi3allifo i TPUMAaKOTh BUTPATI Yacy sK BaXKJIVIBY YCTAHOBKY IS IIOIIYKY
rinepriapametpis. BIT Ha ocHOBi mepes [13], eposmroninHi crparerit [14] i
BUITAIKOBWII IIOIIYK € THYUKIIITMMM, IX MOXKHA 3acTOCOBYBATM 110 OyIib-
AKOTO MPOCTOPY MHOIIYKY. 3aCTOCYBaHH: ITIOCVJIEHOTO HaBYaHHS 10 3arajlb-
HUX 3aBJaHb ONTMMi3allil TieprapaMeTpiB € OOMeXXeHVM depe3 CKIIafl-
HICTh BMBYEHHS ITOJIITMKM ITOBEIiHKM Hajl, BeJIMKMMU IIpocTopamm Oe3-
repepBHOI it [5, 15].

bIl, nanpukiiaz [13], 1110 MOAEIIOIOTE YMOBHY iMOBipHICTb IPOAYK-
TBHOCTI p(y | 0) 3a MeTpuKOIO O1iHKM Y (TOOTO, TOUHICTIO TECTY), 3 OIJIAIY
Ha KoHirypartito Habopy rineprnapamerpis ©, cripsiMoBaHi Ha IIBUZIIIE
BU3HAUeHHs IIepPCIIeKTUBHMX 3MiH. BoHWM 3abe3nedyioTh CTaTMCTUYHO
CTiVIKi (HapmiviHi) Ta BUrpalIHi KoH@Iryparii rineprnapameTrpa MoieJIi.
HanamrrysanH rineprnapaMeTpa BUKOHYETbCA MOC/IIOBHO Ta KOHIIEHT-
PY€EThCA Ha IepCeKTUBHMX 001acTsix mpocTopy norryky. bIT pupinryoTs
IIPVHITAIIOBO CKJIaHe 3aBIaHHS OJHOYACHOTO Mimbopy Ta omTwmMisariil
GaraToMipHOIo IIPOCTOPY, 30KpeMa HeonyKIMX PyHKIiN, i, MOXJIMBO,
OIIiHKM ITyMmy. 115 BupiteHHs 11i€l mpobsiemu meToam BIT 3acTocoByioTh
eBPUCTUKY IS MOJIeIIoBaHHS IiJTb0BOI (PYHKIIiI aO0 MpUIIBUIIIITIEHHS
mifrporpam pecypcis. OgHaK aganTyBHI MeToAy BMOOPY KoHQIryparril
3a CBOEIO CYTTIO € IMOCJIJIOBHMMY, i IX BaXKKO po3NapasieroBaTy, 110 II0T-
PiOHO 11 IPUIIBU/IIIIEHHS 00UMCIIeHb.

OckiytbKy 3HaUeHHs TillepriapaMeTpiB MOXYTb e(peKTMBHO BIUIMBATU
Ha KiHIIeBy IIPOIyKTUBHICTb pOOOYOro IIpoliecy, IIpo0sieMa IoJIsATae He JIv-
Ille B po3Mipi IOIIYKOBOTO IIPOCTOPY, a 1 Y KepyBaHHI 4acoM, HeoOxisI-
HVIM J1JIS OIIiHIOBaHHS KOXKHOT'O MOXJIMBOTO pittteHHs. LI mpobiiema mic-
TUTB i MeTOIM MOIIYKYy Ilepei0adyBaHUX 3MiH BJIACTUBOCTEN y IIPOCTO-
pi momryKy i oniHroBaHHs ML-Moperevt, TOOTO BM3HAaUeHHS BUTPAIIHOI
(scoring) KoHdiryparil rineprnapamerpa 3 HabOpy MOXJIVBMX 3HaudeHb.
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ITpocTip moryKy MicTUTh Lieyt Habip KoHirypailit i Moxe BMilllyBaTu
GesnepepBHi a0 IVCKPETHI TillepriapaMeTpu.

BaiieciBevka onmumizayia (Bayesian Optimization). ABTomaTid-
HUT BUOip pobodoro mpotiecy Oysio criodatky dopMasiizoBaHo B Auto-
Weka”? sx 3aBmanHs BUGOPY KOMGIHOBAHOTO aJlTOPUTMY Ta OIITMMIZallil
rinepriapametpis (CASH Combined algorithm selection and hyperparameter
optimization). OnTMMi3ariito BOOpy MoIesli BUKOHAHO 3a IBOPiBHEBOIO
IIPOrpaMoIo i3 3a3HaYeHHsIM HVDKHBOI MeTH J1 U1 HaB4YaHHS IIapaMeT-
PiB Moziesli Ta BepXHBOI J2 — I HaBYaHHA Tinepriapametpis 0. O6uasa
OIITMMI3YIOTbCS OHOYacHO. 11 BU3HauYeHHs IIPOCTOPY TrillepHapame-
TPiB BUKOPVCTAHO CTPYKTYPY Aepes [16]. baeciBebki mporemypm onrmmi-
3amii [5, 9, 11, 15-18]: moc/IinoBHM aJIrTOPUTM HaJIaIITyBaHHS MOIEITIO-
BaHHAM (SMAC — Sequential Model-based Algorithm Configuration), ominio-
Bau [lapsena 3 gepesonopibuoio crpykryporo (TPE, But Tree-structured
Parzen Estimator) i Spearmint (TPE He € craHmapTHMM 0a€ciBCbKMM ajiro-
pur™MoM orrrmmisamii [9]). SMAC BUKOPWMCTOBY€E BUIIAIKOBI JICY IS MO-
nemoBaHHA p (y | 0) Ax posnonin I'ayca, a moTiM Spearmint, 3acTocoBytoumn
raycosi niportecut (GP) mitst mopermosanHs p(y | 0), BukoHye BUDipKy 3pisiB
3a rineprapamerpammu GPs. byro sussiiero [9, 19], mo gepesomnomioam
MeTop, ouiHfoBaHHA [lapsena, skum mMopermoe p(x|y) i p(y), a He p(y | x)
GesnocepeIHbBO, IepeBepliye MeTOAM OaeciBChKOI ONTMMI3allil Ha OCHOBI
rayciBcbKux Ipollecis [Is 3afad CTPYKTYpPOBaHOI OITMMI3allil 3 GaraTsb-
Ma rineprapamMeTpamy, 30KkpeMa anckperHi. OcHOBHa ifled 11X MeTO/iB
TosIArae B Tomy, mo6 migiraary J2(0) mo miankoi pyHKIT y cpobi 3MeH-
ATV AUCIIePCio Ta OLIHUTHU 11 B TMX 00JIacTsX TillepHapaMeTpidyHOro
IIPOCTOPY, SIKi HeZIOCTaTHBO BiiOpaHO M1 HallpaB/IeHHs IOILIyKy B 00-
JIaCTi BUCOKOI JIVICIIePCil.

AJITOpUTM HaJIalOTyBaHHA MopemoBaHHIM SMAC, gxkumi momo-
MIr Ha KiJIbKa HOPSIKiB IIPUINBVIIINTY i JIOKQJIBHUV HOIIYK, 1 ITONTyKN
y HepeBi Ha IeBHMX PO3MOAIaX IPUMIPHUKIB, BUSIBUBCS ePeKTMBHUM
UL TinmeponTumisallii mapamMeTpiB aJIrOPUTMIB MallVMHHOTO HaBYaHHS,
3abe3meunB Kpallle MacIITaOyBaHH: O BEIVIKVMX PO3MipiB i IMCKpPeTHMX
BXigHUX BuMipiB. Tomyk B 00’emHaHOMY IPOCTOPI aJITOPUTMIB i Tirtep-
rapaMeTpis faB epeKTUBHIIIN MOfIesli, HiK BUbip cTaHZapTHMX allfOPUT-
MiB i rirrepriapamMerpa.

SMAC 3acHOBaHO Ha BUIIAIKOBWMX Jjricax Ta Tree Parzen Estimator, sIKi
IZIXOIATE I ONTUMi3allil OaraToBMMipHMX TillepHapaMeTpiB y mimbo-
KX HeMpoHHMX Mepexax [19]. Mera OarteciBcbkoi onTuMmisallil — ckjiac-
T IMOBIPHICHY MOJIeJIb i IIOTIM BUMKOPWMCTOBYBATU ii [UIA yXBaJleHHs Pi-
IIIeHHs IIpO Te, K CJIif] OLiHIoBaTV HacTynHy yHKIito. [TpuaImn mo-
JITa€ y 3acTOCyBaHHi iHdOpMallil, OTprMaHOI B pe3yJIbTaTi HOoIepeaHbOl

5 Weka — monysisipHa Oi0JrioTeka MAITMHHOIO HaBYaHHS, OJHA 3 3aCTOCOBYBAaHVIX
6i6mioTex ML, sika MiCTUTB MHOXXMHY MeTO/IiB ITOITepeTHLOro 0OpoOIIeHHs Ta ajiro-
purMiB ML, sKi iepeBepIyIoTh iHIi 6ibmioTexn.
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OIIiHKM, 1110 Jla€ 3MOTYy 3HaMTM MiHIMyM HeOIyKJIOl CKJIaHOT PyHKIIiT
171 oTuMisalii rineprapamMetpis [20].

B pesymbraTi myx po3poOok OyJio CTBOpeHO iHCTpyMeHTapin s
aBTOMAaTM3allil KOHBEEPIB MAIIMMHHOTO HaBYaHHS MeTOIOM O0a€ciBCHKOI
OIITMMi3allil, i BBeIeHo BeJIMKy 0i0IioTeKy TecTiB [yIsl OITMMI3allil Tirep-
napameTpis 1ij, Hassoro HPOLib.

B [9, 17] moka3aHo, 110 GaeciBCcbKi MeTOIM ONTMMI3aIil eMIIipyYHO
IepeBeplIyIOTh BUIMAIKOBUI IIOIIYK Ha KUIBKOX TeCTOBMX 3aBIaHHSIX.
OmHak s 3a7a4 BeIMKOI PO3MipHOCTI cTaHmapTHI OaeciBcbKi MeTomm
OITMMi3allil MpalfolOTh aHAJIOTIYHO 10 BUIIaJKOBOIO IIOIIyKy. MeTtomu,
crielfiaJibHO po3po0JIeHi I 3a7ad BeJIMKOI po3MipHOCTI, ITepeibavaroTh
HYDKYy edeKTMBHY PO3MipHicTb pobiemu’ abo jrepeBonorioHe posKiia-
JaHHH IS HUTbOBOT (PYHKIIIT.

Iami pimenHs AutoML TakoX cIIpsAMOBaHO Ha HOIIYK KoHBeepis ML
3 XOPOIIIOI0 MpOAYKTMBHIcTIO. Po3poOkm Auto-Weka, Auto-Sklearn, PoSH
Auto-Sklearn, TPOT Ta iHImi BupinIyroTs, mpuHaviMHi, mpodiemy CASH.

BaiieciBevka onmumizayia 3 nocaiooBnum noodisom nHaaBuux pecyp-
ci6 nabnia (Bayesian Optimization with SH Algorithm). PoSH Auto-
Sklearn® moenHye B cobi rorepesiHbo oOpaHMit MOPTdeTh MAITMHHIX
HaBYaJIbHIIX KOHBeEpiB, IOOYIOBY aHCaMOJIIO IS TOCATHEHHS CTiIKOl
IIPOAYKTMBHOCTI Ta Oa€ciBCbKy OITMMIi3allilo 3 ITOCIIAOBHUM IIOIiJIOM
HasIBHUX pecypciB HaBMil (Bayesian Optimization with Successive Halving)
[21]. CrouatKy 3amycKaeThcs OfHa iTepariis anroputmy SHA (Successive
Halving Algorithm) i3 mopTdosiio MalIMHHMX HaBYaJbHMX KOHBeEpiB, a
IIOTiM BUKOPUCTOBYEThCA Oa€ciBchbKa ONTHMMI3allisl I OTPMMaHHS HO-
BUX KOH(Irypauin rineprapamerpa. Izesd, noxiageHa B ocHoBy SHA, Bu-
IIMBae Oe3rocepeiHbOo 3 1I0Tr0 Ha3BU: PIBHOMIPHO PO3HOAUINTY OIokKeT
1o Habopy KoHQiryparin rineprapamerpis, OIiHUTV HPOIYyKTVBHICTh
Oyap-sIKMX 3MiH, BIIKMHYTV HaWTipIIy IIOJIOBMHY 7 IIOBTOPIOBATH IOTH,
IIOKV He 3aJIMIINTHCA OfHa KoHdirypariis. Takum 9MHOM, cTpaTeris 1mo-
JIAra€e B yCyHeHHI HalripIol IT0JI0BMHY KOH@Irypallii ritepriapamMeTpis i
y 30iIbIIIeHH] KUUTPKOCTI Yacy Ha iTepariil mrporiecy, 1o saamimoics. [Tpu
IIbOMY BUTpadaeThCs 3HAYHO MEHIIe 4Jacy, HacCKUIbKM Iie MOXJIVBO, Ha
IIpeTeHIeHTiB (KaHOWIATiB) i BiIKMIaHHS HeIpuAaTHMX, IO J1a€ 3MOTY
NpuaiMTY OiTblle Yacy mepcrieKTUMBHUM. Ajroput™ SH BUIsE eKcro-
HEeHITiaJTbHO OisTbIlle pecypciB M1 HepcreKTMBHMX KOHiryparin. Y Ma-
IIMHHOMY HaBYaHHI Take 3aBJaHHs — BUOIp i3 pdly rpaJIbHUX aBTOMAaTiB
TUILY «OIHOPYKUI OaHANUT» TOTO 3 HUX, SIKUV 3a0e311e4nTh BUTPalll 3a Mi-
HiMaJIbHOI BUTPATU pecypcy (oOMeXxeHHs B Tpolllax i "yaci) — oTpumasio
Ha3By «0aHIUTCHKOTO» aJIrOpUTMy abo Oaratopykmx GauawuTis (multi-ar-

* Wang Y. et. al., Automatic reconstruction of fault networks from seismicity catalogs inclu-
ding location uncertainty, 2013, 36 p. — https;//arxiv.org/ftp/arxiv/papers/1304/1304.6912.pdf

® Lle iM’'st € aGpesiatyporo PortfolioSuccessiveHalving, o6’ ennanoi 3 6i6miorekoro ML
Auto-sklearn.
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med bandits, MAB). Vloro mocTaHOBKa Ha3MBAETHCSI 3aBIAHHSIM TIPO GaraTo-
pyxoro 6anauTa. OctaHHiM yacom SHA OyJ10 YCIIIITHO 3aCTOCOBAHO 10
OIITMMi3allil rirepriapaMeTpiB, JeMOHCTPYIOUN BUCOKY ITPOAYKTVBHICTb
3a HEeBeJIMKMX OIOIKeTiB.

SHA nae 3Mo0ry BKasaTV MiHiMaJIbHUV i MaKCMMaIbHWUI OIOKeT I
KOXXHOT KOHIrypariil (HarmpuxiIaz, IIif, KyToM 30py KUIBKOCTI HaBYaslb-
HUIX iTepartivt abo po3mipy Habopy maHMx). BiH mounHae 3 MiHiMaIIBHOTO
OromKeTy ¥ iTepaTvBHO 301IbIITy€ OIOKeT 411 KOHBEEPIB, [Ki MPaITIoI0Th
13 ITIOTOYHMM OIOIKETOM.

ITpocrip KoHirypatiii € mifgmrpoctopom Auto-sklearncon-figuration, mo
II03BOJISE IIpalffoBaTy 3 OromKeTamm SH: moriepennHi o6po0iieHHs Habopy
maHuX (MacmrTaOyBaHHSI 00 €KTiB, OOUMCIIeHHS IPOIYIIEHNX 3Ha4yeHb,
00pobka KaTeropiaJlbHMX 3Ha4eHb) i OOVH i3 YOTUPbOX KiIlacudikaTOpiB:
MeTOJ, OTIIOPHMX BeKTopis (SVM), BUIIagKOBMIA JIic, JIiHiVHa KIacudika-
11i4 (3a JOTIOMOTIY CTOXAaCTUYHOIO IPalieHTHOTO CITycKy) abo XGBoost, 1110
NPU3BOANTS 10 37 rilepriapamMeTpis.

Successive Halving mokpalllye ONTHUMi3allifo TillepapaMeTpa y Bu-
I1aJIKOBOMY IIOIIYKY 3a JOIOMOIM HiIeHHsS Ta BMOOPY BUIIAJKOBO 3re-
HepoBaHVX KOH@irypatin rineprapamerpis edekTmsHiIte, HiX Random
Search, He poOIITUM IPUIYIEHD OO IPUPOIN IPOCTOPY KOHPIrypa-
1int. EpexTuBHIIMI po3IIonisl pecypcy o3Hadvae, 1110, 3aCTOCOBYIOUM TOV
cammit Habip koHdirypamuin, Successive Halving 3Havie onTUMaIbHY KOH-
dirypatiito msualIIe.

Onmumisayis einepnapamempi6 (Hyperband). Hyperband — ne an-
TOPUTM aJIallTMBHOTO PO3IOAITYy PecypciB i3 NPpMHIIUIIOBOIO PaHHBOTO
3ynMHeHHs onTuMisarlil rinepnapamerpis [15, 22]. Jpyrun npukiaf
JITOPUTMIB, III0 ONTMUMI3yIOTh PO3MONiN pecypciB — e Hyperband i
acMHXpOoHHUM Successive Halving. Ha >xasb, opuriHajJbHUM aJITOPUTM
SH notpebye B posii BXiZHMX TaHMUX KUIBKICTh 11 KOHIrypamuin. 3 ors-
Iy Ha JesIKM KiHIleBuil O/ KeT B (Hampukiiaz, Yac HaBYaHHS IS BU-
O6opy koHdirypariil rineprapamerpa), pecypcu B/n po3noaiIsioTsCs B
cepeHbOMY 3a KoHdirypamisamu. ITpore, mia dikcoBanoro B, He 3po-
3yMiJIO, UM Mae€ arpiopi posmisagaTucs (a) Oesstiu KoHirypanuin (Beiam-
Ke 1) i3 HeBeJIMKIMM cepelHiM JyacoM HaBuYaHHs; abo (b) HeBesMKa Kijlb-
KicTb KOoHirypamnin (Majie 1) 3 TpUBIIINMM cepeqHIM YacoM HaBYaH-
He. |HakIme Kaxyun, asiroputMy SH BiIacTMBa gyieMa «i IpoTul B/n».
BincyTHicTh 11i€1 mogaTKoBOI iHdOpMallil mepelIkogKae 3acTOCYBaHHIO
MeTO[Iy OIliHIOBaHHs KOHIrypartiil, TMUM caMMUM MOTMBYIOUM HeCToxac-
TUYHY YCTaHOBKY IS ONTMMi3allil rineprapametpis [21]. YV nitepaTypi
1po MAB 714 BU3HaueHHs KyMYJISTUBHOI IIOMWJIKM (regret, perper) aj-
TOPUTMY ITPOBiCHMKA BUKOPVICTOBYIOTHCSA JITOPUTMM Ta 3iVICHIOIOTBCS
TIOCHIIIKeHH: 1 I HeCTOXaCTUYHMX, 1 I CTOXaCTMYHMX IIapaMeTpiB,
TOAI SIK OIITMaJIBHY cXeMy ifeHTudiKallil po3rJISSHYyTO JIMIIe B CTOXac-
Tu4HOI nocraHoBLi. HecroxacTuuHe 3aBnaHHg ineHTHdIiKalil Hamikpa-
101 SIKOCTi He 3mivicHioBayM [21].
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IToTpiben airoputM™, sikuit 3a OyIb-sIKVMX 3Ha4eHb IlapaMeTpiB 3a0e3-
reunB OV TeOpeTMUHO OOIpyHTOBaHe MiHiMa/IbHe 3HaUeHHs regret, siKe
BU3HAYAIOTh BiJICTAHHIO BiJl ONTMMAaJIbHOIO PillleHHs, 3a MaKCHMaJIbHO
KopoTkum 4ac. Lle B umcToMy BUITIA € 3aBIaHHAM AOCTiKeHHsT MAB,
sgKe MOIVIO Ov 3a0e3reynTy TeOpeTHYHI rapaHTii Ta oOHagiIMBi emri-
pWyYHI pe3y/IbTaTyi B HaJIallTyBaHHI TirepliapamMerpa.

l'nepriapamerpiuHy onTmMisariito POpMyIIIOIOTE SIK IIpo0iIieMy He-
CTOXaCTMYHOTO OaHOWTa 3 HeCcKiH4eHHMM 030poeHHAM (non-stochastic
infinite-armed bandit problem), ne BU3HaYeHUI pecypc, TaKui SK iTepariil
IUIA iTepalliTHMX aJITOPUTMIB, BUOIpKM JaHMX abo PYHKIIiI, BUAUISIOTH
IUIS BUTIAJKOBO oO0paHmXx KoH(irypamin. Hyperband po3s’s3ye mpobdiiemy
«n IpoTH B/n», posrisamarodnt Kislbka MOXKIIVMBYIX 3HAYeHb 71 I piKco-
BaHoro B. Ilo cyTi, BUKOHY€TbCS IIOIIYK IIO CiTIH 3a JONYCTMMMM 3Ha-
YeHHSM 1. 3 KO)KHMM 3Ha4eHHSIM 71 TIOB 13aHO MiHIMaJIbHUV PeCypC 7, SIKUT
BUIUISAETbCA BCIM KOHITypallisiM 110 TOro, K [esKi 3 HUX BiAKMIAI0Th-
cs1; OUTpIIe 3HaUEHHS 71 BiAIIOBia€ MEHIIIOMY r i, OTKe, arpecUBHIIIIOMY
paHHBOMY 3yHuHeHHIO. Hyperband po3mmpioe aJropuT™M MHOCITIOBHOIO
posnionisty Hasmiyl SH [21], 3acTocoByroum VIOro K IMinmmporpaMy opra-
Hi3allil BHyTpilmHboro MKy Hyperband (BHyTpIiIIHIVI VKT BUKIMKAE
Successive Halving myis dikcoBaHMX 3Ha4YeHb 71 1 1) 3 aBTOMaTU3alli€l0 BU-
Gopy MIBMAKOCTI paHHBOT'O 3YIVHEHHS 3a JOIIOMOIM 3aIlyCKaHHs Pi3HMX
BapiaHTiB SHA.

SIk 3a3HaYeHO B mparx [15, 22], Hyperband Hapmae HamiviHMI, Teope-
TUYHO OOIPYHTOBaHMV aJITOPUTM aJalTMBHOIO PO3IHOMOTy pecypcis i
HNPVHIIUIIOBOTO PaHHBOI'O 3yIMHEHHs OIITMMI3allil rinepnapamerpis. Bin
CIIpsSIMOBaHMI Ha HPUILIBUIIIEHHS BUIIAJKOBOrO IOIIYKYy [9], po3pob-
JIEHWV U1 HeCTOXaCTVYHOIO HacTPOIOBaHHs, Ta aBTOMAaTUYHO a/JaIlTy-
€TbCs 10 HeBimoMoro F (He3asieXXHO Bif, piBHS ITIafKOCTi abO CTPYKTYpm
dyskuii F, 1m0 onTmMisyeTbcs) Oe3 Oyap-aKMx INapaMeTpUdHMX MIpu-
HyIeHb. Bumagkosui omyk OyJie acMMIITOTMYHO CXOOUTUCS 110 OIITHU-
MaJIbHOT KOHIrypariii 3a Oyjib-sikoro F 3a JOIIOMOTY ITPOCTOTO apryMeH-
Ty nmokpwurts. [IIBunKicTs 301KHOCTI 171 BUITaIKOBOTO TIOIITYKY 3aJIeXKUTh
BiJl I7IaJIKOCTI Ta € eKCITOHeHIIITHOIO 3a KUTBKICTIO BUMIpiB y IPOCTOPI I10-
myky. Le e Tak camo BipHMM i /U1 Ga€eciBChbKIMX METOJIiB ONTMMI3allii 6e3
JIOIaTKOBVMIX CTPYKTYpPHMX HpumylleHb. OTXXe, CTBOPeHO HOBUW ITiIXif,
[15] mo omintoBaHHS KOHQIrypamil sk BUpillIeHHs ITpo0IeMy aJarTB-
HOTO pO3IOJily pecypciB BUIIaAKOBO oOpaHMX KOH(iryparin rinepra-
pamerpis. [Ipouenypa Hyperband crivipaeTbcs Ha IIPUHIIUIIOBY CTpaTeTio
PaHHBOT'O 3YNVIHEHHS JIJI PO3IIO/UTy pecypciB, Taroum 3MOTY OL[iHIOBaTH
Ha HOpsAIKM OiTbIie KOHQIrypariv, HiX IpoIeypu «I0PHOTO SIIKa»,
TaKi K OGaeciBcbki MeToam onTmMisariii. [TopiBHIOETECST pobOTa 1HOTO AJI-
TOPUTMY 3 IIOIYJISPHUMM MeToaMy OaeciBChKOI OIITMMI3arllil Ha Habopi
3aBIaHb OoNTMMi3alii rineprapaMerpis. Criocrepiraerscs, mo Hyperband
MOXKe 3a0e31eun Ty IIBUAKOIIIO BUILIOIO Ha IOPSIOK, ITIOPiBHSIHO 3 KOHKY-
peHTaMy, Ha MHOXVHI IIpo0JieM IIOCIJIeHOro HaBUYaHH4 Ta HaBYaHHS Ha
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ocHoBi sxpa. Tak, Hyperband nipairoe y 5—30 pasis mBulite, HixX Oaecis-
CbKM aJIrOpuUTMI onTuMmizaniii. OgHaK BiH He TOOUTECS I ITapajIeJIbHOIO
HaCTPOIOBaHHS TIiJT yac poOOTH 3 BEJIMKMMM JaHUMMU 3 OIJIAIY Ha CXVUTb-
HICTP BizcTaBaTyi B 0OpoOsIeHHI TaHMX Ta 3 Ti€l )X MPWYWMHN IPOITyIIeHi
3aBHaHHS [15].

Acunxpontne nocaioobne noobiine ckopoueuns (Asynchronous Suc-
cessive Halving). CydacHi Mofiesli HaBuYaHHs XapaKTepU3YyIOThCs BeJu-
KVMM IPOCTOpaMM TillepriapaMeTpiB i TpuBaJIMM 4acoM HaBdaHHH. Li
BJIaCTMBOCTi 3yMOBJIIOIOTHh HEOOXiAHICTh po3lapasiesfoBaHHsA 00UNCIIeHb
i, TMM camMMM, MOTMBYIOTh HeOOXiJHICTh pO3po0JIEeHHS JOCKOHAINX
JyHKIIIN onTMMi3alil rinepriapaMeTpiB B yMOBaX pO3IOAiIeHMX 00uc-
JIeHb, 00 MaTM MOXJIMBICTH 3HAWTN JOOPY KOHIrypailito 3a po3ym-
Hum yac. KopucrysaTtyicsa BUITafKOBMM ITOIIYKOM i ITOITYKOM IO CiTIIi 3a
ITapasieJIbHOrO HaJlallITyBaHHs, OCKUIBKM 1Ii JIBa METOAM € TPpUBiaJIbHU-
MU IS poslapalielioBaHHs Ta JIETKO MacIITaOyIoTbcsi Ha Oyap-gaKy
KUIBKICTh MAIIMH, He € JOIUIbHMUM, OCKUIbKIM 00MIBa MEeTOIM € IIiaxona-
MU «Ipy0oI cryIv» i moraHo MacITaOyIOThCs 3 KUIBKICTIO TillepriapaMe-
TpiB. 3a IOCIIIOBHOrO HaJlallITyBaHHS 3aCTOCOBYIOTH SH, mobpe Bimo-
MU aJIropuUTM OaraTopykoro Oanmmra (SHA). Toxi MoXXHa OLIiHUTY Ha
KiJIbKa ITopsIKiB Oisbite KoHIryparmin rinepriapameTpis, HiX B pasi Bu-
ITaIKOBOTO IIOIIYKY, BHACIIIOK aJlallTMBHOTO PO3IIOMIy pecypciB It
IepcreKTUBHMX KoHiryparttin. Lym gocsraeTscs mBuMLIe TOCTiAKeH-
Hl IIPOCTOPY TOIIYKY Ta CTaHAAPTHO BUCOKA SKiCTh ISl BeJIMKUX Habo-
piB ganux. OgHaK po3HapasIelnTy Ipolec 00UMCcIeHb BaXXKO, TOMY IO
aJITOpUTM IIpuiiMae Habip KoHIirypatin gx BxiHi JaHi, 11 odikye 3a-
BepIlIeHHs OyIb-aKMX 3MiH y JIQHIIIOXKY, TIepIl HiX BigOyIeTbcs 1epe-
Xifl 710 HaCTyIIHOI JIaHKM JIaHIIfoXKa. I11o0 ycyHyTH 11e Bysbke Miclie, 1110
CTBOPIOETBCI CMHXPOHHMMM IIpOoCyBaHHsIMM, aBTopu [15, 23] HamarTo-
BYIOTb ajiropuTM SH Tak, mo0 mmpocyBaTy Bropy KoHpirypauii HacKisib-
KV 11e MOXKJIVBO, 3aMiCTh TOTO, 11100 MOYMHATY 3 IIVPOKOro Habopy KOH-
dirypanin i 3ByXysaTu ix. Takum ajropuTm Has3BaJlM aCMHXPOHHUM
aJIFTOPUTMOM IIOCJIiZIOBHOIO po3noAiry Hasnisl (ASHA). ABTopu cTBep-
IDKYIOTB, III0 HaJIaIITyBaHHS OOYMCIIOBAJIBHO BaXKKMX Mozesien i3 Bu-
KOPMCTaHHSAM MacOBOIO I1apalesli3My € HOBOIO ITapaurMo0 ONTuMi3a-
Lii TirrepriapamMeTpis.

ASHA BUKOPWCTOBYE TIapasIesiisM i arpecuBHe paHHE 3yIVHEeHHs 11
BUIPIIlIeHHS BeJIMKOMACIITaOHVX 3aBIaHb OITVMI3allil TiepriapamMeTpis.
Yymarti emmipuyHi pesysibTaTy ITokasaim, o ASHA nepeseplilye HasgBHi
Cy4acHi MeTOIV OIITMMIi3allil rinepriapaMeTpiB, MacIITaOyeThCS JTHIIHO 3
KIJTBKICTIO POOOUNMX BY3/IiB Y PO3MOOUIEHNX HaJIAIITyBaHHSIX, i TOMUTBCS
I MacoOBOTO Mapaslesli3My.

EBosronivina orrrmmisamis. [HIII MeTOAM IOIIYKY 3aCTOCOBYIOTBH €BO-
ymouiviHi anroputMu. Li mimxony BpaxoByIOTh CyKYIIHICTh HaJIallITyBaHb
rinepriapaMeTpis, MOAM@IKYIOTh i ycyBaloTh Oe3lepCcreKTVMBHI Hasalll-
TyBaHH BIJITIOBIZTHO 10 IXHBOI OIIHKM IepexpecHol nepesipku. Ajie 110-
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IIpU pasiodi pe3yJibTaTy, BOHU IOTPeOyIOTh BeJIM4e3HOl KUIbKOCTI 00-
YMCITIOBAJIBHIIX PeCypciB, i IX BaKKO MacIITaOyBaTL.

TPOT (Tree-Based Pipeline Optimization Tool) [14] — pmepesoromioumMmI
IHCTpyMeHTapiV HPOEKTYBaHH: VI ONITUMI3arlil KoHBeepiB ML, rparioe sk
i Auto-Sklearn, y TangeMi 3 OibtioTekoro scikit-learn, onvicyroum cebe K 1t
o6ostoHKy Ha Python. Y 1oro ocHoBi jiexuTs iatdopma DEAP?, mojtyib-
Ha cTpyKrypa (a modular framework), ika JorioMarae pearisoByBaTH IIpo-
11ecy, omycaHi eposmoninHuMM ainropurMamu (EA). Peastizarris 3acroco-
By€ reHeTH4He IporpamyBaHHsa (GP) — eBOJIIOLIIHY TexHiKy 004NciIeHb
IUI aBTOMATMYHOIO KOHCTPYIOBaHHS KOMII'IOTepHMUX IIporpaM — i3 3a-
nyuenssim ES (Evolution strategy)’ cTparerit.

Yenimai po3pobku y cpepi eBooIinHOI 6araToIisiboBo1 OITMMi3a-
uii (Multi-Objective MO) i 3acTocyBaHHsI KOHIIEIIii ITapeTo-OITUMasIb-
HOCTI 10 MaIlIMHHOIO HaBYaHH ITJIBUINYIOTH ITPOAYKTUBHICTh TaKOX i
TPaOULIVHMX MeTO[iB OJHOIIUILOBOTO MAIIIMHHOIO HaBYaHH$, CTBOPIO-
109V Pi3HOMAaHITHI MHOXVHHI ITapeTo-ONTMasIbHI MOZIeTi Iif] 9ac o0y-
noBy aHcaMmOs1iB Mopestent. Lli Mozieti BilIIOBiAOTh TEOPETUYHIM BVIMO-
raM XOpoIIVX aHcaMOIiB. [latoum 3MOTy KOpHUCTyBaueBi reHepyBaTH aH-
cam071i i BMOVMpaTH MofesTi BifIoBigHO 10 ToTpe0, OaraToIiyIboBI TIiaXis,
TUM CaMVM IIparHe HOJIMIIINTY aJITOPUTMY MaIIVHHOTO HaBYaHHS, 10-
JIalouy CHUIBHI mpo0sieMyt GajlaHCy KOMIIPOMIiCY MiX TOYHICTIO Ta pi3HO-
MaHiTHicTIO. Y 1boMy ceHci MO Mae niepeBary Iepe;; OJJHOIIUIOBVMVI Me-
TOIaMM, OCKIJIBKM MiIl KyTOM 30py OaraToliiboBol omTmMmisaliii He Mae
€IVHOT MOJIeTli HaB4aHH:, SIKa MOIJIa O OJTHOYaCcHO BUpIIITyBaTH Pi3Hi 3aB-
IaHHg. bararomnibosa onrTrMisaliiss Ha ocHOBI TpuHIMIIa [Tapeto — equ-
HU criocib BriopaTics 3 KOHQIIKTHUMM Hiytsimu [24, 25].

® DEAP (Distributed Evolutionary Algorithms 6 Python) — Te eBOIOITiHe 0GUVICITIO-
BasIbHE CepeOBUIIle IS MBVIKOTO IIPOTOTUITYBAaHHS Ta TeCTyBaHH: imevt. BibrHo
IOCTYIIHE, 3 BeJIMKOIO ToKyMeHTatiero (http://deap.gel.ulaval.ca), DEAP € npoek-
TOM 3 BiIKpUTMM BUXiITHMM KopoM i stirensiero LGPL. EBorortiviHi oO0umciieHHS
(EC) — cwrapHa obyacTh i3 AyXe pisHOMaHITHMMI MeTO/IaMIM Ta MexaHi3MaMu, Jie
HaBiTh JOOpe CIPOEKTOBAHI CTPYKTYPM MOXYTh CTaTV AOBOJI CKIAIHWMMY, 100
PO3IIISHYTM MOXJIMBICTh BHeCeHH: 3MiH. MoBa nporpamysaHHs Python 3abesre-
uye HeoOXimHWMM 3B 130K 11 30MpaHHs cKiTagHmx EC-crcreM, Hamaroun MpaKTU4IHi
IHCTpyMeHTN [JIS HIBUIKOTO CTBOPEHHS IIPOTOTHUIIIB 1)1 KOPUCTyBada eBOJIIOIiI-
HMX aJITOPUTMIB, ie KOXKeH KPOK IIpOoLiecy € HaCTUIbKM sIBHVM (SIK TICeBIIOKO]L), JIeT-
KO IPOYNUTYBaHMM i 3p03yMUINM, HacKIbKM 11e MOXJIMBO. Lle Takox Hajtae BesmMKo-
IO 3HaYEHHS 1 KOMITAaKTHOCTI, i 3po3ymintocti komy — [Fortin F.-A., Rainville F.-M. D.,
Gardner M.-A., Parizeau M. and Gagn C., Jul. 2012, DEAP: Evolutionary Algorithms
Made Easy, Journal of Machine Learning Research, vol. 13, pp. 2171-2175].

ES — eBpmcTvuHMIT METOJ, ONTHUMI3allii B pO3AUIl eBOMMOMiIHMX ayiropuTMiB, Oa-
30BaHMI Ha ajanTarlii Ta esosmonii. Po3pobieno B 1964 pori HiMeIIbKIM y4eHUM
I. Pexenbepre i po3suaeno B mopasiiomy HIsedenom X.-I1. Ta i — [Schwefel Hans-
Paul. Cybernetic Evolution as Strategy for Experimental Research in Fluid Mechanics
(in German). Diploma Thesis. Hermann Féttinger-Institute for Fluid Mechanics, Technical
University of Berlin, March 1965. H.-G. Beyer and H.-P. Schwefel, Evolution strategies.
A comprehensive introduction, Natural Computing, vol. 1, no. 1, pp. 352, Mar. 2002].
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O06’egnanng GP i ontumisanii 3a Ilapero gae 3Mory aBTOMaTW4HO
CTBOPIOBATV BVCOKOTOYHI Ta KOMHaKTHi ML-KOHBeepy BHACJIOK TOrO,
III0 €BOJIIOLIVIHI aJITOPUTMM Ha OCHOBI 1IbOTO ITPMHIINIIA YCINIIHO 3a-
CTOCOBYIOTB [JIS OLIHIOBaHHS OaraThOX pillleHb, TOOTO ITOCIIiIOBHOCTI
KoHBeepiB. LI 0cobMBicTh IPU3BOAUTD A0 MOBUIBHOI ONTHMI3allii, TOMY
III0 HaBYaHHS € TPYAOMICTKMM IIpoliecoM. Y pobodomy miporteci AutoML
€ nornepenHe oOpobiienHs dyukuin (Feature Preprocessing) — 1ie O4iKy-
BaHMM KPOK y KOHBeEpax MaIIMHHOTO HaBYaHHS, 00 3'SBIISE€TBCS MOX-
JVBICTH 3MiHIOBaTV PYHKIIii® TaK, o6 crpoctuty Habip maHux i 3a6e3-
IeYnTU MPOAYKTUBHICTh MOAeIi MalMHHOro HapuaHHd. TPOT onTumi-
3y€ KOHBe€pW, 30KpeMa HIU3KY Iperrpoliecopis pyHKIin i monertent ML, 3
MeTOI0 BMOOpPY HamOLIBIN BiIHOBIMHMX 1 eeKTMBHIIIMX KOHBEEPIB y
KOHTPOJIbOBaHiN 3agaui kiacudikartii. [ToGymosa 3 Hux gepeBoHoAiOHIX
KOHBeepiB — JiepeB GP — BifgOyBaeThcs 3a J10IIOMOTM 00 €IHaHHS OIle-
paTopiB MalIMHHOTO HaBYaHHS, IO IX BUKOPWUCTOBYIOTh SK IPUMITHUBU
reHeTMYHOro mnporpamysaHHs. Koxen omeparop konseepa ML (mpu-
miTB GP) y HpOMY BiIlIOBijla€ aJIrOPUTMy MaIlMHHOIO HaB4YaHHHA. Yci
peastizallii aJIrOpUTMiB MaIIMHHOTO HaBYaHHS B34TO 3 scikit-learn (Kpim
XGBoost).

Y reneTmdyHOMY IpOrpaMyBaHHI KOXHe pilteHHs (0o KaHaMIaT) I10-
JIaHO SIK JIepeBo, sIKe CKJIAJA€ThCs 3 BY3JIiB i ymcTsa. KoxxeH BHyTpilIHi
BY30JI Ha3VBaETbCA IPUMITMBOM, a KOXXeH JIMCTOK — TepMiHasioM. [Tpu-
MITVB pO3IJISIAIOTH SIK (PYHKIIIIO, TepMiHaJl — SIK apTyMeHT a00 KOHCTaH-
Ty. IlpymiTHBU Ta TepMiHaJIM BU3HA4YalOTh 3aJIeXKHO Bill po3B’s3yBaHOI
npobitemn. Y pasi TPOT npumitusy, ainropurMu ML abo meTony Ta Tep-
MiHaJIM ToIepenHBOro oOpoOIIeHHs € rineprapamerpamiu. Kopenesuin
BY30J1 flepeBa — OOOB’43K0BO aJIrOpUTM ML, KU BUKOPVICTOBYIOTh K
OCTATOYHY OIIiHKY. IHIII B3/ AifoTh SK oIlepaTopw, 1o OepyTh IaHi Ha
BXiJI i HaZlaroTh Ha BMUXOJIi IlepeTBOpeHi J1aHi. [lepeBa MOXYTh CKIafaTuCs
3 pi3HMX TUIOK, Ae ABi TiyIKM 00’ eJHYIOThCS Yepes3 crelliaIbHUM ITPUMi-
B, nogauuyt TPOT. 3muTTs 00’ €IHY€e BUCHOBOK i3 TIOIIepeHiX By3JIiB.

Orxe, NUIAX BUPIIIeHHs Tpo0JIeMy ONTMMi3allii KOHBeEpa MaIlHHO-
ro HaB4aHHS — OIlepaTOpV MaIllMHHOIO HaBYaHH:I, IKi BUKOPVICTOBYIOTb
AK IIPVIMITVBY TeHeTUYHOI'O IIPOrpaMyBaHHs, 1110 I'PYHTYIOTbCA Ha JepeBi
KOHBeE€PIB, BUKOPUCTOBYIOTh Il 00’ €MHaHHS IPUMITMBIB B poboui Ha-
BUaJIbHI KOHBeepr MammvH i anroputMm GP, aKuil BUKOPUCTOBYIOTH [JI
Moamdikariii JepeBonoIiOHIX KOHBEEPIB.

ITix wac pobotu 3 BermkmmMy Habopamu gaHux TPOT e myxe OBiIb-
HVM, TOMY 110 PO3Mip HaB4aJbHOI BMOipKM i KUIBKICTH OIiHIOBaHMX

Scikit-feature: periosuropivi BUOOpy 00 €KTiB, 30KkpeMa (PYHKIIN, 3 BITKPUTUM BU-
ximevM koo Ha Python. [ pyHTyeTbesI Ha ITaKeTi MAIMHHOTO HaBIaHH scikit-learn
i mBOX HayKoOBUMX OOumMCITIOBaNIbHMX TTakeTax Numpy i Scipy. Scikit-feature micTuThb
npubmsHo 40 MOmysIIpHMX aJIrOPUTMIB BMOOPY (PYHKIIIN, 30KpeMa TpagyiiiHi
JITOPUTMU Ta JesIKi aJIrOPUTMU CTPYKTYPHUX 1 HOTOKOBUX (YHKIN — httpsy/
www.kdnuggets.com/2016/03/scikit-feature-open-source-feature-selection-python.html
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KaHAWJATIB € CyTTEBMMM. EBOIIIOIIVIHI aJIrOpUTMM 3a3BMYan ITOBUIBHO
cxonATbes, 1m0 pobute TPOT He3maTHMM MacIITaOyBaTHCS OO BEJIMKMX
HabopiB maHux. Bimoma pobota [26], B sIKint [y1s TPUIIBUIIIEHHS TOCITi-
IDKEeHHSI IIPOCTOPY HOIIYKY Ta HOJIIIIIeHHs IIPOIyKTUBHOCTI 3a BeJTMKIIX
HabOPpiB TaHMX 3aCTOCOBYIOTh aJITOPUTM Stccessive Halving 11ocitifoBHO-
ro MOAUIY HaBIIJI, BUKOPUCTOBYIOTh y 3amadax Multi-Armed Bandit. ITpu
uboMmy TPOT-SH — msupniie pimenHst AutoML — ckopodye yac, IKOTo
IIOTPeOYIOTh eBOJIIOLIIVIHI aJITOPUTMY, 100 3HanTH KoHBeepu ML 11 Be-
JIMKVIX HaOOPiB JaHMX.

Cdepa 3acrocoBHOCTi AutoML

3 BUKIIaZleHOTro BUIUIMBAE, 1110 AutoML — 1ie moTpeba aBTOMaTH3allil Ha-
CKpi3HOTO ITpoIlecy 3acTOCyBaHHs MalllVHHOIO HaBYaHHS J0 PeaylbHUX
rpo6rreM. Kpim cktagHOCTI aBTOMaTHM3a11i1 OaraThox 3aBIaHb 3 00posIeHHS
TIaHuX, cyTb AutoML mosisirae B JOIIOMO3i crielliajlicTaM 3 JaHMX Ta 3BiIb-
HeHHi IX Bill Taraps IIOBTOPIOBaAHMX i MeHIII BUMOIJIVBMX 3aBlaHb, 11100
BOHM MOIJIV BUTpadaTy CBifl 4Yac Ha CKJIaJIHIIi, TBOPYi Ta BaXKKi I aB-
ToMaTu3atlil 3aBgaHHs. Daxisili data scientists uepe3 6pak AutoML MaroTh
BUKOHATV HaJIallITYBaHH: aJITOPUTMY Ta OIITMMI3allilo TireprapaMeTpis,
1100 MakcUMi3yBaTM IPOTHO30BAaHY IIPOIYKTMBHICTh CBOET OCTaTOYHOI
MoOJIesli MaIlIMHHOTO HaB4aHHs. OCKiIpbKM OaraTo i3 myx KpoKiB 4acTo Bu-
x0Tk 3a paMKu MoxumsocTent Citizen Data Scientist — exkcriepris y I1pO,
AutoML st pepaiti 6i1bmx notpeb 3actocysarHs ML OyI10 3arporioHo-
BaHO $IK pillleHHs Ha OCHOBI IITy4HOro iHTestekTy. Huni cucremm AutoML
MOXYTb IIIBUJIKO CTBOPIOBATV IIPOTHO3HI MOfesli, IO 3a0e3IedyloTh
OIITMaJILHY IIPOAYKTUBHICTh. OHAK 1X OXOIUIeHHS, 4K i paHille, € By3b-
KMM, a IXHiVI CIIpaB>XXHiV HOTeHIliasI JOCi I1e He BUKOPUCTOBYEThCs. € Tpu
obmexeHHsT HasgBHMX cvicteM AutoML: cxiamgHi o gaHux (1), 3HaHHS
IIpeiMeTHOI o0rtacTi (2) i camoHaBUYaHHS Ta ITOCWIeHe HaB4yaHH: (3) [27].
Ha puic. 3 mokasaHO TUIIOBVVI KOMaHIHMV poOouni mpoiiec dpaxiBIliB
3 nauux TDSP (Team Data Science Process) — 1ie THy4YKa iTepaTuBHa MeTO-
ZloJIorist 06po0IeHHs JaHMX, SKa J1a€ 3Mory epeKTMBHO HaJlaBaTy pillleH-
H¢ IIPOTHO3HOI aHAJIITUKM Ta iHTelIeKTyaIbHMX IporpaM [28]. BoHa ak-
IIeHTy€e 0OMeXeHicTh cdep, y KX HVHI BUKopucToByeThest AutoML [27].
1. Ckaadni munu danux. Incrpymentr AutoML MoXXHa 3HAYHOIO Mi-
poro KiacudiKyBaTy 3a ClLieHapieM 3acToCyBaHHS abo popMaTOM HaBUaIb-
HVIX JaHMX. BiTbIicTs i3 Hux Oys10 CIIPOEKTOBAHO I pOOOTH 3 HaVIIO-
IIVPeHiM i BU3HaHVM TUIIOM JaHMX, (3TiTHO 3 OOUTyBaHHSIM Kaggleg)

Kaggle — ronoBHMI oprafizaTop KOHKYPCiB 3 TOCIIIKEHHS JaHMX, a TaKOX COITi-
aJTbHa Mepe’ka CTIelliaTicTiB 3 0OpoOKY TaHMX i MarmMHHOTO HaBuaHHA. KDnuggets
(nugget — caMOpOIOK) — TIPOBIITHMVI CalIT 3 HAyKM TIPO JaHi, MaIllMHHe HaBuyaHHS,
IITYYHUV iHTeJIeKT 7 aHaJliTHKy OyJio 3acHoBaHO y KBiTHI 2010 p. I'puropiem IT' s-
teripkuM-11lamipo. KD (Knowledge Discovery) — o3Hauae «3HaxoIXeHH:s (BiZKpUT-
TI) 3HaHb» — httpsy//www.kdnuggets.com/about/index.htm
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JaHi BimHOIIIEHHS 65,5
TekcToBi maHi
aHi 300pakeHHS

THrImIe 10,3

Iari Bimeo 5,1

0 10 20 30 40 50 60 %

Puc. 4. Hanmormmpeninmi Tvnm gaavx cvicreM AutoML

ML and Data Science Survey 2017 poky [27], pendiiniai cTpykTypoBaHi
Tabmuni fani — 11D (tabmmi 3 pspaKamMu Ta CTOBIIISIMM), IIOJAHI 9mciIa-
M1 200 KaTeropiaJibHMM 3MiHHMMM (HOMiHaJIbHI 1aHi, HAIIPUKIIaJI, CTaTh,
KOJIip IIKipW, i TOPSAIKOBI JaHi, HAIIpUKIIaz, piBeHb ocBiTH). IHIIIMM Tpa-
OUILVIHUM TUIIOM JIaHMX, IlepeBakHO y ¢iHaHCOBIN Ta po3ApibHIiN Top-
riBii, € gaHi 3 TMM4YacoBol 3ayiexxHicTio. dmarmMaHcekui nponykr H20
Driverless AI" xommanii H20.ai'' MicTUTB iHCTpyMeHTV 1711 aBTOMATIHOT
oGy I0BYM ITPOTHO3HMX MOJIeNIeV 9acoBux psiiB. Voro, sk i voro morre-
pemuvka H20 AutoML, 3opieHTOBaHO Ha TaOimmuHi gaHi IID, BiH migTpu-
MY€ AaHi 9acoBUX psmiB i HeoOpoOreHmm TekcT. Heski cucremm AutoML
TaKoX OyJio posiIpeHo 11 00poOIeHHsI HeCTPYKTypOBaHUX JaHUX, a
came TeKCTy Ta 300pakeHb (Hampukiiam, Google Cloud AutoML Natural
Language, Google Cloud AutoML Vision, AutoKeras, DataRobot), ocKirTbKM 1171
TUII JaHVIX € BeJIbMU IIOIIVpPeHnM (puc. 4).

Y pasi TexcToBMX OaHMX MOXe OyTM 3acTOCOBAHO iHCTPYMeEHT 3a-
raJIbHOTO NpM3HaveHHs, Takuit ik H20 Driverless Al, abo crieliiaIbHO po3-
politeHmm1 i TeKcTy, Takui sik Google Cloud Natural Language. 11 Bu-
PillIeHHs 3 BiIKPUTUM BUXiTHMM KOIOM, 3aCTOCOBYIOTH ajropurMm H20
Word2Vec (abo Oynb-sikuit iHIINM iHCTPyMeHT 0Opo0IIeHHsI TeKCTY 3 Bill-
KPWUTVM BUIXiITHVIM KOZIOM), III00 ITepeTBOPUTY TEKCT Ha UMCIIOBUI popMmar,
KUV MoXe OyTu 3acrocoano H20 AutoML (Ge3nocepenHs ImigTpuMKa
TeKcToBUX Janux y H20 AutoML — v1oro JOpoXHS KapTa).

Mepexesi Ta BeO-IaHi, 3 iHIIIOro OOKyY, € ABOMa CKJIaHIIIIVIMI TUIIaMU
nmaamx. LI Tummm manmx v goci He € mpeameTroM posmsany AutoML, 110 06-
Me>XXy€ TUII IpobJieM, siKi po3B’sA3yIoTh 3a moromoru AutoML. OfgHak, iMo-
BipHO HaMOJIVDKYIVMIM YacoM, aBTOMAaTWYHI 3aco0m 0OpobsIeHHs MyiX TUIIiB
JlaHVIX BitoOpakaTMyTh Mipy PO3BUTKY iHCTpyMeHTapito cucteM AutoML.

2. 3nannsa npeomemmoi obaacmi. Cvicremut AutoML BBaXkaroTb CMHOHI-
MOM BrOOpy Mozieli Ta HaJlaIlITyBaHH:I rilepIiapamMeTpa, i € Jiviire HeBesu-
KOO YaCTVMHOIO T1a3/1a y BUIo0yBaHHi 3HaHb y Oasax ganux (the knowledge

19 120 Driverless Al, httpsy//www.h2o0.ai/products/h2o0-driverless-ai/

" H20.ai — xoMmaHist-po3pobHIK TporpamMHoro 3abesrneuenHs 3 CHITIKOHOBOT 07
HVI, sIKa BVBeJIa Ha PVHOK HOBI TeXHOJIOTIT 11 mpocysaHHs Al, € TBoprem H20 —
IpOBiAHOI IUIaTOPMN 3 BIIKPUTUM BUXIITHVM KOIOM IjI JOCIIKeHH JaHMX i
MalvHHOro Has4daHH:. Pimenns H20 ninrpvmye mBuaki aiaropurmu ML, posmo-
TlijIeHi B oIlepaTMBHIV IaM ATi, i 3a0e3Ieuye caMOHaBYaHHS Ta IIOCYIIeHe HaBYaHHI.
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discovery in databases, KDD) ninmmpuemctsa. Lli nBa etarnm Havvleriie as-
TOMaTW3yBaTH, BPaxOBYIOUM OO €KTMBHICTh i ITOC/IIOBHICTE IXHIX KpO-
KiB y 3aBgaHHsAX ML-HaBuaHH:. [IpoTe, oguH i3 KIIIOUOBMX KOMIIOHEHTIB
I CTBOPEHHS afleKBaTHMX Mozesiert ML gacTo irHopyBaBcs B cuICTeMax
AutoML — 11e pospobiennst pyHkin. [IpoexTysanHs PyHKIiN (11e OUIb-
Ille, HDK HayKa/3HaHH:), IMOBipHO, 1le MOXJIMBICTb, sKa IIPOIIOHY€ Hail-
OrlarofaTHIIMI IPYHT VIS PO3KBITY JIHONCHKOI TBOpdYOCTi. CTBOpeHHs
JyHK11IVT paxiBIsAMIM, KOXKeH i3 AKX HaMaraeTbCsl MOJIeIIOBaTH 3 METOIO
POSKPUTTS 3HAUYILIMX acIleKTiB Ipoliecy, HoTpedye ysBM, TBOPYOCTi Ta
IoCcBily B npeaMeTHin obsacti. OTXke, IIPOAYKTUBHICTh MOXe BapiloBa-
TWCS, SIKITIO pO3p00IIeHHS (DYHKIIIVI BUKOHYIOTH Pi3sHOIIpOdiIbHI (paxiBIIi.
Po3spobrtennst PyHKIIN daxiBlieM TaKOX 3aJIeXXUTh Bifl IpoosieM i Tuiry
00’€eKTiB, sIKi MOXKHA BiITBOPWUTH, YaCTO OOMeXXeHe BXiTHMM HabOpoM J1a-
HMX. SIK HaCJlOOK, I1e OOVH i3 BaXXKMX, TPUBAIMX 1 TPYAOMICTKMX eTarliB
Oy/Ib-IKOTO IIPOEKTY data science, IOPsiA, i3 OUMIIIEHHSIM i ITorlepeiHiM 00-
pobnennaM naHux. [IpoTe, mocTaTHRO XOpoIIi MOz MoXxe OyTv To0y-
JIOBAHO 3a JOIIOMOIV IIPUIHATTA 3araJIbHIIIOI CTPYKTYPU U1 CTBOPEH-
HsI O3HAK, III0 He 3aJIeXXaTh Biff Habopy maHmx (Hampuxiian, Deep Feature
Synthesis (DFS) — cuHTe3 OCWIeHMX ocodmmBocTen) [27].

Opnak nedxi mwiatdopmu AutoML mpoHoHYIOTh aBTOMaTHUYHe IIpO-
€KTyBaHHs PyHKIIIN (Hanpuxiand, DataRobot, H20 Driverless Al). ITpote
JKOIIHA 3 HMUX He MOXKe aBTOMATWYHO A0JIydaTy 3HaHHS IpeIMeTHOI 00-
jacTi go npouecy ML, i 1ie 3ajIMIIaeTbcsl BUHSATKOBO JIIOJICHKOIO (PYHK-
miero. llikaByM NIpuKiIagoM po3B’s3aHHS IIbOTO NWTAHHS € IIXinm, pea-
nmizopanum y KNIME [29, 30], Tak 3BaHa Guided Analytics — xepoBaHa
aHaJIITMKA [UIS aBTOMaTHM3allil MaIllMHHOIO HaBYaHHS. 3aBOaHHS il II0-
JIsiTa€ B TOMY, 1100 A03BOJINTY (PaxiBIIsM, Ki IPAIIOIOTh 3 TaHVIMM, CTBO-
pIOBaTH iHTepaKTVBHI CMCcTeMM, iIHTepaKTUBHO JoIoMararouy OisHec-aHa-
JIHTVKaM y iIXHbOMY ITparHeHHi 3HaiTV HOBe PO3YMiHHS JaHWX Ta Iepe-
GaunTy MaltOyTHI pe3ysIbTaTH.

Ioripu Bee 11e, 3aCITyTOBYIOT Ha yBary CIIpoOV aBTOMATU3yBaTV CKJIajl-
Hy Ta TPYHAOMICTKY 3a7adqy po3pobiieHHs (PYHKIIN, Ae CeKpeTHVM KOM-
IIOHEHTOM OTPVMMaHHS BUCOKOSIKICHMX Mofiesiel y 0araTbox peaybHUX
3a7javax SK i paHillle 3aJIMIIa€TbCA 3HaHHS ITpeJIMeTHOT oOs1acTi. MarOyT-
Hit po3BuTOK AutoML mae OyTu 30cepemkeHNII Ha CTBOPEHHI CKIIafHi-
VX MeTOJIiB IS TOJIyYeHHs IIeBHMX 3HaHb B aBTOMaTWYHO CTBOPIOBa-
Hi dyHKUil. B ineasti mae OyTu po3poOieHo cKiIafHilI MeTOAM s J0-
JIydeHHs crienndivyHmX I IIpeaMeTHOI 00J1acTi 3HaHb B aBTOMATUYHO
CTBOPIOBaHi (PYHKIIIT i3 3acTOCyBaHHAM 3aKOHOMipHOCTeV i 3aJIy4eHHSIM
MDKIVCIIMITIIHApHOI KOMaH/AV A0 po3po0ieHHs npoayKris AutoML. Crc-
Temyut AutoML Tako)X MalOTh IPOIIOHYBaTV MOXJIVBICTH KOMOiHYBaHHS
yHKIIiV, III0 TeHepPYyIOTbCS aBTOMATMYHO, 3 (PYHKIIiSIMM, CTBOPEHVMU
daxiBramm, 11e cBiguIIO 6 PO TXHIO THYUKICTB [27].

3. Camonabuanns (UL) ma nocusene nabuanns (RL). Trmboki HevipoH-
Hi Mepexi (DNN) 1eMOHCTPYIOTb 1y>Ke BUCOKY IIPOAYyKTUBHICTB ITif] Uac
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BUpillleHHs OaraTbOX 3aBlaHb MAIlMHHOTO HaBYaHH:, ajle BOHU [yXe
4y TIVBI 1O HaJIalITyBaHHs CBOIX rinepriapamerpis. IIpu HaBuaHHI He-
VIPOHHOI MepeXi HeoOXiIHO HaJIaIITyBaTV MHOXWHY TillepIiapaMeTpisB
(mBMAKicTE HaBYaHHS, PO3Mip HakeTa, IIBUIKICTH BifICiBY TOIIO), IIpO-
Te OJHVIM i3 HaVi3HAYHIIIMX YMHHVKIB, 10 BIUIMBAIOTh Ha ITPOIYKTVB-
HiCTb MOJIeIi, € MepeXXeBa apxiTekTypa. B obsacTi 3aBmanp Ki1acudikariil
300pakeHb (OMB. puc. 4) HamgacTillle BUKOPVUCTOBYIOTh MeTor, AutoML,
KUV Ha3VBaIOTh «ITOITYKOM HeMIpOHHOI apXiTeKTypw» (neural architecture
search, NAS). € KijyIbKa iHCTPYMEHTIB i3 BIIKPUTUM BUXiITHMM KOHLOM [JI1
IIOITYKY HeVPOHHOI apXiTeKTyp, 30KpeMa peastisallis epeKTMBHOTO I10-
IITYKY HepOHHOI apxiTekTypu (efficient neural architecture search, ENAS) —
Hanpuxiiaz, TensorFlow i Auto-Keras, sika BukoHye edextvBHUI NAS i3
3aCTOCYBaHHAM OarieciBCbKOI OIITMMi3allil TimeprapameTpis. SaaS Google
Cloud nponionye AutoML Cloud Vision i Cloud Natural Language. Bouu
BUKOHYIOTB IOIIyK NAS mia xiacudikariii 300paxkeHp i TeKcTy Bimmo-
BimHO. LlyM iHCTpyMeHTaM NTOTpiOHI HeoOpobiteHi rpadiuHi abo TekcToBi
ZaHi O6e3rocepeIHBO, i TOMy BOHM He HalaloThCs ISl TUIIOBUX YMCIIOBUIX
4y KaTeropiaJibHMx TaOImMuHMX gaHuX. [IBoMa obsactsiMu, B sikux Deep
Neural Networks TIOMIIIVUIN IPOAYKTMUBHICTD OPIBHSIHO 3 TPaOWIIiHN-
MM MeTOIaMV MaIIMHHOTO HaBYaHHS, € Kiacudikallis 300paxeHsp i 00-
pobitenns ipupoaHoi Mosu (natural language processing, NLP) [27, 31].

CydacHuUV cTaH Bi3yaJIbHOTO PO3Ili3HaBaHHS 00 €KTiB XapaKTepus3y-
€ThCSI 3aCTOCYBaHHSIM 3rOPTKOBMX HeltpoHHMX Mepex (CNN). Ix emHicTio
MOJKHa KepyBaTy, Bapiloloun INIMOVHY Ta IMMPUHY Mepexi, y MOpiBHIHHI
31 CTaHZAPTHVMYM HeVIPOHHVMM MepeXaMy IIPAMOTro HOIIVPeHHH 3 Ia-
paMu OITHAKOBOTO po3Mipy. Takoxx BOHM pOOIISTE 3a/10BUIbHI HPUITYIIIeH-
He TIpO OpUpPOAy 300paXkeHb (a caMme, IIPO CTAIliOHAPHICTh CTAaTUCTUKM
Ta JIOK&JIBHICTH ITiKCeTbHMX 3ajiekHocTen) [32]. CNN maioTe Habarato
MeHIIIe 3B 513KiB i ITapaMeTpiB, TOMY IX JIerIlle HaB4aTy, a IXHi TeOpeT4YHO
HaVIKpallli pe3yJIbTaTi IPOAyKTMBHOCTI, MIMOBIpHO, € He ripmmMun. Kiie-
KicTb rinepriapameTpis, 1110 HAJIAIITOBYIOThCS, 3MeHIITyeThes. Y [33] HaBe-
JIeHO, SIK MPVIKJIaj, rineprapaMeTpy Aialla3oHy apXiTeKTyp, 30KpeMa y Io-
BHICTIO 110B si3aHMX Mepexax (Fully Connected Networks), BeTKuX 3ropT-
koBux (Large Convolutional) i masteHpkux sropTKOBUX (Small Convolutional)
HertpoHHMX Mepexkax CNN. IlpocTip rinepnapameTpis 3M0z1e/IbOBaHO 3a
3pa3KoM apxitekrypu B [32].

IMonpu nipuBabimBi sikocti CNN Ta BifHOCHY e(PeKTVBHICTb JIOKasIb-
HOI apXiTeKTyp¥, 3aCTOCYBaHHS IX y BeJIMKMX MacllTabax 110 300paxkeHb
i3 BUCOKOIO pO3AUIBHOIO 3aTHICTIO, € 3aHanTo BUTpaTHMM. CyvacHi rpa-
¢iuHi mporecopm y IO€AHaHHI 3 BUCOKO-ONTUMI30BaHOIO peasli3alli€ro
2D-3ropTKM € JOCTaTHBO IOTYXHUMM, 1100 IOJIETIINTY HaBYaHHH TyXe
Besmkux CNN, a Habopu maHmx, Taki gk ImageNet, MiCTITh JOCTaTHBO
po3MiueHVX IIPUKIIafiB [JI1 HaBUYaHHsS TaKuX Mojesieit Oe3 cepro3HOro
repeHaBYaHHs. [IeThcs Ipo BeJVKy ITIMOOKY 3TOPTKOBY HEVIPOHHY Mepe-
Xy, aKa Mae 60 mitproHiB nmapamMetpis i 500 000 HevtpoHiB, CKIaga€ThCs
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3 II'SITM 3TOPTKOBUX IIapiB, 3a JesIKUMU 3 IKUX iyTh IIapy MaKCUMasIb-
HOTO ITyJTy, 1 IBOX I7100aJIbHO IIOB sI3aHVX IIapiB i3 piHaIBHMUM softmax i3
1000 nwrsxis. 1 mprcKopeHHsI HaB4aHHS 3aCTOCOBYBaIVICd HeHac4eHi
HeVIpoHM Ta edeKTVBHa peaslisallisd 3rOPTKOBUX MepeX Ha rpadidHoMy
npouecopi. 11106 3MeHIIMTN IepeHaBYaHHS y IJI00aJIbHO IOB SI3aHMX
II1apax, 3aCTOCYBaJI OPUTiHAJIBHUIL MeTOf, peryJsipu3atiil [32].

Tpaguminamum AutoML, KOHIIEeHTPYIOUMCh Ha KOHTPOJIbOBAHMX 3a-
IJavaxX MAIIVHHOTO HaBYaHHS, fKi NOTpeOyIOTh MapKOBaHMX, poO3Mide-
HYx gaHuXx (labelled data) sx BXigHMX, He epegdavae CKIIAIHIINI BUIa KV
HaBUYaHH4: CaMOHaBYaHHs Ta nocwileHoro RL-HaBuaHH:. HaBuanus Ge3
yuuTelIsl CHPsIMOBAaHO Ha BiIKPUTTS 3aKOHOMIpPHOCTeV 3 ypaxXyBaHHSIM
TlaHMX, KoK BiporigHa iHdopMatid € HeroctyniHoo. HeMae giTkoi Mipu
yCIIiXy, sIKy MOXKHa 3aCTOCOBYBaTW JIsl OLIIHIOBaHHS SIKOCTI pe3yJIbTaTiB
CaMOHaBYaHHsI, OCKUIBKM HeMa€ CTPOro oOIpyHTOBaHOTO (pakTy (HeMmae
TOYKM BiIUIiKYy), 3 SIKMM OyJ10 OM MOXJIMBO IOPiBHIOBATY (HaIIpMKJIIa, Um
€ HeBeJIVIKe 300paKeHHsI Ha peHTreHOIrpaMi ITyXJIMHOO TOIIO). B pe3yiib-
TaTi CKJIa/IHiIlIe CyaUTM IPpo ePeKTUBHICTh Pi3HMX HiIXO0/iB, OCKUIbKI He-
Mae€ IIpsIMOTo criocoOy mopiBHATHU 1X. Llg cy0’exkTMBHICTD Vv BU3HaUeHHI i
Ba)KJIVBa POJIb eKCIIePTHMX 3HaHb ITiJ] Yac IIpollecy € ABOMa IMOBIpHUMM
IpUYMHAMY, 3 AKX HasgBHI cuctemu AutoML He OXOIUIIOIOTH LIev IHaxis,.
IIpote, 3 omIsimy Ha Te, IO y CBiTi OUIBIIICTD JaHWX He MalOTh MapKyBaH-
Hs1, cuctemMu AutoML ctaym 0 irte KOpucHIImMM, SKOM 1X 3aCTOCYBaHHS
OyJi0 po3IIMpeHO BHACIIIOK aBTOMATMYHOIO KOPUTYBaHHS MaIlIMHHIUX
Mmogpestent. [Tocuiene HaBuaHHS, KOJIM ITIPOrpaMHi areHTV HaB4aroThCs BU-
KOHYBaTV 3aBJaHHs MEeTOIOM CIIpO0 Ta HOMWIOK, OTPUMYIOTh 3BOPOTHMU
3B’A30K Bill BjIacHMX Mill. SIKIIO I € KPOKOM 10 JOCATHEHHS MeTW, TO
areHT OTPUMY€ BMHaropopay. IHakiie 1ie kapaerbcs. TakuM 4iHOM, areHT
HaBYa€ThCS Ha CBOIX IIOMWIKAaX 1 BIOCKOHAIIOETHCA 3 nocsinom. [TomibHo
110 HaBYaHH: 3 y4uTeJleM, PV IOCWIeHOMY HaBYaHHI iCHye IleBHa Mipa
yCIIixy, sika poOUTS Iie 3aBlaHHs apToMaTu3allii ML peassHyM. OHaK He
OyJ10 3arporioHoBaHO XOHOI cucTeMu AutoML s aBTOMaTM3alil mpo-
1leCcy caMOHaB4YaHH: [27].

IToganpmimi po3BUTOK IITYYHOIO
iHTenexTy Ta AutoML. TerneHIii

Hapasi mtyunmii iHTesleKT 3acTOCOBYIOTh Y OiTbIIOCTi 0O1acTet 3HaHb.
Bin mBUAIKO PO3BMBAETHCS Ta ITOIIMPIOETHCS Ha KiJIbKa HOBUX cdep, Ta-
KVX SIK MYJIBTMMOMAJIBHI 3aCTOCYHKV Ta MOOUIBHI IpUCTPOI, IO Hpm3-
BOIUTB 10 3POCTaHHS TEXHOJIOTiYHOTO PO3BUTKY HeOaueHVMM paHillle
temriammn. 1o 2021 poky TypboTa mpo mmposopy 1 rinHy nosipy go Al ipu-
3BeJIa 10 TOTo, 10 KOHIIEIIIis BilIOBiIaJIbHOTO Ta 3po3ymMisioro Al mogasa
HaOyBaTy fenasti OUIbIIOro 3HaUeHHs, JOIIOMaraldy 3p03yMiTH, sK IIpa-
o€ Al e omHa cdepa, B sIKill clIOCTepiraeTbcs CUJIbHE 3pOCTaHHSA — Iie
rimepaBToMaTu3allis 3 BUKOPVICTAaHHAM MHOXVHY B3a€MO3JIEKHUX TeX-
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HOJIOTiV, TaKMX SK INTYYHWUV iHTeJIeKT Ta MalllMHHe HaB4aHH:A. EBosmo-
IIig iHTeJIeKTyayIbHOI aBTOMaTM3allil ITpoIleciB Ta T BIIPOBa/KEeHHS
3a0e3meunTh KOMIIaHIsIM OUTBIITY THYUKICTh, IPMHICIIN OisbIlle KOPWCTI,
HIXK IPOCTO €KOHOMisl Yacy, HiIBUIIMBIIN OlepallifiHy eeKTUBHICTh i
JloroMararo4u CIrpocTuTy rmporecyt. OcTaHHIM YacoM HaIIPSIMOK PO3BUT-
Ky Al monsrae B IIparHeHHi HOKpaIIUTV iHTepIIPeTOBaHICTh MOJIesIevL.
Orxe, mociimkeHHs efali OlbIle pyXxaTUMyThCs BOIK riOpmmHMX Mozie-
JIevi MK cMBOJTiYHUM Al 3 BUCOKMM piBHEM pO3yMiHHS JIJId JIIOJeV Ta
PpeaJIbHMMM CTaTUCTUYHMMY ITIMOOKMYM HEVPOHHVMM MepeXaMin — pi-
IIIeHHs], siKe 3a0e3I1eYnTh JOBipY YUacHMKIB 1O HaliTHOTO 3aIlpoBaKeH-
HsI BiImoBigapHMX cvicteM [34].

B yMOBax meBHOrO yCIIixXy Cy4acHVX TeXHOJIOTIN i IIBUAKOIO 3pOCTaH-
H JTOCIIIPKEeHb Ta 3aCTOCYHKIB Y Tajly3i INTYYHOI'O iHTEeJIEKTY BUHMKAIOTh
i OesmpelieeHTHI MOXJIMBOCTI, i OOIpyHTOBaHI MOOOIOBAHHS 3 IIPUBOLY
7I0TO ITOTEHIITHOTO HelIpaBWIBHOTO BUKOpHUCTaHH:. Lfo 3asBy 3pobwuia
Bimommit Buenwit Isabelle Guyon' y pamxax ipoexty HUMANIA® [35]. Lle
3aHEIIOKOEHHS € CIUTbHMM. Y poboTi [36] aBTOpaMm «BHOCUTBCS II€eBHa
IIOMipHICTB B ySIBJIEHHS, 1110 BUHMKJIO OCTaHHIMM pOKaM, 1110 IIpobiieMy
po3mi3HaBaHHS 00pasiB, SIKy TPaAWUIiTHO BBaKAIOTh OTHVIM 3 PO3IUIB
IIITYYHOTO iHTEJIeKTY, IIUJIKOBUTO BUYEpIIaHO ITpoOIeMOI0 MAaIVIHHOTO
HaB4aHH:A. Hayka mpo mryuHwmii iHTeJIeKT cXIbHa 3apa3s 10 Cepo3HOIO
BUIIPOOyBaHHS BHACIIIOK HaJMIipy 3axOIUIEHOI peKIaMy HayKOBMX [10-
CSITHEHb, aZipecoBaHOI IlepeBakHO 3a MeXi HayKoBoi criyibHOTH. He MoX-
Ha BupinryBaTu Oymab-sike CKJIafHe 3aBHaHHS 0e3 OyIOb-sKMX iHTEIeKTYy-
aJIbHVX 3yCWIb IIOJIO MIOTO JTOCIIKeHHs» [3]. IBa IIOIIsaau Ha OfHY IIpo-
Os1eMy, cIiJIbHA 3aHEIIOKOEHICTh — He BBeCTV B OMaHY, He HaIIKOIUTHU
co0i Ta CycHiIbcTBY — aJle HUIAXM Il TIOJOJIAHHS € pisHMMM. BucHOBOK
Opyrol poOoTV He mOTpedye MOSICHEHbB, a y IMEpIIilt BiH (POPMYITIOEThCS
TaK: HarajbHa 1oTpeba 3poduTn Al JOCTYHHIIIMM IS BUKOPUCTaHHS
IIMPIIVIM IIIapOM HaceJjleHHsS. Y KOHTeKCTi oIyOsIikoBaHOTO JOKYMeHTa
«HUMANIA. Artificial Intelligence for All» [35] BuUCIIOBII€EHO ITparHeHHS
IIOIIOMOTTM PO3B A3aTy Ie NUTaHHA. lle Mae craTy BayImBuUM aKTo-
POM eKOHOMIYHOIO 3POCTaHHS Ta CIPUSATI 3MIITHEHHIO JeMOKpaTu3aLlil

' Isabelle Guyon — [upekTop, HaykoBuvi criBpobiTHuk Google Research (3 >KOBTHs
2022 p.). 3aBinyBau Kadpemgpu mryasdoro inrenexty (PR EX1) ta mocmigauk INRIA,
MaIIVHHOTO HaB4YaHHS Ta omnTmMisamii (komanga TAU), MixaucummtiHapHa Jja-
6oparopis mudposnx Hayk (LISN) YHuisepcurety INaprok-Caxi, @panriis (3 2015
poxy — mpodecop). Crisrosiosa nporpamm NeurIPS 2016 Ta reHepaJIbHWUI T0JI0Ba
NeurIPS 2017; motim wieH nipasitiHHasa NeurIPS. 3 2003 poky opraHizaTop 3sMaratb 3
MaIlIMHHOI'O HaBYaHH:. BuKopucTaHHs 3aB/iaHb SIK HaIpAMYy JTOCIIKeHb Y TaKMX
rajays3sx, SK IPUYMHOBO-HACTIIKOBUT 3B SI30K, KOMIT IOTEpPHUM 3ip, aBTOMaTUYHe
MallIMHHe HaBYaHHs Ta (pi3rKa BUCOKMX eHeprill.

" This is the ANR-19-CHIA-0022 project, a 4-year chair for the democratization of Al
started in September 2020. Publications on HAL. It is funded by L’agence Nationale de la
Recherche (ANR). Io cyTi, 11e KopoTKuit BukiIaz Ipoekty ANR-19-CHIA-0022, ioro
MeTa, KOHIIeMITis, OCHOBHI HaIlpsIMM HayKOBVX JTOCILIIKeHb.
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IITY4YHOTO iHTeslekTy. 3HaueHHsA AutoML y cdepi IITydHOro iHTEIIEKTY €
HeolliHeHHMM. BiH JeMokpaTu3yBaB IIpoliec CTBOPEHHS Ta BIIPOBaJlKeH-
Hs Mofieslell MaIllMHHOIO HaBYaHHs, 3pOOMBIINM VIOTO JIOCTYITHUM IS
IIVPIIOT ayAUTOPII 3 pi3HMM piBHEM 3HaHb y rajy3i MalllTHHOTO HaB4YaH-
Hs. ABTOMaTM3YIOUM CKJIa[IHI Ta TPYIOMICTKI 3aBganHs1, AutoML 3sHauHO
3HVDKY€E BXigHUM Oap’ep 1 HerpodecioHaliB, sKi OakaloTh BUKOPUC-
TOBYBaTV MOXJIMBOCTi Al y cBOIX 3acTocyHKax [37].

Hocrmimxenns [35] crpsiMoBaHO Ha 3HVDKEHHsI ITOTpebu y dpaxoBoMy
ZIOCBifi Iin yac peastisariii aJIrOpnTMIB po3Ii3HAaBaHHS oOpasiB Ta Mope-
JIIOBaHHS, BKJIIOYHO 3 ITOCWIEHVM HaBYaHHSM, y Pi3HUX rajry3gx 3acTo-
CyBaHHS (MeOVIIVHI, iFXeHepil, coIliaJIbHMX HayKaX, eHepromepexax
TOIIIO) i3 3aCTOCYBaHHAM KUIBKOX MOIJIBHOCTEN (300pakeHb, Bifleo, TeK-
CTy, 4acoBux psfiB Tomio). LlboMy copugaruMe oprasisallis HayKOBUX
KOHKYPCiB IIPOEKTiB (a00 3MaraHb) 3 aBTOMaTM30BaHOTO MAIIMHHOTO Ha-
BuaHH:. KysibMiHalli€ro 1mx 3ycmIb cTaHe KOHKypc AutoRL (ocmieHoOro
aBTOMAaTMYHOTO HaBYaHHSA — Automated Reinforcement Learning). [Ipoextn
rOTyBaTVMYTh CIIUIBHOTY A0 CKJIQJIHIIINX Ta Pi3HOMaHITHIIIX YMOB, I10-
CTIVIHO 3MEHIITyI04l HeoOXimHiCTh BTpyYaHHS JIIOAVHM y IIpoIlec Mojie-
JIIOBaHH4. «...3aJly4arouy HayKoBe CITiBTOBapVCTBO SIK IliJIe Y PO3B’si3aHHS
CKJIaJHUX 3aBHaHb, MU e(deKTMBHO IOMHOXVMO Ha BaXXIVMBUM YMHHUK
Hallle ep>kaBHe piHaHCYBaHHS I BUPIIIeHHs TaKUX CKJIaIHMX 3a7a4
AutoML...» [35].

AutoML 3MiHMB Mifxi A0 HITYyYHOIO iHTeJIeKTY, IeMOKpaTU3yIoun
VI0r0 po3pobIIeHHsI Ta MTPUCKOPIOIOYY TeMITn iHHOBali. Vloro esoo-
IIisl, 3HaUeHHs, peaslbHe 3aCTOCYBaHH ITJIKPECIOITh KJIIOUOBY POJIb
AutoML y dopmysanHi MantoyTHroro ML Ta Al Llen minxin rpyHTyeTbcs
Ha H13Li PyHIaMeHTaIbHUX poOiT [35], B 0HINM i3 SIKMX 3aIIpOIIOHOBaHO
PO3pOOUTH CCTEMATUYHY ¥ yHi(piKOBaHy MeTOIOJIOTi0 IS OpraHisariil
Ta BUKOPWUCTaHHS HaYKOBMX 3aBIaHb Y BUKIaJaHHI Ta JOCITKEHHIX Y
rajty3i ML, a caMe IITy4YHOTO iHTeJIEKTY, KepoBaHOMY HaHMMU (data-driven
Artificial Intelligence). Ha cporomHi 3aBOaHHS CTAlOTh defasli HOMyJISpHi-
IITIVIMU $IK 3aci0 ITpOCyBaHHS HOBUX JIOCSATHEHD 3aBIsSKN 3aTy9eHHIO BUe-
HVIX Pi3HOTO BiKYy 1 B aKafleMiuHMX KoJjax, i 3a IxHiMu Mexxamu. Lle moxe
Oyt dopmoro citizen science'* rpomMansgHCHKOT HayKu. € Haslist, IO TaKM
BHECOK CIIUIbHOTW B HayKy IIOCIIPWSIE BiITBOPEHHIO JOCI/DKeHb Ta Jie-
MOKpaTm3allii ImTy4Horo iHTesnekTy. I[IpoTe, € Hebesmeka, 110 KOV IaHi
(abo moka3HMKM, 1110 BUKOPWUCTOBYIOThCS ISl BU3HAaUeHH: 3aBaHb), Mic-
TATH yIlepelkKeHicTb abo apTedakTy, pe3yJIbTaT TaKMX 3yCUIIb MOXe Oy-
TV B KpallloMy BUIIaJIKy MapHMM, a B TipIIOMY — MIKiJIVBUM IS Pelry-
Tallii rpoMaasgHCbKOI HayKm [35].

" Excriepr B IIpO y Gartner «citizen data scientists» — Iie JOCTBHO IVBITBHO-TPO-
Ma/ISHCBKI crertiaticTvt 3 maumx. Gartner BusHadae Citizen Data Scientist Ik «oco0y,
siKa CTBOPIOE abo reHepye Mofeli, III0 BUKOPVCTOBYIOTh IIPOTHO3HY ab0 peKOMeH-
JallifiHy aHaJIiTUKY, ajle uis OCHOBHa poboua yHKIIisg ITepebyBae 1103a IIapMHOIO
CTaTUCTVIKM Ta aHatiTnKm» — 20 kBiTHA 2018 p [1].

24 ISSN 3083-6573. Incpopmayinini mexroaoeii ma cucmemu. 2025. No 2 (2)



ABmomamusobane mawunne Habuanna. Cman ma nepcnexmubu posbumxy

PoGota mae ctBopuTi popMaIbHI OCHOBM IJTSI OpTaHi3arlil BUKIIVKIB
i HaJlaHHS CHUIPHOTI KOPVUCHMX IHCTPYKLiN. Y IoegHaHHI 3 iHCTpyMeH-
TaMy BUKJIVKIB, Ki Oyme po3pobrieHo, e obilse cTaTy KOPUCHUM BHe-
CKOM 110 3100yTKiB HayKoBoi crytbHOTH. TeopeTnuHi dpyHIaMeHTaIbHi
BHECKVI MalOTh CIIVIPATICA Ha eKCIIepIMeHTaIbHUVL IV3aliH 1 Teopito irop,
a TaKOX Ha ITpaKTWYHI eMIIipUYHi pe3yJibTaTy, 110 OyAyTh OTpUMaHi B
pe3yJIbTaTi aHaJIi3y TeCTyBaHH: aJlbTepPHaTUBHIX IIPOTOKOJIIB BUKJIVIKY B
peasTbHMX 3MaraHHsX [35].

OpieHTOBaHe Ha JaHi
aBTOMaTM30BaHe caMoHaB4aHH:A (DUL)

[Tonmpu HemopaBHI ycmixy ITMOOKOro HaBYaHHS y 3acTOCyHKax [38],
IIPOEKTYBaHHS HaOilHMX DIMOOKMX HEVIPOHHMX MepeX 3asIMIIacThCs
CKJIaJHVM 3aBJaHHSM i BMMarae IpaKTWMYHOIO JOCBily Ta 3HaHb, a
rOJIOBHeE, BeJIMKOI KisTbKocTi faHmx [39-41]. B octaHHI KijTbKa pokiB Oara-
TO 3yCWIb OyJI0 CIIpsIMOBaHO Ha BUOip apxiTeKkTyp i rinepriapamerpis, a
TaKOX Ha HaBYaHHS CKJIaJHMX ITIMOOKMX MepeX, 1110 BifOyBasiocs yepes
MHOXWHY IVIKJTiB IIpO0 i IIOMIWIOK 3 BUKOPMCTaHHSM OaraTboX eBpuc-
TUK. [TpuImBMAIIIeHNy IONUT Ha BUpIllIeHHs 3aBaHb IIIMOMHHOTO Ha-
BUaHHH IIOPOIKy€ IIOTpedy BIOCKOHAJIMTV aBTOMaTM3allilo IIPOEKTY-
BaHH4 LVX pillleHs [42]. 3a3Buyaii, TpyOe oOpobiieHHs: 3aBJaHb IIIIXOM
I1o1a4i /10 HeVIPOHHMX Mepex Ie 611X HabopiB JaHMX € ITpuBabIIN-
BVIM PillIeHHSM, YOMY CIIPUSIOTH YCIIiXW, JOCATHYTi BeJIMKUMM KOMITaHi-
simu, Taknmm sik Google'. OTxe, cTae refari oueBUHIIIM, 0 HeoOXin-
HUV 3CYB HapaJurMy B MalllTHHOMY HaBYaHHI, a He 30cepe/)KeHHs yBa-
I'l Ha MOJeIbHO-OPi€HTOBaHIN aBTOMaTH3allii MalllVTHHOTO HaBYaHHSI:
HAaIIPUKJIaz IIOIIYK HeVIPOHHOI apXiTeKTypu Ta ONTKMIi3allid rineprapa-
MeTpiB, a TaKOX BUPpIIIeHHs ITpo0IeM OTpUMaHHS SIKiCHIIIVX JaHVIX.
Onnak 30upanHs, 0Opo0OJieHHs, OUnIlleHHs, YCYHeHHs CIIOTBOpPeHb Ta
roriepeniHe oOpobiieHHs gaHMX [1] MOXyTh PaKTMUHO CTaTU BY3bKUM
micriem AutoML 3 iHTEHCMBHMM 3aCTOCYBaHHSIM JIIOJICHKOT paili. PoboTa
CIIpsMOBaHa Ha BUpIillleHHd IIpobsieMn ePeKTUBHIIIIOT0 BUKOPUCTaHHA
(B aBTOMAaTMUYHOMY peXuMi) BXe 3i0paHMX JaHUX I OTpUMaHHY 3Ha-
YHMX AKICHUX Ta KUIBKICHMX IepeBar MallyiHHOIO HaBYaHHS, OPi€HTO-
BAaHOTO Ha [JaHi [35], ocKiTbKY IIIMOVHHI HEVIPOHHI Mepexi, SK BimoMo,
IparHyTh JaHUX.

Y 3B’43Ky 3 1uM OyJ10 BM3HaUeHO KiJIbKa HaIpsIMiB IOCIIKEeHb IIif
AJITOPUTMIUHMM, TEOPeTUMYHVM Ta IIPaKTUYHUM KyTOM 30py. 30Kpema

' DupekTop Google 3 ocitimpkens mryuHoro iHTernekty Peter Norvig sastsus: «Y Hac
HeMae aJITOPUTMIB Kpallle, HiX y KOTOCh iHIIIOroO» i IIe «y Hac IIpocTo Oijblie ga-
Hyx». OOHaK MiCiIA CKaHOAIB, II0 BMKpPUBAIOTh HeoOadHi pillleHHS, IO Ipui-
MaroThCs MalllHaMW, III0 HaBYalOThCs, TOV Xe Peter Norvig TiepersisHyB CBOIO Iy M-
Ky i ckaszaB: «bijipllle maHmMx Kpaile, HDK PO3yMHI aJITOPUTMY, aJle AKiCHIiI faHi
Kpaltle, HiK OiIbIre TaHmx».
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IIPOIIOHYETHCS OLIIHUTY MOXJIMBICTh 00’ €IHAHHSA JaHMX 3aBASKN BKITIO-
YeHHIO KUTbKOX HabopiB maHMX 3 pisHMX oOs1acTert abo 3 ofHieT oOIacTi.
Ile yMOXIIMBUTE BXOIKEHHS y Ipo0JieMy MAaIIMHHOTO HaBYaHHS, Opi-
€HTOBAHOI'O Ha JaHi, Ta JacTb 3MOTy BUpillyBaTV yHIaMeHTaIbHi II1-
TaHHSI, TaKi K IIOOJIaHHS Pi3HVX TUIIB IIOMWIOK (BUITQIKOBMX, €IlicTe-
MIUHMX, aﬂeaToqume16, CHCTEeMaTUYHNMX TOIIO) y JaHWX B aBTOMaTH-
30BaHOMY pPeXWMi, III0 BUHMKAIOTH Yepe3 IoraHmil 30ip Ta MiATOTOBKY
maHuX M1 aHatisy. OKpiM TOTo, 3 MeTOIO OOIPYHTYBaHHS TEOPETUIHVIX
MeTofiB ¢iIpTpallil, TIOBTOpPHOro OajlaHCyBaHHS abo KOpeKIlii TaHuX,
HeOoOXiTHO IpOBeCTV aHasli3 [pKepesl IOSBU IIOMIWIOK/IIyMy/yHepes-
KEHOCTi !/ B mMaHMX, Ta 3MiVICHUTH MoaudiKallifo ITOTOYHMX KOHIIeIIIIiv
BUITQJIKOBMX Ta €MiCTeMiYHMX ITOMWIOK 4epes3 Bi[ICYTHICTh HaBYaJIbHVX
IaHMX (30BCiM BifIcyTHiX, aO0 BruepIaHmx y KOHKPeTHMX 00JIacTaX IIpo-
CTOPY HaHMX), ajJleaTOPHMX IIOMWIOK (IIOMIWIKa MK IPOrHO30BaHVM Ta
daxTMUHNM 3HaYeHHSM) depe3 BHYTPIITHI OOMeXXeHHS HaHVX (Harpu-
KJTajl, IToraHe MOJaHHA JaHMX a0o IoraHa ronepenHs oO0pobKa; IToraHe
BHeCeHHsI [IPOIYIIIeHNX 3HaueHb), CICTeMaTUYHMX IIOMIJIOK TOLIO.

3Bakalouy Ha pe3yJIbTaTyi OKpeMMX IIpallb, € MOXIIMBICTh IMIIOPTY-
BaTV METOIM IIABUIIEHHS SKOCTi y ITMOOKe HaBUYaHHS Ta 00 €IHATM 1X
3i 30impIeHHAM ganux [35, 43]. OgHak HeoOXimHO IpoaHaTi3yBaTH I10-
KpallleHHsI MeX y3arajlbHeHHs ', BHACIIIOK BUKOPVCTaHHS iHdOpMaIii,
OTPUMAaHOI 3a JOIOMOIM 30UIBIIIEHHS JaHMX abo 3acTOCyBaHHS iHITIVIX
JITOPUTMIB, OPiEHTOBaHVIX Ha JaHi (HalIpMKIIazl, BUKOPVICTaHHS CMeTpil
B JJaHMX, a TAKOX JBOICTOCTI MK BMOOpOM Mozerti Ta BMOOpOM TaHMX), 3
TOYKM 30PY 3aJIeXKHUX Bifl TaHMX MeX IMPOAYKTUBHOCTI [44], siki cripug-
IOTh IIOIIVPEHOMY B MalllMHHOMY HaBYaHHIi CIIPOIIIeHOMY IIPUIYIIeH-
HIO, 1110 HaBYa/IbHI Ta IepeBipouHi ado TecTOBi HAOOPY MaIOTh JOTPUMY-
BaTVICs TOTO XK PO3MOILTY.

ITig xyTOM 30py IIPpaKTVKM TaKi HaIIPsIMM MOXYTh OXOIUIIOBATW: I1I0-
€IHaHHS BigOOpy JaHMX i BUOOPY Moziesli, BUBYEHHs IIUTaHb, 1110 CTOCY-
I0ThCS yIlepel)KeHOCTi B JaHVX, 3p03yMIIICTh MOAEIPHVX PillleHb 11010
BIOOpY pelpe3eHTaTMBHMIX BUOIpOK maHMX, treating multi-view ado multi-
modal data Ta mpwIAIITYBaHHA MeTOMIB O CYIIepKOMII I0TepiB, 1100 Ha-
ATV BUYEHUM-TIPUKIaTHUKAM edeKTVBHI KOMIUIEKCHI aJITOpUTMM HaB-
4JaHHs, Opi€HTOBaHI Ha [JaHi.

Mwm ouikyeMo, IT10 11V HaIlpsIM AOCITiKeHb MaTyMe BIUIVB Y OaraTbox
cdepax 3acTocyBaHHS, Jle ITIMOOKe HaBYaHHs JJOBeJIO CBOIO e(PeKTMBHICTb.

' Cucremni naykn Ta indopmarvka: 36ipHMK morosineit Il HayKOBO-ITpaKTUYHOT
KoHepenii «CrcTeMHi Hayku Ta iHopMaTnka», 4-8 rpymas 2023 poky, Kuis. K.,
HH ITICA KITII im. Iropst Cikopcbkoro, 2023. 416 c. httpy/mmsa.kpi.ua/sites/default/
files/systemni_nauky_ta_informatyka_2023.pdf

17 3arasiom, 11e CXVIBHICTD crpuviMaTy iHopMariito, o BifIIOBiae ITepeKOHAHHAM
TIOCIITHVKIB, Ta irHOPYyBaTV ITIPOTUJIEXKHY .

¥ TTommika y3araJIbHeHHS OLiHIOE SKiCTh MaIIVHHOI Mozesi, ToOTO, HacKiIbKU
ZIo0Ope MopesIb y3araIbHIOE aHi, SKMX paHilre He Oyi1o.
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ITe macTe 3MOry BUKOPUCTOBYBaTV HaOOpM JaHMX 0OMeXeHOro po3Mipy
abo HM3BKOI AKOCTi 11 epeKTMBHOIO HaBUYaHHS TaKMx Mojesieit abo X
00’emHyBaTV TaHi 3 6araTeox IKeperl, sIKi 30MparoTeCs B pi3HMX YMOBaxX i
IIOTEHIIIVIHO € TIOTaHO BifgKasiOpoBaHMMN. BpaxoByroun IOTOUHM AVIC-
OastaHC 3yCwwIb AOCIIIHMIIBKOI CIIJIBHOTM MK IiZIXOHaMy, Opi€eHTOBa-
HMMM Ha MOJeJIi Ta JaHi, M1 CIIPUATMEMO 3MiHi apaJurM i, crosiisBae-
MOCsI, 3po0MMO IUTITHMUI BHECOK V 1int cdpepi, sika mepeOyBac 3apa3 y 3a-
ponKoBoMy cTaHi [35].

Y cdepi mammmHHOTO HaBYaHHsA, 30KpeMa
caMOHaB4YaHH:A Ta TpaHc(epHe HaBYaHHA

CydacHa TeHJIeHIlisl y cdepi IITyYHOTO iHTEJIEKTY 3HAYHOIO Mipoio IIO-
KJIaJIa€ThCd Ha CUCTeMV, 3[1aTHI HaBYaTWCS Ha NPUKIagax, TaKuX K MO-
meri rmbokoro Has4aHHS (DL), gKi € cydacHMM BTUIEHHSIM IITYYHWX
HeVpOHHMX MepeX. [lorpu Te, M0 3a ocTaHHI POKM Ha PUHOK BUVIIUIN
YMCIIeHHI IporpaMu (30KpeMa, 0e3riIoTHI aBTOMOO1TI, aBTOMaTH30BaHi
IIOMIYHMKY, CJTy KOV OpOHIOBaHH: Ta 4aT-00TM, BIIOCKOHaJIEHHS IIOITYKO-
BUIX CMICTeM, peKOMeHJIallil Ta peKjlaMa, a TAKOXK 3aCTOCYHKM [IJIsI OXOPOHM
300pOB s TOI10), Mofiesti DL Bce Ire BaKKO PO3TOPHYTHM B HOBUX IIPOrpa-
Max. 30KpeMa, NOTpiOHa BeVYe3Ha KiTbKICTh HaBYaIBHMX ITPUKITALIIB,
ropgviHy HapuaHHA GPU Ta BUCOKOKBasTi(piKoBaHi iHKeHepu 11 PyYHOIO
HaJIallITyBaHHA IXHiX apxiTeKTyp. Llert Hampsam mocmipkeHH CIpUsATIMe
3MeHIIeHHIO Oap’epiB BXOMy 110 BUKOpMUCTaHH: Mopesiert DL 11 HOBUX
IIporpaM, 1o € KPOKOM A0 «IeMOKpaTu3arii Al».

Hocrimpkennas [35] mossirae B po3po0Ili HOBMX ITIIXOMiB IO TpaHC-
deproro Hapuanug (IL), 3acHOBaHVMX Ha MOMOYJIbHMX apxiTeKTypax DL.
TpancdepHe HaBYaHHSA OXOIUIIOE BCi METOIW IIPUIIBU/IIIIEHHS HaBYaH-
He 3aB/SKV BUKOPVICTAHHIO MoIlepeHix noaibHmx 3asnans. Hanpuxtan,
BUKOPUCTAHHS IOIIepeHbO HaBUeHMX MepeX, LIJIKOBUTO ab0 4acTKOBO
(MOIYJIBHICTB), € KITFOUOBOO TAaKTUKOIO TL.

Y 1npoMy KOHTEKCTi BaXIMBUM € HacTymHe. Ilig TeXHiuHUM KyToM
30py HOTOUYHI OOMeEXKeHHs ITOIepeIHhOr0 HaBuaHH: oXomwnooTe: (T1) y
GaraTbox JOMeHax HeMae IOCTYIIHMX IoIepelHbO HaBUeHMX Mepex ue-
pe3 Opak BenmKMx HabOpiB maHMX y MOB s3aHMX JoMeHax; (T2) HOBi ap-
XiTEKTYpU MepeX, TaKi sik «rpadosi HeltpoHHi Mepexi» (GNN), He j1erko
HiJaI0TECS MoIlepeHboMY HapdaHHIO; (T3) KpiM IpocToro nepenas4yaH-
HsI OCTaHHBOT'O PiBHA Ta TOHKOI'O HaJIaIITyBaHHs BHYTPIIIHIX piBHIB, 3a-
coOV MOBTOPHOI'O BUKOPVCTaHHS IOIIepeTHbO HaBUeHVIX MepeX Y HOBUX
KOHTEeKCTax po3pobiieHo HemocTaTHRO. Lli Tpu mmpobiemMn ycKilaHIOIOTh
TOCIITHUITBEKI MOXJIMBOCTI 1151 epeKTVBHOIO BUKOPWUCTaHHS IIOIIepeIHbO
HaOyTNx 3HaHb, CUMYJIATOPIB JaHMX Ta/abo JOIIOBHEHHS JaHMX, a TAKOX
PO3pOOKI HOBVIX aJITCOPUTMIB i apXiTeKTyp, sKi HaBYaIOTbCSI MOIYJIBHVM
crIocoboM Il TIOBTOPHOTO BUKOpPMCTaHHs. Hampukiiazm, 3 TOUkmM 30py
dyHIamMenTaIbHNX [TOCII/IKeHb, MOJIYJIbHICTD 1 yCIIajKyBaHHs II0repe-
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IHBO MiATOTOBJIEHMX HaBYaJIbHMX MOMYJIB y 0i0JIOTivyHO iHCIipoBaHMX
CrICTeMax HaBYaHHsI € rocTporo TeMoro Al [35].

Y 11bOMy KOHTEKCTi IIPONOHYETHCA ITOCIIANTY HOBUV IIAXiM, O IIe-
peHeceHHsI HaBYaHHs, KUV MW HasvBaeMo «[7mboke MomysibHe HaB-
uvaHHs» [35]. Tpeba BupinrysaTy mpoOieMy HaBUYaHHS BeJIMIKVX IITYYHMX
HeVpOHHMX MepeX, apXiTeKTypa SIKMX € MOAYJIbHOIO, Ta 4ui MOAyJI B
KiHIIeBOMY IIiZICYMKY MOXXHa BUKOPWCTOBYBaTV IOBTOPHO. MOXJIMBUM
ifgxomoM Ao mmpobiemmt Oyrie 3acTocyBaHHS OaraTOpiBHEBVIX aJIfOPUTMIB
OITMMi3allil, CIIpsIMOBaHMX Ha ONTMMi3allifo BCi€l cucTeMu (IIOCSITHEHHS
MeTH BUIIIOTO PiBHSI) 3a YMOBM, IO MOIYJI JOCATAIOTH MeTV HVDKUOTO
piBHS (TOBTOpHE BUKOpMcTaHHS). OgHa 3 HayKOBUX IIIeV MOJIsAraTime
B TOMY, IIJ00 ITOCTaBWTH IiJl CYMHIB TillOTe3y IIpO Te, IO MOIYJIBHICTD €
BaXKJIMBOIO IS CHICTeM HaBYaHH, OCKUIBKM BOHa IIPUCKOPIOE HaBYaH-
HsI, po0OJITum MOXIMBOIO edpeKTUBHY POpMy Ileperadi HaBYaHHS, 1I€HT-
pasbHy pyHKLiNHICTL Al. [lekijibKa IpUIIyIeHb MOXYTh KepyBaTy LM
IOCIIIKeHHAM, 30KpeMa TaKi:

(P1) ITpuHIMI eKOHOMHOCTI abo «OpuTBa OKKaMma», BTUIEHUIT y CY-
YaCcHiV Teopil HaBYaHH K «PeryJidpisaliis», SKa CTBePIKYE, 110 «3 IBOX
Teopiri, piBHOILIIHHO ITOTY>XKHMX Y BiITBOPEHHI CIIOCTepeXXeHHs, CJIifL Bifl-
JlaBaTu IlepeBary npocrimin». Hacrmpasai MogysIibHI apXiTeKTypw, 110
MalOTh iJeHTWYHI ITiJIMO/YyJIi, MalOTh MeHIIle HaCTPOIOBaHMX ITapaMeTpiB,
i TOMy MOXYTb BBa)KaTVCsI MEHIII CKJIaJHVIMM, HiXX, HaITlpUKJIIal, ITIOBHICTIO
MiIKITI0YeHi yci MOyJIi.

(P2) I'imoTesa BpOmKeHOCTi: 3[IaTHICTh PO3B’sI3yBaTy 3aBIaHH: € KOM-
GiHarriero BpomkeHMX i HaOyTux HaBUYOK. Y1 BIIacTMBO iHTeJIeKTyalIb-
HVM CUCTeMaM OUIBIIIOI0 Mipolo MOKIaaTucd Ha HaOyTi HaBUUKM, Ha-
IpUKJIaZ MOBY, a He yclagkoByBaTu ix? Yu mpaspa, 1110 MOBY MOXKHa
TTIOBHICTIO BUBUUTU «3 HYJISI»?

(P3) Immykiiis, memyKilis, KOHIeNTyasli3allis Ta HPWYMHOBICTB: UM
I'PYHTYIOTbC iHTeJIeKTyasIbHi CCTeM) HaBYaHHsS Ha MOJIYJIBHOCTI IS
KOHIIeNTYyaJli3allil, 3aCBOEHHS MOBU Ta IIPUYMHOBO-HAC/IIKOBOTO BYUCHOB-
Ky? [TpakTuare 3acTOCyBaHHS LIi€l CTPYKTYyPU Ha HPAKTULIL € MOXJIVIBUM
y Takmx o0JacTsix sIK OioMenmiiMHa (HarpuKiIaz, MOJIeKyJIsIpHa TOKCIY-
HicTh a00 epeKTMBHICTB), €KOJIOTis, EKOHOMeTPVKa, po3Ili3HaBaHHS MOB,
00pobka ripmpoxHOL MOBYM, 00pobKa 300pakeHs abo Bizeo Toro [35].

BucHoBKM

Ha riogaTKy HMHIIIIHBOTO CTOJIITTA TYypOOTa PO IPO30pi pillleHHd Ta Tif-
HY [OBipY 10 IITY4YHOI'O iHTeJIeKTY cTala IPUYMHOIO TOTO, 110 KOHIIeIIITis
BinmoBimaibHOTO Ta 3po3ymisioro Al movasa HaOyBaTH Iemasti OLIbIIIOro
3Ha4YeHH:, JIoIIoMararpun 3po3ymiTy, sk npargoe Al. OctaHHiM yacoM Ha-
IPsIM PO3BUTKY Al HOJIATaB y parHeHHi ITOKpalluTy iHTepIIpeToBaHiCTh
Mopestert. ToMy mOCITimKeHHs efiajli iIHTeHCUBHIIIle pyXaTuMYyTbcs B Oik
riopumHMX MofiesieVt MK cMBOJTiuHUM Al 3 BUCOKMM piBHEM pO3yMiHHS,
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Ta peaJIbHNMM CTAaTUCTVYHVIMY [JIVOVMHHVIMY HEVIPOHHVIMY MepeXXaMu —
pillleHHs], sike 3a0e3eunTh MOBipy y4YacHMKIB A0 HailTHOTO 3aIrpoBa-
TDKEHHS BIIIIOBITAJIBHMX CUCTEM.

SIkicHe BMpilIeHH: 3a3HaYeHNMX y IIbOMY OIVISAi ITpobsieM poboTu 3
JIaHVIMU 3 CyYacHVM aHaJIITUYHMM IHCTPYMeHTapieM iX JOCITIKeHHS i3
3aCTOCYBaHHSIM MHOXVHW B3a€MO3aJIeXKHVIX TeXHOJIOTiN, TaKMX SAK IITy4-
HUV iHTeJIeKT Ta MalllHHe HaBYaHHS, YCIIIIHe IIPOHMKHEHHS B IXHIO
CyTh Ha PiBHi OTpMMaHH: 3HaHb IIPV BUCOKIV aBTOMaTU3allil IIpoIiecy sK
LIUJIOTO.

3navennss AutoML y cdepi mITydHOro iHTejIeKTy € HeOlliHeHHVIM.
Bin neMokpaTin3yBas IIpoliec CTBOpPeHH: Ta BIIpOBa/)KeHHs Mojeslel Ma-
IITTHHOTO HaBYaHHS, 3pOOMBIIN TI0TO HOCTYITHMM VIS IIMPIIOL ayAnUTO-
pii 3 pi3HMM piBHEM 3HaHb y TaTy3i MalllMHHOIO HaBYaHHSA. ABTOMAaTU3Y-
10Ul CKJIaJlHi Ta TpyAOMICTKi 3aBgaHHs, AutoML 3Ha4HO 3HVDKY€E BXiITHUM
Gap’ep mig HempodecioHaIiB, SKi OaXalOTh BUKOPUCTOBYBATU MOXJIV-
BOCTi Al y CBOiX 3aCTOCYHKaXx.

AutoML 3MiHVB IiIXOV J10 IITYYHOIO iHTEJIEKTY. oro eBOITIOTTiS BiJT
TpaguuinHoro AutoML no AutoDL ta AutoRL, vioro sHaueHHs, peajibHe
3aCTOCYBaHHS HaroJIOIIyIOTh Ha KIo4oBin poii AutoML y dopmyBaHHI
MarioyTHbporo Al Ta ML. OgHak HagMipHa 3aJIeXXHICTh Bill aBTOMaTM3arlil
6e3 dpyHIaMeHTaIbBHOTO PO3YMiHHS KOHIIEMIIilI MaIllMHHOTO HaBYaHHS
MO>Ke IIPM3BECTH 10 HeONTVMaJIbHOTO BUOOPY MOJIe/TIOBaHHS Ta OOMexe-
HOTO pO3yMiHHS JTaHMUX.

I ocranne. He crim HexTyBatn 3acrepexxeHHsM [35, 36] 11010 Haykm
PO HITYYHWUV iHTEJIeKT, fKa CTOITh 3apa3 Ieper] CepyO3HUM BUKIVIKOM
BHACJIIIOK HaJMipy 3axOIUIeHOI peKjIaMi HayKOBUX JIOCSTHEHb, ajpeco-
BaHOI IepeBakHO 3a MeXi HayKoBOI criyibHOTH. HemoxxHa BupimrysaTu
Oynp-siKke CKJIafgHe 3aBIaHHSA Oe3 Oyab-AKMX iHTeIeKTyaIbHMX 3yCWUIb
IIIOJIO TI0TO HOCIIKeHHs. Ile cTocyeThesl TakoX aBTOMaTH3allii Iigdopy
JyHKIIIV Ta MOJeJI, 110 BMMAaraloTh 3aJIydaTyl 3HaHHS Ta OOMeXeHHH
IIpeIMeTHO]I TayIy3i y mpoliec X po3po0IIeHHs, TapaHTY0uM, III0 OCTaTOY-
Ha Mozesb BigrnosigaTime suMoram [TpO.
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AUTOMATED MACHINE LEARNING.
STATE AND PROSPECTS DEVELOPMENT

Introduction. The task of automated machine learning is considered as one of the
tasks of artificial intelligence for the automation of the end-to-end process of designing
machine learning pipelines. In this case, human presence should be significantly
reduced or, preferably, completely excluded. The article provides an overview of
information services for the automation of the end-to-end process of applying and
improving the efficiency of machine learning methods — modern approaches,
methods, technologies in this area, competing due to the development of intelligent
means of information processing, and sometimes even surpassing machine learning
experts.

The purpose of the paper is to familiarize specialists in need of data skills with
tasks related to data processing, advanced mathematical apparatus and world-class
tools for obtaining information and knowledge.

Methods. Machine learning methods are studied. machine learning is considered
as an artificial intelligence-based solution for automating the end-to-end process of
applying machine learning, i.e. designing machine learning pipelines — a sequence
of steps that transform raw data into a machine model suitable for deployment in
practical use. The direction of further development of artificial intelligence and
automated machine learning and its development trends are considered.

Results. Automated machine learning is considered as an Al-based solution
for the needs of automating the end-to-end process of applying machine learning to
design machine learning pipelines. This is a sequence of steps that transform raw
data into a machine model adopted for deployment in practical use. The direction

32 ISSN 3083-6573. Incpopmayinini mexroaoeii ma cucmemu. 2025. No 2 (2)



ABmomamusobane mawunne Habuanna. Cman ma nepcnexmubu posbumxy

of further development of artificial intelligence and automated machine learning, as
well as its development trends, are considered.

Conclusion. The conducted research has shown the importance of automated
machine learning in the field of artificial intelligence. This approach has democratized
the process of creating and implementing machine learning models, making it
accessible to a wider audience with different levels of knowledge in the field of
machine learning. By automating complex and time-consuming tasks, automated
machine learning significantly reduces the entry barrier for non-professionals who
want to use the capabilities of artificial intelligence in their applications.

Keywords: AutoML, Artificial Intelligence for All, data-driven Artificial Intelligence,
Deep Learning, DL, Reinforcement Learning, RL. Transfer Learning, TL.
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NEW METHOD FOR GENERATING TEST CODES

TO DETECT MULTIPLE STUCK-AT-FAULTS
IN COMBINATIONAL CIRCUITS". PART 1

The article is devoted to a new method of generating test codes to detect multiple damages in
digital combinational circuits, which is based on the artificial introduction of nonessential
variables and the application of the procedure of g-partition of minterms of a given function.
Due to the use of a numerical set-theoretic approach, the proposed method differs from the
known ones in a relatively simpler practical implementation to detect stuck-at-faults (0/1)
type both at one point and at several points simultaneously of the circuit under study.

Keywords: ccombinational circuit, single and multiple stuck-at-faults (0/1) type damage,
g-partition of minterms, nonessential variables, vector of test codes.

Introduction

In [1, 2], a method for detecting stuck-at-faults (0/1) at any single point of
a combinational circuit is proposed by determining (generating) vectors of
test codes. This method is based on a set-theoretical approach, using sim-
ple procedures and operations on binary minterms of a given function [1]
or system minterms of a given system of functions [2] describing the ope-
ration of the studied circuit.

! This article is a development of a topic published in the author's previous articles [1, 2].

Cite: Rytsar B.Ye. New Method for Generating Test Codes to Detect Multiple Stuck-
at-faults in Combinational Circuits. Part 1. Information Technologies and Systems, Kuis,
2025, Tom 2 (2), 34-54. https:/ /doi.org/10.15407/intechsys.2025.02.034
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In the practice of microcircuit design, there are often situations where
stuck-at-faults (0/1) type damages can occur not only at a single point in
the circuit, but also at several different points in the circuit simultaneous-
ly, which may be interconnected. Such damage is more difficult to detect
due to the random nature of their occurrence, and in addition, their binary
values may differ. Determining them by pointwise search is not a convin-
cing proof of the reliability of the obtained result, which consequently re-
duces the reliability of the design process.

Known methods for detecting multiple stuck-at-faults (0/1) at several
points in a combinational circuit [3-12] are mainly based on modeling sin-
gle errors to find the minimum number of test vector sets. However, this
approach is quite cumbersome, as it requires the use of additional proce-
dures, since the problem of detecting such faults is NP-complete with a
complexity of at least O(2") for n errors. To solve this complexity, in [6] it
was proposed to use the SAT Solver algorithm to generate test sets in com-
binational circuits with several errors, that also complicates the problem.

Among the approaches to the diagnostics of digital circuit design for
detecting multiple errors, in addition to modeling, symbolic methods are
also known [3, 4]. However, they do not rely on test vectors, but usually
use ordered binary solution diagrams (OBBD) to characterize the neces-
sary and sufficient conditions of a potential error source as a Boolean func-
tion. Although symbolic approaches are more accurate than modeling ap-
proaches, the strong increase in the complexity of their implementation
imposes practical limitations for detecting the above-mentioned errors
during the design of digital circuits.

This article is devoted to a new method of generating test code vectors
to detect stuck-at-faults (0/1) type damages both at one point and at se-
veral different points of a combinational circuit simultaneously. The meth-
od is based on the idea of artificially introducing into the Boolean space a
completely specified function f(x,,x,,...,x;), which describes the opera-
tion of the studied circuit, a certain number (but not ) of a nonessential
variables and applying the g-partition procedure of the minterms of the
perfect STF Y' function £[12, 13]. Unlike the known methods of generating
test codes, the proposed approach is relatively simpler in terms of practi-
cal implementation.

Theoretical Part

It is generally known that a Boolean function f(x,,x,,...,.x;) significantly
depends on the variable x; if there are such values o,,...,06,,,6,,,,...,0
of the variables x,,...,x;, ;,x;,,,...,x, that

n

f(ey,..,0,4,0,6,4,..,0,)% f(0,,..,0,,,1,6,,1,....0,,) . 1)

If condition (1) is not met, then the variable x; is nonessential for the
function f.
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Instead, to transform an essential variable x; of the function f into a
nonessential one, which is assumed by the proposed method, it is necessa-
ry to replace the value o, with the opposite one in the domain of definition of
the function f, that is, in the set 2" of sets E, ={{(c,...,0;,...,0,):0, €{0,1}}
of its variables. Then, the Boolean space of the function f will be divi-
ded into two equivalent subspaces, and the newly created function will
differ from the original one in values on certain sets of variables. Accor-
dingly, if r “nonessential” variables are simultaneously introduced, the
Boolean space will be divided into 2" equivalent subspaces, and those sets
of variables, on which the values of the function f have changed, are pre-
cisely the desired vectors of test codes, which will allow to recognize
the type and the location of stuck-at-faults (0/1) damage in the studied
scheme.

Table 1 illustrates the changes in the values f,, f,,..., f, (3" column) of
the conditional function f(x,,x,,x;) in various intervention situations:
when one “nonessential” variable is introduced, for example x, (4th and
5th columns) and x, (6th and 7th columns), and when the same variables
are introduced simultaneously as “nonessentials” ones (8th, 9th, 10th and
11th columns).

In Table 2, this case is illustrated by an example of a function
f(x,,x,,%;) that has a perfect STF Y'={(001),(101),(110),(111)}" (see
Example 1 in [1]). For the same “nonessential” variables x, and x,, the
elements of the pseudo-perfect STF differ from the elements of the perfect
STF Y', which are highlighted here in bold. For example (see the 4th co-
lumn), a function f, , corrupted by an “nonessential” variable x, /0 has
a pseudoperfect STF Yxl1 0= {(001),(101)}', where two elements on the sets
of variables (110) and (111), which are vectors of test codes, are highlight-
ed in bold.

In Table 2, the numbers in the 9th (log. 0) and 11th (log. 1) columns,
highlighted in square frames, show that these test code vectors cannot be
determined separately for the “nonessential” variables x, and x,. Since
such vectors are not present in the “damaged” functions f, ,_ and f,_,_,

Table 1

“10” X1 Xy X5 f f; /0

1

000 | o | o | i | S | | | L | | K
001 A | A | 6| A A | A | K| K| f
010 | o | LA | K | Ho | L | K | L | i | K
011 | £ Jf‘s Ll h | 6 A K| | S
100 | f fO fo | | | | R Ak
101 | f fl S A A A
110 | f f2 T/ /A S I T A
111 | f SN V2 N S (R R N/ N S I S B

fon

1

oo

2/

ﬁr /1 frlxz/OU ﬁ(lxz/Ul ﬁclxz/l() f;lxz/ll

2/

NN O W N RO
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this confirms the need to search for possible multiple stuck-at-faults (0/1)
in the studied circuit, which is important for diagnostics.

To determine (generate) vectors of test codes that will detect stuck-
at-faults (0/1) type damage both at one point and at several different
points of the combinational circuit simultaneously, it is convenient to ap-
ply the g-partition procedure of minterm of the perfect STF Y' of the
Boolean function f, the essence of which is as follows. »

As noted in [12, 13], the g-partition procedure (operator =) of an
n-position binary minterm m, =(0,6,--6,), ©,€{0,1} of the function
f(x,,%,,...,x,) is a sampling of g positions (g€ {1,2,...,(n-1)}, g <n) from
the minterm m This procedure is performed by applying of a mask of li-
terals {I, [, - |1, 1s, -1, } to the minterm 1, formed by partitioning in-
to two Classes — the (n q) “class and the g-class — the conjunction of lite-
rals I, ---1,, I, €{x;,x,;} , where the dash | is the symbol of the g-partition.
The g-partition procedure of minterms m,,m,,...,m, of a perfect STF
of an arbitrary completely specified function f forms a set of parti-
tioned minterms:

1

p1
Y' =y iy S L L (Ll ol )=

0O "0y

={my " |m§ ,m, " |mg ,...mg " |mg =, (2)

where m;™" |m! is the partitioned i-th minterm consisting of two submin-
terms: (n —q)-class — m?‘q and g-class — m/; in binary format — m;™" |m] =

=(0,, "0, q ) (o, ) For example, the 2-partition of a binary min-
term (10010) for mask of literal {/,1,1, | I,I} looks like (10010) {LLI, |LL} =
=(001]10).

As a result of the g-partition procedure of the binary minterms of the per-
fect STF Y' (2), a set of the partitioned of binary minterms is formed like that:

=1(0,, =04, )(Gp, -0y ) (S, Oy, )(Sp, - Op )

]

Table 2
«10» | x; X, % f f;l/o ﬂ’l/1 f;z/(] frz/l flez/oo ,fxlxz/Ol fxlxz/lo f;lxz/u
0 000 0 0 0 0 0 0 0 0
1 001 1 1 1 1 0 1 0 1 1
2 010 0 0 1 0 0 0 0 0 1
3 011 0 0 1 1 0 1 0 1 1
4 100 0 0 0 0 1 0 0 0 1
5 101 1 1 1 1 1 1 [0] 1 1
6 110 1 0 1 0 1 0 0 0 1
7 111 1 0 1 1 1 1 0 1 1
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and, it can be further simplified first by the “rightwise union” procedure
lu
(operator =), and if necessary, then by the “leftwise union” procedure

(operator :|>) [14].

Let the binary subminterms of the (n—gq)-class reflect the values of
“nonessential” variables and their number r=1,2,...,(n —1) . Then the val-
ues of this subminterms in the (1 —g) -class must form a complete set E; .
Thus, the values of the “damaged” function f for each case of a one “non-
essential” variable (r=1) or “nonessential” variables (r=2,3,...,(n—1))
will form sets of pseudo-perfect STFs, accordingly.

Let us consider the proposed approach in more detail.

Let g=(n—-1). This means that one “nonessential” variable x; is cho-
sen, for the existence of which it is necessary to have in the (n— q) -class
(here in the 1-class of the partition) two values of the subminterms

={0,1} , namely:

pnfl

Ju
Yi={my,my, e m ) =40 [ Gl ={O0INGT),AINTDY, ()

where Nj', NJ7' are sets of subminterms of the (n—1)-class formed by
the (n—1) -partition procedure and the “rightwise union” operation.

Based on (3), two sets can be formed: a pseudoperfect STF Y1 -
when a “nonessential” variable x; caused “damage” s-a-0 (x; /0) and a
pseudoperfect STF Yxli — when a “nonessential” variable x; caused
“damage” s-a-1 (x; /1). To determine the test codes, it is necessary to first
perform the concatenation procedure on the partitioned minterms (3)
(0| N;™") and (1|N;™), and then, to combine the resulting sets in a poly-
nomial format with the given minterms, i.e. to form {YX1 0, Y'}® and
{Yx1 1, Y}, As a result, the desired test code vectors are “filtered” into
separate sets CX /O,CO/O and Cx Y Si/l [2]:

Y 1% [cl
{ ’1‘“’} =1 ", (4)
Y Cx,. /0

' 17 [c!
{ Z"“} =1 5)
Y Cx,. N

Let q=(n-2). This means that two “nonessential” variables x; and x;
are chosen, for the existence of which it is necessary to have four values of
subminterms in the 2-partition class — E; ={00,01,10,11} , namely:

Pu72

Y= {my my, om0 1 L ol )=
= {(00] Ng;*), (01 Ng;*), (10| Ni*), (11 N3 )}, (6)

where Nj;?, Ni?, Nio?, Nii? are sets of subminterms of the (1 — 2) -class.
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! -~ 1 )Us3 > " cutset 2
X3 e |
Fig. 1

From the set (6) similarly to (3) it is possible to form four pseudo-
perfect STFs Y, o Yy, o Yz, 10 Yo, u and on their basis to obtain vec-
tors of test codes for determining possible stuck-at-faults (0/1) type da-
mages simultaneously at two points of the combinational circuit.

It is obvious that by using the same algorithm, it is possible to gene-
rate sets of test code vectors for a larger number of introduced “nones-
sential” variables of the function f.

It should be noted, that in practice, when studying (diagnostics) com-
binational circuits for verification of possible stuck-at-faults (0/1) type
damages, a situation may occur when | Y" [>| Y°|. In this case, due to the
less cumbersome (simpler) implementation of the necessary procedures
and operations, it is advisable to use a set Y’ instead Y" (see example 2 be-
low). Then, after the operation of combining pseudoperfect STFs Yx‘? s and
Yf ;1 in inverse polynomial format (using the example of introducing an
“nonessential” variable x,) with a perfect STF Y’, the desired sets of test
code vectors cfji /07 Ci{ s and Cffx Y Ci’ ;1 can be defined as follows:

Practical Part

Let us illustrate the proposed method with examples.

Example 1. Determine the vectors of test codes for detecting multiple
stuck-at-faults (0/1) type damages at the 0- and 1-levels and at the inter-
section points of the cutset 1 and 2 of the logic circuit shown in Fig. 1.
(borrowing from [1])

Solution. The scheme in Fig. 1 implements the function f(x,,x,,x;)
given by Table 2.
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Let us first define the vectors of test codes for the case of introdu-
cing one “nonessential” variable x;.

At the 0-level of the scheme, as a result of the 2-partition of the min-
terms of the perfect STF Y' of the function f, we obtain sets of partitioned
minterms, which after the “rightwise union” procedure will simplify to
the following form:

1

» L |LL {(0]01),(101,10,11)}

Y' ={(001),(101),(110),(111)}' =31, | L, t =4{(0]01,11),(1]10,11)}" .

L4, {(0]11),(1]00,10,11)}!

For each mask of literals from the two formed subsets, we obtain pseu-
doperfect STFs Y, , and Y, ,, after the concatenation operation (opera-
tor =). Each of these sets, similarly to ([1] see table 2), after combining
in polynomial format their minterms with the given minterms of the per-
fect STF Y" of the function fand simplifying by eliminating identical pairs,
will form the desired vectors of test codes (here and further we will high-
light the value of the “nonessential” variable in bold):

(!

Y. o =1(0,1)] 01} S{(001),(101)}' = {8617}8},110,111} = {{110,111}0’

Y!, ={(0,1)]01,10, 11} {(001),(010), (011),(101), (110), (111)}" =

. {oerrmo 011, }GHJ[@JL{&} {{010,011}1 .
@

1(0,1)] (01,11)}" ={(001), (011),(101),(111)}" =

001,011,304,433)°  [{011}"
00%202,110,121] | (110"’

12/0

=

Y}, ={(0,1)[10,11} =5{(100),(101),(110),(111)}! =
{100,}91,4&9,4&&}63 {{100}1

= = .

001, 10436,441 {001}°

In Table 2, columns 4-7 correspond to the pseudoperfect STFs Y, ,,
Y! ., Y, and Y]
x /17 “x,/0 x/1°

Y. 0 =1(0,1)] (1)} ={(110), 111} =
110,111 ° [ioy
- 001,101,116;44% = {001,101}
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on

Yx13/1 ={(0,1)|00,10,11}" C:>{(000),(001),(100),(101),(110),(111)}1 =

000,00T,100,10%,110,441]° ({000,100}’
~ 1001101 110.111 iy

Note that the resulting test code vectors are the same as in the article [1].

Let us apply the 1-partition of the given minterms to determine the
test codes for the case of simultaneous stuck-at-faults (0/1) damage at two
points on the 0-level of the circuit:

A
Y ={(001),(101),(110), A111)} =4 L1 |1, ¢t =
LI 1L

{(00,10]1),(01|@),(11]0,1)}’
=1{(00]9),(0110),(10]1),(11|0,1)}",
{(00]2),(01]0,1),(10,11 | 1)}"

Yllxz/OO,lo =1{(00,01,10,11)| 1} 2;{(001),(011),(1()1),(111)}1 =

001,011,305,1312)° ({011}
= = ,
061,161,110, 141 {110)°

Y1 o ={(00,01,10,11)| 2} {2} =

X

@ ° ey
= = y
001,101,110,111 {001,101,110,111}°

Y!, . =1(00,01,10,11)[0,1}' =
Z;{(000),(001),(010),(011),(100),(101),(110),(111)}1 =

000,001,010,011,100,101,110,111) {000,010,011,100}"
= = o) .

In Table 2, columns 8-11 correspond to pseudoperfect STFs leXz /007
Y., s Yoo o and Y, , and the numbers, highlighted in bold, are vec-
tors of test codes for cases of simultaneous stuck-at-faults (0/1) damage
at the two specified points of the circuit.

For other pairs of “nonessential” variables at the O-level of the circuit,

we obtain the following result:
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Y1, 0 ={(00,01,10,11)| @} {2} =

%) iy
= =
001,101,110,111 {001,101,110,111}0

Y1, ={(00,01,10,11) |0} =5{(000), (001), (100),(101)}" =

000,001,100,101]°  [{000,100}*
= loex261,110,111[ 110,111}

Y1, 1 ={(00,01,10,11) | 1} ={(010),(011),(110), (111)}' =

010,011, 116,4+)° {010,011}
= = ,
001,101,364+ {001,101}°

! =1(00,01,10,11)[0,1)' 5

g{(OOO),(001),(010),(011),(100),(101),(110),(111)}1 =

000,001,010,011,100,101,110,111) {000,010,011,100}"
= = o) ;

Y., 00 =1(00,01,10,11) | B} ={D)' =
%) (o
= = ,
001,101,110,111 {001,101,110,111}°

Y., o =1(00,01,10,11)]0,1)' =

g{(OOO),(001),(010),(011),(100),(101),(110),(111)}1 =

{000, 001,010,011,100,101,110, 111}® {{000, 010,011,100}"
e el

7

Yxlzwm/11 ={(00,01,10,11)|1}' 2};{(100),(101),(110),(111)}1 =

100,46:110,411)°  [{100}"
~001,261,320,131  |{001)°"

At the 1-level of the scheme we have a function f(x,,z,,x,), which
has a perfect STF Y'={3,4,5,7}'. After performing the 2-partition pro-
cedure over its minterms, we obtain the same test code vectors as in ([1],
see table 4):
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A {(0]11),(1]00,01,11)}'
Y' ={(011),(100),(101),(111)}' =11, | L,  =<{(0|10,11),(1| 01,11)} ,
13 | 1112 {(0 | 10)/ (1 | 01110111)}1

Y! = {(0,1)| 11} ={(011 111}1:{ ’ F): oy
o= Oy St a5 o001

on

1 ={(0,1)]00,01,11}' S5{(000), (001), (011), (100, (101), (111)}’ =
000,001,011,100,101,111]°  [{000,001}"
~ 011.100.10L.111 iy ’

110} 001}' o} 010,110}
Yzl /0 = { }0 , Yzl P N { }0 , Y; 10 — { } o Yxl " = { . } )
S Nty AT Yooy’ B T Jiotn, 11 B iy

In case of simultaneous stuck-at-faults (0/1) damage at two points on
the 1-level of the circuit, after performing the 1-partition procedure of the
minterms of the function f(x,,z,,x;), we obtain the following result:

i LL |1, {(00|2),(01,11|1),(10|0,1)}'

Y' ={(011),(100),(101),(111)}' ={LL | L, $ =1{(00|),(01]|1),(10]0),(11]0,1)}";
LL |1 {(00,01|1),(10|@),(11]0,1)}'

)
Y o=t2r =12 L ,
%a/ 011,100,101, 111 {011,100,101,111}°

e

Y!. oun =(00,01,10,11)| 1} ={(001),(011),(101), (111)}' =

001,611101111]°  [{001}!
= = ,
011,100,301 431 {100}°

Y, 1 =1(00,01,10,11)[0,1}' =

X

g{(OOO),(OOl),(010),(011),(100),(101),(110),(111)}1 =

000,001,010,011,100,101,110,111] ® {000,001,010,110}"
= = o) ;

® 1
L o 9}
Y, .0 =19} = = ,
™ 011,100,101,111 {011,100,101,111}°
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Y!. o =(00,01,10,11)|1}! :>{(01o ,(011),(110),(111)}* =
010,011,110 m {010 110"
~ 1 0#1,100,101 m ~1{100,101)°

Y!, 1 =(00,01,10,11)| 0}" :>{(000 ,(001),(100),(101)}* =

000,001,200,20+]° ({000,001}’
011,300,261, 111[ 011,111}

Y!, u ={(00,01,10,11)]0,1} =
=5{(000), (001), (010}, (011), (100), (101),(110), (111)}! =

{000,001,010,@14,4@9,419},110,144}@ {{000,001,010,110}1
= = ;
011,100,101 111 (D)

Y! . o0 =(00,01,10,11) | 1} ={(100),(101),(110),(111)}' =

100,101,110,141]°  [{110}"
= = ,
011,100,101 {011)°

Yl

s 10 = =(00,01,10, 11)|®} {@} =
%) ° |iey

= = ,
011,100,101,111 {011,100,101,111}0

Yzlx3/11 {(00101/10/1 1) | 0,1}1 i’;
:>{ 000),(001),(010),(011),(100),(101),(110),(111)}' =

{000 ,001,010,611+166,161,110, ],H} { {000,001,010 110}

Table 3
2-partition 0-level 1-level
Stuck-at-fault X/~ X,/ ~ X/~ X/~ z~ X5~
s-a-0 (110)0 (011)' (001)‘) (100)0 (110)' (011}0
s-a-1 (010)1 (100)' (000]1 (000)1 (001)’ (010)1
011 (001)0 100 001 (100)0 110
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Table 3 contains vectors of test codes at 0- and 1-levels of the circuit
for the case of stuck-at-faults (0/1) type damage at one point, and Table 4
for the case of multiple damage at two points of the circuit.

For the cutset 2 we have the function f(x,,z,,2;)=%x,2; Vv 2z, =
= {(1-1),(-11)}' that has a perfect STF Y'={3,5,7}' (Y°={0,1,2,4,6}°).
After performing a 2-partition of its minterms, we define the vectors of
test codes:

. L LI {(0]11),(1]01,11)}'
Y' ={(011),(101),(111)}' =1L, | LI, t =< {(0|11),(1]|01,11)}" ;
LILL)  [{(0]@), (1|01 10,11)}

Y] =10,1)111 {(011), A1)} = {Dmm {101}

Y ={(0,1)]01,11}" Z5{(001),(011), (101), (111)}"
{Oomﬂﬁﬁiﬂﬂ} {{001}
= =

011,101,111 ()
Table 4
1-partition 0-level 1-level
Stuck-at-fault XX,/ ~~ XXy ) ~~ XXy ) ~~ X2,/ ~~ XXy ) ~~ Z,X/ ~~
s-a-00 (011" | (oo1)" | (oo1)" | (o11)" | (o11)" | (110)'
101 101 100 100
(110)0 110 110 101 101 (011)0
111 111 111 111
s-a-01 oo1)’ | (000)" | (000) | (001)' 010)" | (110)
101 100 010 110
110 o | [o11 0 ’
111 o 100 (100)" | {7 o
111 101
s-a-10 (011" | (010)" | (100)" | (000Y | (000Y | (011)°
011 001 001 100
(110 | (oo1) | (oor) | |°1° o11)" | [101
101 10 111 i
s-a-11 000)' | (o000 | (100)' | (001)' | (000\' | (000Y
010 010 001 001
011 011 oo | (ooy | |00 010
100 100 110 110
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Y! . ={(0,1)|11}} ={(101 111}1:{% e
o=ty Siaon = {FA 18

on

Yzll/1 ={(0,1)|01,11}" C:{(001),(011),(101),(111)}1 =

{001,914,491,44&}@ {{001}1
= =
015,10L11F @)

4

@
Y] ={(0,1)|@}12{@}1:> © = @y ;
/0 011,101,111 {011,101,111)°

on

Yzi/l ={(0,1)|01,10,11}' C:>{(010),(011),(100),(101),(110),(111)}1 =

010,0%1,100,101,110,141]°  [{010,100,110}"
= = .
01101111 (2)°

The vectors of test codes with simultaneous stuck-at-faults (0/1) dam-
age at two points of the circuit can be obtained after performing the 1-par-
tition of the minterms of the function f(x,,z,,z;):

i LL L {(00|@),(01,10,11| 1)}
Y' ={(011),(101),(111)}' =41 |1, ¢ =1{(00,10|D),(01]|1),(11]0,1)}" ;
LL 1L [{(00,10|@),(01]1),(11]0,1)}'

1 |2 [l
w0 =1{(00,01,10,11) | @}' = - .

1 oon =1(00,01,10,11) | 1} ={(001),(011),(101), (111)}" =
001,045105441 ¢ [{001}*
= = ;
101, (@1
Y! {(00,01,10,11) | }* @ e
Y. = V4 v V4 :> :> ;
a0 = ) 011,101,111 {011,101,111}°

Y!, o ={(00,01,10,11) | 1}' ={(010),(011),(110),(111)}" =
{om,pn,nom}@ {{010,110}1
= =

7

031,101, 131 {101}°
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Y!, 1 ={(00,01,10,11)|0,1}' =
Z5{(000),(001),(010), (011), (100), (101),(110), (111)}"
000,001,010,0%,100,167,110,441] __ [{000,001,010,100,110}*
- {91&49144% m} {{@}(’

Y! {(00,01,10,11 @ ) (@ ;
2y23/00,10 — {( )| @ = o
011,101,111 {011,101,111}

YL, o ={(00,01,10,11) |1} = {(100) (101),(110),(111)}* =

100,1071,110,1#1] {100,110}"
= =
011, 10111 {011}°

4

Y., =1(00,01,10,11)[0,1)' =
=5{(000), (001),(010), (011),(100), (101),(110), (111)}" =
{000,001,010,9%1’,100,19{,110,14/(}@ {{000,001,010,100,110}1
= = .

Y1101t (@)’
The test code vectors obtained for  14ble 6
the cutset 2 for damage at one point of Stuclat. 1-partition
the circuit are placed in Table 5, and fault
for simultaneous damage at two R Rk
points of the circuit — in Table 6. s-a-00 0 0 0
For the cutset 1 of the scheme in 011 011 011
Fig.1,wehave the function f (z,, x,,x,) = 101 101 101
=2,X, V 2yx3 = {(11-),(1 - 1)}1 that has — 1 1
sa-0L 1 (0o1)' | (010Y | (100Y
Table 5 110 110
0 0
2-partition (101) (011)
Stuck-at- s-a-10 1 0 0
fault X/~ 2/~ 2/~ (001) 011 011
5 101 101
At (101)’ | (101) | (011 111 | (111
101 _a-
0 sa 1 001)" | (000Y | (000Y
001 001
sa1 1 (o1)" | (001)' | (010Y 010 | | 010
100 100 100
110 110 ) | 110
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a perfect STF Y' ={5,6,7}' (Y° ={0,1,2,3,4}°). After performing the 2-par-
tition procedure of minterms, we determine the vectors of test codes for
the case of damage at the intersection points of section 1:

Lkl ] [1019),(1]01,10, 1y
Y! = {(101),(110), A1)} =11, | LI, + =< {(0]11),(1] 10,11)}* ;
LILL]  [{(0]11),(1]10,11)}"

Y2, ={(0,1)| @) {2} 2 o[l
a0 HODIGE =N =901 110,111 {101,110,111}"

Y1, ={(0,1)](01,10,11)}* ={(001),(010),(011),(101), (110), (111)}' =
. {001,010,011,%91,4%9,44&}@ _ Jtoo1,010,011)"
101,116,111 (@) '
Y o ={(0,1) |11} S{(101), (111} =1 F: 2y
/0 R ’ 101,110,141 {110

YL, ={(0,1)](10,11)}* ={(100),(101),(110), (111)}* =
{100,191,4%9,44%}@ {{100}l
= = ;

101,110,111 @° "’

1 1 1 HO1H ¢ (@)
Y, 0 =1{(0,1)[11} ={(110),(111)} = {101 ﬂ@—l&&} = {101}0,
Y;%/l {(0,1)](10,11)}} 2;{(100),(101),(110),(111)}1 =

{100,191,449,4%}6 {{100}1
= = .
1041106, (@)°

After performing 1-partition of the minterms of the function f(z,,x,,x;),
we obtain vectors of test codes for detecting damage at two points of the
circuit:

o |k 1l {(00,01|2),(10]1),(11|0,1)}!
Y' ={(101),(110),(111)}' =1L L | I, p =<{(00,01|@),(10] 1),(11]0,1)}" ;
LI L] [{(00]@),(01,10,11| 1)}
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oy

%) N
y! ={(00,01,10,11) | @} ={2}!
/o = ( )19} =12} :{101,110,111} :{{101,110,111}0

Yzlm/w ={(00,01,10,11)| 1}* g{(OOl),(011),(101),(111)}1 =

001,011,30+434]®  [{001,011}"
= =
101,110,141 {110}°

Y., i =1(00,01,10,11)|0,1}* =

2;{(000),(001),(010),(011),(100),(101),(110),(111)}1 =

{000,001,010,011,100&91,4&8,44%}@ {000,001,010,011,100}"
= = ;
101116, (@)°

@y

con %) @
Y! ={(00,01,10,11) |2} ={2}' = = ,
2,3 /00,01 {( )| } { } {101’110,111} {{101’110’111}0

Z

YL, 1 ={(00,01,10,11) | 1} ={(010),(011),(110), (1)} =

010,011,316;111]°  [{010,011}"
el el
101,110,141 {101}°

Y1, ={(00,01,10,11)[0,1}' =
5{(000), (001), (010), (011), (100), (101), (110), (111)}" =

{000, 001,010,011,100, }91,—1%9,—144—}@ {000,001,010,011, 100}1
= = ;
104416444 {@}0

v Lo |2 C_ e

10 =1(00,01,10,17) |2} S’ = = y
\ 101,110,111 (101,110,111}

Y! 1 ={(00,01,10,11)| 1} =5{(100),(101),(110), (111)}! =

100,40:110,414 % [{100)*
= = .
105116, (@)°
The obtained vectors of test codes for the cutset 1 for damage at one

point of the circuit are placed in Table 7, and for simultaneous damage at
two points of the circuit — in Table 8.
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Example 2. The proposed method is to determine the vectors of test
codes to detect single and simultaneous stuck-at-fault (0/1) damage at
points B and C of the circuit in Fig. 2 (borrowed from [4], p. 594, Fig. 3).

Solution. The given circuit is described by the function f(a,b,c,d)=,

= abc bedwhich has a perfect STF Y'={2,3,4,5,6,7,10,11,12,13,14}" or
Y’ ={0,1,8,9,15}° . Since | Y" |>| Y° |, then we will solve the example taking
into account the perfect STF Y’.

We will determine the vectors of test codes for single damage at points
B and C of the circuit, applying the 3-partition of the minterms of the
perfect STF Y’ with respect to the variables b and c:

Table 7
2-partition
Stuck-at-fault
Z,/~ X,/ ~ X,/ ~
s-a-0 101Y (110)° (101)°
110
111
sa-l 001)' (100)' (100)'
010
011
Table 8
1-partition
Stuck-at-fault
2%,/ ~~101 Z,X5/ ~~ XXy ~~
s-a-00 101 101 101)
110 110 110
111 111 111
s-a-01 101Y° 101Y’ (100)
110 110
111 111
s-a-10 1 1 1
001 . 010 . (100)
(On] (110) [mJ (101)
000Y)' 000Y)' (100)'
a1 001 001
010 010
011 011
100 100
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abc d

¢
® B @1

U3 p—

v~

U4

e

Fig. 2

L |LLI

(0000),(0]001),(0]100),(0|101),(1|111)}°

{ {(0]000),(0]001),(0]100),(0|101),(1]111)}° -
v [{0](000,001,100,101),1|111}°
{{o 1(000,001,100,101),1|111}°

Y ={(0000),(0001),(1000),(1001),(1111)}* = {l LT }

Considering these sets and procedures (7) and (8), we obtain the de-
sired test codes:

Y2, ={(0,1)|(000,001,100,101)}"

Z5{(0000), (0001),(0100), (0101), (1000), (1001), (1100), (1101)}° =

6660676601, 0100,0101,1666;166%,1100,1101 © (0100,0101,1100,1101)°
= =
0606;0601,1666;16601, 1111 (1111)"

4

Y., ={(0,1)]111)° = {(1011),(1111)}° =

1011, 1441 ® [@o11)
= = ’
0000,0001,1000,1001,1121 (0000,0001,1000,1001)"

Y9, ={(0,1)|(000,001,100,101)}" =

g{(OOOO),(0001),(0010),(0011),(1000),(1001) (1010),(1011)}° =

0000,000%,0010,0011,4000,4601,1010,1011) ° (0010,0011,1010, 1011)
= =
0006;,00061;1660,166%,1111 (1111)"

Yco/l ={(0,1)|111}° = {(1101),(1111)}° =

1101, 141 ¢ [a1o1)
= =
0000,0001,1000,1001,131T (0000,0001,1000,1001)"
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The test codes in the case of simultaneous stuck-at-fault (0/1) da-
mage at points B and C of the circuit are obtained after applying the
2-partition of minterms and procedures (7) and (8):

Y ={(0000),(0001),(1000),(1001),(1111)}° z:»{lzl3 | L1} =
={(00]00),(00|01),(00|10),(00]11),(11|11)}" I:U>
l

2{(001(00,01,10,11)), (01| @), (10| @), (11| 11)}° =
2{(001(00,01,10,11), ((01,10) | @), (11| 11)}"

®
E4
Yy 00 = {(00,01,10,11)[(00,01,10,11)}° = § 2 =
0000,0001,1000,1001,1111

{(0010,0011,0100,0101,0110,0111,1010,1011,1100,1101,1110)0
= ;
{2y

Y. Jo1.10 =1(00,01,10,11) | N =2} =
{@ } (2
= = ,
0000,0001,1000,1001,1111 (0000,0001,1000,1001,1111)"

Yy 1y ={(00,01,10,11) | 11}° i’§{1001,1011,1101,1111}0 =
{0000,0001,1000&991,4444}@ {(1011,1101)O
= =

16001,1011,1101, 24T (0000,0001,1000)"
Table 9

«10» abced f fh/~ fC/N fbc#
b/0 b/1 /0 /1 be/00 be/01 be/10 be/11
0 0000 0 0 1 0 1 0 1 1 1
1 0001 0 0 1 0 1 0 1 1 1
2 0010 1 1 1 0 1 0 1 1 1
3 0011 1 1 1 0 1 0 1 1 1
4 0100 1 0 1 1 1 0 1 1 1
5 0101 1 0 1 1 1 0 1 1 1
6 0110 1 1 1 1 1 0 1 1 1
7 0111 1 1 1 1 1 0 1 1 1
8 1000 0 0 1 0 1 0 1 1 1
9 1001 0 0 1 0 1 0 1 1 0
10 1010 1 1 1 0 1 0 1 1 1
11 1011 1 1 0 0 1 0 1 1 0
12 1100 1 0 1 1 1 0 1 1 1
13 1101 1 0 1 1 0 0 1 1 0
14 1110 1 1 1 1 1 0 1 1 1
15 1111 0 1 0 1 0 0 1 1 0
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The obtained test codes for single and simultaneously both “nones-
sential” variables b and c of the function f(a,b,c,d), which is implemen-
ted by the scheme in Fig. 2, are shown in Table 9 (see the bold numbers in
the columns for f,,, f.,.and f,,_).

Conclusion

A new method for generating test codes for detecting multiple stuck-at-
faults in digital combinational circuits is proposed, which is based on
the artificial introduction of nonessential variables and the application
of the procedure of g-partition of minterms of a given function describing
the operation of the studied circuit. Due to the application of a numerical
set-theoretic approach to the execution of operations and procedures, the
proposed method, compared to the known ones, is characterized by a
relatively simpler practical implementation of detecting the mentioned
faults both at any point and at several points of the studied circuit simu-
Itaneously.
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HOBWI METO/ TEHEPYBAHHSI TECTOBIVX KO/IIB
JUTA BVISIBITEHH S MHOXKVMHHMX ITOINKOIPKEHD STUCK-AT-FAULTS
Y KOMBIHALIIMTHMX CXEMAX. YACTMHA 1

Beryn. BaximBuM po3fizioM JIOTIKOBOTO IPOEKTyBaHHS IMQPPOBUX IIPUCTPOIB €
TexHiuHa [1iarHOCTHKa, B MeXaXx sIKOI po3poOIIsSIOThCsl METOAV IepeBipKi TeXHIUHOTO
CTaHY HIPUCTPOIB I 3a0e3ledeHHs HAAiMHOCTI iX poboTn. BusasuTy HecipaBHICTb
y cxeMi IPUCTPOI0 MOXKHA IIOCITIOBHICTIO KOHTPOJIBHUX TECTiB (TeHepyBaHHAM
BEKTOpiB TeCTOBMX KOJIiB) Ha 1 BXO/Iax Ta CIIOCTepeXeHHs pe3ysIbTaTiB Ha 1i BUXoJIax.
Ha mnpaktuili mpoekTyBaHHsI MiKpocxeM 4YacTO TpaIUIAIOTBCS CUTYallil, Koyu
MOIIKOIKeHHs Ty stuck-at-faults (0/1) MOXYTh BUHMKATH SK B OIHIV TOUIIi cXeMy,
TakK 1 B KUIBKOX Pi3HMX B3a€MOIIOB sI3aHMX TOUKAaX CXeMM OJIHOYACHO, AKi CKIIafiHO
BUSABJIATY. Bimomi MeTonm IiarHOCTVKY MHOXKMHHUX ITOIIKOKeHb TaKOTo TUILY, SIKi
IPYHTYIOTbCS Ha MOZIEIIOBAaHHI OfVMHOYHMX ITOMWIOK Ta CMMBOJIBHVIX MeTOIax, He
3a0e311euyIoTh TepeKOHJTMBI TOKa3M JIOCTOBIPHOCTI pe3ysIbTaTy, 10 3HVDKY€ HaJIilfHiCTh
IIpoLiecy IIPOEKTYBaHH:.

Merta craTTi. 3arIponIOHyBaTV METOJl TeHepyBaHHs BeKTOPiB TeCTOBUX KOJiB
117151 BUSIBJIEHHS SIK OJIMHOYHMX, TaK i MHOXXMHHMX IIOIIKOIKeHb TUITYy stuck-at-faults
(0/1) y xoMOiHaIIiVHVIX IPVCTPOSIX, KMV IIOPIBHSIHO 3 BiIOMMMV METOHAMVI MOXKe
3a0e3medyBaTyi JOCTOBipHI pe3ysIbTaTii 3 JOIIOMOTIOI0 peaTi3allii IIPOCTMX oIlepariin i
IpoLenyp.

Metoau. 3anporioHOBaHMUY MeTOfI, TeHepyBaHHs TeCTOBMX KOAiB IPYHTYEThHCS
Ha YMCIIOBOMY TeOPeTMKO-MHOXWMHHOMY IIIIXOAi 110 peanisaui'l' BCix ormepariint i
TPOIIe/lyp, a came: IITyYHOTO BIIPOBA/DKeHHA y OyJ10BMII IPOCTip MOBHOI (PYHKIIIT
f (x1 1 Xy e Xi ) IO OIVCY€E p060Ty cxXeMim ILOCJ]]JDKYBaHOFO KOMOIHALITHOrO IIPUCTPOIO,
OIIHOI aGo Gibime (mo n-1) HeicTOTHMX 3MIHHMX Ta 3aCTOCYBaHHI IIpOLIENypWU
g-po36utTst MiHTepMiB nockoHaof TM® Y' dyHKii f.

PesynpTaTis. 3a 10IIOMOrOIO 3TeHepOBaHMX 3alIpOIIOHOBaHNM MeTOJOM BEKTOpPiB
TeCTOBUX KO/iB MOXKHa BM3HAUYMUTH B CXeMi IIPVCTPOIO SK MicIle ITOIIKO/PKeHH s, TakK i
TUII OIVHOYHOTO Ta MHOXMHHOTO stuck-at-faults (0/1) nomkomxenss. ITokasaHo
3aCTOCYBaHHS IIPOLeNypU ¢§-pO3OWMTTS ABIVIKOBMX MiHTepMiB, Ha OCHOBi SKOI
peaisyeTbCs BIIPOBaJDKeHHs OOHOI HeicToTHOI 3MiHHOI Ta dopMyBaHHS
1iceBOomockoHatoi TM® Yl _ dyHKIII f I BU3HAaUYeHHS OAVMHOYHVIX [IOIIKOIKEHb,
a TakoxX OijIbIre (Bim ABOX ;:[o n— 1) HeicToTHMX 3MiHHMX Ta POPMyBaHHS BiIIIOBITHMX
ricepgopockoHayx TM® dyHKIII f I BU3HauYeHHS MHOXVHHWX ITOIIKOKeHb.

BrcHOBKM. 3aBIsIKV 3aCTOCYBAaHHIO UVCIIOBOIO TEOPETVKO-MHOKVHHOIO IIIX0my
ISl BUKOHAHHSA OIlepallill i Mporenyp MpOIOHOBAHNII METO]I, IIOPIBHSIHO 3 BiTOMMMY,
BiZIPi3HAETBCA BiTHOCHO POCTIIIOIO ITPaKTUYHOO peasTi3alli€lo BUSABIICHH 3rafaHmx
HecITpaBHOCTe! $K B OyAb SKivt ogHiM TOYIli, TakK i B OMHOYACHO KiJIBKOX TOYKaXx
JIOCITIIKyBaHOI cxeMn. 3a3HaueHi IlepeBarvi MeTOly UTIOCTpYIOTh HaBeeHi B CTaTTi
HNPUKIIaAM BU3SHaUYeHHS MOXK/IVBYX ITOIIKOKeHD Y peaIbHIX cXeMax KoMOiHaIimHMx
IIPUCTPOIB.

Katouo8i caoba: xombinayinina cxema, o0uHuuHe mMa MHOXUHHE NOuikoOxeHHA stuck-at-
faults (0/1), g-po3dumma minmepmib, neicmomui 3minHi, Bexmop mecmoBux xo0ib.
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AHAJII3 IITIOIINUPEHMX TUIIIB MEPEXKEBUX

ATAK TA YMHHVKWY, IO YMOKJIMBJIKOIOTD
IX YCIIIIIIHE 30IMCHEHHSI

Ilooaro oeas0 nowupenux munié mepexebux amax. L5 KoxHOe0 mMuny amax OnUcaHo oxepeid
ma 0b’ckmu amaku, Memy ma pesyAvmamu amaxu, 0ii, w0 BuKOHYIOMbCA 048 00CASHEHHS
Memu amaru. [147 KoxH020 muny amak 3a3HA4eHo, wjo YMmoxaubaioe 30iicnenna amax. Ha
0a3i 3Handenux Gidomocmei 3i0pano ma KAACUPIKOBAHO UUHHUKU, WO YMOKAUBAIOOMD
yeniwine 30iticHenHa amax. OKpecieHo HaNpAMU NOCUAEHHA CITIKOCHT 00 MepexeBux amax.

KarouoBi caoba: xomn’omepna mepexa, xibepamaxa, ingpopmayinina besnexa, npomoxosu
iHmepHenty.
Bceryn

O0’exTnt MepekeBOro cepenoBuia KibeprpocTopy — maHi, 1o Hepena-
IOTBCSL B MepeXi Ta 30epirafoTbCs y CXOBUIIIAX, Il €AHAHMX 10 MepPexi,
NPUKJIJIHI IIpOorpaMy, cepBepu Ta iHII IIPUCTPOI — 3arpoXkeHi depes
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3JI0BMVCHI i HalaJfHVKIB (aTakn), sIKi HalliJleHi Ha BUKpaJeHHs V1 CIIO-
TBOPEHH: JJaHVX Y MEepeXeBOMY IIPOCTOPi, BHECEHHS IIKIJJIBOTO BMiCTy
y iHdopmariinHi pecypcy, 110 JOCTYIIHI KOpUCTyBayaM Mepexi, Ta 1epe-
IIIKO/KaHHS HOPMaJIbHiT poOOTi Mepexi.

VY masnit poboTi nozmaHo OIS, MOMIMPEHMX TUITB MepeXXeBIX aTak.
Merta poboTy — BUABUTM UMHHMKM Ta IX KOMOiHAIlii, 1110 YMOXXJIVBIIIO-
IOThb YCIIIIIHe 3[iVICHEeHHS aTaK 3JIOBMVCHVKaMM Ha IX IiyTbOBi 00’ €KTL.
PospobHMKaM Ta KOpuCTyBadaM IIporpaM Ta CXOBWIIL HaHMX, IO
i1 €IHaHi 0 KOMIT'IOTepHOI Mepexi, 3HaTH 11i YMHHUKIN BaKINBO, 11100
MaTy 3MOTy HOCWIOBATHU CTIVIKICTh JO MepeXXeBUX aTaK Ta BpaxOByBaTu
Te, 3 YOro KOPMUCTAIOTHCS HAlaAHVIKN. 71 TOTO, 11100 BUSBUTY YMHHUKY,
Ha 0as3i 3araJIbHOMOCTYIIHNX JKepesl IIpoaHaIi30BaHO IIi TUIIN MepexKe-
BUIX aTak. 3 ypaxyBaHHSIM pe3yJIbTaTiB aHasli3y OKpecjIeHO HallpsMU I10-
CWJIeHHS CTIiVIKOCTI O MepeXXeBUX aTak.

1. OcHOBHI Ta JONIOMi>KHi TepMiHM

BusHaueHHsA aTaku Ha iHdopMarliniHy cucremy, Kibepatakm. bysio 3a-
IIPOIIOHOBAHO TaKi BU3HaUYeHHs aTaKy Ha iHdOpMalliliHy crcTeMYy:

— «Hamaz Ha cucTeMy Oe3IleKw, IO IOXOAWUTH Bifl iHTeIeKTyaIbHOL
3arposu;, ToOTO po3yMOBOI fii, IKa € YMMCHOIO cIIpo00io (0co0IMBO y ceH-
ci meTozy abo criocoby) oOivrTy ciTy>xOm Oesrekn Ta HOPYIINTH Oe3reKy
cuctemn» [1] (2000 p., ImxeHepna poboua rpymna linteprery (Internet
Engineering Task Force));

— «Oynp-siKa 3JI0BMMCHA JisUIbHICTh Y HaMaraHHsIX 30upatu, mopy-
IITyBaTH, He JlaBaTy BUKOPUCTOBYBATH, IICyBaT abo PyVHYBaTU pecypcu
iHdopwmarrivHoOl cucteMu um camy iHdopwmariito» [2] (2010 p., KomireT 3
cucteM HaulioHaspHOI Oesneku (CLIA) (Committee on National Security
Systems)).

ByJs1o TakoX 3aIIporIOHOBaHO TepMiH «KibepaTaka»:

«aTaka depe3 KibepIipocTip, cpsiMOBaHa iHiIliaTOpoM Ha BUKOPVC-
TaHHA KiOepIpocTopy 3ajid NOPYIIeHHs, BUBEIEHHs 3 JIaly 4u 3JI0B-
MICHOIO KOHTPOJIIOBaHHS KOMII IOTEpHOIO ceperosuina/iHdpacTpyk-
Typu abo pyVHYBaHHS IIUTICHOCTI JaHMX 9y BUKpPaJeHHs KOHTPOJIbOBa-
Hoi iHdopmarii» [2] (2010 p., KomiTteT 3 crcTem HalioHaIbHOI Oe3rexm
(CILIA) (Committee on National Security Systems)).

Indopmamninna 6e3nexa. OcHOBHI SIKOCTi iHOpPMaIliltHO1 Oesrexkn —
e Tak 3BaHa KLIJI-Tpiana (CIA: confidentiality, integrity, availability) [3]:

K — xondigenninHicTs (11100 yumamuy naHi Ta mepenmcky (TodTo Te,
IO TIepela€ThCsl KaHaJlaMU 3B 53Ky ), ITOTpiOeH 1103Bis);

LI — miicHicTs (11100 disimu 3 JaHWMM Ta KaHaJIaMM 3B 3Ky, TIOTpiOeH
TI03BiN));

J — IocTyIHiCTb (KOpyCTyBad Ma€ AOCTYTI 110 AaHMX Ta KaHaJTiB 3B 43KY).

MepeykeBa aTaka. Y fgaHiit poOOTi mIeTbcs IIpo MepexkeBi aTakm. Me-
peXXeBOIO aTaKOIO HasMBaeMO KibepaTaky, IO 3/iVICHIOETBCS dyepe3 KOM-
II'IOTEPHY Mepexy.
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Tz cemMaHTMKOIO MepeXkeBOol aTaKy PO3yMieMO OIvC Ilepeliry Ta pe-
synbTaTiB araky. CKIagHMKaMM OIIVICY € BiJOMOCTI ITpO: JKepesIio aTaku,
00’eKT (IIUThOBY XXepTBY) aTaky, MeTy aTaKW, Ail, 1[0 BUKOHYIOTbCS IS
IIOCSITHEHHS MeT 11 JOIIOMDXKHI 3aco0u 37IiVICHeHHS aTaky Ta ii HOcii, pe-
3yJIbTaT aTaKM.

3a HaoIgKaMy MepexeBa aTakKa ITPU3BOAUTD O HNOPYIIeHHs OfHiel
uy KitbKox ckitagHuKiB KLJI-Tpiamy.

Mertoro HaltaJHVKIB, 1110 3/IiVICHIOIOTh MepeXKeBi aTaky, €:

— KOHTPOJIb POOOTM MepeXXi ado 11 CKJTaIHVIKIB, a TAKOXK KOMIT IOTePHMX
CI1y>KO, iz’ emHaHMX 10 Mepexi;

— MHOpyIIeHHs ie30aTHOCTI Mepexi abo 1i CKJIaIHMKIB, a TaKoX
KOMII FOTepHVIX CJIyXKO, i € THaHMX IO Mepexi.

HomoMi>kHi TepMiHN. Affpeca IPOTOKOITY iHTepHeTy, abo IIT-agpeca
(IP address, ckopouenns Bif, Internet Protocol address) — 4mnciioBa mo3HauKa
IIPVICTPOIO, IIPUETHAHOTO /10 TaKOI KOMIT JOTEPHOI MepeXi, 1110 BUKOPVIC-
TOBY€ IS 3B'S13Ky Habip MepekeBUX IIPOTOKOJIIB, BiTOMIII Hin Ha3BOIO
TCP/IP. Anpeca KOHTpPOJIIO AOCTYIly A0 cepemosuiiia, abo K C-ampeca
(MAC address, ckopodeHHs Bif medium access control address) — yHiKab-
HUM ifeHTndiKaTop, IPUICAHNI KOHTPOJIepY MepexXeBoro iHTepdericy
(NIC), BUKOPUCTOBYEThBCS SIK MepekeBa ajipeca JIsl 3B" 3Ky B MeXax cer-
MeHTa Mepexi. CermMeHT Mepexi — Iie JUISHKa KOMIT IOTEPHOI Mepexi.
Twr ta 06cAr cermeHTa 3aj1€XXaTh Bifl TUITY MepexXi Ta IIPUCTPOIO U IIpU-
CTPOIB, 1110 3aCTOBOBAHO IS 3 €JHaHHS KiHIIeBNX By3J1iB. ['ocT (host) — By-
30J1 iHTepHeTY, sikui Mae IIT-ampecy.

2. Ataka «BigMoOBa B 00C/IyroByBaHHI»

Ataka «BigMoOBa B oOciyroByBaHHi» (BBO, denial-of-service attack, DoS
attack) [4, 5] — mommmpenmyt TUII MepeXXeBIX aTak, IIOPYIILy€E JOCTYIIHICTh
Ta KOHIIeHIIIIHICTb.

CeMaHTMKa aTaK¥M «BiMOBa B 00CJIyroByBaHHiI»

IDxepesom amaxu € 3710BMMCHa ocoba, sIKa IMPOBa/IUTh aTaKy BJIacHO-
Py4 3a JIOIIOMOIOI0 OOUMC/IIOBa/IbHOI MallMHM YM iHIIIOIO TeXHiYHOIO
IIPUCTPOIO 3 IIeBHOIO agpecoro B iHTepHerTi (I[1-agpecoro) abo 3a moromo-
roI0 3aco0iB, 0 YMOXJIMBIIIOIOT IIPOBEIeHHs aTaKy aBTOMAaTU30BaHo.

O0’exmom amaku € abo obUMcIIOBa/IbHA MalllVIHA UM MepeXXeBUll pe-
Cypc, 30KpeMa, cepBep UM BeOCTOpPiHKa, IIifT € HaHi 10 Mepexi, (aTaka piB-
HsI Mepexi), ado mpoliec (aTaka piBHs 3aCTOCyBaHHSI).

Memoro amaxu € IOpyIIeHHd 4y PyVIHYBaHHS di€30ATHOCTI II€BHOI
CITy>K0m, IT10 TIiT €THaHAa JT0 MepeXxi.

Mii, wjo Buxonyromoca 045 docaeHenns memu amaxu. PisHOBUAM 11ivi Ha-
IMaJTHMKa TaKi:

® 3axapallleHHs PecypciB XXepTBU:

— HalaIHVK HafICMIa€ IIUTOBIV JKepTBi OaraTo 3ammTiBs, 110 TOTPeOy-
IOTb BiJIITOBI[Ii, 3aBaHTa)KyI0uV JKePTBY CBOIMM 3aBIaHHsMM 10 TaKOI Mip¥, 110
00CITyroByBaHH: Helo iHITIVX KOPWUCTYBayiB YTIOBUILHIOETHCS 800 OJIOKYeThCs;
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— HaIlagHMK HaJ/CWIaE IIUIbOBIN XepTBi BeyMKi oOcsarm maHmx ado
TaKi 3aImTy, BiIIIOBii Ha sIKi TOTPeOyIOTh IepecrIaHHS BeIVKIX 00CsTiB
JlaHVX BiJl )XepTBY, Yepe3 IO IepeBaHTa)Xy€eThCsd ITPOITyCKHa 3/1aTHICTh
KaHaJIy 3B 13Ky XXepPTBY, a I1e CIIPUUMHSE YIIOBUIbHEHHS 00CITyTOBYBaHHS
abo He3aTHICTH OOCITyTOBYBATH iHIIIVIX KOPUCTYBayiB;

— HaIlaJHVK iHinitoe OaraTo 3'€qHaHP 3 [UTLOBOIO XXEPTBOIO Ta ITifl-
TpUMY€ IX HaliBBIIKPUTUMMY, Yepes 1110 BUYepIyIoThCs pe3epBu 3 €IHaHb
3 )KepTBOIO 71 BOHA He MOXKe 00CIIyroByBaTy IIPpaBOMipHVIX KOPUCTYBadiB;

® CIIOBUIbHEHHS PYXY JaHMX:

— HaIlagHMK Ha[cCWIa€ LIIbOBIV )XePTBi IIPaBOMIpHMII 3alIUT Ha IIe-
pecwiaHH: (HallagHVIKY) JaHMX BeJIMKOIro 00cATy, ajle 34iVICHIOE YMTaHHA
BI/ITIOBi/Ii BKpay IIOBUILHO, Yepes 110 Ha/I0BIo 3MEeHIITY€ThCS MOXKJIVBICTh
JKEPTBY 0OCITyTOBYBATM iHIIIX KOPUCTYBayiB;

— HalaJHMK HaJCcwWIae IIUILOBIV JXepTBl NpaBOMIpHUN 3allUT Ha
IepecyIaHHs (KepTBi) JaHMX BEJIIMKOIO 00cAry, ajle mepecwIae JaHi
BKpavi OBUJTBHO (B 000X VX BUITAZIKax 3aTATYBaHHS Yacy PyXy HaHMX
HaJIOBrO 3MEHIIYE€THCS MOXKIIMBICTD XepTBY 00CIIyroByBaTy iHIINMX KO-
PpUCTyBadiB);

e HaITaIHMK BifJlajleHO aaMiHicTpye o0sagHaHHS IIUILOBOI XEPTBU
(MapiIpyTHM3aTOpWM, IPUHTEPY, iHIIIe 00IaJHAaHH), IOIIKOKYIOUM CIC-
TeMy XXepTBU A0 TaKoi Mipw, ITIo ii Tpeba 3aMiHnTI ab0 HepeycTaHOBUTI
o0OJyramHaHHS.

Pesyavmam amaxu:

® TSI KEPTBUL:

— 30UTKM Ta BTpaTy pi3HOTO THUITY (MaTepiaIbHi, pelryTalliViHi TOIIO)
yepe3 IOPYIIeHHsI y PoOOTi c1yxO0u, 110 3a3Haja Harmasy, abo 1i pym-
HyBaHHS;

— OTpMMAaHHS CTUMYJIIB O BUSBJIEHHS [pKepesla Hallajly Ta BUSIB-
JIeHHSI IPUYMH yCHiXy Hamaay, a TaKoX [I0 YAOCKOHaJIeHHs OopraHisallil
CJ1y>KOm, 1110 3a3HaJIa aTaky, Ta Oe3eKoBVIX 3aX0/iB;

e IS HaTlaJIHVIKa!

— poboTy TIeBHOI CITy»XOm, 110 i €MHaHa 1O Mepexi, TopyIIeHo abo
HPUIVHEHO;

— HaIlaJHVK MOXe JaJIi BUKOPUCTAT pe3yJIbTaT aTaKy SK MOXIIV-
BiCTh IIAHTaXXyBaTV JKePTBY, BUMAara4uy BUKYII 3a YCyHeHHs HaCJIIKiB
Hamajy.

Ilepura B icTopit ataka BBO crasacs 6 Bepects 1996 p. [6].

Pisnosumammn araku BBO € posmonisieHa ataka BBO (distributed
denial-of-service attack, DDoS attack) Ta po3mmpeHa mocrtintHa araka BBO
(an advanced persistent DoS attack).

2.1. Po3nionisieHa aTaka «BiIMOBa B 00CJIyroByBaHHIi». fIKiIo aTaka
BBO 3pivicHIOETBCSI OHOYACHO 3 KIJIBKOX JKepeJl, TO TaKa aTaka Has3lBa-
€Tbcs po3mopiIeHor0 atakoo BeO [5]. Hamanm mMoxe 3mivicHIoBaTHCS Ha
KiytbKa 00’exTiB ogHOUacHO. Ataka BBO BBaXka€Tbcs pO3IMOIiSIEHOO aTa-
koto BeO, Ko y Hilt 3amistHO OistbInie, HiX 3-5 By3itiB pisHMX Mepex [7].

Posnioninieni arakn BBO 3mivicHIOIOTBCS, 30KpeMa, Ha XMapHi cepsicu [8].
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Posnopminena ataka BsO e Oinpinn Hebe3nmeunoro, Hixk ataka BsO,
IT03asIK 3aXVICTUTVICS Bif Hel Bakde. Macrrtabu posmoiteEnx atak BBO
OCTaHHIM "YacoM 30inmpumuincs 1 nepesutiyum obcsr 2.3 T6/cex [9, 10],
a TaKOX JOCATIIV ITOKa3HMKa 71 MITH. 3anmTiB Ha cekyHay [11].

Posnonineni araku BBO OyBatoTh piBHsS Mepexi Ta piBHS 3acTOCYBaH-
He (piBHA npuxiagHux nporpam (I1IT), goctyn go sikmx 3abesrnedyeTbcs
uepe3 Mepexy). ATaky piBHs MepeXi IOTYy>KHi, ajle yacToTa 1X 3MeHIIIye-
Thes [12]. Ataku piBas 111 He MaroTh TeHIeHIII 10 3MeHITIeHH: [12]. BoHn
NIOTpeOyIOTh MeHIlle pecypciB, HDK aTaky piBHS Mepexi, ajle 4acTo Cy-
I POBOIXYIOTH IX.

CemaHTHKa po3nogieHoi ataku BBO

O0’exmu amaxu. Posnmoniyteda ataka BBO Moxe MaTv OMH 41 KiJTbKa
00’eKTiB Hamazy.

Ixepesom amaxu € 37I0BMMCHa 0co0a, III0 IIPOBaUTh aTaKy 3a JI0II0-
MOT0I0 3ac00iB, III0 YMOXJIVBIIIOIOTE 3[IiVICHEHHS aTaKy aBTOMaTM30BaHo,
abo rpymna 3JI0BMUCHVIKIB, IIIO 3[IiVICHIOIOTH aTaKy BJIACHOPYY YW BUKO-
PUCTOBYIOTS CIIelliajlbHe IMporpaMHe 3abe3neuenHs (I13).

Criocobu popmMyBaHHS MHOXMHU JIKepesT aTaKu:

— dopMyeThCd Ipyma JIIOAeV, y9acHMKM SIKOI 3a JJOMOBJIEHICTIO OfI-
HOYaCHO IIOYMHAIOTh Hamnaf (ataky BeO) 3 pisHMX mXKepesl Ha IeBHY IIi-
JILOBY XKepTBY ab0 Ha CyKYIHICTb IIUJIbOBUX XePTB;

— dopMyeThes rpy1ia Jiofer, 10 HajlaloTh 3JI0BMVICHVIKY 3TOJy BU-
KOPUMCTOBYBaTH IXHE 00IaTHAaHHA [T 3/iVICHeHHS aTaKW;

— dopmyeThcs Mepexa 00TiB, TOOTO rpyra NpUCTPOIB, IifT eTHaAHMX
110 iHTepHeTy, Ha KOXXHOMY 3 gKMX ITpalffoe ogMH abo Kilbka OoTiB (BeO-
po0oTiB, TOOTO MPUKITAAHMX IIporpaM, fKi y BeJMKMX MaciTabax 3a-
ITyCKalOTh aBTOMAaTV30BaHi 3aB/IlaHHA yepe3 iHTepHeT).

Mema amaxu. Meta posniogiienoi araku BsO piBHsA Mepexi Ta cama,
1o 71 MeTa ataku BBO. Posnoninieni araknu BsO pisns I1I1 3givicHIOI0TBCA
31e0UIbIIOro 3 MeTOI0 PO3PUBaHHS TpaH3aKIill Ta OTPUMAaHHS JOCTYITy
1o 6a3 maamx. Takox MeToro po3nopiyteHnx atak BBO Moxe OyTw cripu-
YMHeHHs I0JIaTKOBMX BUTpaT Ha Oomi omepaTopa I1I1, gxum BUKOpuCc-
TOBY€ pecypcy Ha OCHOBI XMapHMX 00umciIeHb; 1le pobuThcd, 1100 3aB-
natv dinaHcoBux BTpatT BiacHUKY IIIT abo 3pobOutm vioro MeHII KoH-
KypeHTo3gaTHUM [8, 13, 14].

Mii, wjo Buxonyromucs 045 docseHenHa memu amaxu. Lle fi1, mo j1eXars B
ocHOBi atak BsO.

Pesyavmam amaxu. Posnopiteni araku BsO piBHa Mepexi cripyam-
HSIOTh TaKi caMi HacJIIKM IS LIUIbOBUX XepTB, K 1 aTaku BeO, ane y
OinpImix Macrrrabax.

Atakm piBHs 111 MOXyTh HOpyIIUTH POOOTY CIIyKXO IOBepHEHHS
iHdopMmariii (3a 3armMTOM 3aMOBHMKA) a00 (PYHKIIIT ITOITYKY Ha BeOcarTi.

2.2. PosmmpeHa nocTiliHa aTaka «BiZIMOBa B 00CJIyroByBaHHi». ATa-
Ka 1IbOTO pisHOBUAY (posmivpeHa IocTinHa artaka BsO) [15] cranoBuTh
PpO3MIVpPeHy IIOCTIVIHY 3arpo3y IPOTArOoM TpuBaJIoro nepioay. Havposma
BilloMa aTaka I1bOro Tty TpuBasia 38 mHis [16].
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CemaHTHKa po3mIMpeHoi mocTirtHoi ataku BBO

O6’exmu amaxu. KiyibKa IIJTbOBMX XXePTB: OfHA CIIPaBXHs, OCHOBHA,
peliTa — IOPYyTOPSIHI, HUMWU KOPUCTAIOThCs, abul BilBepHYTU yBary Bif,
Hallazly Ha OCHOBHY.

Ixepeso amaxu. Take came, K y posnozisieHin atari BsO.

Mema amaxu. Taka cama, ax 71 atraku BsO, posnoainenoi ataku BsO.

Mii, wjo Buxonyromocs 045 00CieHeHHA Memu amaxil.

Posmmpene 30H1yBaHHS (30MpaHHS Ta aHAJTi3yBaHHS IIepell aTaKoo
IlaHVX, BiTHAVIEeHNX y BIIKpUTHUX JKepeslax; MoCIeHe CKaHyBaHHs 3a-
11 YBe[leHHsSI B OMaHYy, aOyi IIpOTSATOM TpUBaIVIX I1epiofliB YHUKATW BU-
ABJIEHHS).

3nivicHeHHs HaraJy Ha OCHOBHY Ta APYTOPsIHI XepTBU, TaKTUYHe
IlepeMMKaHHS MK KiJTbKOMa ITUISIMY, a0u BiIBEpHYTHM YBary M yXUIUTICS
BiJI, 3aXMCHMX 3aXO/IiB.

3nivicHeHHST OTHOYACHMX 0araTOIOTOKOBMX aTaK 3 BUKOPVCTAHHSIM
CKIIaJHMX 1HCTPYMEHTIB, IO MNpalfoloTh Ha piBHAX 3-7 Moper
B3a€MO3B 513Ky Bigkputux cucreM (Open Systems Interconnection, OSI) [5],
TOOTO Ha PiBHSX Bifl IIepeHeceHHs [IaKeTiB TaHMX Y MEPEXXeBOMY Cepero-
BUIIIi 710 KOHTaKTyBaHHH 3 KOPUCTyBadeM.

Y3romxeHe BUKOPHMCTaHHS 3acO0iB IIPOTSATOM yChOTO IIepiofy Harlay.

Pesyavmam amaxu. YpakeHHsI OCHOBHOI )XepTBM, IIOPYILIEeHH: Yy po-
60Ti APyTOPAIHNIX KEPTB.

3a3HaumMMo, 1110 BilMOBa B OOCITyrOBYBaHHI MOXe BUHUKHYTY He JIV-
Ile y pe3yJIbTaTi 3JI0BMUCHVX CITIaHOBaHMX [Iill, AK-0T aTaku BBO uut pos-
riogteHi ataku BBO piBHS Mepexxi, a TaKOX depes Te, IO 3aHaITO OaraTto
3BUYAVHVX He3aJIeKHVX OJVH BiJl OJJHOTO IPaBOMIpHMX KOPUCTyBayiB
IIOYMHAIOTh MaVDKe OJHOYaCHO 3BepTaTwcs 10 IIeBHOI CIIyKOm, mepe-
BaHTaXYIOUM il pecypcu.

2.3. Crmoco0m 3aivicHeHHst atak BBO

Ataxu BBO 3mitiCHIOIOTBCS:

— HaBJILHMM HartazoM, TOOTO MIBUIKO 3aBTIOOYM 00 €KT aTaku 3a-
IIMTaMM Ha 0OCITyTOBYBaHH: (Iif0Un «Ipy0OOI0 CYIIO0»);

— 3 BUKOPWCTAHHSAM 3HaHb IIpo poborty IIT xepTBu Ta MepexeBmx
IIPOTOKOJIiB, a0V CKJIACTM 3aBJIaHH IS )KePTBY, sike Oyzle cxoxXe Ha IIpa-
BOMipHe, ajle BUCHa)KyBaTVIMe Pecypcu XepTBY;

— 3 BUKOpMCTaHHAM IIKiymBoro [13 Ta 3aBasiki KOpUCTaHHIO 3 He-
IIOJTIKiB Ta Bpa3IMBOCTeN Ha OOIli JKepTBIA.

AOBu YHUKHYTHU BUSBIIEHHS CUCTeMaMyl Oe3reku 3 OOKy XepTBU Ha-
MagHVIKY BIAIOTbCA A0 MinpoOsieHHd ajipec BilIIpaBHMKIB y iHTepHeTi
(ITT-amgpec).

3nivicnenHs ataku BBO rpy0oro ciioxo

HarmagHuK cripsiMOBY€ Ha IIUIbOBY JKEPTBY BEJIVKMI 32 0OCSTOM ITOTIK
ITaKeTiB, 3axapallylodl pecypcu >XKepTBU, depe3 IO IepeHacUdyeThCs
IIPOITyCKHAa 3[IaTHICTh 00 BUYepIYIOThCS iHIII pecypcu CCTeMI KePTBIA.
Harman 3 GaraTbox mmKepert HiICVIIIOE 3MATHICTh IepeHaBaHTaKIUTI CMYTy
IpoITyCKaHHs. /DI aTaKk BUKOPMCTOBYIOTh ITaKeTH JIaHMX, IO IepeHo-
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CATBCA Y MepeXi 3a JOIIOMOIOI0 Pi3HOMaHITHMX ITPOTOKOJIIB iHTepHeTy
(TCP, UDP, ICMP Toto [5]).

3nivicnenHsa ataku BBO Ha ocHOBi 3HaHB IIPO PoOOTYy aTaKOBaHMX
00’€KTiB (BMKOpVMCTAaHHA HallagHMKOM (PyHKIIOHATBHMX 3aTHOCTEV
JKepTBM 4 Mepe>KeBoro 001aJHaHHs, AKMM KOPUCTYEThCS JKepTBa)

Kopucmanns 3 abmomacumabdybanns

ADOW 3abe3meunTV THYUKIiCTH OOCITyTOByBaHHSI Ta HaJIeXHY VIOTO
SIKICTB, AesKi cryx0m, I1I1, 1110 mpalforoTh Y XMapHOMY CepeIOBUIITi, BU-
KOPWCTOBYIOTh aBTOMAacIITaOyBaHHs, TOOTO MexaHi3M 30iIbIIeHHsS a0o
3MeHIIIeHHd 3aCTOCyBaHH: (IUIaTHIX) PecypciB 3ajIeXHO Bifl 00cAry Bxif-
HOro ITOTOKY faHux. HamagHuK cripsMoBye Ha XXepTBY HOTIK JaHVX, IIOKI
JKepTBa He 30UIBIINTB CBOT pecypcy, abv BIIOpaTuCs 3 MM IIOTOKOM, ITic-
JIS IILOTO HallaJIHVIK IIPU3YIMHSE aTaKy, a XepTBa 3aJIMIIacThCA 3 Ha/IMip-
HVM PecypcoM (sKuit MycuTb orulauysati). JKepTsa 3MeHIIye pecypc, a
HallaJHVK BiTHOBJIIOE aTaKy. XBWIi aTaKVl MOXYTb IIOBTOpIOBaTHCs. ATa-
KOIO TaKOTO Pi3HOBULY € aTaka 110-110 (yo-y0) [8, 13, 14]. XKepTsa morepriae
Bill moripireHHs SIKOCTi 00CITyTOBYBaHHS IIpaBOMipHMUX KOPUCTYBadiB y
riepiofy MaciTaOyBaHHs, a TaKOX Bifl PiHAHCOBMX BUTPAT Ha Ha/JINIII-
KOBI1 pecypcu.

Kopucmanns 3i cnocobib pobomu npomoxoai6 inmepremy i moxaubocmi
Gemanobatobamu sHanenns napamempib npomoxosié

[11s1 BUCHa)KeHHSI pecypciB XepTBU HallaJHMK BUKOPUCTOBYE CIIOCiO
poboTu mpoToKOIIy KepyBaHHA Ilepenaueto (Iransmission Control Protocol,
TCP [5]), a came noriepeHivt 0OMiH ITOBiTOMIEHHAMM («PYKOCTUCKAHHS»)
y Tpu etanm. HarmamHmK He BrMarae 3aBepliieHHs IIpo1iecy pyKOCTMCKaH-
Hsl V1 HAMara€eThCsl BUCHaKUTY Yepry 3aluTiB Ha 3'eqHaHH4 (depry SYN)
y IIYHKTI IIpM3Ha4YeHHs ab0 IIeperloBHUTY CMYTY IPOITyCKaHHS cepBepa.
ITpuxiiag Takoi aTaku — 3axapameHHs SYN (SYN-flooding) [5]. Haman-
HUK CTBOPIOE HAIIBBIIKPUTI 3'€IHaHHS 71 TaKMM YMHOM BUUEpPIIyE I10C-
TyIIHi 3'€HaHHS XXepTBU. 3MiVICHIOETbCS aTaka TaKMM 4nHOM. ['ocT Haf-
CWIIa€ cepBepy BeJIMKY KUIbKICTh ITaKeTiB, 94acTo 3 IiIpo0IIeHoI0 ampecoro
BignpaBHuKa. KoXeH 3 makeTiB ceppep 00po0OIIIOe SK 3aUT Ha 3'€THaH-
Hsl, I 9OTO TOPOJIKY€ HaIliBBiIKpuUTe 3'€/IHaHHS, ITOTIM HajiCWIae Ia-
KeT-BiIIIOBiZIb Ta YeKa€ Ha BiIIIOBiAb 3 afgpecy BilllpaBHMKa. JIKIo agpeca
BifIlIpaBHMKa Migpo0sieHa, BiAMOBiIb He HaJXOOUTb, a 3 €AHAHHS 3aJIV-
IAEThCS BIIKPUTUM. 3PelITolo JIOCTYIHI 3'€lHaHHS cepBepa BUYepIy-
IOTBCS, VI BIH He MOXKe 00CIIyroByBaTy IIPaBOMipHIX KOPUCTYBadiB [5].

[ITo6 BudyepmaTi pecypcu KepTBYU, HaNlaJHUK BUKOPUCTOBYE MOX-
ymBicTh 3agaBatv napaMmerput TCP. Bin Hajicvtae mpaBoMipHi 3aliTy piB-
H 3aCTOCYBaHHS (TOOTO IIPUKITQIHMX IIpOrpaM), ajle 3MiVICHIOE UMTaHHS
Bi/ITIOBiZIeV1 BeJIbMV MIOBUIBHO, Yepes3 II0 3'€IHaHHS JT0BIO 3aJINIIAIOThCS
BIIKpUTHUMMU 71 pe3epB 3'€/IHaHb XXepTBU BudepnyeTbes. 11106 saTsarysatu
4Jac pyxy JaHuX, HallaJTHVK BCTaHOBIIIOE Iy Ke MaJInil po3Mip BikHa IIpu-
oMy TCP v1 noBijtbHO criycrourye 0ydep npuniomy TCP. [17]

Hamamamk BuKopwmcToBye criocid obpobienns sanmry POST 3a mo-
IIOMOI'OI0 MepPeXXeBOro IPOTOKOJIy IleperaBaHHs rineprexcris HTTP. 3a
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sarmutoM POST BeOcepBep Mae IPpUMHATH JaHi, BMillleHi y TUIO 3anuTy,
3rigHO 3 00CSATOM TaHMX, IO HaZIaHO y 3ar0JIOBKY 3anmTy. HamamHvk Haz-
cwlae rmpaBoMipHM 3arosioBok HTTP i3 3anturoM POST, a masi Hapcmiae
TUJIO HOBiMOMJIEHHH i3 BKpavi Masioro mBuiKicTo. LltsoBuit cepsep Ha-
MaraeTbCsl IPUHATHU IIOBIIOMJIEHHS BiJIIOBIIHO 0 3Ha4YeHHs ITapaMeT-
py «doxwuna Bmicty» (Content Length) y 3arojioBKy, 110 MOXe TpUBaTu
mosro. HamagHuk iHiIlitoe coTHi-Tvcaqil Takmx 3'€IHaHb JOTH, TOKM YyCi
pecypcu It BXimHMX 3'€MHaHb Ha OOIli )kepTBU He BUUepIIaloThCs, Yepe3
110 iHI 3'€HAHHS YHEeMOXJIVBIIIOIOTCS, TOKM He OyAyTh HaficiaHi yci
JaHi, M0 TmovasIv HajcwiaTucs. [18]

HanagHmK KOpucTaeThCs 3 MOXKJIMBOCTI 3a7aTV TPUBaJIiCTh Yacy ic-
HyBaHH: TaTarpamu (3HadeHH: 1ot TTL (time to live) y 3aroioBKy iH-
TepHeT-I1akeTa). BiH Hazicvlae makeTu 3 MaiiuM 3HadeHHAM TTL. SIkino
vac TTL crummBae, nakeT Bigkupaerbes, a LIIT mapmpyrusaropa mMae
cpopMmyBaTH Ta HajicjIaTH BiIIOBiAb IIPO MepeBUIleHHs Yacy 3TilHO 3
MepeXeBMM IIPOTOKOJIOM KepyBaHHs IIoBimoMiieHHsMu (Internet
Control Message Protocol, ICMP [5]). ITopomxeHHsI BeJIMKOI KiJIbKOCTi
BI[IIIOBifIeVi MOXe IIpu3BecTu 10 nepeBaHTaxeHHs LI mapmpyrusaro-
pa [19].

Onnn 3 pisHOBWUIB 3axapalllyBaHHS Ta BMCHa)XXyBaHHs pecypciB
XepTBu aTaku BBO — 11e mepeBmIlieHHsI IPOITyCKHOI 3[aTHOCTI KaHaJTy
3B's13Ky XXepTBU. BusBusiocs, 1o € OaraTto cayx0 (Ta BiAIOBimZHMX ITpoO-
TOKOJIiB), SKMMM MOXKHA CKOPUCTATHUCA 4K Biffi3epKastoBadamMyu (TOOTO
3acobamm, 1110 HaJICWJIAIOTh BifIIOBi/b BilIIpaBHMKY, HaBiTh TOMi, KOJIV BiH
i He TIOTpeOye) M1 MiACVIIEHHS aTaKy Ha BUCHa)KeHHSI CMyTU IIPOITyC-
KaHHS. 711 HM3KM IIPOTOKOJIiB 004mciieHo KoedillieHT mincmieHHs (e
€ crielliajibHa Mipa oOcsry iHdopwmariii, 1110 HaJCWIAE€ThCS Y BifIIOBiAb
BignpasHMKYy) [20]. Tax, HampuKiIam, y BiAIIOBiNi Ha 3alMT IO cepsepa
NTP (NTP — Network Time Protocol) 3 BUKopucTaHHSIM KoMaHau monlist
BiZIIPaBHVIKY HaJICWIAKOTLCS BiIOMOCTI ITPO COTHI I'OCTIiB, IIO OCTaHHIM
4acoM 3anmTyBasm yac y cepsepa NTP.

3acmocybanna sHans npo podomy I1I1 na boyi xepmbu

CranpaptHi sanmtit HTTP HancuIaloTecs 1IUIBOBOMY BeOcepBepy dac-
TO, IIPY LIbOMY 11 0OpOOJIeHHS IaHMX 3allUTy HOTPiOHI cxiIamHi mIpo-
1Ile[1ypy, 1110 I10oTpeOyroTh OaraTto yacy, abo omepariii 3 6asamMu JaHUX,
SKi MOXYTb BUUEpIIaTI pecypcu 1iyIboBoro Bebcepsepa. [Tpuxiiamom aTa-
KV Takoro Ty € ataka CC [21-23].

3acmocyBannsn 3ac00i6 inmepremHoi meseqpoHii

3acobu iHTepHeTHOI TestedoHil (TOOTO TerrepoHHOrO 3B'A3KY 3a [10-
IIOMOI0I0 IIPOTOKOJIY iHTepHeTy) HJaloTh 3MOTy IIOPOIXKYyBaTu (HaBiTh
aBTOMAaTM30BaHO) BEJIVIKY KUIBKICTh TellepOHHVX BUKIIVKIB VI BUKOPUCTO-
ByBaTMU Ile 111 aTaku BBO [24, 25].

3ninicHeHHs atak BBO 3a momomororo mkimymsoro I13 ta xopuc-
TaHHA 3 Bpa3/IMBOCTeN Ha 00Ii >KepTBM Ta Bpa3/IMBOCTEN MepesKeBMUX
IPOTOKOJIiB

HIxioaube I13 y amaxax B60
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Hanaguuk BOymoBye 3acobm 3pivicHeHHs ataku BsO y mikimmse 113
(K-0T XxpobaKmy, TPOsIHM), dKe MOTpaIUIse y IIeBHY CUCTEMY, a JaJli aTaka
PO3IIOUNMHAEThCS Oe3 BijoMa BiIacHMKa i€l cuctemn. ITpukiagamm Takoro
I13 € xpobak MyDoom [26], 1110 3a1TycKae aTaKy y BU3Ha4eHM JIeHb Ta Jac.

IMpuxinagom mkimmsoro 113, mo 3amyckae ataky BsO, € Stacheldraht
[27]. s 3mivicaenns atakmu BBO 3a mortomororo Stacheldraht 3;moBMUCHMK
CHIOYATKY ypakae mKimmsymM I13 HusKy cricteM, 10 3ilICHIOI0TE 00po0-
JIeHHd JaHWX, JaJli BUKOPVCTOBYE KITIEHTChKY ITporpamMy, abu 3B's3aTmcs
3 VMM CUCTeMaMM, a BOHM AaloTh KOMaHM 30M0i-areHTaM IIpocyBaTy
ataky BsO. Y ararii 3a mormomorozo Stacheldraht HatagHUK KOPUCTAETHCS
3 BpasJIMBOCTEeV IIporpaM, 110 OOCIyTOBYIOTh BimjaseHi 3 €eqHaHHS 7
IIpalfOOTh Ha BifJaJIeHNX rocTax, 10 € IUTbOBMMM XepTBaMU.

Hamagm pisrs I (piBHS 3acTOCyBaHHS) KOPUCTAIOTHCA 3 HedeKTiB
y IIporpamMax, II[0 4eKaloTh Ha 3B'S30K 3 BiJTaJIeHMMM rocTamu, 7 BU-
KOPWCTOBYIOTh IIporpamMu-mposiasu (Tuil Ikigmmsoro I13, exploits), mo
MOXyTb 3MmycuTn I111, 9Ki BUKOHYIOTBCS Ha cepBepi, 3aIlOBHUTU JIVICKO-
BUVI IIPOCTip UM BUUepIaTy yCIo JOCTYHHY IaM STk abo uac LIIT. ITpuk-
JIafIoM Bipycy, 110 BUUEepITy€ HasBHI pecypcu cucteMy, € fork-bomb [28, 29].
Bipyc fork-bomb micTuTh HeckiHueHHUM LMKI. [Tpm poborti Bipycy mos-
TOPHO 3aIlyCKa€ThCs OAVH VI TOVI caMMM IIporiec, 1o nommHae dac LI, a
TaKOX 3aBaHTaXy€e TaOJINMIIO IIpoIeciB onepariviHOT CYCTEML.

Hamagnuk BgaeTbes 1o aBToMaTuU3allil aTakyBaJlbHUX Ain. Tak, Bifgo-
Muy1 iHcTpyMeHT ataku BBO Slowloris [30, 31]. ATaka IMOYMHAETHCS 3 TOTO,
IIIO BiIKpMBAEThCA 3 €IHAHHS 3 IIUIbOBOIO XKePTBOIO — BebcepBepoM — Ta
HiIATPUMYETbCS BIIKPUTUM sKOMOTa [OBIIe. 3aco00M I MigTpuUMY-
BaHH4 BiIKpUTOTO 3'€JHaHHS € HaJlCUJIaHHS YacTKOBOro 3anmuTy. Slowlo-
ris TIepiogM4HO HajcwiIae HU3KM 3aroyioBkis HTTP, He 3aBepiiyioun 3a-
OUTy. YpaxeHi cepBepu HiATPUMYBaTUMYTh 3 €IHAHHS BiIKPUTUMY,
BUKOPVCTOBYIOUM MaKCUMaJIbHO pe3epB OJHOYACHMX MiIKIIOUeHb, Je-
pe3 110 BiAMOBIIATMYTh Y IAKTFOYeHHIX iHIIMM KITiEHTaM.

3apakeni mKimmsuM 13 KoMIT'ToTepy BUKOPUCTOBYIOTBCS SIK ITyJTb-
cyroui 30M0i, cripsiMOBaHi Ha 3[iVICHEHHS NepiOAMYIHMX HETPUBAINX 3a-
xapallleHb BeOcallTiB XepTBU 3 MeTOIO YIIOBUIbHEHHs iX poboTu. ATakuy,
CIIpsIMOBaHi He TaK Ha IPUIIMHEHHS poOOTM MepexeBUx CIyX0, dK Ha
yIIOBUIbHEHHsI poOOTI Mepexi abo MepexxeBuX CIyK0 (aTaky IOripIieH-
Hs 00CJIyrOBYBaHHS), BaXKKO BUSIBUTY, BOHVM MOXYTb TaJIbMyBaTV TOCTYTI
110 MepeKeBVX CJTy>KO TpMBasIui Yac 1 3pelTolo 3HaYHO 3aIlKoauTu [32].

Arari 3 BUKopucTaHHsAM HIKivBoro 113 mepenye minrorosua po-
6ora. CriogaTky 3a moromororo mikigiusoro I13 (xpobaka) HamagHMK
iH(ikye coTHi-TMCSUl NPUCTPOIB iHTEepHETY pedert. Xpobak MHOIIMPIOe-
TBCS Yepe3 Mepexi Ta cucreMy, IepeOnparoydn KOHTPOJIb Hal IIOTaHo 3a-
XVIIeHVMW IIPUCTPOSMU iHTepHeTy pedel (SK-OT TepMOCTaTV, TOJIVIH-
HVKU 3 TigTpyMkoro Wi-Fi, ipabHi MariHm). BiracHuK um KopucTysay
3a3BMYan He Ji3Ha€ThCA Biflpasy, 10 CTaJIOCH 3apakeHHs IpucTporo. Jari
3apakKeHWIT IPUCTPIiVl CTaE CKIAIHMKOM aTaKy: KOJIM HaOMpaeTbCs H0-
CTaTHSI KUIBKICTh 3apa’keHUX IIPUCTPOIB, BOHU OTPUMYIOTh KOMaH/Iy
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3B’A3aTVICs 3 HajlaBadyeM IIOCIIyT iHTepHeTy. TobTo crioyaTKy dpopmyeThcs
Mepexka 00TiB (0OTHeT), a TOTIM I1evt GOTHET aTakye xepTBy. [Ipuxitan —
mikigmse I13 Mirai [33], mpusHaueHe m1g popMyBaHHS Mepexi 30M0i
(6oTtHeTy).

Kopucmanns 3 Hedo4ikiB y npoexmyBanui cucmem 3 Memo cnputuHumu
CAMO3AXAPAULEHHS JKepmbBu

Harmranamk, aOw iginiroBaTn 3'€mHaHHS, HAICWIAE Ha BIIKPUTU
HopT HiTboBOI XXepTBy MakeT TCP (mmakeT, 10 TPaHCIIOPTYETHCS 3a JOIIO0-
Moroio TCP, mpoToKojly KepyBaHHs Ilepeadero), 110 oTpedye Bifrmo-
Bifli mxepeiy, ajte maHi npo gxeperto (II1I-agpeca) minmpoGieHO TakuMm
YMHOM, III0 BOHM 30iraroThcd 3 TaHVMU ITyHKTY IIpU3HauYeHHs, yepes 1110
I1iJTbOBa )XKepTBa (rOCT) MOCTIVHO Binmosimae camin cobi. ITpukitamom Ta-
Koro Harmazgy € ataka LAND [34, 35]. 3xivicHeHHIO caMo3axapallleHHs
CIIPVSIIOTH HeJIOJIKM Y IIPOEKTYBaHHI CCTeM: IPUCTPii Ma€ MOXJIVBICTD
HpuUIMaTU 32T Ha IIPOBOMOBI 3’ €JHaHHS, 1110 HaZIXOAUTD Bif IIbOTO ca-
MOTO IIPUCTPOIO.

Kopucmanns 3 npopaxynxib y narawmybanni mepexeBux npucmpoi

HenastexxHe HajtamTyBaHHS MepeXXeBUX IPUCTPOIB BUKOPUCTOBYETh-
cs y aTtaui smurf [36, 37]: HagcvwIaHHS JaHMX 3 aIpecoro TUITY «po3cisHa
agpeca» (broadcast address) yMOXJIVBIIIOE HafICWIaHHS ITaKeTiB yciM Ma-
IIVHaAM-TOCTaM IIeBHOI MepeXi, a He sIKilicb KOHKpeTHin MamnHi. Haman-
HVK HajcwiIae OaraTo iHTepHeT-IIaKeTiB 3 HiIpoOJIeHO0 aIpecoro IKe-
peJia, IPOIMCAHOIO SIK ajpeca XXepTBU. bulblIicTh NpuUCTPOIB y Mepexi 3a
3aMOBYaHHSM BidIOBIZaTMMYyTh, HafcwWIarouM Bignosigb Ha IIT-ampecy
IDKepeJia, yepes III0 MalllfHa XePTBU 3axapallly€TbCsl IOTOKOM JaHVIX.

Kopucmanns 3 xub saxucrux 3acodié

HamamHuk KOpUCTaeThes 3 HEMOJIIKIB Y 3aXVMCHMX 3aco0ax XepTBY,
uepe3 sgKi MOXJIVMBE BifjjayleHe aJMiHICTpyBaHHS OOJIaJHAHHS XEPTBU
(MapiIpyTHM3aTOpiB, IIPUHTEPIB UM IHIIIOTO MepeXXeBOro oOJIaJHaHHS).
HamagHuk KOpUcTaeTbes 3 1IMX Bpa3/IMBOCTeVl, aOvi 3MiHUTY IPOLIVBKY
HIPVICTPOIO 20O MOIIKOOWUTM 11. B pe3ysibraTi mpucTpint cTae Hemie3naTHMM,
vioro oTpiOHO pemoHTyBaTM ad0 3amirmTy [38]. Llent mpuriom 3acToco-
ByeTbcs y ataii BsO. ITpuxiagom I13 Takoro tuny e BrickerBot [39]; ne
mKimmse 13 cnprunnsge nocriiay BBO npucTpois iHTepHeTy peueri.

Kopucmanns 3 pisnomanimuux Bpassubocmeii wa boyi xepmbu ma 6a0
Mepesxebux npomoxonib

3a IOIIOMOTOI0 IPOTOKOJIYy KOpMCTyBallbkmx gatarpam (User Data-
gram Protocol, UDP), skt He BUMarae 3 €[fHaHHS 3 cepBepoM (1le O3Hayae,
mo ITT-agpeca pxepesia He IepeBipsi€TbCs, KON 3allUT IPUIMAETbC
cepBepoM), HalaJHVK MOXKe Ha/CWIaTy JKepTBi 3alMTH 3 MigpoOIIeHmX
ITT-amgpec, Binmosini Ha sKi € 3Ha4HMX 00csriB. (ITpo minpobienns II1-an-
pec nuB. y po3aii 3.)

s posnonisieHol aTaku BBO BuKOpwmcToByBasich aedekTit y 3a-
cobax 0OCIIyroByBaHHSI OJHOPaHIOBMX cepBepiB. 30KpeMa, HallaJHWUKN
KopucTainmchk 3 DC++ (KjlieHTa ofHOpaHroBOro ooMiHy dariamMu, IKOTo
MOYKHa 3aCTOCyBaTU JIst mixg'enHaHHSA 110 Mepexi «[Ipsimoro 3B’9131<y»
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(Direct Connect) u OO pO3MIMPEHOTO IPOTOKOJIy IPSIMOTO 3'€IHaHHS
(ADC protocol)), paroun KoMaHAy KJIi€HTaM BeJIMKMUX ILIeHTpPiB ofHOpaH-
roporo ooMiHy dparuramu Bif' €IHATUCS Bifll IXHBOI OJHOPAaHIOBOI Mepexi
VI HAaTOMICTh IIpUMENHATICS 110 BeOcanTy xepTsu [40-42].

Kopucratounce 3 BpasimBocTeit Ha OOIli >kepTBM, HaIlaJHMK MOXe
CIPUYMHUTY LIJIOYMCeIbHe IIepellOBHeHHs], MaHIiMyJII0I0uM MaKCUMasIb-
HVIM pO3MipOM cerMeHTa (maximum segment size) Ta BUOIpKOBWM ITiATBEP-
IDKeHHSIM (selective acknowledgment) [43, 44].

Kopucrarounice 3 Baay y MexaHi3Mi KOPOTKOI IepepBu i, Yac I10B-
TOPHOTO IepellaBaHHs TaHMX 3a JOIIoMOorolo rrpotokosry TCP, HamamHMK
HaJIc/la€ KOPOTKi CMHXPOHIi30BaHi XBWIi IIOTOKY [IaHMX, abu posipsaTut
TCP-3'eqHaHHs y KaHaIi 3B 513Ky, SKMM IepefaloThcd 11i maHi [45]. Haman
TaKOTo 3pa3ka Ha3BaHO aTaKOIO 3eMJIepuVIKu (shrew attack) [46, 47]: xomm
KIII€HT HaJICWIAE 3allUTV Ha cepBep, 3JIOBMMUCHMK OJHOYACHO HaJICIIaE
HU3KY 3allUTiB Ha MapUIpyTMU3aTOp, 3MYLIYIOUM MaplIpyTH3aTop Ipu-
3YNVHUTY IlepefaBaHHs JaHWX; ITaKeTy BiIKMIaroThCs IiJT 4ac KOPOTKOI
IiepepBu y NepefaBaHHi JaHux (retransmission timeout, RTO) (MiHIMUTb-
HUV peKOMeHJI0BaHU 4Jac Iiepepsu 1 cek.); IIicjis IepepBu KIIiE€HT I10-
BTOPHO IIepeJia€ BTpayueHi MakeTy, 3HAYHO CIIOBUIBHIOIOUN IepelaBaHHs
TCP. AGu BTpyTUTWUCS y HepefaBaHHs JaHMX KJI€HTa 7 CIIPOBOKYBaTHU
VI0ro Ipu3ynvHeHHs, HalaJHMK Mae BifICJIKOBYBaTM Ipoliec repesa-
BaHHS TaHMX KJIi€HTa Ha cepBep, TOOTO AiSTH SK IIKIIIMBUN IIOCEPETHMIK
(Ipo «IIKiIMBOTrO ITOCepeHKa» AUB. Y PO 4).

Yepes noMwIKy y Kofii 30mpanHsa dpparmeHTis naketis TCP/IP HU3KU
OIIepaIliTHMX CUICTEM CepBep HeCIIPOMOXXHMN 3i0paTn dpparmMeHTOBaHMI
IIaKeT, SIKII0 HalaJHMK HaJ/icWIa€e CIIOTBOPeHi pparMeHTH ITaKeTy IIiIbo-
Bil1 XepTBi. Lle BUKopwmcTano y arami teardrop [48]: HamagHUK HagCKIaE
LIUTBOBIVI XKePTBi (cepBepy) CIIOTBOPeHi pparMeHTN IaKeTy: 3 IIepeKpuT-
TSM, 3 IIepeBUIIIeHHSIM KOPVCHOIO HaBaHTaXeHHs, cepBep HeCIIPOMOX-
HuM 3i0paTi pparmeHTOBaHMI IaKeT, ToMY BuHMKae BsO.

[ITo6 BuMCHaXXyBaTV Mepexi Ta cepBepy, HalaIHVKV BUKOPUCTOBY-
I0Th Bpa3/mBocTi poTokostiB UPnP (Universal Plug and Play, CyKyIIHiCTb
MepeXXeBUX ITPOTOKOJIiB, IO Jal0Th 3MOIY Pi3HOMaHIiTHUM MPUCTPOSIM
Ge3mocepeTHBO BYUSIBIISATI HasBHICTh OVH OIHOTIO Y Mepexi Ta HmiaTpu-
MyBaTl MepexxeBe oOcityropysaHHs [49]). [lo BpasimBocTen IpOTOKOIIiB
UPnP nHanexaTb: HelpaBWIbHI CTaHJapTHI HaJlallITyBaHHS (HaslallTy-
BaHH: 3a 3aMOBUYaHH:IM), Yepe3 sKi IIPUCTPOI 3aJINIIAIOThCS BIIKPUTIMM
IVl BifJaJIeHOro IOCTYyIly, Opak MexaHi3My IlepeBipKM CIIPaBXHOCTi,
Bpas3JIMBOCTI BijjlajleHOro BUKOHaHH: Koy [50].

Te, mo medxi MapmpyTusatopy MarTh BpasimmsocTi 113 UPnP, mae
3MOTI'y HalaJHUKY CIIpsAMyBaTu Bifmosidi 3 mopty 1900, uepes axwum mpa-
1110€ TIpoToKosI UPnP, y HalIpsIMKY 3a BjIacHUM Bubopom [50-52].

BpasmusicTe nipoTokoity BusHaueHHs anpecu (Address Resolution Pro-
tocol, ARP) mae MoxMBicTh HanagHMUKY 3B s3aTn cBoro K C-ampecy 3
ITT-agpecoro iHIIOro KoMIr'torepa abo MpuUCTpPor, TOOTO OOMaHyTH Hen
IIPOTOKOJI (AMB. po3aii 3).
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B pesynprati mpusHadeHn cipaB)XHbOMY ajfpecaTy IOTIK JaHMX I1e-
pecIpsIMOBY€TbhCS Ha ajjpecy 3JIOBMMUCHIKA, Yyepes 1110 BMHMKAE BiiMoBa
B 00CJIyroByBaHHI [iiIcCHOrO ajfpecaTa. Y IIbOMy pasi BiZMoBa B 0OCIIy-
rOBYBaHHI IIOJIATaE€ B TOMY, IO IOTIK JaHMX He JOXOOWUTH [0 ajpecara,
SIKOMY BiH IIpV3HA4YaBCsl.

3a3HauMMO, IO IHCTPYMEHTWM 3/iVICHeHHs po3IofileHnx arak BsO
BUSIBJIEHO B TOBapoobiry [53].

3. ATakmu 00OMaHy IIPOTOKOJIiB

€ Hu3Ka pi3HOBUIB TaKMX aTak, 30KpeMa, 0OMaH IIPOTOKOJIy BU3HaYeH-
H4 afgpecu (ARP spoofing), abo «oTpyeHHs Kenry» ARP [54].

Lli aTaki HOpyHIyIOTh KOHIAEHITiVIHICTE.

ITpoTokosn BusseHHs agpecy, adbo IIBA (Address Resolution Protocol
[55]) mpm3HaYeHMI1 I TOTO, MO0 MIi3HATICS ajIpecy piBHSA KaHaIy 3B s3-
Ky (sx-or KIC-agpecy), 1o nos’s3aHa 3 gaHoro IIl-anpecoro piBHSA Me-
pexi. Otxe, [IBA peaizye BinoOpaxenHs muoxunmu I1-agpec y MHOXM-
ny K C-agpec.

CemaHTHKa aTaky oOmanHy IIBA

Ikepesom amaku € 37I0BMMCHa 0co0a, sIka IIPOBaINTh aTaKy B MeXKax
IlesIKO1 JIOKaJIPHOT MepeXi, BUKOPUCTOBYIOUM ab0 BjIacHY 0OUMCITIOBAITb-
Hy MalllHY, ab0 MiArOTOBJIEHNII 4O aTaKy T'OCT 3 I1i€l JIOKaJIbHOI Mepexi,
a0bo 3a TOITOMOT0I0 IIPOrPAMHIX 3aC00iB, IO YMOXIIVBIIIOIOTh aBTOMATH-
30BaHe 3[IiVICHeHHS aTaKI.

O6’exmamu amaxy € TOCTV y 30HI JIOK&JIBHOI Mepexi, 30KpeMa, IXHi
Keli, Jie 30epiraroTecsd nosinomsteHHs [IBA, a oTxe, city>xOm Ta Kopwuc-
TyBadi, IlepefjaBaHHs JaHVX MiX SIKMMM 371iVICHIOETbCS 3a I poOIeH MM
y pe3yJsIbTaTi aTaKy agpecamiL.

Memorw amaxu e 38"a3ysanns KJ[1C-agpecu Hanagamka 3 ITT-anpecoro
IHIITOTO TOCTa, SIK-OT IIUTIO3Y, IIJ0 BUKOPVCTOBYETHCS 38 YMOBYaHHSIM, abu
Hajiasli Oy[b-sSIKNV IOTIK JaHMX, Ipu3HadeHn 114 11iel [TT-anpecn, Haz-
CWIaBcd HallaJHUKY.

Mii, wo Buxonytomscs 045 0ocieHenHs memu amaxy. HamamHamk Ham-
cwtae migpobiteni IIBA-moBinomieHHs B 30HY JIOKaJIbHOT MepeXi.

Pesyavmam amaxu:

® IS XKePTB:

— BWTIK JaHMX;

® JJISI HaTIaJHMKA:

— OTPUMAaHHS JOCTYILy JI0 IIOTOKY JaHMX, 110 HepeacTbCcsd KaHaJIOM
3B"S3KY;

— MOXXIVBICTb PO3OYATH aTaKy «IIKiJIMBOIO IOcepeTHVKa», araKky BsO.

IITo ymo>xamBIroe 3aivicHeHH:s aTaku oomany ITBA.

ATaKy MOXHa 3iVICHUTH JIMIIe y MepeXax, IO BUKOPWUCTOBYIOTh
IIBA, go Toro y HamagHWMKa Ma€ OyTu HpsSMMI JOCTYII IO JIOKaJIBHOTO
CerMeHTy MepexXi, Ha KMV CIIPSIMOBaHO aTaKy.

Arani cripusroTs ieBHi ocobymBocTi pobotn [1BA (BBakaroThcs Bpas-
muBoctamu ITBA). TIBA 3acTocoByeThbCs U1l IepeTBOpeHHs ajipec 11apy
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Mepexi (iHTepHeT) Ha azpecu piBHsA KaHaity 3B s13Ky. Koy ITI-mararpama
IepecIaeThCs Bil OTHOTO rocTa J10 iHIIIOTo Yy MeXKaxX JIOKaJIbHOT Mepexi,
3a IIT-agpecoro myHKTy mpusHaueHHs Mae OyTu BusibiieHo KIC-anpecy,
100V 3IITICHUTY IlepellaBaHHA OaHMX KaHajioM 3B s13Ky. Kormm Bimoma
ITT-anpeca iHmoro rocra i1 norpidxa noro KJ1C-anpeca, y j1okajibHy Me-
Pexy y peXmuMi HOIIMpeHHs HaacwIaeTbcs nakeT (broadcast packet), Tax
spanuyt [IBA-3armr. Mammna npusHadenns, [I1-agpeca sKoi BKasaHa y
npomy IIBA-3anmri, Bimmosimae, Hamcwiaroun IIBA-Biamosinge, mo Mic-
tuth K C-agpecy Tiei IIT-agpecn. IIBA € mpotokonoMm Ge3 30epexeHH:
crany. 'ocTu1 y Mepexxi aBTOMaTUUYHO 30epiraTMyTh y Kellli Oy/ib-sIKi BiJi-
nosini I1BA, siKi BOHM OTpMMYIOTb, He3aIleXXHO Bif Toro, um Oyim Hai-
CJ1aHi BiAIOBiIHI 3armTy Bif nyx roctiB. Hasite 3anvcn I1BA, Tepmin it
SIKVIX He BUYepIiaBcs, OyayTh 3aTepTi, Koy Hafivie HoBui akeT [IBA-
Bifgmnosini. Y IIBA HemMae crioco0y, 3a JOIIOMOTOIO SIKOTO FOCT MOXe ITepe-
BIpUTH CIIPaBXXHICTh OJHOPAHIOBOTO BY3JIa, Bifl SKOTO ITOXOOUTH ITaKeT.
Orxe, obmexeHicTs MoxuimBocTent IIBA cripuumese BpasimBicTh, IO
yMoxJMBIIIoe ooMaHoBaHH: [1BA [5, 54, 56].

Hamapaux moxe Hancwiatu IIBA-signosias 3 II1-agpecoro mesikoro
IIPUCTPOIO y JIOKaJIbHIN Mepexi Ta migpobsenoio KIC-agpecoro (sx
KIC-ampecy, Binnosinny IlI-agpeci, Hanaguuk Bkasye K/IC-agpecy cBo-
ro (KOHTpPOJIbOBAaHOIO HMM) IpUCTpoIo), 11 111 [IBA-Binmosins aBToMaTiy-
HO 30epiraTuMeThCsl y Kelllax TOCTiB Mepexi Oe3 repeBipKy CIIpaBKHOCTI
BiZIlIpaBHMKA.

3a3HauMMo, 10 iCHye HU3Ka 3Hapsi/b, 1110 MOXYTb Oy TV BUKOPMCTaHi
IIJT TPOBa/KeHHsI aTaky ooManioBaHH: [IBA (manpuxiiaz [57-59]).

4. Ataka «IIKigJIMBUI IIOCEPETHMK»

ATaku TUIy «IIKimmBuit nocepegHuk» (ataxu IIIT, MITM, man-in-the-
middle attacks) [5, 60] mopy1IytoTs KOH(IiTEeHITiIVIHICTh Ta IUTICHICTB.

CemanTnka arakm IITIT

Ixepesom amaku € 37I0BMMCHA 0co0a, fKa IIPOBagUTh aTaKy 3a JI0IIO0-
MOI'OI0 OOUYNMC/TIOBAJILHOT MAIIIVIHA.

O0’exmamu amaxu € KaHaJl 3B 513Ky (IIpOTOKOJI Iepefiadi TaHMX), 3a 10-
IIOMOTOO SIKOTO 3[IiVICHIOETHCS OOMIH ITOBIJOMJTEHHSIMM MK KOPECIIOH-
JIeHTaM¥, a TaKOXX KOPeCIIOHIeHTH, 1110 KOPUCTYIOTHCS LIVIM KaHaJIOM IS
repeadvi IoBiIOMJICHb.

Memoto amaxu € HecaHKITIOHOBaHWU JOCTYII 1O MOBiIOMJIeHb, IIIO I1e-
penaroThCs KaHaJIOM 3B 43Ky, Ta IlepexOIUIeHH LVIX IIOBiIOMJIeHb.

Iii, wo Buxonyromosca 044 docieHenns memu amaku [5]. HamamHuk Mae
3HaATV CTPYKTYPY Ta BJIaCTMBOCTI MeTOMy IepefaBaHHs JaHMX, 110 BUKO-
PUCTOBYETBCH, a TaKOX 3HATU IpPO Te, IO MepefaBaHH: II0OBiJOMIICHHS
IUIaHY€ThCs. Y HalaJHMKa Ma€ OyTy MOXIMBICTb BCTAHOBUTM 3’ € JHAHHSA
3 )xepTBaMn. HaramHMK BCcTaHOBITIOE 3’ €JHAaHH: 3 KopecrioHAeHTamu (K1,
K2), mo matoTs Ha MeTi oOMiHIOBaTVICS HOBigOMIIeHHAMY, Iprdaomy 3 K1
BiH 3'emHYyeThCs g BurgnoM K2, a 3 K2 — mig suragom K1. Kopecrion-
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nenT K1 Hapcwiae cBoe MOBiIOMIIEHHS, BBa)KarO4y, 1110 afpecaToM € KO-
pectionzenT K2, ajie Hacrpasii ITOBiJOMJIEHHS OTPVIMY€ HallaJHVK Vi Um-
HUTB 3 LIVIM IIOBiJOMJICHHAM Ha CBiVl pO3Cy/I: O3HAVIOMJIFOEThCS 31 3MiCTOM
IIOBiIOMJIEHHSI, KOIIIO€ 110ro, BHOCUTB 3MiHM y HOBigoMIeHH:. [aii Ha-
IaHVIK HajICWIa€ MOBiJOMIIeHHs (MOXJIMBO, MOoAdiKoBaHe) KOPeCIIOH-
nenty K2, axni BBaae, 1o BinnmpasHMKOM € K1.

Pesyavmam amaxu:

® 1151 XKepPTB:

— BWTIK JaHMX;

— CIIOTBOPEHH: 3MiCTy HOBiJOMJIEHb, IIO iX HepefaloTh KaHaJIoOM
3B'SA3KY;

e IJId HaIlaHVKA:

— OTPUMAaHHS JOCTYIIY [I0 3MICTY IIOBiTOMJIeHb, 1110 IlepelaroThCs Ka-
HaJIOM 3B’ SI3KY;

— IIigMiHa HepelaBaHVIX [TOBIIIOMJICHbB;

— BUpaJleHHs iHdopMallii, 1110 IepeIaeThcsl KaHaJIOM 3B SI3KY;

— IIepeHallpaB/IeHHs ITOBIJOMJIEHHS], ITI0 TIePeNacThCsl KaHAJIOM 3B 513-
Ky, 10 IIYHKTY, SIKII1 He Tlepe0adaBcs BilIIpaBHMKOM IOBiJOMJIEHHS;

— 3MiHa ITapaMeTpiB 3’ €/THaHHA MiXX cepBepoM Ta KJIIEHTOM ITpY BCTa-
HOBJIEHHI MXX HUMU 3’ €THAHHSI.

IITo ymo>xmBitroe 3aivicHeHHs ataku IIIT.

HasBHicTb MOXIIMBOCTI KOHTPOJTIO iHOPMAIIiTHIX ITOTOKIB Y crcTeMi
IlepefjaBaHHS TaHMX (collialbHa MepeXKa, ITy OJIiTHMII cepBic eJIeKTPOHHOT
TIOIITY, CMCTEMa MUTTEBOrO OOMiHy ITOBiIOMIIEHHSIMM HaJleXXaTh 10 ITy0-
JiyHMX 3aco0iB KOMYHIKaLlil 0e3 3aXMCTy; BJIaCHUK pecypcy, sIKuv 3abesrie-
Uye KOMyHIKaIlifo, Ma€ KOHTPOJIb Haf, iH(POpMaIIi€lo, SIKOIO OOMiHIOIOThCS
KOPeCIIOH/IeHTH, OT)Ke, Ma€ MOTeHIIiVIHY MOXJIVBICTh IIOCEPEIHUIITBA).

3HaxoKeHHs HallaJlHMKa y 30HI mpuiioMy Wi-Fi (HarmagHUK MOXe
srpyTuTucs sk LI y 30HI npurioMy HesammmdpoBaHOi TOUKM JOCTYITY
Ge3rpoBooBoi Mepexi Wi-Fi).

Buxopucranns mpoMiKHMX cepBepiB IIijl Yac IepeaBaHHs JTaHVX
(HamagHMK MoXe po30uTn opuriHaibHe TCP-3'€mHaHHS Ha 1IBa HOBUX
(Mix coboro Ta KJTiEHTOM Ta MiX cODO0I0 Ta cepBepoM), IT03asdK He 3aBXIN
MDX KJIIEHTOM Ta cepBepoM icHye Oe3roceperiHint 3B'430K, y 6araTbox Bu-
IajiKax BOHU IIOB s13aHi depe3 HMU3KY IIPOMIKHMX cepBepiB, a AesiKi 3 HuX
MOXYTb Oy TV BUKOPWCTaHI 3JIOBMVCHVIKOM).

3ninicaenHs ataku LTT Ha MeHIT Ge3medHi IPOTOKOIIM, HAIIPUKIIa/,
SSH, IPsec, PPTP.

OO6manHi [il HanlagHMKa (HallaJHMK HaMarae€TbCsl YHUKHYTU Hepe-
BipSIHHS CIIPaBXXHOCTI KOPECIIOHJIEHTIB, 110 OOMIHIOIOTBCS TaHMMM (aB-
TeHTMIKaIlil); 1T IbOrO BiH adO KOPMCTAE€ThCA 3 HEMOJIIKIB HasBHMX
IIpoLlelyp IepeBipsHHS CIPaBXHOCTi, a0 BUKOPUCTOBYE cepTmdikaT
(migTBepIKeHHSI CIPaBXHOCTI), OTPMMAaHUN IIIaXpaviCbKMM CII0COO0M,
30KpeMa, I1e MOKJIVIBO TOZIi, KOJIV caM LIeHTp cepTudikarlii cras XepTBOIO
artakm I11IIT).

HexTyBanHs1 BuMoramu iHdopMariirtHol Oesreky 3 60Ky KOpUCTyBadiB.
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3p’a30k Mk aTtakoro IIIIT Ta immmimu atakamn. Ataka HIIT ymox-
JIMBJIIOE iHIII aTaKM, K-OT «BHOPCKyBaHHSA SQL» (auB. po3ais 5), «3aryck
ClleHapilo, 1110 IlepelacThcs Yyepes calT» (OAMB. po3Al 7).

5. Araka «BriopcKkyBaHHsA SQL»

Ataxm «BiopckyBaHHA SQL» (SQL injection attacks) [61] mopy1mnytoTs KOH-
dineHIMHICTD, IIUIICHICTD Ta JOCTYIIHICTb.

ITepuri rpomajchbki 0OroBopeHHsI «BIIOPCKyBaHHA SQL» mouasmics
6rm3pko 1998 p. [62].

CeMaHTHKa aTaKy «BIIOpcKyBaHHs SQL»

Ikepesom amaku € 37I0BMMCHA 0co0a, fKa IIPOBagNUTh aTaKy 3a JI0IIO0-
MOT0I0 O0UMCITIOBAJIBHOT MalIHM ab0 3a JOIIOMOTOI0 3ac00iB, 1110 YMOX-
JTMBITIOIOTH aBTOMAaTM30BaHe 3/IiTICHEeHHS aTaKIA.

O0’exmom amaxu € IpUKJIaHI IIporpaMu (3aCTOCYHKM), 110 KePYIOTh-
cs maHMMM (data-driven applications), sK-oT BeOcavTy, 6asm maumx SQL
Oyap-sIKOTO TUITY.

Memoto amaxu € po3KpUTTS JaHMX aTaKOBaHOI CYCTeMM, IICyBaHHA Un
PYVIHYBaHHS JaHMX aTaKOBaHOI CVICTEMIAL.

i, w0 Bukonyromuscs 045 00cseHeHHA Memy amaxiy. 3araTbHV IUIaH il
Halla/JHMKa: Y BXiIHe I10jle KOMaH[ IIpu Mo0ynoBi sammTy SQL Bwmiry-
I0ThCs MIKimmBi onepatopu SQL (malicious SQL statements). binbi me-
TaJIbHO: omeparopu SQL cKIalaroThCs 3 JaHMX, 110 BUKOPUCTOBYIOTHCS
omeparopoM SQL, a TaKoXX KOMaHJI, IO KOHTPOJIIOIOTh Te, K BUKOHY-
€Tbcs oneparop SQL; HallaJHMK TaK 3allOBHIOE IIOJIS 3aIlUTY, IO ITCIIA
dopMyBaHH: 3alIUTY 3 BMICTY LIMX IIOJIiB Y 3aIIMTi 3peIlITOI0 YTBOPIOEThCA
MIKiyIMBa KOMaH/Ia,; IS ITbOr0 i Yac IiArOTOBKM BXITHMX JTAHVIX JIS
3alUTy y MHoJjIe JaHVX HallaJHUK YBOAWUTH PSAMOK, 10 He € JaHVIMU Bifl-
IIOBiTHO 10 IIpM3HaYeHHs 1IbOTO I10JI, a HATOMICTh MiCTUTh KOMaH1y Ta/
abo IHCTPYKIIiIo, IO 3PEIITOI0 CIIOTBOPIOE 3aIlNT, III0 MaB Ov1 OymyBaTics
3a BXigHOIO popMOI0, TOOTO HallaJHVMK BUKOPVICTOBYE II0JIS 3aIIUTy He 3a
IpU3HaYeHHIM.

Pesyavmam amaxu:

® IS JKePTBIUL:

— BUTIK JaHMX;

— BTpaTa, CIIOTBOpPeHH:1, PyVIHYBaHHS JaHUX;

® JUTSI HaTIaJHMKA:

— OTpVMIMaHH: HeCaHKIIIOHOBaHOIO JIOCTYIIYy A0 JTaHWX;

— 3[IiVICHeHHS BUTOKY JaHMX;

— minpoOJieHHs JaHVIX;

— PyVHYBaHHS JaHVIX.

IITo yMO>X/IMBIIIOE ycIiX aTaKu «BIOpPcKyBaHHA SQL». «Brnopcky-
BaHHSA SQL» MycuUTh KopucTaTucs 3 0e3eKoBoi BpasIMBOCTI HMPUKIIafl-
Horo I13. ITpukitagy Takoi Bpas3IMBOCTi:

— BXif KopucTyBada I13 HemmpaBwIbHO PUIBTPYEThCS HMIOAO0 PSAAKIB
CMIMBOJIiB KepyBaJIbHVIX IIOCIIIJOBHOCTe, BCTaBJIeHUX Y B oniepatopu SQL;
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— BXig, KopucryBada [13 He € cTporo TumisoBaHMM Ta BUKOHYETbCA
HEeCIIOIiBaHMM YMHOM.

Kpim onmcanoro «BnopckyBaHHs SQL» BUSIBIIEHO TaKOX «CJIiIle BIIOP-
ckyBaHH: SQL» [63].

6. ATaka Bina3epKajleHHS

Artaxa Binzepkanenns (reflection attack) [5] — crioci6 Hamamy Ha cucTeMy
«BUKJIVIK-BIATYK» MiITBepIPKeHHs CIIPaBXHOCTI, sKa BUKOPUCTOBYE TOV
camuil IIPOTOKOJI y 000X HampsiMKax, TOOTO KOXKHa CTOPOHA 3aCTOCOBYE
I HigTBepOKeHHs CIPaBXHOCTI TOV caMMUU IIPOTOKOJI, IIIO ¥ iHIIa
cropoHa. L4 ataka nopy1rye KoH®iIeHIIiHICTb Ta UTiCHICTb.

CeMaHTMKa aTaK¥M Biga3epKasleHHA

IDkepesom amaxu € 3JI0BMMCHa 0co0a, sKa IIPOBaUTh aTaKy BJIacHO-
Pyd 3a JOIIOMOT0I0 00YMCITIOBaIBHOI MAIIIVHAL.

O0’exmamu amaxy € cuicTeMa IiITBepIKeHHs CIIPaBXHOCTI «BUKJIVIK-
BIATYK», IKa BUKOPUCTOBYE TOVI CaMWUV IIPOTOKOJI B 000X HaIIpsaMKax
(ToOTO KOXXHa CTOpPOHA 3aCTOCOBYE ISl IMiATBEPIKEHHS CIIPaBXHOCTI
TOVI cCaMMV1 IIPOTOKOJL, IIIO 1 iHITIa CTOPOHA), a TAKOX CTOPOHA (Hasti — yi-
A606a xxepm8ba, xepmba), 1110 KOPUCTYETHCA 1Ii€I0 CUCTEMOIO.

Mema amaxy — oOMaHOM 3MyCUTU LIiJIbOBY XXePTBY JaTHU BilIIoOBiIh
Ha BUKJIVIK CaMOI JXePTBU.

Mii, w0 Buxonyomucs 045 00CAHEHHA Memu amaxi.

HanagHuk iHilitoe 3'€HaHHS 3 IUTHOBOIO XXePTBOIO.

LlirtboBa >xepTBa HajicWIa€ BUKIIMK iHilliaTopy 3 eqHaHHA (Y BUIIAIKY
aTaky Bifj3epKajeHHS — HaIlaIHUKY), abu IepeBipuUTH CIIPaBXHICTh
igiriaTopa 3’ enHaHHS.

HamagHuk BinkpuBae iHIIle 3'€IHaHHS 3 )KepTBOIO 11 HaJICWIAE XKepTBi
Bift cebe i BUKIIMK.

KeprtBa Bifnosigae Ha BUKIIVK.

HanapgHuk Hagcwiae XepTBi BiIIIOBiAb caMoOl XepTBU 4epe3 Iodar-
KoBe 3'€[THaHHA (a iHIIle, TOTIOMiXHe 3'€THaHH:, CKaCOBYE).

Pesyavmam amaxu:

® TSI KEPTBUL:

— BCTYIa€ Y KOHTaKT 3 00 €KTOM, CIIPaBXXHICTh IKOTO HacIIpaB/li He
IepeBipeHa 71 He IIITBepKeHa;

e I HaIlaTHMKA:

— Mae€ IOBHICTIO aBTeHTMdiKOBaHe IiIK/II0YeHHs 0 KaHaTy.

IITo yMO>K/IMBIIIO€ 30iViICHEHH:A aTaKu.

HamagHuk migpo0s1toeThed 1Iif, IIUIbOBY XepTBY, a Ha CTOPOHI LIiJIho-
BOI )KepTBV HeMae 3aco0y BUSBIIEHHS IiIPOOKN.

7. ATaka «3anmyck clleHapilo, 1110 IlepeJaeThcA Yepes caT»

ATaka «3aIlyCK CIIeHapilo, 0 IlepeIaeThCsl uepes calT» (cross-site scripting
attack, ataxa CITaC, XSS attack) [64] e BuITagkom BriopcKyBaHHs Komy. ITo-
py1Iye KOHDIIeHITIIHICTE Ta ITiCHICTb.
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KopoTki nosicHeHHs1 TepMiHiB

3amyck cueHapito, mo Iepepaerbcsa uvepes caut (CITuC, cross-site
scripting, XSS) — 11e Tum Oe3rekoBoi BpasmsocTi (xuba CITuC), mo Tpa-
IUISIETHCS Y AeSKMX MPUKJIaIHUX IIporpaMax BeOy (BebGsacTocyHkax). Tep-
MiH ysenieHo y 2000 p. [65, 66].

ITpo Bpasnusocti CITuC nosigoMitsyv 11 KopucTanmcs 3 Hux 3 1990-x
pokiB. Bpasmmsicte CITuC mae MOXIIMBICTE HamlaJHUKY BMOHTOBYBaTU
KITI€EHTCHKI ClleHapil y BeOcTopiHKM, sIKi OavuaTsk iHII KopucTyBadi [67].

BitblticTs daxiBLiB BUOUISIOTH IpMHaviMHI ABa pisHOBUAM x1b CITaC:
HETIOCTiViHI Ta CTiviKu [68].

Hecrinka (abo BimmsepkaieHa) spasnuBicTh Jo CITuC: BeOxitieHT
rofae maHi (3asBuyant y mapamerpax sarmty HTTP), Ha Gomi cepsepa
3iVICHIOETBCS HerarHe oOpoOsieHHs IaHMX (TpaMaTWMYHUV aHali3), pe-
3yJIbTaTU BUBOIATBCA Ha CTOPIHKY 1IbOro KiieHrta. Hociem arakm moxe
Oyt BebGampeca URL y elleKTpOHHIN IOIITI, BeOagpeca calTy, IKOMY [10-
BIpSIIOTB, aTaKa MOXJIVIBA Yepe3 calT, 1110 Ma€ Bpasimsicts CITaC.

Crivika (30epexena) Bpa3nusicts CITuC: cepBep 30epirae maHi, sKi mmo-
CTayae HaNaJHMK, a MOTIM IIi JaHi BioOpaXyOThCs Ha «HOPMaJIbHUX»
CTOpiHKax, IO ITOBEPTalOThCd KOPUCTyBadyaM IIif] Yac 3BMYalHOTO Iiepe-
IVISAHHS (BMICTY caliTy), VI IIpYU 1IbOMY He 3[iVICHIOETbCSI HaJIOXKHWIL 3aXVCT
BiJT MOXJIMBOTO MIKigymBoro BMicty HTML-tekcty (ekpaHysanHs HTML).

CemanTnka atakm CITuC

IDxepesom amaxu € 3710BMMCHaA oco0a, sIKa IPOBaJIUTh aTaKy BJIacHO-
Py4 3a JOIIOMOT0I0 00YMCITIOBAIBHOT MaIIIVHL.

O0’exmamu amaxu € BeOcamT, 1Or0 KOPUCTYBadi Ta IXHi JIOKaJIbHI ce-
penoBuIlia.

Memoro amaxu € KOpycTaHHS 3 pe3yJIbTaTiB BUKOHaHHS CTBOPEHOI'O
HarlaJHVKOM IIKiJIJIBOIO ClIeHapilo, BIIOPCHYTOIO Y HOCIiV aTaKMu.

i1, wjo Buxonyromocs 045 00CAHEHHA MemU AMAKU.

Hamagauxk crBoproe mikimmsum ciieHapin (ILIC) Ta moOupae Hocin
aTakmy. 3aJIeXXHO BiJ TOro, Ha sIKy caMe BpasJIMBICTh 3aCTOCYHKIB po3pa-
XOBY€ HalalHWK, BiH JoOVpaTVIMe TO UM iHIINIL HOCIV aTaKN.

Hamaguuk snopckye I1IC y Bupas3, 1110 € Ha 11osip GesnedyHmM 1 Moxe
o0bpobirsTrcs pasinvsymy 11T Ha Go11i cepsepa um Kili€HTa.

Hamagauk opranisoBye po3MillleHHsI IIKiIMBOIO BUpa3y TaK/M 4u-
HOM, 11100 710r0 Oa4vuIv iHIIi KOPUCTyBadi.

HarmagHmk Moxe 3aCcTOCyBaTy 3aco0M COlliaIbHOI iHXKeHepii, abu cr1o-
HyKaTV KOpUCTyBayda (K IIUIbOBY XKePTBY) aKTMBYBaTV HOCIiVI aTaky (Ha-
NpUKJIajl, HATMCHYTY Ha HOCVIAaHHS, 1110 MiCTUTD IIKiIVBU KOJI).

Pesyavmam amaxu:

® JJIs1 )KePTB:

— KOpUCTyBau — aKTUBi3ye HOCiV aTaky;

— BebcepBep — MiCTUTb HOCIVI aTaKWi;

— JIOKaJIbHe cepeioBuIIle KOpUCTyBaya (Ta KOPUCTyBayd) — IOTepIiae
BiJl HaCJIiZIKiB BUKOHaHH: MIKiymBoro cueHapio (LLIC) (manpuxiiam,
BiZIOyBa€eThCs BUTIK TaHMX KOPUCTyBaya, 30KpeMa, CeKpeTHMX);
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e IS HallaJIHVIKA!

— y BeOcanT BIIOPCHYTO LIKiJJIMBUV CLieHapin (y CTOpiHKY BeOcaiiry,
gKy 0adaTh iHIII KOpuCcTyBadi);

— 3100yTO JOCTYII 1O CeKpeTHMX JaHMX KopucTyBada (abo GaraTbox
KOpWCTyBayiB) BeOy.

7.1. o ymo>xamsiaroe 3airicHeHHs aTtaku CITaC

Artakm CITaC xopucratorscs 3 Bimomux spasvsoctent y [111 BeGy (pm-
KJIQ[THVIX IIporpaMax, JOCTYII 110 SIKMX 3[IiVICHIOETbCH 3a JOTIOMOT OO TTOIITY-
KOBVKa BeOy), IxHix cepepax abo crcremax, 1110 migxmodatoTees 1o 1yx [T

BuxopwucroByroun ofmHy 3 Takux Bpas/IMBOCTeV, HallaJHWUK BKJIaJla€
IIKiZJIMBUV BMICT y [aHi, 1110 IepearoThcs 3 HifgaHoro HebesIelli (4epes
HasBHY Bpas/vBicTh) canTy. Koy Takmit KoMOiHOBaHMII BMICT HazIxo-
IWUTH Y Iporpamy-Iieperssgaad Ha Oolli KITi€HTa, BiH € JOCTaBJIeHVM 3 Ha-
IVIHOTO JpKepeJsla i TOMy IIpallfoe 3TiIHO i3 J03BoIaMy, HaJaHVUMU CUC-
TeMi Ha TOMY CaWiTi.

3HaXO/I9M CIIOCOOV BIIOPCKYBaHHS IIKiZIMBYIX CIIeHapiiB y BebcTo-
PiHKM, HallaJTHMK MOXe 31100y TN MpuBiJIel JOCTYITy 1O CEKPEeTHOTO BMICTy
cropiaky, dpavtiB Cookie ceaHcy Ta iHIIIOI iHdOpMaliii, Ky porpama-Iie-
perygaay 30epirae 11 KOpucTyBaya.

Kosmt xopucraroTbes 3i crivikoi Bpasmsocti CITaC mkimmsui cie-
Hapi Ilepeja€TbCsl aBTOMATIUYHO; JKePTBY CIIellia/TbHO He 00MparoTh, XepT-
BOIO BUABJIAETHCS KOJKeH KOPUCTYBaY, J10 KOT'0 IIOTpaIlIse 3apaxeHa CTo-
PiHKa, a TAKOX CaVIT, Yepes3 sIKMV IOIIVPIOETCS CLIeHAPilt (Bpas/IvIBIVL CAAT).

Hociem BHoOpckyBaHHS MOXYTH CTaTW OyIb-sKi J1aHi, IO iX MoOXe
KOHTPOJIIOBaTM HamnagHMK, 1 sKi Haginmum go I1I1 ey errekrpoHHOIO
TIOIIITOIO, BiJl €IeKTPOHHVX Xy pHaJIiB TOIIO.

7.2. Crmocoowu 3aivicaeHHsa atak CITuC

ATtaxu CITuC 3mircHIOIOTBCS:

— 3 BUKOPMCTaHHAM HecTinkoi Bpasymsocti CITuC;

— 3 BUKOPMCTaHH:M CTiKoi BpasnmsocTti CITaC.

3aivicHeHHsI aTakM SIK BiJ/i3epKajieHHSI 3 BUKOPMCTAaHHSIM He-
crinkoi BpasnmBocti CITuC

Hociem aTtaky Takoro TuIly € 3a3pudari eJIeKTpOHHa IIOIITa abo Hevl-
TpaJIbHUIL BeOcariT.

3arasibHUI ONVC IepeOdiry aTaku 3 Biji3epKajleHHsIM:

— HaagHVK rOTy€e IIPVMaHKY Y BUITISAAI Bebampecn, sika MiCTUTB HO-
cint CITuC;

— HaIlaJJHUK 3a0e3Iedye po3MillleHHS IIPVMaHKM TaM, e Ii MoXxe
1o0avunTy LJIbOBa XepTBa (KOpUCTyBay), HallpMKiIazl, Ha HeMTpaJIbHOMY
BebOcanTi, abo HafiCWIse IPUMaHKY XKepPTBi eJIeKTPOHHOIO IIOIITOIO;

— XepTBa OaunTh Oe3HeBMHHY Ha BUIIIAL BeOampecy URL, 1110 BKasye
Ha HafintHu canT (aste 11g agpeca Mmictuth Hocinn CITaC, po 110 XepTBa
He 3Ha€);

— SKIIO Ie (110 BBAKAETHCS HAIHMM) CalIT Ma€ BPa3JIMBICTh 110
Hocig CITuC, To HaTVCKaHHS Ha IIOCVIIaHHSA MOXKe IIPU3BeCT A0 TOro, 0
Iporpama-Iieperiisjayd XepTBy BUKOHA€ BIOPCHYTU CLieHapin.
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IIpukian nepebiry atakm 3 BUKOPMCTAHHSAM HECTIVIKOI Bpasin-
Bocti CITuC [69].

YyacHMKM TTOMmiTL:

— Bebcant (BO);

— xopucrysau (K), o Binsinye BC;

— Hanagauk (H), skuit nisHaeTbes, 1po Te, 1o BC Mae HecTiViKy Bpas-
musicTe CITuC (BimmsepkaneHHs).

K mae 3Mmory 3apeectpysaTucst Ha BC, BkasaBIIm cBoe iM’si Ta I1apoJib.
K moxe 36epirati Ha BC cBOi cekpeTHi naHi, sSIK-OT BiloMOCTi IIpo pa-
xyHkn. Koym sgxumice xopuctyBau peectpyerbesa Ha BC, mporpama-me-
persimad 30epirae davumm Cookie aBTopm3altii, a oOMaBi MamvHM (KITiEHT
Ta cepBep) MarOTh 3aIVC IIPO Te, 110 IeVl KOPUCTYBay 3apeecTpOBaHMIL.

i1 H Ta 1x Hac/IigKu.

1) H sinsinye cropinky «Ilomryk», To0TO cTOpiHKy canTty BC msa
3/iVICHeHHs IOIIYKYy, YBOOUTH Yy Bi[IIOBiHe II0JIe IIOIIYKOBWMV 3aIlUT 7
HaTICKaE KIIABIITy, aOv IToaTy 3aIlnT.

SIKIII0 pe3ysIbTaT He 3HaViIIeHO, Ha CTOPiHIIi (IIJ0 IIOBepTaEThCA KOPVIC-
TyBauy) Oy/ie IToKa3aHO BBeIeHNII ITOITYKOBIIL 3aIlUT, Hic/Is SKOTO HaIlu-
caHo dpa3sy «He 3HaMIEHO», TAaKOX 3" ABUTbc Bebagpeca URL canty BC 3
BIJOMOCTSIMM ITPO ITOITYKOBW 3aIIMT.

SIKITT0 32T, HalIpUKJIIall, Ma€ BUIJISAL «KBiTV», TO Ha CTOPiHIIi 3" IBIIs-
€THCS TaKMV TEKCT: «KBiTV He 3HaVIeHO», a BeOagpeca URL Mae BUTTISL:
«http://BC.org/search?q=KBiTm».

SIxito 3armt mae Burysn;: «<script>alert('CITaC');</script>», TO:

a) 3'sABJIA€ThCA BiKOHIle TpuBoru 3 HarmcoMm «CITaC»,

0) Ha cropiHmi 3'gBIgeThCS dpasa «He 3HAVIEHO», a TAKOX ITOBi-
IIOMJISIETBCS TTpO NOMIJIKY 3 TekcToM 'CITuC,

B) URL mae Burmsam: «http;//BC.org/search?q=<script>alert('CITuC');</
script>», mo cBimunThk po noseinky I1IT cepsepa, siKoro MoXe ckopwc-
TaTWUCh 3JIOBMUCHUIK.

2) H xoncTpytoe takmit URL, aOu ckopucTaTucs 3 BUSBIIEHOI Bpas-
JIIBOCTI:

http.//BC.org/search? q=xBiTu<script% 20scr="http:;//H.com/BHC. js"></
script>.

H moxe 3akomyBaTvi CMMBOIN <, >, /, ", 11100 MOXJIVBUVL UMTaY He 3Mir
HerayHo po3ibpatvics, 1110 1151 BeOa/Tpeca IIKifInBa.

3) H Hasicmiiae es1eKTpOHHM JINCT SKOMYCh KopucTysauy canty BC i3
3aKIMKoM «[JIIHBTe-HO, $IKi TapHi KBiTM!» Ta MHiATOTOBJIEHMUM IIOCVJIaH-
HSIM.

4) llevt eleKTPOHHWII JICT OTpUMYy€ KopucryBad K, skuit mo0uTh
KBIiTM i IepexoAnTk 3a IocIaHHAM. B pesysibrari 3BepHenHs no BCy
BiZITIOBiAb 3'SIBJIAETBCA (Ppas3a «KBiTM He 3HAVAEHO», a TAKOX Jli€ SPIIMK
clieHapito (<script>) (Ha eKpaHi IIbOTO He BUIHO) 11 3aBaHTaXY€TbCd Ta
npamoe mkimmmsa nporpama (BHC.js, BHC — «BermbMu Hebesnedynm
crieHapini») HamagHMKa H, 3amyckaroun araky. K 3a0ysae mpo me (mpo
JICT Ta CIIPO0Y IIONIYKY IiKaBMHKM 3a ITOCMJIaHHSIM).
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5) Ilporpama BHC.js mie y mporpami-ieperisiadesi kopuctysada K
TaK, Haue 11 mxepesiom € canT BC. Bona 3axorunoe xomito dpavuty Cookie
asropmsauii K 71 Haacwae 1i Ha cepBep HanagHuka H, ne H moxe ii me-
peryisigaTl.

6) H smimye daiwr Cookie apropmsanii K y cBoro mporpamy-mepe-
IIsad [K CBivl BjlacHM, 3axonuTh Ha BC 11 BXe 3apeecTpoBanmii sk K.

7) H saxonuTe y posain paxyHkis canty BC, neperiiamae HoMep Kpe-
IUTHOI KapTK KopucryBada K Ta s3axomunoe komiro. Hami H sminroe m1a-
poip, BigTomi K He MoXe 3apeecTpyBaTuCs.

Kinenp npuxiiany.

3niicHenHs ataky CITuC 3 BUKOpMCcTaHHSAM CTiMIKOI Bpa3InMBOC-
Ti CITuC

3arasbHUI OIVIC TIepediry aTtaky 3 BUKOPUCTAHHSIM CTiIKOI Bpa3Jv-
BocTi CITuC:

— HamaJHUK OpUEOHYeThCs 110 canTy C, e KOpucTyBadi MOXYThb
BUCTaB/ISATY (pO3MilllyBaT) HoBigomieHHs y dopmari HTML, abn inmmi
KOpVCTyBadi MOIJIM iX IPOYNUTATV; HallaJJHUK Ma€ CBilt Mpodiib (KOpoT-
Kui1 6iorpadpiuHmiT HaUYepK) Ha IIbOMY CamiTi;

— HallaJHVK [UIIe ClieHapi, IpU3HadeHU I 3aITyCKy 3 IIporpaM-
repernAgadiB iHIIMX KOPUCTyBadiB, KOJIVI BOHW BiJIBiIlyIOTh VIOTO IIPO-
ine Ha canti C; crieHapint mpu3sHayYeHO I BUKpaJeHHs IlepCOHaJIbHYIX
IaHUX KOPWCTyBadiB, 1110 30epiraroTscs Ha cepsepi canty C.

— KOJIV HallaJHWK OTPUMYE 3alNT Bill JesKOro KOpucTyBaya camTy
C, BiH Jae Ha HBOIO IIPMHATIAHY BiAIOBiAb, ajle y KiHIIi CBO€I BiOIoBigi
BMIIIIy€ CBiVI IIKiPIMBUV CLIeHaPiVi; SKIIIO 1IeV ClieHapil BMIIIeHO Y CTPyK-
TYPHUV eJIeMeHT <script>, BiH He 3 SIBJIATMETbCS Ha eKpaHi.

— KOJIU IKUVICh KopucTyBau K, sapeectpoBanmit Ha canTi C, iepersis-
Ila€e 1IpodiIb HallagHMKa, Y AKOMY MICTUTBCS BiIIOBiIb 31 MIKiIIVBUM
ClleHapieM, IIeyl ClleHapill BUKOHY€ETbCS aBTOMaTWMYHO IPOIrpaMoro-Iie-
pemsgaveM Kopuctysada K 1 Bukpagae Komiro nepcoHaabHmx ganmnx K
Oe3nocepenHbo 3 MammiHM K 71 HazicvIae MIBUIIKe IIOBITOMIIEHHS Ha cep-
Bep HallaJHVKa, 110 301pac I1i JaHi.

ITpuxsian nmepebiry arakm 3 BUKOPMCTAaHHSIM CTiVIKOI Bpa3/JIMBOCTI
CITuC [69].

Yuacuuku nopin: Hanaguuk (H), sebcant (BC), kopucrysau (K).

1) H orpumye ny1st cebe oGsrikoswmt 3ammic Ha cairri BC.

2) H 3aBBaxye, 110 BC mae crinky BpasimmBicts CITuC: gKIIo XToch 3a-
XOAUTBH Y PO3MI HOBUH 11 po3Mililye KoMeHTap, BC mokaxe yce, 1110 BBe-
ZeHo. SIKIIo TekCT KoMeHTaps MicTuTh sApimku HTML, sorn OyayTs mo-
IaHi 10 Toro, 110 OysI0 Ha BeOCTOpPIHIII crloYaTKy, 30KpeMa, Oyab-sKi sip-
JIMKY ClLIeHapilo 3allpalfoloTh, KOJIV CTOpiHKa 3aBaHTaXY€eThCs (KO il
XTOCB TI€PeTTIIAE).

3) H unTae cTaTTIO Y pO3/i/li HOBMH i BBOOAWTH TaKM, HaIIlpUKIIas,
KOMeHTap:

«MeHi y mint onosimi cnopobaymics MiBHMKNM. BoHm Taki KymemHi!
<script scr="http.//H.com/BHC.js">».
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4) Komu K (abo xToch iHIIMIT) 3aBaHTaXy€e CTOPiHKY 3 KOMeHTapeM,
Ipalioe SpJvK clleHapiro HanagHuka H ta Bukpamae dair Cookie aBTo-
pwsattii K 71 Hazcwlae vioro Ha canT HaragHuKa H.

5) H rentep moxe BifiOpaTn y K cearc Ta BugaBaTu cebe 3a K.

Kinenp npuxiiany.

Pisnosumamu CITuC e supgosminennit CITuC [70] Ta 3ammyck ciieHapiro
Ha ocHOBI O0’exTHOI Momeri mokymenTa (OMZ, Document Object Model,
DOM) [71].

3arycku clieHapiiB, 1110 IlepeJaloThCs Yepes3 camT, BUKOHaHi Ha BeO-
camTax, CTaHOBWIN IIpubm3HO 84 % ycix Ge3reKoBuX Bpa3IMBOCTeN, 3a-
cBimueHux Symantec 1o 2007 p. [72].

ITimcyMK¥ Ta BUCHOBKN

3a JONOMOIOI0 aHaJli3y NOLIVPEeHVX TUIIB MepeXeBUX aTaK BUSBIICHO,
IO J1JI4 3[iVICHeHH VX aTakK HallaJHVKI KOPUCTAIOTHCH 3

1) HaBasibHOTO Hamazny (aTaku BO);

2) dpynxuinaux Moximsocreit I1I1 xepTsu un MepexxeBoro obiia-
HaHHA (ataku BBO);

3) HenmosIiKiB y IpoeKTyBaHHI MepexxeBoro [13 ta I1I], 1110 mparirooTh
Ha Ool1i KJIieHTa 41 cepBepa, 30KpeMa, 3 OpaKy IepeBipoK JaHMX, 1110 Hafl-
xomaTh Ha Bxin I1IT (aTaku: BBO, oomany I1BA, I, Bmopckysanus SQL,
CITuC, Biga3epkasieHHs);

4) mpopaxyHKiB y HaJIallITyBaHHi MepexkeByX IpuUcTpois (aTaku BeO);

5) x1b abo Opaky 3axmcHMX 3aco0biB (aTakn: BsO, LLIT);

6) Bpa3IMBOCTeVI MepeXeBUX IIporpaM, 30KpeMma, HOMWIOK Yy KOIi
(ataxm: BeO, CITuC);

7) HasBHOCTI ITPOMDKHVIX 3aco0iB 3'eqHanH: (aTaku HIIT);

8) mkimymmsoro I13 (araxu BO);

9) HexTyBaHHS BUMOTraMu iH(OpMaIIitHOI Oe3rekn 3 60Ky KOpuCTy-
BauiB (aTakwm LLIT);

10) comiasibHOT irkenepit (ataku CITaC).

Ortxe, B apceHasIi HallaTHMKIB €: HaBaJIbHUV Haraz , mKimmse 113,
3HaHHS PO Pi3HOMAaHITHI Bpa3IMBOCTi Ta IIpOpaxyHKM Ha OOIli XepTBY,
3aco0u colrialbHOI iFKeHepil, JoK/IaHe 3HaHHS IIPO Te, K (PYHKIIIOHYE
MepexeBe obOmamHaHHs Ta 13 xepTBu. Haribinpima KijTbKicTh BUSIBIIEHMX
YMHHVKIB ITOB g3aHa 3 aTakamy Tuiry BsO, a umHHMK 3 1108 13aHM1I 3 yCi-
Ma PO3IJISHYTMMM TUIIaMM aTak. 3a3HauyMo, IO 3aBIsfKM 00i3HaHOCTI
11po poboTy Mepexeporo obiagHanHg Ta 111, mo min’eqHaHi 10 Mepexi,
HaIlaJlHMKM MalOTh MOXJIMBICTB 3MiVICHIOBATV aTaKM, ITOBOISAYNCH IIPU
1IbOMY CTOCOBHO IIPOTOKOJIiB MepeXi Ta CTOCOBHO aTaKOBaHVX CIIYXKO sK
IIpaBOMipHi KOPUCTyBadi 1 HaBiTh He IIyKatouM X0 3aXVCHMX 3aCO0iB um
BpasimBocTen [13 Ha Gori xepTBuL.

Y Binmosige Ha Hamaz cyO’ekT Ha OOIli XepTBU aTaKy MOXe 3iVic-
HUTW: TOIIYK JKepeJl Hallajly, BUSBJIeHHs IIPUYMH yCIiXy Hallajy, BAO-
CKOHaJIeHHsI opraHi3allii cjIy>k0u, 1110 3a3Hajla aTaky, Ta ITOCVIeHHs Oe3-
IIeKOBVX 3aXOIiB.
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3asHaumMMoO, IO IIOIpU OesllocepeHe pearyBaHHsSI Ha KOXKeH KOH-
KPeTHMUV BUIIQIOK aTaKy TOTO UM iHIOro Tuiry pospobHmkam I13, mo
IIpV3HAYeHo Il poOOTH B Mepexi, TOIIUIbHO YXKMBATV ITePCIeKTHUBHMX
3axoJlIiB, 1110 CIpUsIN O CTIVIKOCTI T0 MepeXkeBNX aTakK, BpaXOByIOUM Te, 3
4Oro KOPMCTaOThCS HallaJHVKMN.

3 omIsAAy Ha Te, IO YMHHMK 3 (KOPUCTaHHS 3 HEeIOJIKiB y IIPOEKTY-
BaHHi Mepexxeporo [13 Ta I, mix egHaHMX 10 Mepexi) ITOB I3aHMII 3 yCi-
Ma PO3MISHYTUMM TUIIaMU aTakK, BUXOOUTb, 10 BUHATKOBO BaKJIVIBUIM
HaIIPsIMOM ITOCVJIEHHS CTIiVIKOCTI 10 MepeXXeBUX aTaK, PO3ITIAHYTUX B LN
poboTi, € yaockoHasIeHHsI po3po0iieHHs IpoekTis 113 mepex Ta IIT, 110
IIPaLOIOTh Y Mepexi, abu 3arobirTv 11osiBi Bpas/IMBOCTe, SKMMU MOXYTh
CKOPMCTATUCS 3JIOBMUCHMKN. 30KpeMa, Ha Halll IOIJIA, IIPOEKTYBasIb-
HVIKY CJIif 3a0e31edyBaTy IOBHOTY HOOY/yBaHb, SIK-OT:

— BU3HaYaTy O3HaKM «IIPaBWIbBHMX» Ta «HePaBWIbHMX» TaHMX, 1110
HaJIXOAATh Ha BXifl IpOorpaMHMX CKJIaJHMKIB Mepexi abo € pe3ysibTaToM
IXHBOI pobOTIL;

— BU3HAYATV O3HAKV HOPMaJIbHIX Ta aBapirtHMX CUTYallivl ITepediry
IIPOLIeCiB y Mepexi;

— PpOo3pobIIATY 3aCcO00V KOHTPOJIIO JaHMX Ta MepeXXeBIX IIPOIIeCiB;

— po3pobitaTyt 3acob1t 00pobsIeHHS aBapilIHIX CUTYALIilL.

3 oAy Ha poJIb JIIOACHKOTO PaKTOPY Yy 3/1iVICHEeHHI aTaK BaXKJIMBOIO
IUIsL IPOTUCTOSIHHS MepeXkeBVM aTakKaM € 00i3HaHiCTh KOPUCTyBaviB Me-
pexi o710 BUMOr iHdopMallirHoi Oe3reKku Ta o0 3arpo3 3 OOKy 3aco-
6iB comiasIbHOT iHXKeHepil.

Baxomsum HammpsiM yOesrieueHHs Bifl MepeXeBUX aTakK — YIOCKOHa-
JIeHHS HasBHUX Ta pO3poOJIeHHS HOBITHIX crcTeM 3abe3ledeHHS KOM-
1I'1oTepHOi Oesrekn. 30KkpeMa, € IToTpeda y ToMy, 00 BMIiTV BiIpisHUTHI
posnonisieHy ataky BsO Ha ciryxOy, mif eqHaHy 00 Mepexi, Bif, parTo-
BOTO CIUIeCKY 3BepHeHb IIPaBOMipHMX KOPUCTYBauiB 110 1iel cryxom. Tob-
TO WJIeThCA PO Te, 0O po3Mi3HaTH aTaKy Ha CJIy>XOy y pasi, Koiu Kilb-
KiCTh 3B€pHEHb JI0 Hel paIToBO 11 He3BMYalTHO 30UIBIITYEThCS.
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ANALYSIS OF COMMON TYPES OF NETWORK ATTACKS,
AND FACTORS ENABLING THEIR SUCCESSFUL IMPLEMENTATION

Introduction. A survey of common types of network attacks, i.e. cyberattacks carried
out through a computer network, is presented. The purpose of the work is to expose
factors enabling attacks to be fulfilled successfully.

Methods. To expose the factors, common types of network attacks were analysed
on the basis of sources open to general use.

Results. As a summary, it was found out that attackers have in their arsenal:
brute force, malicious software, knowledge on various vulnerabilities and flaws on a
victim’s side, social engineering tools, and detailed knowledge on how both network
equipment and victim’s software function. It is significantly that due to their
knowledge on how network equipment and applications connected to a network
function attackers can realize their malicious intentions while behaving themselves as
legitimate users regarding the network protocols and regarding the attacked services
and without even looking for flaws in the protective resources or software
vulnerabilities on the victim’s side. It turned out, that such factor as flaws in network
software designing relates every type of attack considered.

Conclusions. Taking into account the results of the analysis, the directions of
intensifying the resilience to network attacks are outlined: improving the working out
of projects of network software and applications that operates in a network in order to
prevent arising vulnerabilities which attackers can exploit; improving the existing
computer security systems and developing novel ones; network users’ conversance
with information security requirements and the threats of social engineering means.

Keywords: computer network, cyberattack, information security, Internet protocols.
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AUTOMATED AUTHORSHIP

IDENTIFICATION OF PROGRAM
CODE BASED ON A METRIC SYSTEM

The paper reviews existing methods for automated program code authorship attribution and
then proposes an original method based on a system of metrics. The proposed method uses a
metric system grounded in the “fingerprinting” technique. The metrics reflect the individual
stylistic features of a programmer, regardless of the programming language.

Keywords: metrics, attribution, source code, authorship identification, information system..

Terminology

Metric — a numerical indicator used to measure and analyze the charac-
teristics of a specific object, system, or process.

Author Profile — a set of characteristics (metrics) that define an in-
dividual’s coding style.

Cite: Adamchuk A H., Sushchuk-Slusarenko V.1, Dychka A.l. Automated Authorship
Identification of Program Code Based on a Metric System. Information Technologies and
Systems, Kuis, 2025, Tom 2 (2), 81-89. https:/ /doi.org/10.15407/ intechsys.2025.02.081
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org/licenses/by-nc-nd/4.0/)
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Cyclomatic Complexity — a software metric that evaluates the num-
ber of independent paths through a program.

Introduction and Problem Statement

Determining the authorship of program code is an extremely important
aspect of detecting unlawful activities in various domains. In particular,
it applies to identifying the authorship of malicious code that has infiltrat-
ed an information system through unauthorized access, as well as detect-
ing information theft using specially designed software. Given the contin-
uously growing number of cyber threats, the ability to accurately attribute
authorship to malicious programs is critically important for ensuring the
security of information systems. Additionally, program code authorship
identification plays a key role in detecting copyright violations and ensur-
ing academic integrity, which is especially relevant in the digital era.

Currently, automated methods for determining the authorship of
texts written in natural languages are considered well-developed. Howe-
ver, attempts to apply these methods to artificial languages, particularly
programming languages, do not yield the desired results. This is due to
the fact that artificial languages have a significantly smaller vocabulary
and much stricter syntactic rules for constructing statements. Thus, deve-
loping a new method for automated authorship identification of program
code is a relevant challenge today.

The goal of this study is to improve the accuracy of program code
authorship identification by developing a method that can be adapted to
any programming language and focuses on the individual coding style of
different authors. To achieve this goal, it is necessary to review existing
solutions for program code authorship attribution, analyze their advan-
tages and disadvantages, and, based on the findings, develop a new me-
thod and implement its software realization.

Literature Review

The most common method for determining the authorship of program
code is the n-gram attribution method, which analyzes sequences of 1 ele-
ments consisting of adjacent letters, syllables, or other lexical units in the
examined text [1]. This method is independent of a specific programming
language since it operates on low-level data. However, it has a significant
drawback: the core elements of this method are susceptible to subjective
manipulation. Specifically, if an attacker knows the frequency of an author’s
characteristic n-grams, they can easily forge that author’s style.
Metric-based methods are also used to determine the authorship of
texts written in artificial languages. These methods differ in the number
and type of indicators used to construct metrics. For example, one of the
earliest code attribution methods, Holsted’s metrics [2], relies on only 16
indicators, which is insufficient for accurate authorship identification.
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Another method, IDENTIFIED [3, 4], developed for the C++ program-
ming language, utilizes cyclomatic complexity and graph-based metrics.
Additionally, this method takes into account comments in the code.

A more recently developed method, program “fingerprinting” [5], in-
cludes 48 different metrics. This method works specifically for Java pro-
grams and achieves an accuracy of approximately 73%. The research sug-
gests that source code metrics can indeed help in identifying authorship.
However, a major limitation of such metrics is their dependence on the
programming language.

To this review, it is worthwhile to add an analysis of contemporary
achievements in this field. In particular, study [6] presents an innovative
approach that achieves 93-95% accuracy through:

e an expanded set of metrics including: stylistic formatting features,
patterns of language construct usage, and abstract syntax tree character-
istics;

» a language-agnostic approach that works with various programming
languages, unlike most existing methods focused on specific languages
(e.g., Java in the “fingerprinting” method);

e deep analysis of structural code features that are more resistant to
intentional modification, significantly complicating attempts to forge au-
thorial style.

It is important to note that this method demonstrates substantially
higher accuracy (93-95%) compared to the aforementioned “fingerprint-
ing” method, while also having broader applicability due to its language
independence. However, like other metric-based approaches, it requires
significant computational resources for analyzing large codebases.

Other modern approaches to code authorship attribution should also
be analyzed. For instance, Graph-Based methods (e.g., GraphCodeBERT
[7]) utilize analysis of code dependency graphs (DFG) combined with tex-
tual features, enabling detection of unique function call patterns. A draw-
back of such methods is the requirement for preliminary graph construc-
tion for each code sample, which complicates analysis of large projects.

Another employed solution is Ensemble Learning [8]. This approach
involves combining predictions from multiple classifiers (SVM, Random
Forest, CNN), improving accuracy to 94%. Its disadvantages include high
computational complexity and the need for repeated model training.

Thus, the aforementioned methods cover scenarios where classical ap-
proaches are ineffective (binary analysis, small datasets). However, many of
them require specialized computational resources or deep ML expertise.

A Metric System for Automated Authorship
Identification of Program Code

For further modification in this study, we selected the metric system de-
fined in the program “fingerprinting” method. This system was expanded
by adding new indicators, such as the frequency of logical operators, com-
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parison operators, increments and decrements, the presence of prefixes
and suffixes in variable names, and others. The number of metrics in the
expanded system increased to 65.

Next, all metrics were divided into two groups: basic metrics — adap-
table to any programming language, and specialized metrics — those that
differ depending on the programming language. For convenience, the
basic metrics were further categorized into four groups: keywords, ope-
rators, delimiters, identifier names.

The specialized metrics include language-specific keywords and op-
erators for Java, Python, C++, and JavaScript. Below, we examine these
metric groups in more detail.

Keywords. This category measures the frequency of different key-
words, revealing a programmer’s specific preferences. For instance, some
developers favor “if” statements over “switch/case” even when both op-
tions are interchangeable, or they might prefer “for” loops over “while”
loops. Another example is the preference for “try + catch” blocks instead
of handling errors with conditional statements. Analyzing such patterns
helps track a developer’s unique stylistic choices, particularly their incli-
nation toward certain conditional statements and constructs.

Operators. This category includes metrics that reflect the frequency of

VAR T/ A

operators such as “+”, “-"”, “*” * /7 “%” and others. It also examines how
a developer uses comparison operators (“==", “1=",“>” “<”) and logical
operators (&&, | |). Additionally, the use of increment (“++”) and decre-
ment (“--") operators versus more explicit expressions (e.g., “x =x +17) is
considered. This category helps determine how a programmer structures
mathematical operations, conditions, and logical checks in their code.

Delimeters. This category analyzes the frequency and style of using
various delimiters, such as spaces, tabs, and newlines, which affect the
structure and readability of the code. These symbols help organize text
blocks and highlight nested structures (e.g., conditional statements or
loops). The placement of spaces around operators is also taken into ac-
count. Some developers prefer writing “x = y + z”, while others use a more
compact style like “x=y+z".

Additionally, this category considers the use of optional symbols in
some programming languages, such as semicolons (“;”), as well as differ-
ent types of quotes and commenting styles. Metrics in this category reveal
how carefully a programmer formats their code, ensuring readability and
adherence to stylistic conventions.

Identifier names. This group includes metrics that analyze variable,
class, and method naming styles. First, it considers naming conventions
(camelCase, PascalCase, etc.). Second, some programmers prefer short
names (i, tmp) in small functions, while others use descriptive names (in-
dexCounter, temporaryStorage) for clarity. Third, it accounts for cultural dif-
ferences, such as using transliterated words from the developer’s native
language (knyga instead of book). Finally, the use of standard prefixes and
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suffixes is assessed, such as is, get, and others to indicate boolean variables
or getter methods (e.g., isAvailable, getName). The correct use of suffixes
for data structures (list for arrays/lists, map for dictionaries) is also eva-
luated. These characteristics can reveal a programmer’s experience, edu-
cation, and habits.

Specialized metrics. Specialized metrics account for unique keywords
and operators in each programming language. This is crucial because dif-
ferent languages have unique constructs that reflect their design philo-
sophy. For example, null in Java has analogous representations in other
languages: None in Python, nullptr in C++, null in JavaScript.

Automated Method for Determining
Source Code Authorship

The previously described metrics are applied in the developed method
for automated authorship identification of source code to establish an
author’s stylistic characteristics. The method consists of six stages.

Stage 1. Collecting source code from projects

At this stage, software projects with known authorship are selected to
form a reference database, along with one project under investigation that
needs analysis. The source code of each selected project serves as the basis
for calculating metric values, which will be used for further analysis.

Stage 2. Removing auxiliary files from the project

To ensure accurate analysis and prevent bias in the results, all auxi-
liary files that do not contain core source code are removed. These may in-
clude configuration files (XML, JSON, YAML), compiled files (.class or .0),
test files, or other files unrelated to the program’s primary functionality.

Stage 3. Calculating basic metrics.

For each project, the values of basic metrics are computed.

Stage 4. Calculating special metrics.

If the project contains source code files in C++, Java, Python, or
JavaScript, the special metrics are also computed.

Stage 5. Comparing the investigated project’s metrics with other pro-
jects” metrics

The basic metrics are compared across projects. If both projects con-
tain special metrics, those are also included in the comparison. The devia-
tion of the investigated project’s metric values from those of other projects
is calculated.

Stage 6. Presenting the results.

The analysis results are presented as a percentage similarity between
the investigated project’s metric values and those of other projects. The
project with the highest similarity percentage should belong to the same
author as the investigated project.
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Fig. 1. Sequence of stages of the proposed method

Software Implementation of the Method

In the software implementation of the proposed method, metric values
of the investigated project are compared not with the metric values of
other projects but with the metric values from author profiles. Initially, for
each author’s projects — there may be one or more — the method’s stages
2 to 4 are applied, meaning auxiliary files are removed, and either basic or
both basic and special metrics are calculated. Based on these metric values,
an author profile is created: the metric values of all projects by a single
author are averaged.

For the development of the software project implementing the pro-
posed method, Python was chosen due to its powerful data processing
capabilities. The following libraries were used: NumPy, pandas, and
SQLAIchemy. The database management system PostgreSQL is used for
database interaction. The server side of the project is built using the Flask
framework, which handles request processing, routing, database interac-
tion, and API implementation. The front-end interface is developed using
Vuejs, enabling the creation of a dynamic and user-friendly interface.

The web application follows a modular architecture.

The client-side includes the following modules:
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o API interaction module — responsible for communication between
the user interface and the server, sending requests to the server API and
receiving responses to be displayed in the graphical interface;

e graphical interface components — implement user interaction
features.

The server-side includes an API controller module, which processes
requests from the client side and calls appropriate modules to perform
tasks, along with separate functional modules.

The API controller module contains the following submodules:

e module for working with data about authors, which provides crea-
tion, deletion and update of information about project authors;

» module for working with data about projects, which provides addi-
tion, deletion of information about projects;

e module for working with metrics, which provides addition, deletion
and update of metrics;

» module for working with results, which provides storage of results
of determining authorship.

Additional server-side modules:

 a module for calculating the values of basic metrics;

e a module for calculating the values of special metrics;

e a module for calculating the results, in which the deviations of the
metric values are calculated and the results are calculated in percentages;

e a module for interacting with the database, which performs the ope-
rations of saving, updating and retrieving data from the PostgreSQL da-
tabase.

The PostgreSQL database serves as a storage system for all necessary
information, including author data, project data, analysis results, and met-
ric values.

Conclusions

This study reviews existing methods for automated authorship attribution
of source code and proposes a new method based on an extended system
of metrics.

The proposed method utilizes a metric system based on the “finger-
print» approach to code analysis. These metrics capture the individual
stylistic characteristics of a programmer, regardless of the programming
language used. By computing metric values for projects, author profiles
can be generated, forming the basis for further authorship identification.

As a next step in the project, the authors consider it appropriate to
conduct experiments to evaluate the effectiveness of the proposed method
using different input data across various programming languages. Ad-
ditionally, they plan to compare the results obtained with the proposed
method against those derived using the Halstead metrics-based approach.
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ABTOMATWM30OBAHE BIM3HAYEHHS ABTOPCTBA
IMTPOIPAMHOI'O KOOy HA OCHOBI CMCTEMIM METPVIK

Beryn. BusHaueHHS aBTOpCTBa IIPOrpaMHOro KoAy HaOyBa€ BaK/IMBOIO 3HAUEHHS B
Cy4acHMX YMOBaXx, KOJIM 3pocTa€ KiIbKicTh Kibep3arpos, akTyali3yeTbcsa 3aXUCT
aBTOPCBKMX ITIpaB 1 3abe3meuveHHsT akazeMmiuHOl poOpouecHocTi. Y craTTi
IPOJIeMOHCTPOBAHO MeTO/], aBTOMaTM30BaHOIO BU3HAaUeHH: aBTOPCTBa IIPOrPaMHOI0O
3abe3neueHHs IUISIXOM aHaJIi3y BUXiTHOro kozy. MeTo, po3ImpIoe crcTeMy MeTPUK,
III0 3aCTOCOBAaHAa B METOIi «BiIOWMTKiB» Iporpamm, IO [IO3BOJISE IIpallloBaTu 3
MyJIBTVIMOBHMMM IIpoeKTaMm. Lli MeTpmKM BUKOPMCTOBYIOTBCS IS CTBOPEHHS
«11podisIiB aBTOPiB» Ha OCHOBI HAsIBHOI'O KOy IpOrpaMicTa, 1110 J03B0JIsI€ IIepeBipsAT
aBTOPCTBO B iHIINX IIPOTPaMHMX IIPOEKTAX.

Meta crarri. MeToo MHOCITKeHHSI € INABUINEeHHS TOYHOCTI BU3HAYEHHS
aBTOPCTBa IIPOrPaMHOIO KOy IUISXOM pO3po0JIeHHd MeTOAy, alalToBaHOIo I
OyIb-sIKi MOBY IIPOrpaMyBaHHS.

Metonmu. MeTo aBTOMaTM30BaHOTO BU3HAYeHHS aBTOPCTBa ITPOrPaMHOIO
KOy pO3pO0IeHO Ha OCHOBi CHCTeMW METPWK, 110 BKIIIOYAIOTh YOTMPW KaTeropii
0a30BVIX MeTPUK: KJIFOUOBI CJIOBa, OIepallilfHi CIMBOJIV, PO3/IUTOBi CIMBOJIV Ta iMeHa
inenTndikaropiB, a TakoX creriaapbHi MeTpuKku. IS BM3HAYEHHS aBTOPCTBA
30MpaloThcsl IIPOrpaMHi MPOEKTM 3 JIOCTOBIpHOIO iH(OpMalliclo Ipo aBTOPCTBO,
00YNCITIOIOTHCS 3HaUEHHS 0a30BVIX Ta CIIELia/IbBHMX METPVIK IIVIX IIPO€EKTIB, ITiCIISL 4YOTO
dopmytoThCs Ipodisti aBTOPiB Ha OCHOBI cepenHix 3HaueHb 11X MeTpuK. Ilomasnbire
MOpIBHSHHS 3HauYeHb METPUK OCIIKYBaHOIO KOOy 3 MeTpuKaMmu 3 Ipodisert
aBTOPiB JO3BOJIsE ieHTNdIKyBaT aBTOpa KO/y.

Pesynprar. B poOoTi IIpoBeieHO OIVIAM, iCHYyIOUNMX METOMiB aBTOMAaTU30BaHOIO
BU3HaAUeHH: aBTOPCTBA IPOrPaMHOrO KOAy, ITiCJIsI YOTo 3allpOOHOBAaHO BJIACHWM
MeTO/, Ha OCHOBiI BMKOPWICTAaHH: CHUCTeMM MeTPUK. 3aIpOIIOHOBaHWII MeTOf,
BUKOPWCTOBY€ CHUCTEMY METPWK, B OCHOBY $IKOI IIOKJIaJIeHO METOJ «BigOWMTKiB».
Merpukn BimoOpaXaroTh iHAMBIOyaTbHI CTWICTMYHI OCOOIMBOCTI IIporpamicra
He3aJIeXXHO BiJl MOBV IIpOrpaMyBaHHs.

BucHoBKM. Matepianm crarri OyayTh KOPpMCHMMM IIPWM BUPpillleHHi 3amad
aBTOMAaTW30BaHOIO BM3HAYeHHs aBTOPCTBA IIPOrPaMHOIO KOy .

Katouobi caoba: mempuxu, ampudyyis, 6Buxionuti xod, 6usnauenns abmopcmba,
iHhopMayitina cucmema.
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AUTOMATIC CLASSIFICATION
OF UKRAINIAN TEXTS BY FUNCTIONAL STYLES

The proposed multilevel method for classifying Ukrainian texts by functional style combines
statistical analysis, keyword analysis, and contextual analysis based on the BERT model,
which accounts for semantic and contextual dependencies in the text.

The results support the hypothesis that combining contextual features (generated by
BERT) with statistical style parameters yields the highest classification accuracy. This
highlights the advantage of the proposed model for tasks requiring high precision and stability
in identifying functional text styles.

Keywords: classification, functional style, stylometry, vectorization, machine learning

Introduction and Problem Statement

Automatic classification of texts by functional styles is an important task in soft-
ware engineering, as it enables the automation of text data processing for solving
common problems such as information retrieval, document analysis etc. Deter-
mining a texts functional style requires analyzing its lexical, grammatical, and
stylistic features while considering its context. The main challenge here lies in the
significant stylistic diversity of the Ukrainian language. Moreover, within a single
text, the boundaries between multiple styles may be blurred. Existing solutions
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developed for other languages require substantial adaptation for Ukrainian, pos-
ing new challenges for engineers. Therefore, there is a need to develop specialized
methods capable of identifying functional styles specifically in Ukrainian texts.

The goal of this study is to improve the accuracy of Ukrainian text classifi-
cation by functional styles through the development of a method and software
for automatic text style identification.

To achieve this goal, the study sets and addresses the following tasks: analyzing
existing approaches to automatic text classification; identifying the advantages and
disadvantages of current methods in the context of Ukrainian text classification by
functional styles; describing the proposed method; outlining the architecture, im-
plementation tools, and key modules of the software developed for the proposed
method; evaluating the effectiveness of the developed model and comparing its
results with alternative approaches.

Literature Review

Existing approaches to solving the problem of automatic text classification by
functional styles can be broadly divided into two groups:

1. Vectorization methods — the purpose of these methods is to represent
textual data in a vector format. They include the keyword method, statistical me-
thods, the n-gram method, TF-IDF, and BERT (as a vectorization method). In the
context of classifying Ukrainian texts by functional styles, vectorization methods
offer advantages such as scalability and the ability to capture key textual features,
enabling the analysis of stylistic differences. However, their drawbacks include
sensitivity to the volume and quantity of processed data, as well as the need for
adaptation to the Ukrainian language.

2. Machine learning methods — these methods aim to train a model that
can later classify input data based on prior training. Among machine learning
approaches, notable examples include the support vector machine (SVM) method,
probabilistic methods, ensemble methods and neural network-based techniques.
The advantage of these methods for text classification by style lies in their ability
to account for complex stylistic structures and their scalability, allowing them to
process large datasets without losing efficiency. However, their disadvantages
include sensitivity to noise, which can lead to model overfitting, as well as the need
for significant computational resources [1].

In this study, the authors propose using a pre-trained BERT language model,
which has proven to be an effective tool for text analysis due to its ability to consider
context at both the word and sentence levels [2]. However, given the specifics of
the Ukrainian language and the features of functional styles, standard available
BERT models have significant limitations:

e bert-base-ukr-eng-rus-uncased [3], although a specialized Ukrainian mo-
del, is trained primarily on publicly available corpora that do not cover a wide
variety of functional styles (e.g., literary, academic, journalistic). This limits its
ability to accurately recognize stylistic features. Additionally, the model tends to
mix stylistically similar styles, such as official-business and academic, due to the
lack of clear stylistic segmentation in the data;
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o SlavicBERT [4], despite its name, does not support the Ukrainian language.
The model is trained mainly on Russian, Bulgarian, Polish, and Czech, making
its application to Ukrainian texts not only inefficient but also methodologically
incorrect;

e Multilingual BERT (mBERT) [5] — a multilingual model developed by
Google to support over 100 languages, including Ukrainian. However, the model
is trained on general corpora without accounting for stylistic nuances. As a result,
it performs poorly in classification tasks.

Thus, given the identified limitations of existing models, there is a need to
adapt BERT for the automatic classification of Ukrainian texts by style. To achieve
this, it is necessary to fine-tune the model on specialized corpora covering various
functional styles and to incorporate key distinguishing features—such as syntactic
patterns, part-of-speech frequency, and specific linguistic expressions. This ap-
proach will enable deeper stylistic understanding, improve classification accuracy,
and account for both contextual and structural features of each style. Ultimately,
it will result in a model capable of effectively processing a wide range of Ukrainian
texts while reflecting real-world language practices.

Method for Automatic Classification
of Ukrainian Texts by Functional Styles

In the Ukrainian language, four main literary functional styles are distinguished:
scientific, artistic, official-business, and journalistic. Currently, there is no uni-
versally defined set of features that would allow for an unambiguous determina-
tion of a text’s style [3]. However, each of these styles has specific linguistic charac-
teristics that can be generalized into three categories: lexicon, syntax, and mor-
phology.

To achieve automatic classification of texts by functional styles, the authors
propose using the following key parameters: contextual dependencies within the
text, identification of words characteristic of a particular style, and stylometric
aspects, i.e., statistical style parameters.

Based on the key aspects described earlier, this study proposes a multi-level
method for automatic classification of texts by functional styles, which integrates
statistical analysis, keyword analysis, and contextual analysis using neural networks.

Stage 1: Statistical analysis. The first step involves collecting statistical param-
eters of the text, including: frequency of different parts of speech (nouns, adjec-
tives, verbs, etc.); usage of various verb forms (infinitives, imperative, impersonal
forms); sentence structure (simple, complex, asyndetic).

The extracted statistical data is normalized: some features are analyzed rela-
tive to the text itself (e.g., the percentage of noun usage compared to the total word
count). Others are analyzed in relation to the entire text corpus (e.g., the average
sentence length or the number of paragraphs in a text).

Stage 2: Keyword analysis. At this stage, the text undergoes: tokenization,
stop-word removal, lemmatization. After preprocessing, the frequency of lemmas
characteristic of certain styles is calculated. For journalistic, scientific, and offi-
cial-business styles, dictionaries of high-frequency words were compiled. For ar-
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Fig. 1. Schematic representation of the proposed method for automatic text classification by
functional styles

tistic style, since it primarily uses general vocabulary, analysis is performed using a
set of emotionally charged words, which are distinctive for this style.

Stage 3: Contextual analysis with BERT. The third stage employs a BERT-based
model to analyze not only individual words in a text but also relationships between
sentences, enabling a deeper understanding of the text’s semantics [4]. Through
tokenization and vectorization using BERT, a high-dimensional vector represen-
tation of the text is obtained, incorporating both semantic and contextual de-
pendencies.

The three main stages of the method can be executed in parallel since the out-
put of each stage does not affect the operation of the other two.

A schematic representation of the proposed method is presented on Figure 1.

As a result of the proposed method, a model is formed that enables the classi-
fication of texts by functional style based on the analysis of statistical parameters,
lexical features, and context. By combining three stages of analysis, which cover
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different aspects of the text, the method ensures adaptability to the specifics of
the Ukrainian language.

Implementation of Software and Results

Implementation. The software for automatic classification of Ukrainian texts by
functional styles is implemented as a console application. The advantages of a con-
sole-based approach include: cross-platform compatibility, allowing it to run on
different operating systems without additional configuration; integration capabi-
lities, enabling incorporation into scripts or other systems for automated proces-
sing of large text volumes; flexibility in handling textual data.

The following tools were selected for developing the console application:

. Python as the programming language.

. Pandas for dataset handling.

. TensorFlow as the machine learning framework.

. Pymorphy3 for morphological analysis.

. NLTK for natural language processing.

. Redis as an in-memory database management system.

. SpaCy for text processing and natural language understanding.

The software is designed using a modular architecture, which divides the
system into independent modules, each responsible for a specific function. This
approach enhances code maintainability and simplifies testing by allowing inde-
pendent module validation.

The application consists of the following key modules:

1. Root module — the root module, which serves as the entry point for start-
ing the program. This is the primary control module that ensures the coordinated
operation of the entire system.

2. Command line processing — a module for processing command-line input,
which handles the initial stage of interaction with the user.

3. Statistic parameters analysis — computes statistical characteristics of
the text.

4. Key words usage analysis — analyzes the frequency of key terms in the text.

5. Context analysis — generates a vector representation of the text while con-
sidering contextual dependencies.

6. Values normalization — normalizes values obtained from statistical and
keyword frequency analysis modules.

7. Cache interaction — a module for interacting with the Redis DBMS, which
is used for data caching.

8. Filesystem interaction — a module that handles interactions with the file
system.

Results. To evaluate the effectiveness of the proposed method for automatic
classification of Ukrainian texts by functional styles, the following metrics were
used: Accuracy, Precision, Recall, F1-score, and AUC. The choice of these metrics
ensures a comprehensive evaluation of the model, as they allow for analysis of
classification accuracy, the balance between accuracy and completeness of pre-
dictions, as well as the model’s ability to reliably rank text styles, contributing to a
thorough analysis of the results.

N YU s W
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For evaluating the effectiveness of the proposed method, its results were com-
pared with two alternative approaches: the first based on the classical BERT model,
and the second using SVM and statistical characteristics of the styles. This com-
parison allows for testing the hypothesis that integrating contextual features ob-
tained with BERT with statistical style parameters improves the accuracy of text
classification by functional styles.

To prepare the textual data required for training the BERT model, this study
compiled a large corpus of Ukrainian texts with an even distribution across dif-
ferent functional styles. The source of the corpus was the open-access resource
UberText 2.0 [9], which provided over 40,000 text samples — 10,000 per each of
the four styles.

For a comprehensive evaluation of the model, an additional dataset with
structurally and thematically diverse texts was used, downloaded from an open
GitHub repository [10]. Stored in separate .txt files, this corpus was processed to
create a validation dataset of 4,000 texts by iterating through the files and sequen-
tially adding their content.

The analysis results indicate that the proposed model significantly outperforms
both classical BERT and SVM, which is based on statistical features. The Accuracy
metric reached 0.829, while BERT and SVM showed 0.646 and 0.612, respectively,
confirming the higher accuracy in text classification. Similarly, in terms of po-
sitive prediction precision (Precision), the proposed model demonstrated 0.780,
surpassing BERT (0.626) and SVM (0.541), indicating a reduction in false positive
results. The Recall (0.709) and F1-score (0.729) metrics also exceeded the results
of the alternatives, providing a balance between precision and recall.

The AUC score (0.952) confirms the model’s ability to more accurately re-
cognize text styles, outperforming BERT (0.908) and SVM (0.834). These results
prove that the proposed model demonstrates not only high accuracy but also
stability in working with different functional styles.

The obtained results confirm the hypothesis that combining contextual
features formed with BERT with statistical style parameters provides the highest
classification accuracy. The relative improvement in accuracy is 28.39% compared
to BERT and 35.49% compared to SVM, emphasizing the advantage of the pro-
posed model for tasks that require high accuracy and stability in identifying func-
tional text styles.

Conclusions

The work presents an analysis of existing methods for automatic text classification
by functional styles. An overview of the main vectorization methods and machine
learning techniques is provided, along with an analysis of their advantages and
disadvantages in the context of classifying Ukrainian texts by functional style.
A multi-level method is proposed, which combines statistical analysis, keyword
analysis, and contextual analysis based on the BERT model, allowing for the con-
sideration of semantic and contextual dependencies within the text. The stages of
the proposed method are presented: collecting statistical parameters of the text,
identifying characteristic lemmas for styles, and applying contextual analysis to
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improve text classification. A console application based on a modular architecture
is implemented. The effectiveness of the method is evaluated using Accuracy, Pre-
cision, Recall, F1-score, and AUC metrics, demonstrating the superiority of the
proposed model over alternative approaches.
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ABTOMATHYHA KITACUOIKAIILA TEKCTIB
YKPATHCBKOIO MOBOIO 3A ®YHKIIMHUMN CTUIAMU

Bcrynm. ABToMarmyHa Knacugikalfii TeKcTiB 3a QYHKUITHMMM CTWIAMU € Ba>KIMBUM
3aB[JaHHSIM B iH)XeHepii IporpaMHOro 3abesnevdeHHs, OCKi/IbKY BOHA [J03BOJIsI€ ABTOMATU3YBaTH
00OpOO/IeHHsI TEKCTOBMX HAaHMX M e(peKTMBHOIO BUPINIEHHS TAaKMX PO3IOBCIO/PKEHNX
3ajia4, K HOLIYK iHpopMalii, aHami3 ZokyMeHTiB Tomo. IIpouec BusHadeHH:A QYHKIIIHOTO
CTUII0 BYMAra€ aHajIi3y JeKCUYHUX, TPAMATUYHNUX Ta CTWIICTUYHUX OCOOIMBOCTEN TEKCTY
3 ypaxXyBaHHAM i10ro KOHTeKCTy. OCHOBHOIO CKIAJHICTIO TYT € Te, O YKpaiHCbKa MOBa
XapaKTePU3YETbCsA 3HAYHOKI Pi3SHOMAHITHICTIO CTMMICTMYHMX Bapianiii. Haapni pimenns,
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po3pobeHi A HIIMX MOB, MOTPeOYIOTh CYTTEBOI afianTalii A/ YKpaiHCbKOL Y 3B’I3KY 3
L[MIM IIOCTA€ HeOOXiTHICTh pO3pOOIEHHS CIieljia/li30BaHNMX METO/IB, 3aTHIX iXeHTU(IKyBaTH
dyHKLiHI cTIT caMe B yKPaiHCbKOMOBHMX TEKCTaX.

Mera crarTi. MeTo0 faHOi po6OTM € MHifABUIIEHHA TOYHOCTI Kimacuikanii TekcTiB
YKPAIHCHKOIO MOBOIO 33 (PYHKI[I/IHMMM CTU/LIMY IIULIXOM PO3POOIEHHS METOY Ta IIPOrPaMHOro
3abesneyeHH s A/ aBTOMaTHYHOTO BY3HAYEHHSI CTHIIO TEKCTY.

Meropm. 3ampomoHOBaHMIT B CTarTi GaraTopiBHeBuit Merop kiaacuikamii TeKCTiB
YKPalHCbKOI0 MOBOI 33 (PYHKUIHMMM CTWILIMM HOENHYE CTATUCTUYHMII aHAN3, aHasi3
K/IIOYOBUX CJTiB Ta KOHTEKCTHUII aHa/li3 Ha ocHOBi Mogeni BERT, 110 [03BOJIA€ BpaxoBYyBaTu
CEeMaHTM4YHi Ta KOHTEKCTya/lbHi 3a/IeKHOCTi B TeKCTi. ETamamy 3ampoIlOHOBaHOTO MeETORYy
€: 306ip CTaTMCTMYHUX TapaMeTpiB TEKCTY, BU3HAYEHHA XapaKTepPHUX JIeM I CTWUIIB, a
TaKOXX 3aCTOCYBaHHA KOHTEKCTHOTO aHai3y I/ IMOKpalleHH:A kaacudikanii TekcTiB. MeTox
peasi3oBaHO B Me)XXaX KOHCOJIBHOTO 3aCTOCYHKY, 1[0 6a3yeThCs Ha MOLY/IbHIIT apXiTeKTypi.

Pesynbrar. 3anponoHoBaHa MOJie/Ib 3HAYHO NepeBepulye AK Knacudny BERT, Tak i SVM
3a MeTpUKoI0 Accuracy: BoHa mocsarna 0,829, toni sk BERT i SVM nokasamn 0,646 i 0,612
BifmoBigHO. 3a TOYHICTIO MO3UTUBHUX mHepenbadeHp (Precision) sampomoHoBaHa MoOJeNb
npogemoHcTpysana 0,780, Bunepegusum BERT (0,626) i SVM (0,541), mo cBif4uTh Ipo
3MeHIIeHH Ki/IbKOCTi XMOHO-TT03UTUBHUX pe3ynbrariB. [Tokasuuku Recall (0,709) i F1-score
(0,729) TakOX IIepeBMIIYIOTb pe3yIbTaTH albTepHATMB, 3abesnedyioun 30alaHCOBaHICTh
MbK TouHicTIO i moBHOTO. ITokasuuk AUC (0,952) migTBepKye 35aTHICTD MOZEI TOYHIIIe
pO3Ii3HaBaTyU CTUII TeKCTiB, mepeBepurytoun sHadeHHs BERT (0,908) i SVM (0,834).

BucnoBkn. OTpuMaHi pe3ynpraTy MifTBEpKYIOTh TillOTe3Y, 110 NOENHAHHA KOHTEKCTHUX
03HaK, cpopMOBaHUX 3 foroMoroo BERT, i3 cTaTMCTUYHMMU TTapaMeTpaMi CTUIIO 3abe3Iedye
HalBMIy TOYHICTb Kmacudikanii. Ile migxpecmioe mepeBary 3ampoIIOHOBAaHOI Mofeni i
3ajiad, AKi BMMaraloTb BJMCOKOI TOYHOCTI Ta cTabiTbHOCTI Y BU3HAY€HH] q)yHKHiﬁHMX CTUJIiB
TEKCTY.

Kmiouosi cnosa: knacugikayiss, pyHkuyitinuti cmuns, cmunemempis, 6eKmopu3ayis, MmauiuHHe
HABHAHMHA.
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