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TWO-POINT AUTHORIZATION ENGINE

WITH REVOCABLE SHARING
FOR MULTITENANT ENVIRONMENTS

Multi-tenant software-as-a-service (SaaS) platforms that contain tenant-partitioned data re-
quire authorization systems which cover scenarios where classic flat role-based access control
(RBAC) fails. Specifically, these systems need to provide access to individual resources rather
than whole sets of resources, controlled cross-tenant sharing, and account-less share links
which can be revoked at any time. We present access-kit, an in-process authorization engine for
the .NET platform built on an explicit model: principals, “area:verb” actions, composable
deny-wins policy statements with inheritance, and a resource hierarchy. Enforcement is a
co-designed pair of mechanisms which consist of an application-pipeline gate that rejects
unauthorized actions outright and an object-relational mapper (ORM) row filter that filters
the data to only include rows which are permitted to the current principal. The gate publishes
per-request scope which is consumed by row filter, and this scope keeps the two mechanisms in
agreement and therefore keeping error reporting consistent. As a result, a write on a reada-
ble-but-not-writable resource is refused as a forbidden action rather than disquised as a miss-
ing resource, preventing the existence of the resource from being leaked. In the developed
framework, each request acts in a single active tenant, so access resolves to one flat statement
set. Cross-tenant access is achieved by pulling the grants the active tenant owns, and a caller
switches workspace (re-minting its token) to act in another permitted tenant. Account-less
sharing is implemented by issuing a revocable, table-backed capability token. We give an
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analytic cost model and an evaluation measured on PostgreSQL: a batch chain-walk resol-
ves effective access in a number of database round trips that is independent of how many
grants a principal holds, and we compare it with a naive baseline and a single-query
recursive-CTE alternative. The per-request cost is dominated by this resolution, while the
in-memory gate adds negligible overhead; the cost model and measurements are given in
Section 5. The engine is implemented as a generalized reference implementation with adap-
ters for Entity Framework Core, MediatR, and ASP.NET Core.

Keywords: access control; authorization; multi—tenancy; resource scoping; cross-tenant
sharing; access tokens; row-level security; .NET.

Introduction

Any system that allows more than one part to act on shared data must
have a mechanism to decide who may do what actions on which data —
the problem of access control. It is getting increasingly important where
data is partitioned among many independent parties — for example,
a multi-tenant software-as-a-service (SaaS) platform, which is one of the
most common ways of delivering software to customers. SaaS serves many
customer organizations (tenants) from one deployment and must isolate
each tenant’s data from the others [1], yet the same structure arises in any
application that confines users to their own slice of a shared store. The
dominant authorization model for such systems is role-based access con-
trol (RBAC) [2, 3]: a user is assigned a role, and the role carries a fixed set
of permissions. RBAC helps to resolve the problem of “what kind of user
is this?” by assigning a role to a user, and the role carries a fixed set of
permissions. However, RBAC is not sufficient to address the problem of
access control in multi-tenant environments.

Collaborative, data-centric platforms such as research data collection,
analytics workspaces, document management often have authorization
requirements that classic RBAC cannot express. For example:

e Partial, resource-scoped access. “This user may edit given N pro-
jects and read everything else inside tenant.” In this case, the unit of
authorization is an individual resource, not a role.

e Cross-tenant sharing. “Tenant B may manage one project that be-
longs to tenant A,” without users of B becoming members of A or A’s
isolation weakening for anything else.

e Account-less sharing. “Anyone with given link may view the
dashboard”. The link should be revocable at any moment, with no ac-
count provisioned for the viewer.

These requirements also share a structural subtlety. While executing a
single API operation, the code generally performs two actions: it performs
an action (it reads, updates, or deletes), and it operates over a set of data
rows (the resources the request reads or targets). Authorizing the request
therefore has two distinct facets that must stay consistent: whether the
principal may perform the action at all, and which rows the request is per-
mitted to see or modify. In practice these facets are enforced by different
mechanisms: a permission check inside the handler and a data-scoping
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filter over the query. The issue is that these two mechanisms can drift
apart and when they do, the system either leaks data (a row is returned
that the action was not authorized to touch) or behaves confusingly
(a write reaches a row the read path cannot see and returns a misleading
response). Bolting partial, cross-tenant, and account-less access onto role
checks produces scattered ad-hoc conditionals that compare the caller’s
role and are impossible to audit and easy to get subtly wrong - the class of
defect catalogued by OWASP as Broken Object Level Authorization [4]
and, historically, as the confused deputy [5].

This article presents access-kit, an in-process authorization engine
that addresses these requirements. The engine has been extracted and
generalized from a production multi-tenant research platform into a reu-
sable. NET library. We describe its model, its co-designed two-point
enforcement, its cross-tenant sharing and revocable capability tokens,
and we evaluate it analytically and experimentally.

Analysis of Recent Research and Publications

RBAC and ABAC. RBAC [2, 3] groups permissions under roles. It does not
natively express per-resource grants or sharing across administrative
boundaries. Attribute-based access control (ABAC) [6] decides access from
attributes of the subject, object, and environment, and is expressive enough
to encode resource scoping in principle, but a general ABAC policy engine
passes the row scoping responsibility to the query author and provides no
built-in tenant isolation.

Relationship-based access control (ReBAC) and Zanzibar. Google’s
Zanzibar [7] models authorization as relationship tuples evaluated by a
globally distributed service, and OpenFGA [8] is a widely used open-
source implementation of the same idea. These systems are powerful and
excel at deeply relational permission graphs, but they are out-of-process
authorization services. Each decision is an API call, and row scoping is
solved by reverse-expansion APIs that the application must wire into its
queries separately from its database.

Policy libraries. Casbin [9] and Oso [10] are in-process policy engines
(an enforcer over a model/DSL, and the Polar logic language, respecti-
vely). They decide whether an action is allowed but, like ABAC engines,
leave row scoping and tenant isolation as application responsibilities.
AuthO FGA [11] is a managed Zanzibar-style service. Cloud IAM systems
such as AWS IAM [12] combine RBAC and ABAC for control-plane re-
sources but are not designed to be embedded as the data-plane authori-
zation of a third-party SaaS application.

Policy languages: Cedar and OPA. The two closest in-process alter-
natives are AWS Cedar [13] and the Open Policy Agent (OPA) [14]. Cedar
is an embeddable policy language with a formally verified evaluator and
analysis tooling. OPA evaluates Rego policies and runs as a sidecar or
embedded library. Both are decision engines: given a request and a policy
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set they return permit/deny. Like Casbin and Oso they do not scope a
database query, and they are typically deployed as a separate policy-de-
cision point, so they carry the out-of-process trust boundary and per-check
hop discussed in Section “System and threat model”. Cedar’s formal veri-
fication is an advantage our engine does not claim. The distinction is that
access-kit co-designs the decision with an ORM row filter in the same pro-
cess, trading that isolation for row scoping without an extra hop and auto-
matic data scoping.

Capabilities and revocable tokens. Account-less sharing is a capabili-
ty-security problem [15] where the link is the authority. Bearer capabilities
are convenient but historically hard to revoke. Macaroons [16] add caveats
and contextual confinement but remain self-contained bearer tokens that
require an external check for revocation. Database row-level security [17]
and ORM global query filters [18] provide the row scoping mechanism but
not the policy model above them.

Against these systems, access-kit occupies a specific niche. It is in-pro-
cess and co-designs the decision gate with an ORM row filter, so row scop-
ing is implemented automatically and consistently with the gate rather
than left to each query author; tenant isolation is the default; and ac-
count-less, instantly revocable cross-tenant sharing is built in. It does
not aim to match the relationship-graph expressiveness of Zanzibar/
OpenFGA, the formally verified analysis of Cedar, the policy-as-data
central audit of OPA, or the hard out-of-process trust boundary those
services provide — trade-offs revisited in Section “Discussion”.

Problem Statement and Objective

Problem statement. The requirements of Section 1 and the gaps discussed
in Section 2 define the problem addressed here: to design an in-process
authorization engine for multi-tenant SaaS that makes resource-scoped,
cross-tenant, and account-less access first-class, and that is designed to
avoid data leaks. In particular, one whose action gate and data-scoping
row filter do not disagree about the same request, neither returning a row
the action was not authorized to touch nor disguising a forbidden action
as a missing resource.

Objective. We design, implement, and evaluate such an engine. Its
contributions are:

1. A co-designed enforcement architecture consisting of two mecha-
nisms: an application-pipeline gate and an ORM row filter, which are im-
plemented at three check points (L1/L2/L3) and kept in agreement by a
published per-request scope.

2. A single “active tenant” design: every request resolves access for
exactly one active tenant, which keeps the gate a plain allow-check, the
row filter a single rule, and structure “access denied” and “not found”
responses properly.

3. A cross-tenant sharing model of action-matched, server side grants
(per-resource and tenant-wide) that take effect only in the owning tenant’s
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workspace, bounded by issuance rules, plus account-less revocable ca-
pability tokens whose validity is a single row lookup.

4. A supporting performance result: effective-access resolution by a
batch chain-walk costing O(chain depth) database round trips indepen-
dent of the number of grants, validated by an exact analytic model and
measurement.

The Proposed Authorization Engine

System and threat model. A principal is the identity a request runs as:
a user (a real account with a legacy role and a home tenant) or a share
capability (no account). Each principal has a home tenant and, at any mo-
ment, acts in exactly one active tenant. Acting tenant is the home tenant
by default, or a foreign tenant it holds a grant on. Every request is resolved
for that single active tenant. The rows the principal may reach are the ac-
tive tenant’s rows it is scoped to, and to act in another tenant the princi-
pal switches workspace, never seeing two tenants at once.

Decision to make a currently active tenant was made after examin-
ing alternatives. An alternative design lets one token carry a merged
view, which is the union of the principal’s home tenant and every tenant
it has been granted access to. A user then sees all of them at once. We
deliberately reject that design for two reasons. First, user confusion (a
design hypothesis we do not test empirically). When rows from several
tenants appear together it is ambiguous which tenant a create or edit af-
fects and where a shared item really lives, which invites mistakes on
exactly the cross-tenant data that most needs care. Making the active ten-
ant explicit removes that ambiguity, and the user picks one workspace.
Second, backend simplification. Resolving for one tenant replaces three
sources of complexity with simpler counterparts: the parallel home and
granted channels collapse to a single flat statement set; the disjunction
over those channels collapses to a single row-filter rule (a row is visible
only when it belongs to the active tenant and lies within the principal’s
scope); and the tenant-aware gate becomes a plain allow-check, with the
deny-vs-hide outcome following structurally. Fewer moving parts that
must agree mean a smaller surface for the leak-prone bugs this engine
exists to prevent.

We assume the application authenticates the principal (e.g., via an
identity provider) and that the database is trusted. The adversary is a
logged-in principal, possibly a guest or a share-link holder, attempting to
exceed its authority: to read or write resources outside its scope, to discov-
er whether a resource exists, to keep using a revoked share, or to assert an
ownership or active-tenant value the backend would trust. Accordingly,
two values are never taken from the caller: the resource’s owning tenant
and the active tenant. Both are derived server-side.

Because access-kit is an in-process engine, its trusted computing base
is the entire application process: the gate and the row filter are advisory to
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code that chooses to call them. The L3 row filter in particular is an
ORM convenience and can be bypassed: by IgnoreQueryFilters, by raw
SQL or a micro-ORM, by a second or misconfigured DbContext, or by a
projection that reads columns off a type that does not carry a resource
marker. This is the defining trade-off against out-of-process policy-de-
cision points such as Zanzibar [7], OPA, or Cedar, which isolate the deci-
sion in a separate service or sandbox, gaining a hard trust boundary at
the cost of a network or IPC hop on every check. access-kit deliberately
takes the in-process side of that trade-off. The mitigations are to centra-
lize data access on one configured context, to forbid IgnoreQueryFilters
outside the authorization store (enforceable by a Roslyn analyzer or an
architecture test), and, where a hostile in-process actor must be assumed,
to carry the same tenant-scoped predicate at the database with row-level
security [17] as defense in depth.
Authorization model. The model vocabulary displayed in Table 1.
An action is an “area:verb” string. Matching supports two wildcards:
matches everything and “area:*” matches any verb in an area. A re-
source selector is either global (every resource, bounded in practice by the
tenant row filter) or an explicit set of root-aggregate ids. A statement is an
“Allow” or “Deny” of an action over a selector. A policy is a named set of
statements with an optional parent policy. A principal’s statements along
a policy chain are the union over the chain. A grant (PrincipalPolicy) binds
a principal to a policy, optionally narrowed by a resource constraint, and
records the owner tenant (ResourceTenantld) of the resources it reaches.
The resource hierarchy is expressed through three marker interfa-
ces the host’s entities implement, so the engine never references concrete
domain types:

e [RootResource: a root aggregate (e.g., a Project) carrying its own
Id and Tenantld;

7

Table 1. Core concepts

Concept Type Meaning

Action area:verb string unit of authorization, e.g., document:
update; supports “*” and “area:*”

Statement |Allow / Deny over a resource | a single authorization clause

selector

Resource | global or an explicit id set what a statement applies to

selector

Policy named statement set + optio- | reusable, inheritable permission set
nal ParentPolicyld

Grant principal — policy (+ option-|binds a principal to a policy over re-

al scope-down, owner tenant) | sources

Share token |revocable row carrying its|account-less capability
own statements

Effective flattened statements at a point | the evaluated decision object; deny wins
access in time
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( Principal ) (" Principal Policy (grant) ] :
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ResourceSelector

Fig. 1. Authorization data model

e [ChildResource: homed to a root via Rootld;

o [TenantResource: tenant-owned (carries a Tenantld).

Effective access is the flattened set of statements for a principal at
request time, with deny-wins precedence: an action is allowed if and only
if some Allow matches and no Deny matches. An action, optionally on a
specific resource, is allowed exactly when some Allow statement matches
the action and either applies globally or covers that resource, and no
matching Deny statement exists (deny wins). A request that names no
resource asserts only the action, leaving the row filter (L3) to narrow
the rows.

Figure 1 shows the data model.

A principal resolves to an EffectiveAccess either through its role and
grants (walking policy inheritance) or, for a share principal, directly from
a token’s statements.

Enforcement checkpoints. A single authorized request passes three
enforcement check points, realized by two mechanisms: a gate (check
points L1 and L2) and a row filter (L3). These two mechanisms are the two
points of the title, and the engine’s contribution is to keep them in agree-
ment (Fig. 2).

The gate (L1/L2) runs in the application pipeline before any data re-
quest is processed; the row filter (L3) runs inside the ORM on every query.

Throughout, we name two outcomes in transport-neutral terms: an
access denied response and a not found response. In the HTTP reference
adapter these correspond to 403 Forbidden and 404 Not Found, as the
figures show.
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‘ Request + credentials ’

!

‘ Authenticate to a Principal ’

role / share token home tenant active tenant

L1 gateaction allowed
in the active tenant?

N0 ——»| 403 Forbidden

yes
v

Authenticate to a Principal
role / share token home tenant active tenant

}

‘ Handler runs

}

L3 ORM row filter home universe U granted universes,
narrowed by active tenant

‘ Visible rows }‘Write target not Visible—>{ 404 Not Found

Fig. 2. Request flow

The gate lives in the request pipeline (in our case, a MediatR pipeline
behavior). It is explicit, cheap, and the natural place to deny an action
outright. But it sees only the action and (optionally) a resource id, not the
set of rows a query will return. The row filter implemented as a global
query filter in the ORM [18]. It is implicit so every query against a marked
entity is scoped automatically, and a handler cannot accidentally return
unscoped data. But it cannot produce an access denied response: an unau-
thorized row is simply absent.

Using either one alone is unsafe. A gate without a row filter relies on
every query author to scope correctly (the BOLA defect [4]). A row filter
without a gate cannot distinguish “forbidden” from “does not exist,” and
cannot deny an action before its side effects. Access-kit uses both, and
the gate publishes the per-request scope that the row filter consumes.
Both mechanisms then read the same EffectiveAccess, resolved for the ac-
tive tenant, so the gate consults it to allow the action, and the filter to
bound the rows. The actions the gate authorizes and the rows the filter
exposes are therefore derived from one structure rather than two inde-
pendently maintained code paths, the usual source of gate/filter diver-
gence. We argue from this shared construction that the two stay consis-
tent. Verifying that agreement in a given deployment is the integrating
host’s responsibility.
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The row filter is a single rule per resource family, applied over the
active tenant’s rows, so a row is kept only when it belongs to the active
tenant and lies within the principal’s scope. The matching predicate co-
vers a root aggregate, a tenant-aware child, a scope-only child, and an off-
spine tenant row.

Denying an action versus hiding a resource. Placing an action gate
(L1) in front of a row filter (L3) raises one case the filter alone cannot report
correctly: a principal that may see a resource but not act on it. A guest
with read-only access to a foreign tenant who issues a write must receive
an “access denied” response, not a “not found” one. The latter would mis-
report a forbidden action as a missing resource and leak which ids exist.
Because access is resolved for a single active tenant, this falls out structur-
ally. The principal’s effective access in that tenant simply contains no
matching write statement, so the plain gate denies the action before any
row is loaded, while the read still passes. No special tenant-aware check
is needed. An access denied response does itself disclose that something
exists, so where a resource must be hidden even from principals who lack
read access the application returns a uniform not found response (deny
read and write alike), which the row filter already produces by making
the row invisible.

Multi-tenant isolation and cross-tenant sharing. Every tenant-owned
row is filtered to the active tenant, so the isolation is implemented by de-
fault. Because a request acts in one tenant, a result set never contains a
second tenant’s data. Sharing is what lets a principal act in a tenant other
than its home: a grant owned by tenant A (its ResourceTenantld set ser-
ver-side from the granting context, never trusted from the caller) gives
the grantee statements that take effect only while it is acting in A’s work-
space. Switching to that workspace re-mints the token with A as the
active tenant. The grantee’s home role does not follow it across the boun-
dary, so in A it can do exactly what A granted and no more.

Grants come at two grains, per-resource (scoped to specific root-ag-
gregate ids) and tenant-wide (the whole tenant), and are action-matched:
a read-only grant contributes only its read statements, so a document:
view grant can never satisfy a document:update request. Resolved for the
active tenant, the row filter therefore needs only two inputs (Table 2).

Two issuance safeguards bound sharing. Grantable templates model
the common shapes: for example, ResourceReader/ResourceEditor (attached

Table 2. Inputs to the row filter (resolved for the active tenant)

Input Source Meaning

active tenant | activeTenantld (server- |the one tenant every row is filtered to
derived)
in-scope roots | ResourceScopeFor(area) | global, or the root-aggregate ids the prin-
cipal is scoped to in that tenant
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with a resource constraint, i.e. per-resource) and TenantGuestReader/Ten-
antGuestManager (attached without one, i.e. tenant-wide). Guest grant
rules bound what a tenant may grant by area, for example, read verbs in
any non-protected area, write verbs only in whitelisted areas, and the po-
licy, tenant, admin, and share areas never grantable. Wildcards are never
grantable so it caps the blast radius of any share regardless of how the
grant is constructed.

Account-less sharing: revocable capability tokens. A ShareToken is a
database row carrying its own statements, an ExpiresAt, and a RevokedAt.
The share link carries only a compact, URL-safe encoding of the row id
(a version byte plus the 16-byte id in base64url, ~23 characters), and the-
refore no authority of its own. Because the row is the single source of
truth for scope, tenant, expiry, and revocation, revoking a share is a single
column write. There is no signed bearer token to invalidate and no cache
to clear, in contrast to self-contained capabilities such as Macaroons [16].
Validity is decided by reading the row: the share is active when it has not
been revoked and has not yet expired, so revocation and expiry take ef-
fect on the next request. The version byte lets the link format be changed
while old links are rejected cleanly. The web adapter turns a valid link into
a Principal (subject share | <id>), so the rest of the request pipeline treats a
share like any other principal.

Token entropy and link hygiene. Since the link is the authority until
the row is revoked, the row id must be unguessable. Access-kit mints it from
a cryptographically secure RNG as a 128-bit value, leaving an attacker
no better strategy than brute force over the full 128-bit space. It must not
be a sequential or time-ordered identifier (for example a version-7 GUID),
which would let one live link expose the range of others, nor Guid.New-
Guid(), whose output is not contractually a CSPRNG. Because the capabi-
lity transmitted in a URL, it therefore inherits URL-leakage hazards, such
as browser history, the Referer header, server and proxy access logs, and
shared-screen exposure. The mitigations are a short expiration timespan,
instant revoke, HTTPS-only transport, treating the link as a secret, and
optionally exchanging it once for a cookie-bound session so the capability
does not linger in the address bar.

Active-tenant token exchange. When a user can act in several tenants,
the application exchanges its identity token, once and server-side, for a
short-lived application token carrying an activeTenantld, re-minted on
every workspace switch (in the spirit of OAuth 2.0 [19] and its token-ex-
change extension [20]). The requested tenant is validated against the cal-
ler’s home tenant together with the tenants it holds a grant on. A request
outside that set is rejected. Because every re-mint re-validates against cur-
rent grants, a revoked grant stops working within one token lifetime, and
the active tenant is never a client-supplied value the backend trusts. Per-
forming this exchange once on the server is the fix for the identity /access
double-exchange flaw, in which a client is trusted to assert which tenant it
is acting in (Fig. 3).
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Client Backend Store
ten (TenantSessionService)

identity token + requested tenant

oad grants for principal ‘E

grant tenant ids

accessible =
= {(home} U {grant tenants}

app token (active Tenantid),
available tenants [requested € accessible ]

403 no access to tenant [else]

Fig. 3. Active-tenant exchange

To act in another tenant the caller exchanges its token, server-side,
for one carrying that activeTenantld; the requested tenant is validated
against the caller’'s own grants and never trusted from the client.

Effective-access resolution. Resolving a user’s effective access for the
active tenant starts from the role’s baked-in statements only when the
principal is acting in its home tenant, and adds, for each grant owned by
the active tenant, the union of statements along the grant’s policy-inhe-
ritance chain, intersected with the grant’s optional scope-down con-
straint. The result is one flat statement set for that tenant. A share princi-
pal resolves directly from its token’s statements.

The naive way to walk policy inheritance is one database query per
policy per grant, which results in an N+1 pattern. Access-kit instead re-
solves inheritance by a batch chain-walk, which collects the frontier of po-
licy ids at each hierarchy level and loads that whole level in one query,
deduplicating already-loaded policies (which also guards against cycles).
A principal with any number of grants therefore costs O(chain depth) que-
ries (typically one to three), regardless of how many grants share those
policies. The store reads current state on every call, so grant and revoke
are immediate with no cache to invalidate. A caching decorator can wrap
the store if a hot path needs it.

A database that supports recursive common table expressions (WITH
RECURSIVE, e.g., PostgreSQL) can resolve the entire policy closure for a
principal’s grants in a single query: O(1) round trips, one fewer order
than the batch walk’s O(chain depth). We implement and benchmark this
alternative in Section “Experimental results” and it is, as expected, the
fastest. The batch walk in this case is not presented as round-trip-optimal,
but as a solution which is located above the storage port. In this case, there
is no need to use database-specific recursive SQL, runs unchanged on
any backing store (relational, document, or in-memory), and keeps policy-
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resolution logic in application code rather than pushing it into the data-
base. Its contribution is removing the N+1, turning O(grants x depth)
round trips into O(depth), while a recursive CTE trades that portability
for one fewer order of round trips. Both sit far below the naive baseline.
The choice is portability versus a database-native single round trip.

Results

Analytic cost model. Let G be the number of grants a principal holds, D
the depth of the policy-inheritance chain they resolve through, and Q
the number of database round trips spent loading policies. The naive re-
solver issues one policy query per level per grant, so Q, ... = G X D (plus
one grants-load). The batch chain-walk loads one query per level and
deduplicates shared policies, so Q,,,,, = D, independent of G. Table 3 (and
the exact counts in Table 4) follow directly.

If a single round trip costs T (network + execution), end-to-end reso-
lution latency is = Q x 1. The exact counts (Table 4) give this projection
directly for t € {0.2, 1.0} ms.

Experimental results. We implemented the harness as a Benchmark-
DotNet project. The query-count benchmark counts logical round trips
through an instrumented store. The timed benchmarks measure in-pro-
cess cost, and the database-backed benchmarks run against PostgreSQL 16
in a Testcontainers container on the same host. The environment was an
Apple M3 Pro, .NET 10.0.3 (Arm64 RyuJIT), under the ShortRun job.

The round-trip counts confirm the analytic model exactly (Table 4):
the batch walk’s count equals the chain depth and does not grow with
the number of grants, while the naive count grows as G x D, so the reduc-
tion factor is exactly the grant count G: linear in G, not a fixed multiplier
(500x at G = 500, and 5000x at G = 5000). The point is the shape: naive
scales with grants, the batch walk does not.

Because the difference is round trips, wall-clock impact scales with
database latency, and on PostgreSQL the projection holds (Fig. 4). Naive
resolution rises with the grant count (2.8 ms at 10 grants, 27.7 ms at 100 at
depth 1, and 83.7 ms at 100 grants over a depth-3 chain), because every
policy load is a separate round trip. The batch walk stays flat in the grant

Table 3. Resolution cost (database Table 4. Measured (counted)
round trips for policy loading) policy round trips
Quantity Naive Batch Grants | Depth | Naive | Batch | Reduction

policy round trips | Q(G x D) | Q(D) 10 3 30 3 10%
sensitivity Linear |None 100 3 300 3 100x
to grants G
sensitivity Linear Linear 500 3 1500 | 3 500~
to depth D 500 5 2500 | 5 500x
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Fig. 4. Measured resolution latency on PostgreSQL (chain depth 3, log-log) naive
grows with the grant count, the batch walk is flat in grants, and the recursive CTE is
fastest at one round trip

count at 0.6-1.8 ms, and the recursive CTE is fastest at 0.27-0.69 ms in a
single round trip. At 100 grants and depth 3 the three approaches differ by
orders of magnitude (83.7 vs 1.4 vs 0.69 ms), confirming that the batch
walk removes the N+1 and that, where the database offers recursive CTEs,
a single database-native query is round-trip-optimal.

Resolution therefore dominates the per-request budget (one to a few
round trips, ~0.3-1.8 ms) and is the natural cache point: the caching de-
corator over the access store resolver serves effective access from me-
mory, collapsing those round trips to zero on a hit. Every other cost is
negligible beside it. Against a zero-latency in-memory store (the worst
case for the batch walk) the batch walk is ~1.8% slower than a straight
walk at a single grant (941 ns vs 532 ns) but overtakes it by ~10 grants,
running ~2-2.4x faster and allocating ~40% as much at 100-500 grants, so
removing the N+1 is a net win even on CPU. The in-memory gate runs in
tens of nanoseconds to ~1 ps (41 ns at 5 statements, 1.14 ps at 500), and
the share-link codec encodes and decodes in ~35 ns. Both are three to five
orders of magnitude cheaper than one database round trip.

The L3 row filter’s cost is driven by the size of the in-scope id set it
must match (the IN/ANY list it emits), not the table’s row count. Over a
fixed pool of 5000 home rows, reading the visible set takes ~1.4-1.8 ms
for 0-10ids, 3.0 ms at 100, 3.5 ms at 1000, and 16.2 ms at 10000 ids. Modest
sharing (<1000 shared roots) costs at most ~2x the base scan, while a 10000-
id set is expensive and argues for tenant-grain sharing (a single tenant id)
over enumerating thousands of roots. A by-row-count sweep on the same
PostgreSQL instance confirms the predicate adds no measurable cost
beyond the base scan: 2.22 ms filtered vs 2.11 ms unfiltered at 10000 rows.
In this case, the id-set size, not the row count, is the cost variable.

Security: leakage scenarios addressed. Table 5 lists the information-
leakage scenarios access-kit addresses against a naive role-check baseline.
How it differs qualitatively from the other engines is discussed in Section 2.
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Discussion: advantages and limitations. Advantages:

(i) In-process: every decision is an in-memory check with no extra
network hop, unlike Zanzibar-style services [7].

(ii) Co-designed enforcement: the gate and row filter read one published
scope, eliminating the most common object-level authorization defects [4]
and reporting access denied versus not found consistently, an agreement we
argue from the shared construction rather than prove (see Limitations):

(iii) Instant revocation: both grants and share tokens are read from
current state, so revocation needs no propagation window.

(iv) Storage-agnostic: the engine depends on ports, with an Entity Fra-
mework Core adapter provided.

(v) Migration-friendly: existing roles become baked-in statements with
no data migration.

(vi) Single active tenant: resolving for one tenant keeps the gate a plain
allow-check and the row filter a single per-family rule and makes the de-
ny-vs-hide outcome structural, at the cost that acting in another tenant
needs an explicit workspace switch.

Limitations: (i) The gate and row filter derive from one shared Effec-
tiveAccess, so they are designed to agree; but because access-kit is an
in-process library, upholding that agreement in a given deployment
rests with the host that integrates it, and a host can confirm it for its own
domain entities with conformance tests on its side. (ii) Access-kit is in-pro-
cess: its trusted computing base is the whole application process, and the
L3 filter can be bypassed by in-process code (IgnoreQueryFilters, raw SQL,
a second context), so for a hostile-code threat model it must be paired with
database row-level security. (iii) The engine is .NET-specific; cross-lan-
guage or centrally audited/analyzable deployments are better served
by OPA [14], Cedar [13], or OpenFGA [8]. (iv) The row filter captures a
per-request scope; with ORM context pooling the compiled model must
be keyed per scope to avoid cross-tenant reuse. (v) “Instant” revocation is
bounded by token lifetime for active-tenant claims.

Conclusions

We presented access-kit, an embeddable authorization engine for multi-
tenant SaaS that treats partial, cross-tenant, and account-less access as first-
class concerns. Its central idea is a co-designed pair of enforcement mech-
anisms, an application-pipeline gate and an ORM row filter that read one
published per-request scope, which makes the two report errors consis-
tently. On top of this, every request acts in a single active tenant, chosen
over a merged multi-tenant view to remove user confusion and simplify
the backend, so the gate stays a plain allow-check, the row filter a single
per-family rule, and the deny-vs-hide outcome structural. Cross-tenant
access comes from action-matched, server-derived grants that take effect
only in the owning tenant’s workspace, alongside account-less, instantly
revocable capability tokens. Measured on PostgreSQL, effective-access
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resolution by the batch chain-walk costs O(chain depth) database round
trips independent of the number of grants, a reduction over the naive N+1
that is linear in the grant count, and we compare it against a single-round-
trip recursive CTE. The per-request cost is dominated by this resolution,
with the in-memory gate adding nanoseconds.

Future work: a machine-checked formalization of the gate and row-
filter agreement invariant; a distributed caching decorator with explicit re-
vocation propagation bounds for very hot paths; packaging and a broader
empirical study against production workloads and alternative engines; and
extending the resource model beyond a two-level root/child hierarchy.
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JABOTOYKOBUI MEXAHI3M ABTOPM3ALIIT
3 BIJKJIIMYHVIM CITUIbHVM JOCTYIIOM OJI1 CEPEJOBUIL]
3 PO3AUIEHHAM JAHMX ITTO OPTAHISALIISIM

Beryn. Xmapwni miatdopMm 3 pospiieHHsIM opraHizamin (multi-tenant), mo pos-
TTOBCIO/KYIOTBCS 3a MOJIEIUTIO «ITpOrpaMHe 3abe3redeHHs K MOCTyTa» (SaaS) i 36e-
piraroTs CIinbHi JaHi OKpemyx opraHisariin, gefaii gacTimnre moTpedyoTh KepyBaH-
Hs IOCTYIIOM, sIKe He MoXe 3a0esneuymTin posiboBa Momesb (RBAC): moctymy mo
OKpeMMX pecypciB, a He poJjiel; KOHTPOJIbOBAHOTO CITIBHOTO JIOCTYIY B HeKiIbKOX
oprasisariii; a TaKoX HOCHJIaHb JJIS CIIJIBHOIO AOCTYILy, sIKi MOXKHA BiAKIIVIKaTW B
Oynp-sxmm MoMeHT. CepBep I 4ac oOpoOKM 3aMTy BOIHOYAC BUKOHYE IO Ta
orepye HaOOpPOM JaHMX, TOX aBTOpM3allisd Ma€ ABa acIIeKTH, SKi MycaTh 3aIiIIaTu-
sl y3TOIPKEeHVIMIL: UV TO3BOJIeHa JIis B IIUTOMY Ta $Ki 3aIvcy 3alIiT Mae€ IIpaBo Oadu-
T abo 3minoBaTy. Komu 11i MexaHi3Mu Hey3romKeHi, crcreMa abo po3KpuBac JaHi,
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abo rosepTae OMaHJ/IMBI BiIOBi/Ii, 1110 HAJIEXWUTB [10 KJIacy Baj, «IIOPYIIeHHs aBTO-
pusailii Ha piBHi 00’ exTa».

Meta pob6oTn. CrpoeKTyBaTyi, peajli3yBaTii Ta OLIHUTI BOYIOBaHIMII MeXaHi3M
aBTOpM3aLii WId SaaS-3aCTOCYHKIB IS peastizalii 4acTKOBOIO IOCTYIly (Ha piBHI
OKPEeMOI'0 pecypcy) BCcepenHi opraHisariil, HamaHH CIIJIBHOTO HOCTYITy MK opraHi-
3alisIMU 1 CITUJIBHOTO JIOCTYITy 3a IOCWIaHHSAM. 3acTOCyBaHHS MexaHi3My Mae He J10-
ITyCTUTY HEIIOMIiTHOTO BUTOKY JaHMX, 30KpeMa, 11100 biIbTpy Ipy aBTopu3allii /il Ta
dinpTpuM 3ammiciB 3 6a3u JaHMX He CyIepednI OffHe OIHOMY IIIOIO OHOTO 11 TOrO
CaMoOro 3aIlnTy.

Metomy. 3ampornoHOBaHO KOMIIAaKTHY SIBHY Mojernhb (cy0’ektw, miii y dopmaTi
«o0JIacTh:0lIepallis», TBepIKeHHs MOJITUK i3 IpiopuTeToM 3a00pOHM Ta yCIIamgKy-
BaHH:AM, iepapxisi pecypciB) i y3romKeHMiI MexaHi3M 3aCTOCYBaHH:: IIUTI03 Ha PiBHI
00poOKM BXiZTHOTO 3alMTY B 3aCTOCYHKY, SIKMV Bi/IIIOBilla€ 3a IepeBipKy [103BOJIy Ha
nifo, Ta PpiUTETP psaakiB Ha piBHI ORM, sSiKmii BinioBimae 3a disipTpartito 1aHmX, AKi g0-
3BOJIeHi [UIst TOTOYHOTO Cy6’ekTa. [XHIO y3ro/pkeHicTh 3abesreuye KOHTEKCT o6siacTi
BUIVIMOCTI 3aInTy, KNI 3a0e3ledye IUIIO3 i ITOCTAYaeThes Y PUIBTP 3ammciB, TOX
oOwmBa MexaHisMm y3romkeHi. KoxkeH 3ammT fie B Mexxax ofiHi€l akTMBHOI opraHisa-
LIii: TOCTYII OOUMCIIIOETHCS caMe 711 aKTMBHOI OpraHisallii, ToXX Ha piBHI IUIIO3y 3/i-
CHIOETBCS ITPOCTa IepeBipKa 1103801y, a Ha piBHi ORM 3acToCOBYeThCst (PUILTP 3a1m-
ciB. EpexTmBHMI TOCTYII OOUMCIIIOETHCS ITAKETHNM 00XOOM JIaHIIIOTa ITOJITHK, IO
ycyBae 1pobieMy N+1 3ammTiB; pO3ITITHYTO TaKOX aJIbTepHATVBY Ha OCHOBI peKyp-
cusHoro CTE. ITpomyKTMBHICTE OlLiHEHO aHaJIITMYHOIO MOMEIUII0 BapPTOCTi Ta BUMi-
proBanHaMM Ha PostgreSQL 3a momomoroto BenchmarkDotNet.

PesynpraTn. PeanizopaHnit MexaHi3M J03BOJIsIE HaJaBaTV YaCTKOBUVL JOCTYII
JIO pecyciB, JOCTYII IT03a MeXXaMV OpraHisallii Ta CIIUIBHWUM JOCTYII 3a ITOCHJIaHHSIM,
IIpY IIbOMY He IIOTpeOye CTOPOHHIX CepBicCiB Ta IIpallfoe€ B paMKaX CaMOro JOHJATKY.
J11s1 BU3HaUeHHS e(peKTUBHOTI'O IOCTYITY BUKOPVICTOBY€EThCS ITAKETHVIV O0Xi/T IO THIK
OOCTYIy 3 HamaHMMM 03BosIaMn. KinbKicTh 3BepHeHb 1o Oasy gaHMX OpW LHbOMY
IopiBHIOE ITIMONMHI JIaHIIIOra HOJTHK i He 3aJIeXXWUTh Bif KUIBKOCTI HamaHb cy0 eKTa;
pexypcuBHun CTE poss’ssye Bclo 3afady 3a ofHe 3pepHeHHs. I1if gac nmposeneHHs
excriepuMeHTiB 3 BukopucrtanasaMm CKB/I PostgreSQL Oysio oTpyrMaHO HacTyIIHI IIO-
KasHMKM: 3a yMoBu 100 HamaHMX 1O3BOJIB i INIMOMHM JIaHIIOTa IO HOPiBHIOE 3,
KJIacvaHM minxig 6e3 rakeTHo! 00poOkm notpedye 6rm3bKo 83,7 Mc, TakeTHMIT 00-
xig, — Omm3spko 1,4 mc, a CTE — 0,69 mc. Oneparii Ha piBHI IIUTIO3y BUKOHYIOTBECA 3
IecATKV HaHOCEKYHII, TOOTO Ha 3 —5 HopsAKiB MIBIM/IIIe 3a OHe 3BepHEeHH: 10 0asu;
BapTICTh (PUIIbTPa PSIKIB BU3HAYAETHCS Pa/illie PO3MipOM MHOXKVHY Ha/IaHMX iIeHTN-
dikaropis pecypciB, HK KiIbKiCTIO psiiKiB Tabymti. CHiyIbHMUI JOCTYH MK opraHi-
3aIisiMI BUpaKeHO depes J103BoJIu (grants), y3rofpkKeHi 3a [Ii€to, 3 BU3HAYeHHSIM BJIac-
HVIKa Ha 0ol1i cepBepa, 10 AiI0Th JINIIIe Y poO0YOMY IIPOCTOPi OpraHisarii-BjlacHIIKa,
a 6e300JTiIKOBMTI TOCTYIT — Yepe3 TOKeHW 3 MOXKIVBICTIO BiIKIMKaHHS, Y/HHICTD KX
BM3HAYAETHCS OIHVM 34MTYBaHHAM 3aIliCy 3 0asy JaHMX. Y3rofkeHe IOBiToMIIeHHS
PO MOMWIKM Billpi3Hsie pe3yibTaTi «3a00pOHEHO» Bill «He 3HaVIeHO», He PO3Kp-
VIBarO4M iCHyBaHH: pecypcy.

BucHOBKM. access-kit TIOeITHy€e MeXaHi3M yxBaJIeHHsI pillleHHs PO HaflaHHS J10-
crynry Ta dinbTp paakis ORM, gKi 3uMTYIOTh OAMH KOHTEKCT 00IacTi BUAMMOCTI, 3
MbKOpraHizaninHM i 6e300IiKOBMM CHUIBHIM HocTyIIOM. KoJkeH 3amiT fie B Mexax
OfHieT aKTMBHOI OpraHi3allil, TaKMM YMHOM 3MEHIIYETLCA IMOBIpHICTD 3AiVICHUTHI
JIifo B CTOPOHHIVI OpraHisallil, i CyTTeBO CIIPOIIYIOETLCS iMIUIeMeHTallito, a A1 [Tl B
iHIin opraxisariil, KopucTyBau IepeMmkae podounit mpoctip. MexaHisM iMmIuiemen-
TOBAHO SIK y3araJIbHEHY eTaJIOHHY peaslisallifo 3 amanrepamu mis Entity Framework
Core, MediatR Ta ASP.NET Core.

Karouo8i croBa: xepybarna docmynom; abmopusayis; o0MexenHs 3a pecypcamu, cniAbHull
docmyn; mokenu docmyny; saxucm Ha pibui paoki6; NET.
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