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FEATURES OF BUILDING A CYBER DEFENSE

SYSTEM FOR A CAMPUS NETWORK
OF A RESEARCH INSTITUTION

The paper examines the features of building a cyber-security system for a campus network of
a research institution. The specifics of the functioning of the information and communica-
tion infrastructure of research institutions in comparison with corporate networks of com-
mercial enterprises are analyzed. The main differences in architecture, user models, the nature
of information flows and the profile of cyberthreats for research institutions are identified.
A system of principles for building a cyber-security system for a campus network of a re-
search institution is proposed, which includes adaptive network segmentation, a multi-level
trust model, the principle of controlled openness, the principle of continuity of scientific servi-
ces and distributed administration with centralized audit. The need to integrate organiza-
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tional, technical and procedural mechanisms for cyber-security within a single system for
ensuring information security of a research institution is substantiated. A structural model
of a cyber-security system for a campus network of a research institution is proposed, focused
on ensuring the stability of the functioning of the information infrastructure in the condi-
tions of modern cyberthreats.

Keywords: cyber-security, campus network, research institution, information security, net-
work segmentation, Zero Trust, network monitoring.

Introduction

Modern research activities critically depend on the stable functioning of
information and communication infrastructure. Campus networks of sci-
entific institutions provide access to scientific resources, electronic docu-
ment management, specialized computing services, research results stor-
age systems, cloud platforms, web resources, and international informa-
tion systems for scientific interaction.

Simultaneously with the increase in the level of digitalization of scien-
tific activity, the number of cyberthreats aimed at the information resourc-
es of scientific institutions is significantly increasing. The problem be-
comes particularly relevant in the context of hybrid cyberthreats, targeted
attacks on scientific organizations, the spread of ransomware, compromise
of accounts, and attacks on critical information infrastructure.

Unlike corporate networks of commercial enterprises, campus networks
of research institutions have a number of specific features, including;

e open nature of academic interaction;

e a significant number of temporary users;

e the need for integration with external scientific resources;

e use of hybrid network infrastructure;

e availability of specialized laboratory segments;

e active use of wireless technologies and remote access;

e constant change in the configuration of network segments in ac-
cordance with scientific tasks.

Classic corporate cyber-security models, focused on rigid centrali-
zation, access restrictions, and static network structure, do not provide
adequate efficiency in the conditions of scientific campus networks. This
necessitates the development of adapted principles for building a cy-
ber-security system for scientific and research institutions.

The purpose of the article is to study the features of the functioning
of the campus network of a research institution and develop a system
of principles for building cyberprotection for such a network, taking into
account the specifics of scientific activity.

Analysis of Existing Approaches
and Problem Formulation
The issue of ensuring cyber-security of information and communication

systems is studied in a significant number of scientific works. The main
attention is paid to the issues of network segmentation, access control,
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perimeter protection, network activity monitoring, intrusion detection
and building cyberincident response systems.

A significant part of modern approaches to building cyberdefense
systems is based on corporate security models focused on commercial
enterprises. Such models include:

e centralized administration;

e static network structure;

e clearly defined business processes;

e limited number of external integrations;

e minimizing external access;

e strict control of information flows.

For corporate networks, the priority is to ensure the confidentiality of
financial, commercial, and service information. Accordingly, cyberdefense
systems are focused on maximum isolation of information resources,
centralized control, and minimizing changes in the network structure.

At the same time, research institutions operate in fundamentally dif-
ferent conditions. Campus networks of research institutions are charac-
terized by:

— the need to ensure academic openness;

— high intensity of international information interaction;

— a significant number of mobile and temporary users;

— using users’ own devices (BYOD);

— constant change in the structure of research segments;

— using heterogeneous software and hardware platforms;

— the availability of specialized scientific equipment.

A feature of scientific institutions is also the combination of adminis-
trative, scientific, laboratory and service infrastructure within a single infor-
mation environment, usually in the form of a mixed campus network [1].

Thus, the use of classic corporate cyberdefense models without adap-
tation to the — specifics of scientific activity leads to:

— excessive difficulty in accessing information resources;

— reduction in the effectiveness of scientific interaction;

— reduced flexibility of network infrastructure;

— complexity of integrating external services;

— the emergence of a conflict between security requirements and
the needs of scientific research.

Therefore, there is a need to develop a specialized approach to buil-
ding a cyberprotection system for a campus network of a research in-
stitution.

Features of the Campus Network

of a Research Institution

The campus network of a research institution is a complex multi-level in-
formation and communication system that ensures interaction between
scientific departments, administrative services, laboratories, service sys-
tems, and external information resources.
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A typical campus network structure of a research institution in-
cludes:

e core network segment;

e server infrastructure;

e user segments;

e wireless networks;

e guest segments;

e laboratory networks;

¢ remote access systems;

e cloud services;

e backup and archiving tools.

The core segment provides the functioning of backbone data chan-
nels, routing, centralized services, authentication and access control sys-
tems. It includes server equipment, routers, firewalls, monitoring systems,
and backup systems.

The user segment combines employee workstations, laboratory equip-
ment, mobile devices, and wireless access points. One of the features of
scientific institutions is the significant number of non-unified software
and hardware platforms used to conduct specialized research.

The wireless component of the network plays a particularly im-
portant role in the functioning of a modern scientific institution. The
use of Wi-Fi networks ensures user mobility, supports guest access,
connects mobile research complexes, and operates educational and sci-
entific events.

At the same time, the widespread use of wireless technologies signi-
ficantly increases the risks of unauthorized access, traffic interception,
account compromise, and attacks on network infrastructure [2].

Another characteristic feature is the need to support open scientific
interaction. Scientific institutions are actively integrating with external
services, international computing platforms, scientific repositories, remote
collaboration systems, and cloud resources.

Unlike commercial enterprises, where the concept of maximum isola-
tion of information infrastructure prevails [3, 4], scientific institutions are
forced to maintain controlled openness of the network.

Thus, the campus network of a scientific institution is characte-
rized by:

— hybrid structure;

— high dynamism;

— multi-level architecture;

— mixed trust model;

— a significant number of external integrations;

— the need to simultaneously ensure the availability and security of
resources.
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Threats and Vulnerabilities
of the Academic Campus Network

The specifics of the functioning of a campus network of a research insti-
tution form a special profile of cyberthreats and vulnerabilities.

The main organizational risks include:

— a significant number of temporary users;

— the difficulty of controlling the level of cyberhygiene of users;

— use of personal devices;

— decentralized administration of individual segments;

— insufficient software unification.

A feature of scientific institutions is the frequent change of user base.
The network can be connected to graduate students, interns, participants
in scientific projects, invited researchers, and representatives of
third-party organizations.

Technical risks include:

— use of outdated equipment;

— the presence of unknown or specialized devices;

— use of open wireless networks;

— insufficient level of segmentation;

— connecting unauthorized equipment;

— use of vulnerable remote access services.

A separate problem is scientific equipment, which often operates
under outdated operating systems or specialized software that does not
support modern protection mechanisms.

The main information risks include:

— compromising the results of scientific research;

— leakage of confidential scientific data;

— violation of the integrity of scientific archives;

— unauthorized access to grant documentation;

— blocking of critical services by ransomware.

Particularly dangerous are ransomware attacks that can lead to loss
of access to the results of many years of research, scientific archives and
electronic document management systems, or leakage of personal data,
as in the case of the University of Hawaii Cancer Center [5].

In addition, modern cyberthreats are characterized by a high level
of automation and the use of artificial intelligence technologies to con-
duct phishing campaigns, compromise accounts, and bypass protection
mechanisms [6].

In this regard, cyberdefense systems of scientific institutions must
take into account not only classic threats to information security, but
also specific risks associated with the functioning of an open scientific
environment.
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Principles of Building a Campus
Network CyberDefense System

Taking into account the peculiarities of the functioning of research insti-
tutions, it is advisable to form a system of principles for building cyber-
protection for the campus network.

Principle of adaptive network segmentation

Unlike corporate networks with a static structure, the campus net-
work of a scientific institution must support the ability to dynamically
form segments according to the needs of research groups and scientific
projects.

Adaptive segmentation involves:

— isolation of critical services;

— separation of guest networks;

— allocation of laboratory segments;

— demarcation of administrative and scientific infrastructure;

— the possibility of rapid network reconfiguration.

The use of adaptive segmentation allows you to minimize the attack
surface and limit the spread of cyber-security incidents between net-
work segments.

The Principle of Multi-Level Trust

In a campus network, it is not possible to use a model of complete
trust for internal nodes. Users, devices, and services must be treated
as potentially untrusted regardless of their physical location on the
network.

The implementation of this principle involves:

— using the Zero Trust concept [7];

— constant verification of user authentication;

— multi-factor authentication;

— node behavior control;

— access restrictions based on the principle of least privilege.

The multi-level trust model ensures increased resilience of the cy-
berdefense system to compromise of individual network segments.

The Principle of Controlled Openness

Scientific activity requires constant interaction with external infor-
mation resources. Therefore, complete isolation of the network is impos-
sible and contradicts the principles of functioning of the modern scien-
tific environment.

The principle of controlled openness provides for:

— regulated external access;

— use of secure communication channels;

— control of access to public services;

— segmentation of external services;

— constant monitoring of external activity.

This approach allows for a balance between the openness of scientific
infrastructure and the necessary level of cyberprotection.
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The Principle of Continuity of Scientific Services

For a research institution, the continuity of services related to con-
ducting research is of critical importance.

Critical services include:

— research results storage systems;

— electronic document management servers;

— backup systems;

— scientific repositories;

— computing clusters;

— web resources of scientific projects.

Ensuring continuity of operation involves:

— redundancy of critical components;

— regular backup;

— use of geographically remote copies;

— support for disaster recovery mechanisms;

— monitoring the status of the infrastructure in real time.

The Principle of Distributed Administration with Centralized Audit

In scientific institutions, individual laboratories and scientific units can
use their own information resources and local administration mechanisms.

Complete centralization of management in such conditions is ineffective.

Therefore, it is advisable to use a distributed administration model
with centralized audit, which provides for:

— local administration of individual segments;

— centralized event logging;

— centralized monitoring;

— unified security policies;

— centralized response to cyberincidents.

The Principle of Integration of Organizational and Technical
Measures

The effectiveness of a cyberdefense system is determined not only by
technical means, but also by the level of organizational support.

The organizational component should include:

— internal regulations;

— user instructions;

— incident response procedures;

— staff training;

— periodic audits;

— monitoring compliance with security policies.

The integration of organizational and technical mechanisms allows
for a comprehensive approach to building a cyberdefense system.

Campus Network Cyber-security System Model

Based on the proposed principles, a multi-level model of the cyber-
security system of the campus network of a research institution can be
formed.
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Structurally, this model includes:

1. Level of physical infrastructure.

2. Level of network interaction.

3. Level of services and information systems.

4. Access control level.

5. Level of monitoring and response.

6. Organizational level.

At the physical infrastructure level, protection is provided for server
equipment, power supply systems, data transmission channels, and te-
lecommunications equipment.

The level of network interaction includes:

o firewalls;

e VLAN segmentation;

¢ IDS/IPS systems;

e VPN technologies;

e network traffic control mechanisms.

The service level covers:

e postal systems;

e web resources;

o file storage;

e scientific information systems;

e cloud services.

The access control layer implements:

e centralized authentication;

e multi-factor authentication;

e privilege control;

e access policies.

The monitoring and response level includes:

e log collection systems;

e SIEM platforms;

e network activity analysis tools;

e incident response procedures.

The organizational level covers:

e regulatory documentation;

e audit procedures;

e user training;

¢ administration regulations.

The interaction of these levels forms a unified cyberdefense system
aimed at ensuring the stability of the functioning of the information in-
frastructure of a scientific institution.

Practical Implementation of a CyberDefense
System in a Scientific Institution

The practical implementation of a cyberdefense system should be based
on a comprehensive approach that combines organizational, technical,
and procedural mechanisms.
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One of the key elements is the creation of a system support unit
responsible for:

e network administration;

e infrastructure monitoring;

e incident response;

e user support;

e information security audit.

An important component of the system is the organization of centra-
lized network monitoring. The monitoring system should provide:

e monitoring the status of network nodes;

e network traffic analysis;

e detection of abnormal activity;

e control of resource use;

e prompt informing of administrators.

Significant attention should be paid to logging security events. Cent-
ralized log storage allows:

e perform incident analysis;

e detect unauthorized access attempts;

e monitor user actions;

e generate statistics on security events.

To achieve rapid response and analysis of security incidents, it is
advisable to implement an ontological expert incident management
system [8].

To ensure the stability of the infrastructure, it is necessary to imple-
ment a backup system, which should include:

e regular backups;

e isolated storage of copies;

e backup data integrity control;

e periodic testing of recovery procedures.

An important aspect of ensuring cyber-security is increasing user
awareness. Staff training should cover:

e cyberhygiene rules;

e detection of phishing attacks;

e safe use of email;

e rules for working with information resources;

e cyberincident response procedures.

In addition, it is necessary to conduct regular information security au-
dits and testing of the security of the information infrastructure. It is also
important to simulate social engineering attacks [9].

Conclusions

The article examines the features of building a cybersecurity system for a
campus network of a research institution. It is shown that campus net-
works of research institutions differ significantly from corporate networks
of commercial enterprises in terms of structure, user model, nature of in-
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formation interaction and cyberthreat profile. It is established that the
use of classical corporate models of cybersecurity without adaptation to
the specifics of the scientific environment is not effective enough.

A system of principles for building cybersecurity for a campus net-
work of a research institution is proposed, which includes the principle
of adaptive network segmentation, of multi-level trust, of controlled
openness, of continuity of scientific services, of distributed administra-
tion with centralized audit, and principle of integration of organizational
and technical protection mechanisms.

The scientific novelty of the work lies in the formalization of the prin-
ciples of building a cyber-protection system for a campus network of a
scientific institution, taking into account the peculiarities of the academic
information environment, the need to support open scientific interaction,
and the dynamic structure of user segments.

The practical significance of the results obtained lies in the possibi-
lity of using the proposed approach to build and modernize cyberde-
fense systems in institutions of the National Academy of Sciences of
Ukraine, higher education institutions, and other research organizations.
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OCOBJIMBOCTI TIOBYHOBIV CVMICTEMI KIBEP3AXVICTY
KAMITYCHOI MEPEXI HAYKOBO-JOCIIHOI YCTAHOBU

Beryn. CyuacHa OOCTiIHWMIIBKA AisUTBHICTE KPUTUYHO 3aJIEXKWUTH Bif, CTaOLIBHOTO
dyHKITiOHyBaHHS iHdOpPMaIliTHO-KOMYyHiKallinHol iHdpacTpykTypn. KamiycHi me-
peXi HayKOBMX YCTaHOB 3a0e311euyIoTh JOCTYII IO HayKOBUX PecypciB, eJIeKTPOHHOTO
IIOKYMEHTOODIry, crierfiaizoBaHmx OOYMCIIOBIBHUX CEPBICiB, cuicTeM 30epiraHHS
pes3yJsIbTaTiB JOCTi/IKeHb, XMapHMX IUTaTOopM, Beb-pecypciB Ta MiXHapOTHUX iH-
dopmaninHmux cucteMm QI HaykoBoi B3aemopil. OgHOYACHO 3i 3pOCTAaHHAM PiBHS
1M poBsisallil HayKoBOI JisUIbHOCTI 3HAYHO 3pOCTa€e KUIbKICTh Kibep3arpos, cpsmo-
BaHMX Ha iHdopMarinHi pecypcyu HaykoBux ycraHos. [Ipobiema cTae oco6imBo ax-
TyaJIbHOIO B KOHTEKCTi ribpmaHmx Kidep3arpos, 1ijleclipssMOBaHMX aTak Ha HayKOBi
opratisariii, IIOIMpPeHH IIpOrpaM-B/Maradis, KOMIIpoMeTallii 00J1iKOBVIX 3aIlVCiB Ta
aTak Ha KpuTnuHy iHdopmaninHy indpacrpykrypy. Ha sigminy Bim koproparms-
HVIX MePeXX KOMePLiVTHVX MiIIIPUEMCTB, KaMITyCHi MepeXXi HayKOBUX yCTaHOB MalOTh
HMU3KY crenmdiuamx ocobymBocrent. Kiracuuni Momerti KopropaTruBHOI KiGepbes-
IIeK¥, Opi€HTOBaHi Ha XXOPCTKY IleHTpasli3allilo, OOMeXXeHHs TOCTYIIy Ta CTaTU4HY
CTPYKTYpPy Mepexi, He 3a0e3IeuyioTh HajleXKHOI e(PeKTMBHOCTI B yMOBax HayKOBMX
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KaMITycHUX Mepex. Lle 3ymMoBIIIoe HeOOXiIHICTh PO3pPOOKN a/IarITOBaHVIX ITPVHIINIIIB
o0y oBY cricTeMU KibepOesmiek 1t HayKOBO-TIOCITITHVIX YCTaHOB.

Merto10 cTaTTi € HOCITIKeHHS 0COOMMBOCTeN (PYHKITIOHYBaHHS KaMITyCHOI Me-
pexi JOCTITHMITEKOT YCTaHOBY Ta pO3po0Ka CHCTeMV TIPUHITNIIB 1ToOyAoBu Kibep-
3aXVCTY 171 TaKOI Mepexi 3 ypaxyBaHHsAM creldiKy HayKoBOT JTisUTbHOCTI.

Metoam. B craTTi ccpbopMoBaHO crcTeMy HNPMHIIMIIB 1T0OYI0BU KiGep3axmucTy
KaMITyCHOI Mepexi.

Pesynpratn. IlposeneHo anasis crenudikn yHKIIIOHYyBaHHS iHpOpMAaIli-
HO-KOMYHiKaIifHOI iHpPacTPyKTypy HayKOBMX YCTAaHOB y IOPiBHAHHI 3 KOpIopa-
TUBHMMW MepeXaMlI KOMEepIIiHMX IiAIpueMcTB. BiisHaueHO OCHOBHI BiAMiHHOCTI
apxiTeKTypwu, Mofelli KOpHUCTyBadiB, XapakTepy iHdOpMalliliH1X IIOTOKiB Ta IIpO-
dimo kibep3arpos 11 HayKOBO-IOCTIIHMX YCTaHOB. 3aIIpOIIOHOBAaHO CUCTEMY IIPVIH-
1mmiB 1oby10BM Kibep3axmcTy KaMITyCHOI MepeXi HayKoBOI YCTaHOBY, 1110 BKJIIOYaE
a/TalITMBHY CeTMeHTaIlifo Mepexi, OaraTopiBHeBY MOJIeNb [TOBipY, IIPUHIINII KOHTPO-
JIBOBAHOI BIAKPWMTOCTI, TIPMHIINII Oe3IlepepBHOCTI HayKOBVX CepBiciB Ta posmomise-
HOTO a/IMiHICTpyBaHHS 3 IIeHTpasIi3oBaHMM ayAauToM. OGIpyHTOBaHO HeoOXimHICTh
iHTerparlii opraHizamivHIX, TeXHIYHMX Ta IPOLledypHIUX MeXaHi3MiB KibepsaxmcTy B
MeKax €MHOI crucTeMu 3abe3neueHHs iHdOpMaIliiiHOT Oe3IeKt HayKOBOI yCTaHOBM.
3ampoIrIoHOBaHO CTPYKTYPHY MOJIe/Ib CUCTeMN Kibep3axmcTy KaMITycHOT MepeXxi Ha-
YKOBO-HOCIITHOT YCTaHOBY, Opi€eHTOBaHy Ha 3ale3lleueHHS CTIMKOCTI (PYHKIiOHY-
BaHH# iHdOpMaliTHOT iHdpacTPyKTypu B yMOBax CydacHMX Kibep3arpos.

BucHoskm. IlokasaHo, 1o KaMmIIycHi MepeXi HayKOBMX YCTaHOB CyTTEBO Bif-
PI3HSIOTBLCA Bif, KOPIIOPATUBHMX MEPeX KOMEPILIVIHMX MiJIITPUEMCTB 3a CTPYKTYPOIO,
MOZIeJUII0 KOPUCTyBayiB, XapakTepoM iHdopMarirHoi B3aeMoil Ta mnpodirem Ki-
Gepsarpos. BcraHoBiIeHO, 1110 BUKOPUCTaHHS KJIAaCMYHMX KOPIIOPaTUBHMX Mofesient
KibepOesrreku Oe3 amamTariii 710 crierdiky HayKOBOTO CePeOBUIIa € HeJJOCTaTHBO
edeKTVBHVM.

KarouoBi caoBa: xibepsaxucm, xamnycna mepexa, HaykoBo-0ocaiona ycmanoba, ingpopma-
yinHa be3nexa, ceemenmayis mepesxi, Zero Trust, mepexebuil MOHImMOpuUHe.
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