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A COMPARATIVE ANALYSIS OF ARTIFICIAL 
NEURAL NETWORKS AND RANDOM FORESTS FOR 
FINANCIAL TRANSACTION FRAUD DETECTION

Fraud detection in fi nancial transactions is a critical challenge due to rising fraudulent 
activities. Th is study compares Artifi cial Neural Networks (ANN) and Random Forest models 
using 10,000 transaction records. Performance was evaluated with accuracy, re call, and 
F1-score, showing ANN at 90.2% and Random Forest at 96.5%. Key featu res infl uencing fraud 
detection included transaction time, day, amount, identifi er, and merchant. Findings highlight 
the eff ectiveness of supervised machine learning in improving fraud detection effi  ciency.
Keywords: Random Forest; Artifi cial Neural Network; fraud detection; machine lear-
ning algorithms.

Fraudulent transactions pose a signifi cant challenge to the fi nancial sector, threate-
ning both the economic stability of institutions and the trust of individual consu-
mers. Th e rapid advancement of technology, particularly in artifi cial intelligence 
(AI) and machine learning has opened new avenues for detecting fraudulent acti-
vities eff ectively.
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Detecting fraud in real-time is critical for maintaining the integrity of fi nancial 
systems, especially in online banking and e-commerce platforms. AI algorithms, 
such as the K-Nearest Neighbors (KNN), Linear Discriminant Analysis (LDA), and 
various regression-based methods, have emerged as robust tools that can improve 
the precision and recall of fraud detection eff orts, helping organizations quickly 
respond to potential threats (Chung, Lee, 2023). As fi nancial transactions become 
increasingly digital, the datasets used for training fraud detection models also un-
dergo signifi cant changes, oft en leading to imbalanced datasets characterized by a 
minor proportion of fraudulent activities compared to legitimate transactions. Th is 
imbalance can adversely aff ect the model's predictive performance, demanding in-
novative solutions to create eff ective detection systems (Awosika et al., 2024). Re-
cent developments have highlighted the potential of Federated Learning (FL) 
alongside Explainable AI (XAI) to overcome challenges related to data privacy and 
transparency while ensuring high-performance metrics.

FL allows multiple fi nancial institutions to collaboratively build a fraud detec-
tion model without the direct sharing of sensitive customer data, thus adhering to 
stringent privacy regulations. Th e integration of XAI further enhances the system 
by providing human interpretable insights, helping experts validate and trust mo-
del predictions. Overall, the emergence of these advanced technologies represents a 
transformative shift  in the fi eld of fi nancial fraud detection, indicating a promising 
future where safety and privacy can eff ectively coexist.

Modern technologies, particularly artifi cial intelligence (AI) and the Internet 
of Th ings (IoT), are key drivers reshaping many scientifi c and industrial fi elds. In 
recent years, we have witnessed a signifi cant increase in the use of these technolo-
gies to improve effi  ciency, foster innovation, and provide eff ective solutions to com-
plex challenges facing society (Yao et al., 2019). Th e studies compiled in this paper 
address a variety of applications, refl ecting the wide variety of uses of AI (Sorkun, 
Toraman, 2017).

Furthermore, some research focuses on the applications of artifi cial intelligence 
in human resource management, analyzing the impact of these technologies on im-
proving administrative processes and increasing decision-making eff ectiveness (Ha-
mal, Senvar, 2021). Th e use of machine learning models in detecting fi nancial fraud 
is also being explored, refl ecting the importance of these technologies in enhancing 
transparency and accountability in fi nancial systems (Albizri et al., 2019).

Th ese documents highlight the importance of research and development in 
the fi eld of artifi cial intelligence and the Internet of Th ings and emphasize the need 
for collaboration between academia and industry to develop innovative solutions 
that meet societal needs and contribute to achieving sustainable development. 
Th ese studies are not merely academic research; they represent practical steps to-
ward achieving a smarter and more sustainable future.
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ARTIFICIAL INTELLIGENCE AND MACHINE 
LEARNING FOR FRAUDULENT TRANSACTION 
DETECTION: A CONCISE REVIEW

Financial institutions face many risks associated with fraudulent transactions. Th e 
impact of fraudulent transactions is substantial, aff ecting not just the fi nancial insti-
tution’s assets, but also the customer’s trust in that institution. Although there are far 
more legitimate than fraudulent transactions, the number of fraudulent transac-
tions is still signifi cant enough that there exists a highly disproportionate number of 
each category in the datasets used to develop fraud-detection models. Th is scarcity 
of fraud in training sets degrades the model’s ability to discriminate between legiti-
mate and fraudulent transactions, oft en generating model outputs of high false 
negative and false positive rates. Th ese rates of error, depending on the type of error, 
will compromise both the security and user experience of the model (Awosika et al., 
2024).  To address these issues, many institutions have begun to implement advan-
ced AI or algorithmic systems, the most used of which are Federated Learning (FL) 
and Explainable AI (XAI). FL provides a method for diff erent institutions to train 
fraud-detection models together without violating the data-sharing restrictions of 
privacy laws or sharing civilly protected sensitive customer records. XAI will im-
prove the transparency of how the algorithmic system is making a fraud-detection 
decision and allow a human subject matter expert to better understand any given 
algorithmic decision that was made thereby enhancing their level of trust in the 
algorithmic result and decision.  

Credit card fraud, identity theft , account takeover, and money laundering are 
all examples of common forms of fraud. Credit card fraud usually happens when 
someone uses card information without permission, especially when the card isn’t 
present, such as when you buy something online. Identity theft  is when crooks steal 
personal information to take on someone else's identity and create accounts or 
make fake purchases. Account takeover employs phishing attacks or data breaches 
to get into user accounts, while money laundering uses long chains of transactions 
to hide where illegal money came from (Ashfaq et al., 2022). Each sort of fraud cre-
ates unique patterns in transaction data, which makes them good candidates for 
machine learning research. But fraud techniques are always changing, so detection 
systems need to keep up with new trends.

Fraud hurts businesses in both their reputation and their fi nances. Unautho-
rized transactions can cost businesses money directly, and they can also cost them 
money indirectly by making them spend more on fraud investigation and preven-
tion. Also, continuous fraud can make customers lose faith and lead to legal prob-
lems. Diff erent types of fraud aff ect diff erent types of businesses. For example, shops 
deal with credit card fraud more regularly, whereas banks deal with more advanced 
types of fraud, including identity theft  and money laundering (West et al., 2015). 
Th is heterogeneity demands personalized detection tactics and shows how impor-
tant it is to have AI frameworks that can be changed to fi t the risks and changing 
patterns of fraud in each area.
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AI stands for technology that mimics human cognitive processes, including 
learning, thinking, and making decisions. In fi nance, AI uses machine learning and 
deep learning algorithms to look at transaction data and tell the diff erence between 
real and fake behavior (Nguyen et al., 2020). A major problem is class imbalance, 
which means that there are a lot more real transactions than fake ones (Awosika et 
al., 2024). To deal with this, sophisticated models like autoencoders, long-short-
term memory (LSTM) networks and convolutional neural networks (CNNs) are 
employed to fi nd small problems. Combining behavior-based techniques with ge-
netic algorithms in hybrid models can lower the number of false positives while 
keeping the number of true positives high. XAI makes things even more clear, and 
Federated Learning (FL) lets schools exchange model learning without giving out 
private information, which is a good way to keep privacy.

Machine learning approaches diff er from classical approaches due to their abi-
lity to be fl exible and adaptable whereas classical statistical and rule‐based models 
have been used (e.g., logistic regression, decision trees, and naive Bayes) and provide 
good interpretive ability but do not capture the dynamic nature of fraud eff ectively, 
especially in highly skewed datasets (Ishangediok, Gajamannage, 2022). In addition, 
they typically have low precision and require signifi cant time for training. Further-
more, machine learning approaches can evolve with new data and have the potential 
to identify anomalies in large transactional data. Advanced techniques such as Sup-
port Vector Machines (SVM) or Hidden Markov Models (HMM) may off er better 
means of identifying transactions that are unusual compared to classical models. 
Additionally, the use of ensemble methods such as Random Forests and boosting 
and hybrid designs that blend traditional statistics with neural networks will further 
improve the performance of machine learning methods by decreasing the frequency 
of classifi cation errors (Nguyen et al., 2020). Additionally, deep learning methodolo-
gies (such as autoencoders, CNNs, and LSTMs) have shown clearly superior results 
compared with rule‐based systems.

AI-based systems that detect fraud use numerous methods to identify frau-
dulent transactions through credit cards. An example includes multiple methods 
of classifi cation, including decision trees, Artifi cial Neural Networks (ANN), 
LSTM and CNN will classify a credit-card transactions as either legitimate 
or fraudulent (Nguyen et al., 2020). Most of the models have Predictive Analy-
tics Technologies (PAT) as their supports, which can be used to fi nd anomalies 
(e.g., unusual installations for purchase, number of consecutive transactions or 
behavior outside the historical norm of a user). Hidden Markov Mo dels (HMM) 
compute log transaction and risk profi les while using behavior-based algorithms 
to cluster transactions for the purpose of identifying transactions that deviate 
from normal behavior. Genetic algorithms assist in determi ning optimal thre-
sholds for identifying suspicious activity for improved precision and recall. Re-
cent research by J. Chung & K. Lee (2023) proposes a combination of K-Nearest 
Neighbors (KNN) techniques, Linear Discriminant Analysis (LDA) and regres-
sion techniques, to realize higher levels of recall in real time applications invol-
ving online banking.
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Supervised learning techniques use labeled datasets to tell if each transaction is 
authentic or false. Some common supervised methods include Logistic Regression 
(LR), KNN, SVM, Decision Trees (DT), Random Forest (RF), and Extreme Gra-
dient Boosting (XGB). For instance, X. Niu et al. (2019) use a public credit card 
dataset of 284,807 transactions (492 of which were fraudulent) to train these mo-
dels. Th ey fi nd that XGB and RF acquire AUROC scores of 0.989 and 0.988, respec-
tively. Th is means that they are better at discovering fraud than other methods that 
don't use supervision. Researchers are investigating ensemble and hybrid designs, 
such as the integration of KNN with LDA or decision trees with Random Forests, 
to further enhance accuracy and recall (Chung, Lee, 2023). You need to carefully 
build the characteristics of these models and change their settings so that they can 
deal with new forms of fraud.

Unsupervised learning is quite helpful for fi nding fraud when there isn’t a lot 
of labeled data. Techniques like One-Class SVM, Autoencoders, Restricted Boltz-
mann Machines (RBM), and Generative Adversarial Networks (GAN) learn the 
normal distribution of transactions and mark big diff erences as possible fraud 
(Niu et al., 2019). One-Class SVM establishes a limit for normal data, categorizing 
points outside this boundary as anomalies. In contrast, autoencoders compress 
inputs into a latent space and subsequently rebuild them, identifying fraud through 
signifi cant reconstruction errors. Hybrid systems that use both unsupervised 
anomaly detection and supervised classifi ers take advantage of the best parts of 
both types of systems, making detection stronger when transaction patterns 
change (Chung, Lee, 2023).

Neural networks are very eff ective at identifying large transaction datasets’ com-
plex, nonlinear characteristics. Th e multiple levels found in deep architectures allow 
these systems to incrementally identify features (from simple transaction characte-
ristics through to more abstract behavioral characteristics such as time, location, and 
order of spending), with higher levels of feature extraction providing improved ac-
curacy and recall, enabling real-time monitoring and timely response to suspicious 
transactions. To reduce the risk of overfi tting and enhance the ability of the network 
to generalize to previously unseen data banks, it can create timely fraud alerts, lower 
potential losses, and improve customer confi dence in digital payment systems 
through the use of techniques such as dropout and batch normalization.

For identifying fraudulent transactions, anomaly detection methods have a 
center role, commonly described under unsupervised learning, since they allow for 
the automated analysis of large amounts of information with little to no labe-
led (shared) information (DeLise, 2023). One such example is Deep SAD, a deep-
learning-based framework for detecting anomalies in very high-frequency trading 
environments, which has outperformed more traditional unsupervised methods. 
In the case of credit card monitoring, numerous algorithms, including Random 
Forest, Logistic Regression, Decision/Tree-based models, Support Vector Machine 
(SVM) and Neural Networks have been tested, however, they are challenged by the 
imbalanced characteristics of the data being analyzed and the user behaviors chan-
ging over time (Moschini et al., 2021). Recently, there have been attempts to exa-
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mine the problem of classifi cation using classifi cation through anomaly detection and 
through the use of Time Series models like ARIMA and rolling windows. Hybrid 
methods that combine supervised and unsupervised learning, incorporating feed-
back systems to adjust the underlying model used to evaluate transaction outcomes 
will likely lead to more adaptive and accurate real-time methods of detecting fraud.

Numerous studies have explored fi nancial misstatement detection and fraud 
identifi cation using various machine learning and statistical techniques. E. Zavit-
sanos et al. (2025) introduced a TabTransformer model with a gated multi-layer 
perceptron to improve fi nancial misstatement detection, addressing class imba-
lance with a focal loss function. Similarly, S. Gupta & S. Mehta (2024) reviewed data 
mining classifi cation techniques for fi nancial fraud detection, emphasizing the im-
portance of mapping fraudulent and non-fraudulent companies to improve classi-
fi cation accuracy. Y. Işංk et al. (2023) tested artifi cial neural networks and decision 
tree methods, achieving over 99% accuracy in fraud detection. L. Hernandez Aros 
et al. (2024) reviewed fi nancial fraud detection using machine learning, addressing 
its negative impact on organizational administration and profi t maximization for 
owners/investors. Applying PRISMA and Kitchenham methods, they examined 
104 articles (2012—2023) from Scopus, IEEE Xplore, Taylor & Francis, SAGE, and 
Science Direct, selected via predefi ned criteria. Th e review analyzed articles, aut-
hors, sources, countries, trends, and datasets to identify fi nancial fraud types. Ma-
chine learning models and metrics assessed performance, revealing a trend toward 
real datasets. Credit card fraud detection models were the most prevalent, oft en 
using data from stock exchanges in China, Canada, the US, Taiwan, and Tehran. 
Synthetic data usage remained low (under 7%).

Other studies focused on advanced fraud detection mechanisms. H. Shilpa 
(2023) highlighted data mining techniques for fi nancial fraud identifi cation, par-
ticularly in fi scal summary deceptions. İ. Kංlංç & S. Önal (2022) developed an arti-
fi cial neural network model to assess fi nancial fraud risks, achieving an 88.89% 
accuracy rate. S. Hamal & Ö. Senvar (2021) evaluated machine learning classifi ers 
in detecting fi nancial fraud among Turkish SMEs, concluding that the random fo-
rest model with oversampling was the most eff ective. M. Riskiyadi (2024) compared 
machine learning models for fi nancial fraud detection, fi nding that Extremely Ran-
domized Trees (ERT) with an 80:10 training-testing split was the most accurate.

Several studies investigated biometric and AI-driven verifi cation systems to 
enhance fi nancial security. P. William et al. (2023) examined biometric verifi cation 
methods, such as signature authentication, using neural networks. P. Tamrakar & 
A. Badholia (2022) reviewed the evolution of signature verifi cation systems, em-
phasizing deep learning’s role in improving accuracy.

Broader applications of AI and IoT in security and monitoring were also dis-
cussed. P. William et al. (2023) proposed an IoT-enabled surveillance robot for bor-
der security, while N. Darwante et al. (2023) designed a surveillance robot with re-
mote control capabilities for combat zones. In a related study, P. Chavan et al. (2023) 
explored the impact of Extra High Voltage (EHV) transmission lines on human 
health and the environment.
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Beyond fraud detection, AI applications in other domains were explored. G. En-
dait et al. (2023) utilized machine learning for automated leaf disease detection in 
precision agriculture. P. William et al. (2023) investigated AI-driven customer service 
chatbots, while G. Sasipriya & B. Lavanya (2023) applied natural language processing 
(NLP) techniques to extract information from nanomaterial science research.

TARGET SETTINGS
Machine learning, artifi cial intelligence, and data mining are becoming increa-
singly valuable tools for detecting fi nancial fraud, enhancing security, and optimi-
zing technology use. Several previously published studies have explored the use of 
machine learning and statistical methods to identify fi nancial misstatements and 
fi nancial fraud (e.g., Zavitsanos et al. 2025; Gupta, Mehta 2024; Işංk et al. 2023; 
Hernandez Aros et al. 2024); however, there has been little research comparing 
models or methodology for handling imbalanced data sets. Previous research on 
the use of ANNs and decision trees has provided advanced modeling with high ac-
curacy; however, there is a dearth of comparative studies available. 

Th e purpose of this study is to eliminate these gaps in the literature by provi-
ding a systematic comparison of artifi cial neural networks and random forest mo-
dels (in real-world fi nancial fraud data) in order to provide empirical evidence of 
their comparative strengths as well as generate utility derived from the analysis of 
these two methods for fi nancial institutions.

Methodology and data. Th e research team is working to create fraud detec-
tion systems that leverage machine learning and deep learning algorithms to clas-
sify online transactions as genuine or fraudulent based on transaction databases. 
However, identifying fraudulent online transactions is becoming increasingly chal-

Table 1. Functions in the transaction data set

Transactions Feature Name Description

Transaction ID Unique identifi er for each transaction
Amount Th e monetary value of the transaction
Type Type of transaction, either “Credit” or “Debit”
Merchant Th e merchant involved in the transaction, such as Ama-

zon, Walmart, or Target
Location Location of the transaction, categorized as “Local” or “In-

ternational”
Time Th e hour of the day when the transaction occurred
Day of Week Th e day of the week when the transaction occurred
Account Type Type of account associated with the transaction, either 

“Personal” or “Business”
Fraudulent Binary indicator denoting whether the transaction is 

fraudulent (1) or not (0)

Source: compiled by the authors from: Kaggle. URL: https://www.kaggle.com/datasets/
userabc12541874/audit-data (accessed: 04.03.2025).
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lenging as illicit payment patterns 
evolve to closely mimic legitimate 
transaction characteristics.

We collected the dataset cal-
led AUDIT_DATA from Kaggle 
Depository for fraud transaction 
detection. Th e dataset consists of 
10 000 records with 08 features.

Audit Description. Th e audit 
was conducted on a company na-

med “E-Commerce” a large online retail platform known for its diverse range of 
products and global presence. Th e audit aimed to assess the integrity of fi nancial 
transactions processed through the company’s platform over a specifi ed period.

Data Collection. Transaction data was collected from the company’s database, 
including information such as transaction IDs, amounts, transaction types, mer-
chant details, transaction locations, timestamps, account types, and fraud indica-
tors. Th e features of the fraudulent transaction dataset are shown in Table 1.

Th is dataset structure is well-designed for fraud detection modeling, contai-
ning key transaction attributes that capture both fi nancial aspects (Amount, Type, 
Account Type) and contextual information (Merchant, Location, Time, Day of 
Week). Th e inclusion of temporal features (Time and Day of Week) is particularly 
valuable, the binary target variable “Fraudulent” makes this suitable binary classifi -
cation models like the Random Forest and Neural Network implementations.

Th e dataset shown in Fig. 1 reveals a signifi cant skewed class balance, with 
fraudulent transactions making up just 4.69% of all cases, or 469 transactions, while 
non-fraudulent transactions accounted for 9,531.

Th is skewed distribution poses a critical challenge for machine learning model 
development. When training data is this unbalanced, the model becomes dispro-
portionately infl uenced by the majority class (non-fraudulent transactions), which 
can compromise its ability to accurately detect fraud cases.

Th is imbalance creates a risk that the model will be biased toward identifying 
transactions as legitimate, potentially missing actual fraud cases, since it has been 
predominantly exposed to non-fraudulent examples during training.

Fig. 1. Distribution of transaction. 
Distribution of “Fraudulent” with co-
lumns split by “Fraudulent”
Source: by the authors using Orange 
soft ware.
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THE USE OF ALGORITHM 
IN ORANGE SOFTWARE
Th e ANN algorithm was utilized in the Orange soft ware to achieve high-accuracy 
solutions and to improve the model through a scientifi c approach inspired by neu-
ral cells in biological sciences. Th is approach studies genes to detect diseases, ex-
plore mutations, and investigate other genetic phenomena.

On the other hand, the random forests are not biologically inspired instead, 
they are rooted in statistics and probability theory, and they are an extension of the 
decision tree method.

MODELING
Mechanism for applying the Artifi cial Neural Network Algorithm. Aft er proces-
sing the data and imputing missing values, the variables were encoded as a funda-
mental step. Th e data was then split into 80% training data and 20% testing data.

Th e Artifi cial Neural Network was designed and trained to classify fi nancial 
transactions as a set of independent variables. Th e Adam Solver function was used, 
demonstrating good performance. Additionally, the ReLU activation function was 
adopted, as it outperformed the Tanh and Logistic functions in classifying the types 
of fraud in fi nancial data. Th e number of neurons in the hidden layers was set to 
50 neurons to train the ANN.

Th e accuracy of the ANN model reached 90%, while the area under the ROC 
curve (AUC) was 0.808.

Th e confi guration parameters for a Random Forest model:
Number of trees — 10 (relatively small for a Random Forest, which typically 

benefi ts from more trees),
Maximal number of considered features — unlimited (the model can con-

sider all available features for splitting decisions),
Replicable training — No (results won't be exactly reproducible across runs),
Maximal tree depth — unlimited (trees can grow without depth restrictions),
Stop splitting nodes with maximum instances — 5 (nodes won't be split fur-

ther if they contain 5 or fewer instances).
Th is confi guration represents a fairly basic Random Forest implementation 

with minimal restrictions on tree growth. Th e small number of trees (10) might 
limit the model’s performance compared to a larger ensemble, though this depends 
on the specifi c dataset characteristics. Th e unlimited depth and feature conside-
ration could potentially lead to overfi tting, but the minimum node size of 5 pro-
vides some regularization.

RESULTS AND DISCUSSION
Performance metrics. Th e key performance metrics (AUC, Accuracy, Precision, 
Recall, F1) for each model are presented (Table 2).

Th e accuracy of the Random Forest (RF) model reached 96%, while the area 
under the ROC curve (AUC) was 0.997. 
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Th e Random Forest model clearly outperforms in most metrics, especially in 
AUC and Precision, making it the overall best. Th e Artifi cial Neural Network provi -
des strong and stable performance but is less effi  cient compared to the Random Forest.

Roc curve. Th e ROC curve is a graphical representation of a binary classifi er 
model’s performance, created by plotting the True Positive Rate (TPR) against the 
False Positive Rate (FPR) at diff erent classifi cation thresholds. TPR is the propor-
tion of positive cases correctly classifi ed, while FPR is the proportion of negative 
cases incorrectly classifi ed as positive.

From the Fig. 2, it is evident that there is a 0.676 probability of errors or discre-
pancies in the fi nancial data and the probability of the random forest of the type 0 it 
is 0.508. Additionally, the probability of a Type 1 error in classifying fraud is 0.324, 
which indicates the reliability and accuracy of the fi nancial data, as they are free 
from signifi cant errors or discrepancies. As previously mentioned, this curve serves 
as a useful metric for evaluating the performance of binary classifi cation models.

Table 2. Performance metrics

Model AUC CA F1 Prec Recall

Artifi cial Neural Network 0.808 0.950 0.925 0.902 0.950
Random Forest 0.997 0.964 0.954 0.965 0.964

Source: by the authors using Orange soft ware.

Fig. 2. Roc Analysis on April 5, 2025. Target class: 0; Costs: FP = 500, FN = 500; Target 
probability: 95%
Source: by the authors using Orange soft ware.
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Th e Fig. 2 also shows that the Random Forest algorithm exhibits ideal perfor-
mance due to the ROC curve aligning closely with the upper-left  corner and cove-
ring a larger area under the curve (AUC), refl ecting the quality of this test. Th is 
highlights the model’s eff ectiveness in accurately interpreting and classifying fraud 
by type, as evidenced by the curve’s value.

Th e Area under the Receiver Operating Characteristic Curve (AUC-ROC) is a 
metric used to measure the classifi er’s ability to distinguish between positive and 
negative classes.

HOSMER & LEMESHOW suggest that the values of the area under the ROC 
curve (AUC-ROC) can be interpreted as follows:

ROC = 0.5: Th e model has no discriminatory power, equivalent to random 
chance,

0.7 ≤ ROC ≤ 0.8: Th e model has acceptable discriminatory power,
0.8 ≤ ROC ≤ 0.9: Th e model has excellent discriminatory power,
ROC ≥ 0.9: Th e model has outstanding discriminatory power.
Performance Curve. To further evaluate the model and validate its results, as 

well as to assess its ability to detect and identify fraud with high accuracy, it is re-
commended to use the performance curve for the neural network algorithm. Th is 
curve illustrates the relationship between the true positive rate (sensitivity) and the 
false positive rate (specifi city) at diff erent probability thresholds. Th e curve helps in 
identifying the optimal probability threshold that balances the trade-off  between 
the true positive rate and the false positive rate (Fig. 3).

Calibration plot. We observe a probability threshold of 1, meaning excellent 
performance in classifying fraudulent transactions using the Random Forest mo del 
compared to the Artifi cial Neural Network model (Fig. 4).

Fig. 3. Performance Curve on April 5, 2025. Target class = 0
Source: by the authors using Orange soft ware.
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Th is is a calibration plot comparing Neural Network and Random Forest mo-
dels for fraud detection. Th e plot shows:

• Target class is 1 (fraudulent transactions) with sigmoid calibration applied,
• Th e x-axis represents predicted probability while the y-axis shows calibration 

curve values,
• Th e Random Forest model shows better calibration characteristics than the 

Neural Network model, particularly in the middle probability range (0.3—0.6),
• Th e Random Forest curve approaches the ideal diagonal line more closely at 

higher probability thresholds (0.6+),
• Th e Neural Network model appears to overestimate probabilities in the lower 

range (0.2—0.4) as shown by its curve being above the diagonal,
• Both models’ predictions converge at very high probabilities (0.8+).
Th is suggests the Random Forest model off ers more reliable probability esti-

mates for fraud detection, which is crucial for setting appropriate decision thre-
sholds in production systems.

Th e confusion matrix. Th e confusion matrix cells represent the Random Fo-
rest model predictions, providing a summary of the model’s predictive ability to 
classify error types, as shown in the Fig. 5. Each row indicates the actual true class 
and each column indicates the predicted class. 

Th e matrix (Table 3) shows the following classifi cations:
True Positive (TP): 28 values were correctly predicted by the model, where the 

model forecasted the presence of fraud in 28 cases, which actually contained fraud, 

Fig. 4. Calibration plot on April 5, 2025. Target class: 1, Output model calibration: Sig-
moid calibration
Source: by the authors using Orange soft ware.
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True Negative (TN): Th e model correctly predicted that 1899 cases were free 
of fraud, compared to 1899 actual cases that did not contain fraud, 

False Positive (FP): Th e model did not incorrectly predict any case as being 
free of fraud while it actually contained fraud, with a value of 0, indicating no in-
stances of false predictions in this context, 

False Negative (FN): 73 values were incorrectly predicted by the model, where 
it forecasted that they were free of fraud while they actually contained fraud, refl ect-
ing the presence of undetected fraud cases.

Th e confusion matrix shows us the accuracy of results based on model perfor-
mance. Th e fi gure represents values and their probabilities where actual values in-
tersect with predicted percentages from the Random Forest model.

Feature Importance. 
Th is Fig. 5 shows a Feature Importance plot for the Random Forest using 

Precision (Prec) as the scoring metric with 5 permutations:
• Time is the most important feature, with approximately 0.016 decrease in 

precision when permuted,
• Amount and Day of Week are tied for second most important (around 0.015 

decrease in precision),
• Transaction D ranks fourth (about 0.012 decrease),
• Merchant has the least impact (approximately 0.010 decrease).
Th is suggests that Time and Amount are particularly important for reducing 

false positives in fraud detection.

Fig. 5. Feature Importance on April 5, 2025. Score: Prec; Permutations: 5
Source: by the authors using Orange soft ware.

Table 3. Confusion Matrix for Random Forest (Number of Instances)

Actual

Predicted
0 1 Σ

0 1899 0 1899
1 73 28 101
Σ 1972 28 2000

Source: by the authors using Orange soft ware.
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FUTURE RESEARCH DIRECTIONS
Aft er presenting the results reached, they must be discussed by giving them their 
place in their fi eld and comparing them with previous studies, showing their extent 
and opposition to previous results

Future studies could expand by using larger and more diverse datasets drawn 
from diff erent sectors, such as banking institutions, payment platforms, and e-com-
merce systems, to assess the generalizability of the results. Current machine lear-
ning models could also be compared with additional algorithms, including ad-
vanced deep learning models, to evaluate their eff ectiveness in improving the ac-
curacy of fraud detection.

Moreover, incorporating additional explanatory variables related to customer 
behavior and transaction patterns could further enhance the predictive capability 
of fraud detection systems. Future research could also explore the integration of 
artifi cial intelligence techniques with auditing and internal control procedures, sup-
porting auditors and fi nancial institutions in managing fraud risks and improving 
the effi  ciency of transaction monitoring systems.

CONCLUSION    
Based on the performance metrics of precision, recall, and F1 score, it is evident that 
the Random Forest model outperforms the Neural Network model, particularly in 
terms of precision and the area under the curve (AUC). Th is indicates a high ba-
lance in predictions for both positive and negative cases.

Th e feature importance analysis suggests that time and day of the week, fol-
lowed by the amount and transaction ID, play a signifi cant role in detecting fraudu-
lent transactions, as they are among the most important features in improving the 
model’s performance.

Th is study has demonstrated the eff ectiveness of machine learning algorithms 
in fraud detection, with the Random Forest model outperforming the Artifi cial 
Neural Network model. Th e Random Forest achieved 96% accuracy and an excep-
tional AUC of 0.997, indicating outstanding discriminatory power according to 
Hosmer & Lemeshow's guidelines. Time and transaction amount emerged as the 
most critical features for fraud detection. Despite the challenge of class imbalance 
(only 4.69% fraudulent transactions), the models successfully classifi ed transac-
tions with high precision. Th e results suggest that Random Forest models provide 
more reliable probability estimates for fraud detection systems, making them par-
ticularly valuable for fi nancial security implementations.

Th e study recommends that fi nancial institutions and e-commerce companies 
leverage machine learning algorithms by integrating them into their operational 
systems to detect fraudulent transactions. Th is integration helps internal auditors 
identify high-risk transactions and make timely decisions regarding them.

Th e study also suggests that variables refl ecting the temporal characteristics of 
fi nancial operations have a stronger impact on eff ectively detecting and identifying 
patterns of fraudulent transactions.
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ПОРІВНЯЛЬНИЙ АНАЛІЗ ШТУЧНИХ НЕЙРОННИХ 
МЕРЕЖ І ВИПАДКОВИХ ЛІСІВ ДЛЯ ВИЯВЛЕННЯ 
ШАХРАЙСТВА У ФІНАНСОВИХ ТРАНЗАКЦІЯХ

Виявлення шахрайства у фінансових транзакціях вважається критично важливим 
питанням, особливо з огляду на зростання кількості шахрайських дій у сучасних 
фінансових системах. Вивчено можливості застосування методів машинного нав-
чання в аналізі фінансових транзакцій через залучення алгоритмів машинного на-
вчання з учителем, заснованих на бінарній класифікації. З використанням набору 
даних, що містить 10  000 записів про фінансові транзакції, досліджено модель 
штучних нейронних мереж (ШНМ) і модель випадкового лісу. Для оцінювання 
продуктивності запропонованих моделей використано набір показників продук-
тивності, що включає точність, повноту і F1-міру. Емпіричні результати показу-
ють, що модель штучних нейронних мереж досягла точності 90,2 %, тоді як модель 
випадкового лісу продемонструвала вищу продуктивність з точністю 96,5 % у кла-
сифікації шахрайських транзакцій та їх відрізненні від законних. 

З метою проведення порівняльного аналізу двох алгоритмів представлено 
основні графіки, що використовуються в статистиці для оцінювання продуктив-
ності моделей класифікації, у тому числі ROC-аналіз, криву продуктивності та калі-
брувальний графік. Крім того, визначено найбільш впливові ознаки, що сприяють 
виявленню шахрайських транзакцій. Відповідно до цього ознаки було ранжирова-
но так: час транзакції, день транзакції, сума транзакції, ідентифікатор транзакції і, 
нарешті, мерчант, що бере участь у транзакції. Результати дослідження засвідчують 
ефективність підходів машинного навчання з учителем у підвищенні ефективності 
виявлення шахрайства у фінансових транзакціях, зокрема, з точки зору досягнен-
ня високого рівня повноти й зменшення помилок класифікації.
Ключові слова: випадковий ліс; штучна нейронна мережа; виявлення шахрайст-
ва; алгоритми машинного навчання.
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