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THE PROTECTION OF PERSONAL DATA PROCESSED IN CLOUD SERVICES

Keywords: business-to-govern-  The research on the regulation of cloud services aims to address the issue of cloud technolo-
ment data sharing, data pro-  gies law, as well as the issue of the responsibility of business and government agencies for the
tection, service provider, se-  processing and use of business-to-government (B2G) data in the digital environment.
curity protocols, confidential In particular, the entry into force of the Law of Ukraine “On Cloud Services” on Sep-
information. tember 16, 2022 and the adoption by the Cabinet of Ministers of Ukraine on February 11,
2025 of the Resolution “Some Issues of the Provision and Use of Cloud Services and/or Data
Center Services ” significantly affect legal practice, especially those related to the exchange
B2G data. These innovations create new legal requirements and obligations that must be
taken into account when providing and using cloud services and data center services. In the
context of Ukraine’s integration into the European legal environment, it is important to
consider these issues through the prism of European Union law, such as the GDPR.

This paper analyzes the Azure (2021) and FisconetPlus (2020) cases to highlight key
data protection challenges in public sector cloud adoption. It reveals issues such as a lack of
transparency, excessive data processing, insufficient safeguards, and unclear responsibilities
between authorities and cloud providers. The cases underscore the importance of applying
GDPR principles like data minimization and privacy by design at all stages, including test-
ing. Lessons from these cases inform recommendations for secure and compliant cloud im-
plementation in Ukraine’s public administration.

Given that many enterprises and government agencies are now actively implementing
cloud services, law practitioners must be prepared to provide legal assistance in matters of
data protection, compliance with regulatory requirements, and safeguards of clients’ rights
and interests in the context of new technological challenges. Thus, the proposed outcome of
the research is necessary for professionals so that they can effectively respond to legal chal-
lenges arising in the process of integrating new technologies within the framework of na-
tional and European legislation, and provide proper legal support to businesses and govern-
ment agencies working with cloud technologies.

Introduction. It is believed that the public sector could execute a more se-
cure and efficient digitalization by using cloud services. ! It is tempting for
the public sector to use cloud services because, among other things, the
services can lead to more efficient information oversight at a reasonable

I'A cloud service consists of a service model and a delivery model. These models can
be integrated in different ways depending on the desired division of responsibility
between the cloud service user and the provider. To adapt a cloud service to a user,
the services can be separated into three different service models. These are Software
as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Servi-

LutyBanus: Bulgakova D. The protection of personal data processed in cloud ser-
vices. Exonomika ma npaeo. 2025. Ne 3. C. 64—76. https://doi.org/10.15407 /econlaw.
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cost.2 When it comes to the public sector’s use of
cloud service providers, there are many aspects to
consider, including data transfer. Thus, the re-
search focuses on one of the legal problems, name-
ly, transferring confidential data to a cloud service
provider. It is worth emphasizing at the outset that
the public sector’s use of cloud services is not a
simple subject to understand, as the area requires
some knowledge of both law and technology. When
an authority uses a cloud service, the confidentia-
lity issue is, among other things, whether and how

ce (IaaS). The main difference between the service models

is that they offer the user different degrees of control over

the cloud service.

A delivery norm depicts how the cloud service is to be made
open, and there are four different models. The choice of
delivery model can be of importance for the success of the
public sector’s use of cloud services.

Private cloud services are given to an individual user. The
infrastructure is both administered and supplied by the
user or by an external party on behalf of the user. The
disadvantage of private clouds is that it is costly for the
user to maintain the necessary expertise. To establish a
more holistic approach and fill regulatory gaps, private
actors may need to develop standards that cover aspects
other than mere safety [1, p. 84].

Public cloud services are the most common delivery model.
The cloud service provider of public cloud services then
makes resources such as storage or programs available to
the public over the internet. The fact that the service is
delivered via the Internet means that the cloud service
provider and its computing resources take an external po-
sition towards the user. This differs significantly from pri-
vate cloud services, which instead have an internally
simulated resource set with the user.

Shared cloud services or partner cloud services are similar
to public services but offer cloud services across organiza-
tional boundaries. Several organizations then come toge-
ther and create a cloud service. This assumes that there
are common interests among the organizations, such as
similar goals or requirements regarding certification. Di-
gital certificates are distributed in such a way that they can
be associated with the servers at the original and the des-
tination sites that are participating in the transfer of infor-
mation [2, p. 123]. The subsequent processes can be imp-
lemented in a technically satisfactory and logically accep-
table way via the public key infrastructure (PKI) [ibid].
Besides, each level of certification has an associated com-
pliance mark, which the organisation must use in relevant
customer-facing documentation, accompanied by the
verification ID assigned to the service by the monitoring
body [3]. The cloud service in this scenario can either be
operated by the organizations themselves or by an external
party. On the other side, there is no stable cybersecurity
model since even a high level of cybersecurity certification
cannot guarantee that the sharing process is entirely se-
cure [4, p. 28].
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it is possible to transfer sensitive information to the
cloud service without disclosure to the cloud ser-
vice provider in violation of confidentiality legisla-
tion. That said, there is reason to clarify the mean-
ing of the term disclosure.

Methods. Among methods are law libraries, re-
gulatory research on GDPR [5], and Ukrainian law
on data and cloud processing matters, also notable
rulings such as the Norwegian DPA vs NIF of 2021
[6; 7] and the FisconetPlus decision in Belgium of
2020 [8; 9] demonstrate the real-world implications

Finally, there are hybrids, which are combinations of two
or all of the above delivery models. When different deli-
very models are combined, each cloud service neverthe-
less continues to be a separate entity. What happens is that
the delivery models are tied together through technology
that opens up the possibility of transferring data or com-
puter programs between the cloud services. For example,
the organization may choose to manage some tasks in a
private cloud service and some tasks in a public service.
The hybrid prototype thus benefits from the various ad-
vantages of the other models.

2 For a better understanding of the subject, the characte-
ristics of the cloud service are proposed. The first charac-
teristic is that the cloud service is available on demand
through self-service. The cloud service user can choose to
activate or deactivate the cloud service and make available
the exact desired amount of computing resources without
direct personal interaction with the cloud service pro-
vider. The limited contact with the cloud service provider
means that the possibilities for contractual negotiation for
the cloud service are limited.

The second element is that the cloud service has expansive
availability through networks. The service should be avail-
able through a large network, such as the Internet. In
spare, the service is accessed through standardized agen-
cies that glorify the use of different platforms by the user,
such as mobile phones, tablets, and laptops.

The third characteristic is that the cloud service provider
consolidates resources such as storage, processing, and
memory. By pooling computing resources, the cloud ser-
vice provider can serve multiple users simultaneously and
redistribute the physical and virtual resources dynamically
depending on user demand. The user is normally unaware
of the system’s infrastructure, but the cloud service appears
as a single system. From a purely technical perspective, the
user does not need to know where the servers are located
or how many there are. However, this uncertainty can
cause problems from a legal perspective with requirements
from data protection regulations and the like.

The fourth trait is that the cloud service has an immediate
elasticity that depends on the exact use. The capacity of
the cloud service can be provided and released according
to the current use, in some cases even automatically. From
a user’s stance, the change occurs largely imperceptibly,
and the available capacity often appears unlimited and can
be allocated in the desired amount at any time.
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of inadequate data protection measures. Both deci-
sions stress insufficient testing and lack of data dimi-
nishment and risk assessment as core failures under
the General Data Protection Regulation (GDPR)
[5] obligations (Articles 5, 6, 25, 32, 35). Thus,
case law illustrates GDPR [5] enforcement for the
best protection of personal data in cloud services.

Analysis of the latest research. Most studies offer
an encyclopedic look at the contractual arrange-
ments between cloud service providers and their cus-
tomers for the best data sharing traditions. It pro-
vides guidelines emphasizing issues like data protec-
tion, service continuity, and compliance with privacy
laws. Recent scholarship and regulatory develop-
ments underscore the critical need for robust per-
sonal data governance and user-centric safeguards in
digital environments. Likewise, Calder [3] provides
practical insights into the EU Code of Conduct for
Cloud Service Providers, accentuating the matter of
contractual obligations, transparency, and accounta-
bility to align with GDPR [5]. This is especially per-
tinent as cloud adoption grows across both public
and private sectors. Therefore, the main focus of the
author is cloud compliance and data control.

Cloud service legal frameworks, as well as Mil-
lard’s [10] edited volume on cloud computing law,
explore how standardized contractual models can be
adapted to promote better legal certainty and protec-
tion for data subjects in cross-border cloud services.

Johan David Michels, Christopher Millard, and
Felicity Turton [11] analyze the use of standard
contracts in cloud services. They highlight the im-
balance in bargaining power between cloud pro-
viders and users, noting that providers often im-
pose non-negotiable terms. The authors confer key
contractual issues such as service levels, liability, da-
ta protection, and jurisdiction. They argue for greater
transparency and fairness, especially for SMEs and
public sector users, and emphasize the need for
regulatory and market-driven gains to standard
terms in cloud contracts. The analysis by Michels,
Millard, and Turton on definitive contracts for cloud
services is particularly proper in light of Ukraine’s
evolving legal landscape.

Georgiopoulou et al. [12] suggest a set of techni-
cal and organizational measures specifically tailored
to cloud providers. These include encryption, ano-
nymization, and continuous risk assessment strate-
gies that are indispensable for maintaining GDPR
[5] obedience and data integrity. Therefore, the
work focuses on technical safeguards for GDPR [5]
compliance.
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Authors Fosch-Villaronga & Millard [1] critique
the blurred legal lines in cloud robotics, suggesting
that future regulation must address machine auto-
nomy and user consent more clearly to avoid sys-
temic vulnerabilities.

The Laws of Ukraine on personal data protec-
tion and cloud services perform as an important
regional framework. However, harmonization with
EU standards remains essential, especially in trans-
border data flows and public-private data sharing
models under the conclusion of the work by Bulga-
kova & Stupnik [4].

The public sector’s increasing reliance on cloud
services for managing sensitive and confidential
data introduces legal, ethical, and technological
challenges. Among them risk of unauthorized access,
disclosure, and processing of personal and confi-
dential information, especially when stored across
borders; lack of clarity and consistency in how data
protection obligations (Articles 5, 6, 25, 32, and 35
GDPR) are implemented in practice; insufficient
technical safeguards in cloud environments, par-
ticularly during development, testing, and migra-
tion phases; ambiguity in Ukrainian legislation where
only limited legal norms (Articles 13—14 of the Law
“On Cloud Services”) refer to data protection, re-
lying largely on cross-references to the Law “On
Personal Data Protection”. The challenge of ensu-
ring user agency, transparency, and data sovereign-
ty in cloud ecosystems governed by both national
and foreign laws hasn’t been explored recently,
and this article gonna focus on it, particularly with
respect to public sector adoption of cloud services
and data sovereignty.

Statement of the problem. The public sector’s use
of cloud services for the information regime may
lead to confidential data being transferred to the
cloud service. Consequently, confidential data may
be made available to the cloud service provider. At
this stage, the cloud service providers should pass
to the business cycle modeling engine all the events
as a log file [13, p. 219]. Study focuses on an im-
portant and growing concern regarding the public
sector’s use of cloud services, especially when it
comes to managing confidential data.

The Azure case [6; 7] and the FisconetPlus case
[8; 9] highlight critical challenges in ensuring comp-
liance with data protection regulations when public
authorities migrate to cloud-based services. Both
cases reveal issues related to the inadequate enact-
ment of data confidentiality measures, insufficient
transparency about personal data processing, lack
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of proper risk assessment, and unclear delineation
of responsibilities between public entities and cloud
service providers: mandatory authentication re-
quirements, improper handling of personal data in-
cluding the use of real instead of anonymized data
in testing climates and insufficient consent mecha-
nisms have exposed sensitive data to unauthorized
access. These problems underscore the difficulty of
offsetting digital modernization and cloud adoption
with strict adherence to data preservation principles
such as data minimization, privacy by design, and
accountability. The cases indicate a pressing need
for clearer legal frameworks, robust operational
procedures, and stronger technical security to pro-
tect individuals’ rights and guarantee public trust in
cloud service enactments within the public sector.
The adoption of the Law “On Cloud Services”
No. 2075-IX [14] and the Cabinet of Ministers’
Resolution No. 154 of 11 February 2025 [15] marks
a turning point in cloud governance. These instru-
ments now permit state authorities to store registers
and sensitive data abroad, a shift necessitated by
wartime conditions. However, the rapid regulatory
changes pose challenges echoed in the article: a lack
of negotiated, fair standard contracts, especially in
the public sector, where newly approved model
agreements must now align with security, interope-
rability, and compliance needs. The Ukrainian
practical implementation of proposed updates is in
the urgency of addressing the contractual imbalance
and legal uncertainties identified by the authors,
particularly in cross-border and high-risk contexts.
Research results. The Law “On Cloud Services”
that came into force on 17th of February 2022,
No. 2075-1X [14] allowed the transfer of registers
abroad and the storage of data in the cloud. The next
step forward for the cloud service regulation was re-
markable when the Cabinet of Ministers of Ukraine
on 11th of February 2025 acquiesced the rules for the
use of cloud services by state controls in its resolu-
tion “Some issues of the provision and use of cloud
services and/or data center services” No. 154 [15]
initially proposed by the Ministry of Digital Affairs
on the regulation of cloud services in state institu-
tions. The taught rules primarily interest the per-
mission to transfer registers abroad and store data
in the cloud. From now on, state authorities will be
able to leave them in data centers abroad and not
transfer them to Ukraine after the end of hostili-
ties. It also assented the system for the requirement
of cloud services and/or data center services rela-
ted to the processing of state information resources
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or information with limited access, requirements
for providers of cloud services and/or data center
services, procedure for the figure and use of elect-
ronic catalogs of cloud services and/or data center
services, model deal on the need of cloud services
and/or data center services to a public user of cloud
services and a critical infrastructure operator re-
garding a critical information infrastructure facili-
ty. It is designed to sustain a cybersecurity plan and
the effect of a national cloud model.

The situation materializes where the cloud service
provider is subject to foreign legislation that may re-
quire the disclosure of information from the provi-
der to a foreign government. The explanation is the
chance that encryption of a certain strength could
potentially prevent classified details from being di-
vulged to the cloud service provider, which would
enable cloud service use by the public sector.

The delay regarding the privacy decree has led
to authorities handling the outsourcing of confiden-
tial information to private cloud service providers
in widely different ways. Some are refraining from
using external providers for information manage-
ment for the time being. Others are running confi-
dential transmission through manual routines and
have other information handled digitally by a pro-
vider. Some authorities interpret the privacy legis-
lation in a way that opens up the use of cloud ser-
vices. However, there is generally a reluctance among
authorities to engage cloud service providers to
handle confidential information unless it is clear
that the introduced law does not prevent such use.
At the same time, it is not appropriate for transfers
where the report in question is not covered by an
applicable confidentiality provision. Information
that is not cocooned by pertinent confidentiality re-
quirements can never be encircled by confidentiality.

However, authorities handle confidential infor-
mation to a large extent. If an authority chooses to
use a cloud service, confidential information may
consequently be transferred to the service. It fol-
lows that confidential information may be made
available to a cloud service provider.

Case study on the Azure Cloud Services. Docu-
ments cannot be subject to secrecy, but data in do-
cuments can be. In this context, it is critical to point
out that the data perception regulation always app-
lies. In this regard, it is proposed to view the case
study on the Azure Cloud Services [6; 7]. The Nor-
wegian Sports Federation and the Olympic and Pa-
ralympic Committees (NIF) decided to transition
from local IT infrastructure to Microsoft Azure
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cloud services. On December 20, 2019, the Norwe-
gian Data Protection Authority (Datatilsynet) re-
ceived a non-conformance report from NIF. The
report stated that on December 18, 2019, NIF re-
ceived a request from the National Cyber Security
Centre of Norway (NCSC-NO) regarding a data
leak affecting athletes’ information through a spe-
cific publicly accessible IP address. It is calculated
that around 3.2 million individuals were affected,
including 486,447 minors aged 3 to 17. This was
discovered during a routine scan of Irish IP add-
resses conducted by the Irish National Cyber Secu-
rity Centre (CSIRT-IE), which reported the fin-
ding to NCSC-NO, which in turn informed NIF.
NIF found that the access had been open for 87 days
and immediately took action to shut it down.

The issue arose during the transition of resour-
ces from a local solution to Azure and was linked to
the testing of a cloud service called Elasticsearch.
Elasticsearch was used in testing a potential solu-
tion for third-party membership system providers
in Norwegian sports, allowing identity verification
against the central sports database. During testing
of this new Elasticsearch service aimed at impro-
ving participant management, NIF used actual
personal data instead of anonymized or limited da-
tasets. At the same time, Elasticsearch formed a
product called Kibana, which operated on an IP
port that was not open within NIF’s network but
was accessible via the internet.

Due to the need for up-to-date personal infor-
mation and the limited time to test the solution, a
decision was made based on the assessments at the
time to use real data from the central sports data-
base. This ensured the integrity of the information
and maintained a realistic test scenario.

At the time, there were no established opera-
tional procedures or technical security measures
for the new cloud environment, as it was still under
development. Because of the lack of an authenti-
cation mechanism in the software and an error that
led to the use of a publicly available IP address, the
Elasticsearch and Kibana services became openly
accessible. It’s worth noting that while Elasticsearch
did not initially allow bulk data downloads, it per-
mitted individual searches. Kibana also allowed
fuzzy (broad) search capabilities.

Besides, these services were not indexed for open
access, so one had to know the IP address or execute
a more targeted query. This is why the organization
was unaware that confidential facts remained pub-
licly attainable. Once the issue was discovered, the
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services were disabled, and NIF switched to ano-
ther service. However, the question of whether the
data disseminated in the test environment should
be deleted remained unresolved.

The categories of personal data revealed included:
name, date of birth, gender, address, email, phone
number, and club affiliation. At the same time, in-
dividuals with strictly confidential or unassailable
homilies were not part of the data breach. Although
NIF had no reason to accept that anyone other
than the Irish and Norwegian security agencies ac-
cessed the data, Elasticsearch and Kibana did not
induce access logs (as only a trace version was used),
making it impossible to fully rule out a data breach.
Therefore, NIF deems it far-fetched that anything
other than these instruments processed the data.
NIF also emphasized that the test environment
where the data leak occurred was never intended
for use in the cloud and was therefore not covered
by a security assessment.

NIF acknowledged that its risk assessment was
flawed and that the central sports database had been
pulled into a cache without implementing safe-
guards such as using de-identified data or restricting
the dataset. As a result, NIF failed to consider the
option of using anonymized data and did not imp-
lement adequate security measures during testing.

This highlights a significant lapse in data secu-
rity during the testing phase of a cloud-based ser-
vice. The key mistakes made by NIF were:

(1) instead of using anonymized data or a subset
of the data, NIF exposed sensitive information,
which could have been avoided;

(2) there was no comprehensive risk evaluation
before using live data in a testing environment, which
is critical to safeguarding personal information;

(3) proper security protocols were not in place
to ensure data was protected during the test phase,
leading to the breach;

(4) limited data could have been used, signifi-
cantly reducing the risk of exposing personal infor-
mation.

To address the data leak, Orange Cyberdefense
was engaged to investigate whether personal data
had been misapplied for criminal goals. The investi-
gation had its limitations, focusing only on personal
information that was accessible online. The Orange
Cyberdefense report pointed out that various tools
exist for tracking database leaks, including cases in-
volving Azure (Elasticsearch and Kibana). However,
this does not mean that all disclosed databases are
found and exploited. Furthermore, a leaked data-
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base can be accessed without any malicious intent
(no clear evidence of criminal activity was found).

Following the incident, NIF began reviewing and
improving its operational procedures and implemen-
ted new security protocols. It strengthened the re-
quirements for risk assessments and their documen-
tation. The case also highlighted the need to improve
procedures for handling test data, prompting NIF to
rely more heavily on synthetic test data. NIF noted
that it was difficult to change long-standing local so-
lutions, particularly due to the significant amount
of business logic embedded in the database.

Datatilsynet issued a preliminary notice (under
Section 16 of the Public Administration Act) of its
intention to impose the following decision: under
Article 58(2)(i) of the GDPR [5], the Norwegian
Sports Confederation and the Olympic and Para-
lympic Committee would be fined for transgressing
Articles 5(1) (a, ¢, ), 6, and 32 of the GDPR [5],
for EUR 250,000. While NIF did not dispute the
description of the event provided by the Data Pro-
tection Authority, it did object to the amount of
the fine. After reconsidering new information re-
garding NIF’s community and finances, the Data
Protection Authority decided to reduce the fine to
EUR 125,000. To coordinate with the abovemen-
tioned, cloud providers must harbor full documen-
tation of biased data kept, where it came from, and
with whom they are shared, including the rationale
for processing [12, p. 667]. NIF is also instructed
to conduct thorough testing of a large importance
of participant data from sports crews in all Norwe-
gian municipalities and cities.

The lesson for the Ukrainian data protection law
under the case study on the Azure Cloud Service.
According to Article 13 of the Law of Ukraine “On
Cloud Services” [14], the protection of personal
data when using cloud computing technology for
their processing and providing cloud services and/
or data center services is carried out per the re-
quirements of the Law of Ukraine “On Protection
of Personal Data” [16]. Article 14 also establishes
that the provider of cloud services and/or data cen-
ter services ensures and creates appropriate condi-
tions for data protection in the cloud computing
system in the manner named by the legislation of
Ukraine and the pact between the parties. At the re-
quest of the user of cloud services and/or in the
manner stipulated by the agreement, the provider of
cloud services and/or data center services provides
information on the protection of information in the
cloud computing system from internal and external
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threats, including cyberattacks. These are the only
two articles that are devoted to data protection and,
as it seems, have a reference norm to another law.

Following Article 5 of the Law of Ukraine “On
Personal Data Protection” [16], personal data may
be classified as confidential information about a
person by law or by the relevant person. Personal
data relating to the exercise by a person authorized
to perform state or local self-government func-
tions, official or service powers, is not confidential
information. Article 6 also stipulates that the pro-
cessing of data about an individual that constitutes
confidential information shall not be permitted wi-
thout his or her consent, except in cases specified
by law, and only in the interests of national secu-
rity, economic well-being, and human rights.

The information that is to be kept secret by a
confidentiality provision is called the subject of con-
fidentiality. The starting point is not to achieve more
confidentiality than is necessary to protect the sub-
ject of the confidentiality provision. In order to li-
mit the scope of confidentiality to an appropriate
limit, most confidentiality provisions include what
is called a damage requirement. Confidentiality thus
has a legal definition, but the concept of disclosure
is not defined in law. To understand the definition
of confidentiality, the meaning of disclosure must
therefore be ascertained. Furthermore, it is useful to
be aware of two additional concepts defined, name-
ly, classified information and information subject
to confidentiality. Classified information refers to
information for which there is a provision on con-
fidentiality. For information that is classified, howe-
ver, confidentiality applies in the individual case.

The case study on Fisconetplus. It is a proposed
case study on FisconetPlus, when the Federal Public
Service (FPS) Finance of Belgium did not success-
fully apply FisconetPlus in its operations [8; 9].

In 2018, as part of digital modernization, Fis-
conetPlus was moved to the SharePoint cloud en-
vironment. Access to the cloud repository was free,
but the changes introduced required users to log in
to the portal via a Microsoft user account. This
shift was reanalyzed by Belgium’s Data Protection
Authority (DPA) following a series of fusses. The
study has shown that FPS Finance offers access to
FisconetPlus in a way that does not require a Mic-
rosoft user account (anonymous or not), specifi-
cally through the basic search system. Therefore,
even if users have a choice between an option with
fewer functionalities (where personal data is either
not processed or processed to a minimal extent)
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and a more user-friendly option (which involves the
collection and processing of personal data), this
does not mean that the more convenient option
necessarily offers a lower level of protection in ac-
cordance with GDPR [5].

The mere fact that access to information is pos-
sible without a Microsoft account does not rule out
the possibility that authentication via a third-party
service provider could violate Article 6 of the GDPR
[5], as there are no warrants that the personal data
processing of the data subjects is done properly.

Assuch, FPS Finance did not offer the most priva-
cy-friendly choice (direct access without authentica-
tion) in a clear and default manner. This constitutes
a violation of Article 25 of the GDPR [5] regarding
privacy by design and by default data protection.

Furthermore, there are clear data flows to and
from Microsoft. FPS Finance did not sufficiently
inform potential data subjects about how their per-
sonal data would be used by Microsoft. The fact
that access could be made via an anonymous Mic-
rosoft account also proves, by its nature, that al-
lowing access through a new or existing Microsoft
account involves the processing of more personal
data than strictly necessary under Article 5(1)(c) of
the GDPR [5].

Therefore, FPS Finance did not relent with the
data minimization code. It is influential to note that
no authentication agents or identification require-
ments, whether controlled by the government or
other entities, should be mandatory for accessing
public information that is intended to be made avai-
lable to the public. Furthermore, personalized ser-
vices, such as saving favored sources or automatic
notifications, should not require systematic unique
identification of users. Thus, the proportionality
principle is also violated in this case.

Given the conceivable risks to data subjects’
rights and freedoms, particularly regarding the se-
curity of the cloud platform, FPS Finance should
have conducted a data protection impact assess-
ment (DPIA) before implementing this system.

In order to create an account, users must accept
Microsoft’s privacy policy and cookie settings, which
by default trigger certain tracking and advertising
features. Using a Microsoft account involves pla-
cing non-essential cookies without obtaining rea-
sonable clearance, as the cookie banner on the
website contained consent through “further brow-
sing.” It indicated that by continuing to browse,
users agreed to the use of cookies. However, there
should be a report or vibrant actions by the user to
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provide free, specific, clear, and unambiguous con-
sent under GDPR [5].

Therefore, given the combination of the “further
browsing” course and cookie policy, there is a mis-
match between the cookies listed in the cookie poli-
cy and the cookies packed upon opening the website.
This mismatch constitutes a violation of the GDPR’s
[5] transparency principle, which requires that users
be notified about the scope and nature of data pro-
cessing and provide informed consent. Ifthe cookies
loaded are not listed in the policy, it may indicate
hidden data processing, violating users’ rights and
the principles of lawful data processing.

In February 2019, the DPA’s appraisal service de-
termined that the modernization updates were a bre-
ach of the GDPR [5]. It was selected that there was
no lawful basis for FPS Finance to force citizens to
assign their data to a private establishment as a pre-
requisite for accessing public sector information.

As a result, the Belgian DPA ruled that disclos-
ing personal data cannot be a condition for access-
ing public information.

In June 2020, the DPA’s inspection benefit al-
located a temporary measure, the first of its kind in
data protection history, ordering FPS Finance to
temporarily discontinue FisconetPlus, including the
permit to the repository via the Microsoft Share-
Point portal.

Subsequently, FPS Finance deactivated access
to its FisconetPlus portal via Microsoft accounts,
though access remained available through other
means. FPS Finance decided to resolve the dis-
pute by re-releasing FisconetPlus and transition-
ing from Microsoft tools to a platform developed
in-house and fully hosted on its infrastructure.
However, due to budget and human resource const-
raints, temporary solutions were implemented, in-
cluding simple chats through MyMinfin without
authentication and consultations via the creation
of an anonymous Microsoft user account.

The case was also under review by the DPA’s
judicial chamber, which, in its decision of Decem-
ber 23, 2020, confirmed the next GDPR violation:
(1) FPS Finance did offer an alternative method of
accessing FisconetPlus without requiring authori-
zation via a basic search system. Thus, users could
choose between a minimal personal data proces-
sing option and a more serviceable rendition that
involved data collection. However, this choice be-
tween options was neither obvious nor set by de-
fault, which constitutes a violation of Article 25 of
the GDPR “data protection by design and by de-
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fault”; (2) there were violations of the principles of
personal data processing, particularly due to insuf-
ficient information provided. FPS Finance failed
to explain to users clearly how Microsoft processes
their data. There was also an infringement of the
principle of data minimization under Article 5(1)(c)
of the GDPR, since even the use of an anonymous
Microsoft account involved processing more per-
sonal data than necessary. Mandatory authentica-
tion for accessing publicly available information
violates the principle of proportionality, as perso-
nalized functions (such as saving sources or recei-
ving notifications) should not require user identifi-
cation; (3) topics with cookies and consent were
identified. The inspection report showed that Mi-
crosoft places up to 54 cookies on the end user’s
widget, including non-essential cookies. This is
particularly the case when authenticating with a
Microsoft account, whether anonymous or regu-
lar. Notably, cookies such as ANON and NAP are
used to collect additional information about users
and were subject to a separate technical analysis
during the investigation.

Also, when devising an account, users were re-
quired to accept Microsoft’s privacy policy and coo-
kie policy, which by default included marketing
trackers. The use of a banner with the wording “fur-
ther browsing means consent” does not meet the
GDPR requirements for valid authorization, which
must be informed, specific, unambiguous, and freely
given. Therefore, the mismatch between the coo-
kies itemized in the policy and those loaded signifies
hidden data processing, which constitutes a viola-
tion of the principle of transparency.

In December 2020, the DPA’s Litigation Cham-
ber ratified the violations and issued an official
warning to FPS Finance.

The measures taken by FPS Finance following the
proceedings involved deactivating access via Mic-
rosoft accounts, while retaining alternative access
approaches. It was also decided to develop an inter-
nal platform that would not rely on external provi-
ders. Due to budget and staffing constraints, tempo-
rary access solutions were used through MyMinfin
without authentication or via an anonymous Mic-
rosoft account.

The Litigation Chamber of the Belgian Data Pro-
tection Authority concluded that requiring man-
datory authentication via a Microsoft account to
access FisconetPlus posed a high risk to the rights
and freedoms of individuals, falling under the sco-
pe of Article 35 of the GDPR. In support of this
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conclusion, the Inspection Service pointed to se-
veral risk-enhancing factors:

1. The FisconetPlus platform is hosted in the fe-
deral G-Cloud, which operates on Microsoft tech-
nologies;

2. The domain gcloudbelgium.sharepoint.com is
registered to Microsoft Corporation,;

3. The infrastructure is based on a hybrid cloud
controlled by a third party located outside the EU,
adding risks related to jurisdiction and data transfers.

Therefore, the Inspection Service emphasized the
lack of additional technical safeguards from FPS
Finance, such as the application of international
standards, which are instructed when working with
cloud technologies.

The lesson for the Ukrainian data protection law
under the case study on FisconetPlus. The Fisconet-
Plus case supplies influential insights for Ukraine,
especially as it moves toward broader integration
of cloud services in public administration and criti-
cal infrastructure. The case shows that confiden-
tiality is twofold: (1) confidentiality of actions, con-
firming technical safeguards and secure environ-
ments, and (2) the duty of confidentiality, which is
a legal obligation that may arise from national laws
on cloud services or personal data protection, as
well as contractual commitments.

In Ukraine, the Model Agreement on Cloud Ser-
vices [15] incorporates such a duty for cloud ser-
vice providers and data center operators. However,
FisconetPlus teaches that such duties must be strict-
ly enforceable, especially where contractors perform
roles akin to public authorities. A duty of confidenti-
ality can follow from both “On cloud services” [14]
and “On personal data protection” [16]. There are
principally two types of burden of confidentiality.
The first is the sanctioned duty of confidentiality de-
scribed above. The latter duty of confidentiality can
be imposed through like-mindedness. Accordingly,
a model agreement on the provision of cloud ser-
vices and/or data center services to a public user of
cloud services and a critical infrastructure operator
regarding a critical information infrastructure facili-
ty, endorsed by the resolution of the Cabinet of Mi-
nisters of Ukraine of February 11, 2025.

Contractors of such a congruence are covered
by confidentiality to the extent that they are con-
sidered to have such a connection to the authority
that the contractor is considered to experience in
the authority’s activities. What the authority’s ac-
tual activities are is stated in the authority’s in-
structions or sub-agreement. If it is stated in regu-
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lations that a contractor shall hold a certain class,
it heeds that confidentiality shrouds the contrac-
tor. Otherwise, it is mandated that the task that
falls to the contractor is otherwise handled by a ci-
vil servant or that it is reasonable that such a civil
servant could have that task. A person who is em-
ployed by a private service provider is generally not
covered by the provisions, but there are exceptions.
The oddities are circumstances where the employee
is placed at the disposal of the authority and par-
ticipates in the activities in a manner that can be
compared to an assignment situation. If the emp-
loyee is not covered by the confidentiality provi-
sions, any inconveniences can usually be resolved,
for example, with an agreement between the com-
pany and the employee on confidentiality.

Regarding the inclusion of persons on “other si-
milar grounds,” this may be the case where the autho-
rity has granted an individual staffing company to
facilitate work accumulation or staff shortages in
the authority’s activities. The employees of the indi-
vidual players can then be said to have been recalled
at the disposal of the authority in a manner that cor-
responds to a direct assignment agreement between
the authority and the employee. Under such cir-
cumstances, for example, the staffing company’s
employees are included in the authority’s opera-
tions, similar to “on other similar grounds,” and are
thus encircled by the definition. For example, a
trader might sign up for a cloud storage service like
Dropbox to meet an immediate need to share files
with a business partner, but also with a view to using
the service to share photographs with friends and
family [10, p. 221]. It may not become clear for
some months how that individual will use the ser-
vice [ibid.]. If the test to be applied is the indivi-
dual’s purpose at the time of signing up, and that
intent was never properly considered, it is not only
hard but extremely artificial to attempt to apply the
test [ibid.]. Of course, the individual’s purpose might
be deduced from the nature of the service and how
it was subsequently used [ibid.].

Under EU law, for example, article 3 of the Ro-
me I Regulation [17], a contract shall be governed
by the law chosen by the parties. The choice shall
be made expressly or revealed by the terms of the
contract or the circumstances of the case. To achie-
ve this, a user shall provide a set of private data the
access to which is only allowed to the user or only
he knows about it [18, p. 10]. Besides, by their choi-
ce, the parties can select the law applicable to the
whole or part only of the contract. The fact that
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there are borderline cases regarding persons who
are not covered by the law of another country, but
where there is nevertheless an interest in maintai-
ning secrecy, does not justify a general rule of se-
crecy according to the legislator. The article of the
mentioned Regulation also states that where all
other elements relevant to the situation at the time
of the choice are located in a country other than
the country whose law has been chosen, the choice
of the parties shall not prejudice the application of
provisions of the law of that other country which
cannot be derogated from by agreement [17]. Hen-
ce, other needs for confidentiality were to be satis-
fied in another law or through agreement struc-
tures such as confidentiality agreements that de-
pend on who confidentiality applies to. The main
rule is that information that is classified may not be
disclosed to individuals or to other authorities. Ho-
wever, the choice of law in business-to-consumer
(‘B2C’) contracts cannot deprive consumers of the
protection afforded them under laws that cannot
be derogated from by agreement under the consu-
mer’s local law [11].

Under the stipulation 7 of the approved by the
resolution of the Cabinet of Ministers of Ukraine
of February 11, 2025 Procedure, data from the user
to the provider may be transferred using physical
media or electronic communication networks, me-
ans of cryptographic information protection in
compliance with the requirements for integrity,
confidentiality and availability of tip established by
legislation in the areas of information protection in
information, electronic communication and in-
formation-communication systems and cyberse-
curity. The methodology and grounds for the trans-
fer of electronic information resources from one
provider to another are provided for in the cont-
ract. In all cases, such transfer must be carried out
in compliance with the requirements for integrity,
confidentiality, and availability of information es-
tablished by legislation in the areas of information
protection in information, electronic communica-
tion, and information-communication systems and
cybersecurity. The provider must also demonstrate
internal audits at least once a year to affirm adher-
ence to the internal stakeholder control system un-
der these conditions.

Therefore, a core GDPR [5] concern in the case
was the use of Microsoft infrastructure located out-
side the EU, without satisfactory safeguards. This
created risks of unauthorized access, cross-border
data transfer topics, and fixed governance by the na-
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tional authority. Ukraine should draw from this by
prioritizing sovereign cloud plans, ensuring juris-
dictional control over data, levying rigid localiza-
tion powers, or adopting EU-standard contractual
precautions.

Conclusions. Thus, the research shows a clear
trend toward integrating robust data protection
frameworks like the GDPR [5] into national laws
such as Ukraine’s Personal Data Protection Law [12]
and the Law on Cloud Services [14]. The European
Data Act [19] and case law, such as the Azure Cloud
Service and FisconetPlus cases, demonstrate the gro-
wing importance of ensuring that cloud services com-
ply with strict data protection regulations, maintain
transparency, and secure data sovereignty. Ukrainian
enterprises and cloud providers will need to ensure
compliance with both Ukrainian and EU regula-
tions to avoid legal repercussions, especially in cross-
border data transfer scenarios.

The idea is that knowledge should not be broad-
cast further than it is essential. Where data cannot
be shared or centralized, model-to-data can still
theoretically boost a virtual form of data aggrega-
tion through a federated data system (ie, distributed
data system) [20, p. 4]. A federated data system is
composed of a network of autonomous data repos-
itories or nodes that share a common data struc-
ture /schema and governance principles, but the
data remains localized [ibid.]|. The appraisal of the
authority and branch of shifting is meant to be
made on a case-by-case basis, for example, based
on managerial division and function. With regard
to the critical issues related to cloud services, under
EU law, the Data Act [19] provides for a strengthe-
ned right to portability of cloud computing services,
facilitating consumers in switching from one cloud
data processing service provider to another, pre-
venting vendor lock-in [21, p. 148].

As follows, the research assesses that a cloud ser-
vice provider is not covered by the secrecy circle.
This is partly because the provider does not have
an assignment that otherwise dips to an employee
of the authority, and partly because its employees
cannot be considered to participate in the authori-
ty’s activities on other similar grounds. Since a
cloud service provider is not covered by the secrecy
circle, various secrecy considerations arise when
authorities use cloud services.

In combination with the typical risk of damage
that exists with the data, there should be sufficient
information to make it possible to make a decision
on the disclosure.
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Taking into consideration the case studies, the
research came to the heeding:

1) Azure Cloud Service Case (Norway) highlights
the implications of inadequate testing and adhe-
rence to GDPR. Cloud service providers must en-
sure that data handling practices align with GDPR’s
principles, especially regarding data security and
transparency. The Norwegian Data Protection
Authority’s decision underscores the essence of pro-
active obedience and regular audits for cloud ser-
vices operating in multiple jurisdictions, including
Ukraine.

2) FisconetPlus (Belgium) examined GDPR vio-
lations concerning data protection assessments. It
underscores the necessity for cloud providers to con-
duct Data Protection Impact Assessments (DPIAs)
when supervising sensitive personal data. Ukrai-
nian cloud service providers must similarly cling to
DPIA requirements if they are processing personal
data in line with both Ukrainian and EU laws.

Therefore, it is recommended that Ukrainian
companies adopt best practices from this outcome,
which could enhance the contract draft and help
mitigate legal risks.

Recommendations. There is a need for more in-
depth studies on how jurisdictional laws intersect
with public sector cloud data, especially as natio-
nal laws vary regarding data protection, law enfor-
cement access, and foreign surveillance laws. The
further examination should also explore how cross-
border data transfers can be effectively governed in
the context of public sector services. Hence, a mo-
re meticulous framework for understanding the le-
gal terrain of cloud data in international contexts,
particularly for government use, is essential. This
could include an analysis of existing tools like the
EU-U.S. Privacy Shield or Standard Contractual
Clauses and their effectiveness in ensuring compli-
ance with data sovereignty.

The examined case on the Azure cloud Services
highlights the necessity of complying with the
GDPR at all stages, including testing. It is recom-
mended to pay attention to the following areas of
control when handling personal data in cloud en-
vironments [6; 7]: (1) using real data instead of ano-
nymized or limited datasets increases the risk of con-
fidential information leakage; (2) a comprehensive
risk assessment must be conducted before the use
of personal data, even in a test environment; (3) fai-
lure to implement basic cybersecurity measures ren-
ders data helpless to conceivable unauthorized ac-
cess; (4) when processing personal data in the tes-
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ting mode of a cloud service, it is advisable to use
partial, masked, substituted, or synthetic data.
The ensuing offers are proposed to ensure comp-
liance with the principles of transparency, data mini-
mization, proportionality, and data protection by de-
fault based on the case-study on FisconetPlus [8, 9]:
(1) when implementing cloud technologies and con-
ducting national data protection impact assess-
ments (DPIAs) in the context of cloud solutions, it
is essential to consult the updated ISO/IEC 22123
standards in the field of cloud computing; (2) a DPIA
should be piloted even for temporary technical so-
lutions, as well as for final permit models planned
for enactment. The absence of such an assessment
constitutes a violation of Article 35 of the GDPR;
(3) the status of joint controllership with the ser-
vice provider should be regulated in the context of
cookie sequence and the processing of personal
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3AXUCT MEPCOHATBHUX AAHUX T YAC IX OMTPALIFOBAHHS Y XMAPHUX CEPBICAX

HocnimkeHo mpobiaeMy 00poOJeHHST MepCOHATBHUX TaHUX KOPUCTYBayiB IMil yac 3aCTOCYBaHHSI XMapHUX CEPBiCiB
opraHamu Jiep>kaBHoi Biaan. OCHOBHY yBary NpuaiJieHO HefoJlikaM y cepi mpo3opocTi, MiHiMi3allii, TpomopiiiHOCTI
i1 iH(bopMOBaHOI 3r0/IM, a TAKOX BiJICYTHOCTI OLIiHIOBAaHHSI BILJIMBY BIIPOBAKEHHS TEXHIYHUX PillIeHb HA 3aXUCT JaHUX.
B ymoBax iHTerpauii YkpaiHu B €Bporeiicbke paBoOBe CepeoBUIlE BAXJIMBO PO3MJISIATH 1li TUTAHHS KPi3b MTPU3MY
npaBa €Bporieiicbkkoro Coto3y, a came 3arajabHOro periameHTty 3axucty aaHux GDPR. JlocnimkeHHs mokasaio, 110
BiICYTHICTh YiTKMX MEX BiAIIOBiZaJIbHOCTI Ta HeAOTPpUMAaHHS IMpuHIUMIB GDPR cTBOpIOE BUCOKI pU3MKU IIJIs MpaB i
cBobon ¢iznuHux 0ci6. ToMy po3IIsiHa€ThCsl MATAHHS 3aIIPOBAIKEHHSI CITUIHLHOI BilIIOBiAaIbHOCTI Iep:KaBHUX OpraHiB
i XMapHUX IIpoBaliiepiB, 30KpeMa B KOHTEKCTi aBTeHTH(iKallii uyepe3 CTOPOHHI aKayHTU Ta BUKOPUCTAHHS cookie-
¢aliiiB, HaroJOIIYETHCS Ha HEOOXiAHOCTI BilMOBIAAJIbHOCTI OCHOBHMX I'paBLliB 0OMiHY JaHUMU, a came Oi3Hecy Ta aep-
JKaBHMX opraHiB (B2G), nin yac 06pobsieHHs JaHKUX y TU(GPOBOMY CEPEIOBUILI XMapHUX CEPBICiB.

Hab6ytTs unHHOCTI 3akoHoM Ykpainu Bin 16.09.2022 «IIpo xmapHi mocayru» Ta mocraHoBoio Ka6inety MiHicTpiB
Ykpainu Bing 11.02.2025 «Jlesiki nuTaHHS HalaHHS Ta BAKOPUCTAHHSI XMAapHUX MOCJIYT Ta/ab0 MOCIYT LIEHTPY 00pOOKHU
JTAHUX» ICTOTHO BIUIMBAE Ha IOPUINYHY MTPAKTUKY, 0COOJMBO 111010 B2G 06MiHy. HoBi mpaBoBi BUMOTH Ta 3000B’s13aHHS,
SIKi BMAHUKAIOTD MMiJl Yac HaJlaHHs Ta BAKOPUCTAHHSI XMapPHUX TMOCJIYT i TOCIYT LIECHTPiB 00pO0JIeHHSI TaHUX, TTOTPEOYIOTh
MPaKTUYHUX PO3’SICHEHb.

PosrnsgHyTo ABa akTyaabHMX IO/I0 MPOOJIeMATUKU TOCTIIKEHHS KecH, sSIKi MOXXKHA BUKOPUCTATH JIJIsI YIOCKOHA-
JIGHHSI BITYM3HSIHOTO 3aKoHoAaBcTBa. [lepinii keiic BUTOKY niepcoHalbHUX AaHuX y HopBesbKiit KoHbenepailtii criop-
1y (NIF), 10 cTaBCsl BHACTIIOK TECTYBaHHSI XMapHoTo cepBicy Microsoft Azure (2021) 6e3 HaJIeXXHOTO TEXHIYHOTO Ta
OpraHizailiifHoro 3a0e3rne4eHHs, IEMOHCTPYE KPUTUUHY BAXKIUBICTb JOTPUMAHHS BUMOT 3aXUCTY MEPCOHAIIbHUX JAaHUX HA
npukiaai GDPR, 1110 € HEOOXiTHUM Ha BCiX eTamax YIpoBaIKeHHSI XMapHUX TEXHOJIOTi. BukopucTaHHs peanrbHUX
MePCOHAJIbHUX JaHUX Y TECTOBOMY CEepeIOBHILi 0e3 OLliHIOBaHHS PU3MKIB i HAJalTyBaHHS 3aXMCTy MPU3BOAUTH 10
BiIKPUTTS AOCTYITy 10 ocoOucToi iHdopmalii. Lle i cramocs y gociinxyBaHOMY Keiici, ne moHan 3,2 MJIH oci0, cepen
SIKMX Malie MiB MiJIbiiloHa HEMTOBHOJIITHIX, CTaJIM 00’ €KTaMM MOPYIIEHb, 3aXUCT JaHUX IKUX He OyB 1oTpuMaHuii. s
YKpaiHu, sika aKTUBHO BIIPOBAIXY€E LMGPOBY TpaHC(OPMALLilO Ta iHTErpallito XMapHUX pillieHb Yy MyOaiuHuiA i mpu-
BaTHUI CEKTOPH, 1Ieil Keiic € moka3oBUM. BiH migkpecitoe HeoOXiHICTh 3aIpOBaIKEHHSI 000B’I3KOBUX MPAKTUK OI1i-
HIOBaHHSI PU3UKiB, BAKOPUCTAHHSI CHHTETUYHUX 200 3HEOCOOIEHUX TAHUX ITiJT Yac TECTYBaHHS, a TAKOX PO3POOIECHHS
YiTKUX CTaHIApTIB KibepOe3reKu IJisi XMapHMUX CEpeloBUIL. Y KOHTEKCTI MOOyI0BM €JEKTPOHHOIO BPSIIYBaHHS Ta
BIIPOBAIKEHHST KOHIIETIIIIT “XMapa 3a 3aMoBUyBaHHSAM» (cloud by defaulf) noTpruMaHHSI MPUHIIUITIB TPO30POCTi, MiHiMi-
3allii Ta BiAIIOBiTAJILHOCTI ITiJ 9Yac poOOTH 3 IMIePCOHATTBHUMU JAHUMU MAa€ OYTU CTPATETiYHUM IIPiOPUTETOM.
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HocnimkeHHs apyroro Keiicy FisconetPlus (2020) moka3ye BaXXJIMBICTh YiTKOTO JOTPMMaHHSI IPUHLIMITIB KOHDiTeH-
LiAHOCTI i 3aXUCTy NepCOHAIbHUX JaHUX ITiJ YaC BIIPOBAIXKEHHSI XMapHUX CEPBIiCiB y Imy0iuHOMY cekTopi. BcraHoBie-
HO, 1110 000B’S130K KOH(MiICHIIITHOCTI Ma€ IOpUAMYHE Ta JOTOBIpHE MIATPYHTS, a TAKOX MOBUHEH OXOTUIIOBATU BCiX
YYaCHMKIB, 30KpeMa il MipsAHUKIB, SIKi BAKOHYIOTh (DYHKILii opraHiB Bjaau. Keiic minkpecitoe HeoOXiqHiCTb 3aCTOCY-
BaHHsI IPUHLIUIIB privacy by design i privacy by default, minimizallii zaHuX, MPO30pOCTi i 3a6e3MeueHHs] KOHTPOJIIO HaJl
00pOOJICHHSIM JaHUX, OCOOJMBO KOJM XMapHa iH(GpacTPyKTypa pO3MIIyEThCS 3a MeXKaMu KpaiHu. [ist YkpaiHu e
KeIC € BaXXJIMBUM YPOKOM 3i CTBOPEHHSI HaIliOHAJIbLHUX MPaBUJI i CTaHAAPTiB Oe3MeKu, siKi 0 TapaHTyBaJIk 3aXUCT Tep-
COHAJIBHUX JIAHUX i JIep>KaBHUI CyBEPEHITET ITi YaC BUKOPUCTAHHSI XMapHUX TEXHOJIOTiA.

BaraTo mianpueMCTB i Iep>KaBHUX YCTAHOB HUHI aKTUBHO BIPOBAIKYIOTh XMapHi MTOCTYTH, TOMY TIPaBHUKU MalOTh
OyTH TOTOBMMM HaJaBaTH MPaBOBY JOITOMOTY B TTUTAHHSIX O€3MeKU JaHWX, BUKOHAHHS BUMOT PETYJISITOPIB, a TAKOX
3aXMUCTy IpaB i iIHTEPECiB KIIEHTIB Y KOHTEKCTI HOBMX TEXHOJIOTIYHMX BUKJIMKIB. Y 3B’SI3KYy 3 LM 3aIlpOIIOHOBAHO
MpakKTUYHI peKOMeHALIil 11010 3a0e3MeYeHHs BillIOBIAIHOCTI XMapHUX PillleHb €EBPONEHChKIUM BUMOTaM, a CaMe: OLli-
HIOBaHHS BIUIMBY, TOTPUMAaHHS IPUHIIUITY 3aXMCTY TaHUX 3a 3aMOBUYYBaHHSAM (privacy by design i by default) Ta Bnipo-
BaXKEHHSI IMPO30PO1 MOJITUKY 30MpaHHs Ta 00pOOJIeHHS TaHUX.

Pesynbratu qociinkeHHs € akTyalbHUMM ISl IPABHUKIB, 11100 BOHU MOIIM e(eKTUBHO pearyBaTu Ha IMpaBoOBi
BUKJIMKM, SIKi MIOCTAIOTh y TIPOLIECi iHTerpallii HOBiTHiX TEXHOJIOTI Y MeXaX HalliOHAJIbHOTO Ta €BPONENCHKOTO 3a-
KOHOJIaBCTBA, Ta 3a0e3MevyBaTh HAJIEXKHY ITpaBOBY MiATPUMKY Oi3HeCy i opraHaM BJiaju, 1110 TPaLIOOTh i3 XMapHM-
MU cepBicaMMu.

Karouoei caoea: ooOMiH tTaHUMU MiX Oi3HECOM i Iep>KaBolo, 3aXUCT TaHUX, TOCTaYaIbHUK TTOCIIYT, TPOTOKOJIU Oe3MeKH,
KoH(pimeHIiiHA iHhopMaIlis.
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