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We propose an algorithm of generation of the stable families of bijective polynomial maps f(n) of the n-dimensional
affine space over a commutative ring K together with their inverse transformations. All maps are given in a standard
basis, in which their degrees and densities are calculated. The method allows us to generate transformations f(n)
of the linear density with degree given by the prescribed linear function d(n) and with exponential density for
f(n) . Inthe case of K = F » we can select f(n) of the exponential order. The scheme of generation of public keys of
multivariate cryptography of the form g(n) = T, f(n)T,, where T is a monomial linear transformation of K", and the
degree of T, is equal to 1, is proposed. The estimates of complexity show that the time of execution of the encryption
rule coincides with the time of computation of the value of a quadratic multivariate map. The decryption procedure
based on the knowledge of a generation algorithm is even faster. The security rests on the idea of the insufficiency of
adversary’s computational resources to restore the inverse map with exponential density and unbounded degree and
on the absence of the known general polynomial algorithms to solve this task.

Keywords: post-quantum cryptography, multivariate cryptography, public keys, algebraic graphs, estimates of
complexity.

1. On the affine Cremona semigroup. Let K be a commutative ring. Let us consider the totality
SF (K) of all rules f of kind

Xy f1(X), Xy s X)), Xy > fo(Xy Xy ooy X)), o X, > (X, Xy s X))

for the given parameter n and a chosen commutative ring K with the natural operation of com-
position. We assume that each rule is written in its standard form, i.e., each polynomial f; is given
by the list of its monomials written in the chosen order. We refer to this semigroup as a semigroup
of formal transformations SF,(K) of the free module K”. In fact, it is a totality of all endomor-
phisms of the ring K[x,, x,, ..., x,,] with the operations of their superposition.

Each rule f from SF, (K) induces a transformation #(f) which sends the tuple (p,, p,, ...
p,) into (f,(0, Py s s JoP s Doy s D)5 s (P15 Doy - P,,))- The affine Cremona semigroup S(K™)
is the totality of all transformations of kind #(f). The canonical homomorphism %: / — ¢(f)
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maps the infinite semigroup SF, (K) onto a finite semigroup S(K" ) in the case of finite commuta-
tive ring K.

We refer to the pair (f, /) of elements SF, (K) such that f, /" and f’ f are two copies of the
identical rule

Xy DX, Xy Xy, oy X, DX,

as a pair of invertible elements. If (f, /") is such a pair, then the product #(f) (/") is an identity
map. Let us consider the subgroup CF,(K) of all invertible elements of SF,(K) (group of formal
maps). It is clear that the image of a restriction of 2 on CF, (K) is the affine Cremona group C(K")
of all transformations of K" onto K", for which there exists a polynomial inverse.

The semigroup SF,(K) is an important object of the theory of symbolic computation or the
so-called Computer Algebra (see[1]), whichisapowerful instrument of Multivariate Cryptography
[2, 3]. We will assume that each element f of this semigroup is written in the same basis in its
standard form. The degree deg(f) is the maximal degree of polynomials /;, i =1, 2, ..., n. The den-
sity den(f) of fis the maximal number of monomial terms in f(x,, x,, ..., x,,).

We say that a family of subsemigroups S, of SF (K) (or S(K")) is stable of degree d, if the
maximal degree of elements from .S, is an independent constant d, d > 2. If K is a finite commuta-
tive ring, then the stable semigroup has to be a finite set. The brief observation of the known
families of stable groups and their cryptographical applications can be found in [4].

Let f(n) be a family of nonlinear maps from SF, (K) of a degree bounded by the constant d.
We say that f(n) form a tame family, if, in SF, (K ), there is a family g(n) of a degree bounded by
the constant d' such that f(n)g(n) = g(n)f(n) is an identity map. Let T,(n) and T,(n) be two
families of elements from the group AGL,(K) of all affine bijective transformations, i.e., ele-
ments of the affine Cremona group of degree 1. Then we refer to f'(n) = T,(n)f(n) Ty(n) as a
linear deformation of f(n). Obviously, f' (n) is also a tame family of transformations, and the
degrees of maps from this family are also bounded by d. The degrees of the inverses for f'(n) are
bounded by d'.

Let G, < CF,(K) be a stable family of subgroups of degree d, d > 1, then the nonlinear repre-
sentatives f(n) of G, form a tame family of maps. It is easy to see that the densities of f(n) and its
linear deformations f'(n) can be very different. We refer to a pair of mutually invertible elements
f(n), f(n)~! from CF (K) as a pair with a density gap, if the density of f(r) is a polynomial expres-
sion in the variable 7, and the density of f(n)~! is bounded from below by an exponential function
a" with base a > 1.

Similarly, we refer to a pair of mutually invertible elements f(n), f(n)~! from CF (K) as a pair
with a degree, if the degree of f(n) is a polynomial expression in the variable 7, and the degree of
/f(n)~!is bounded from below by an exponential function a” with base a > 1.

2. On the explicit construction of stable maps of the prescribed degree and large order.
We define the Double Schubert Graph DS(k,K) over a commutative ring K as the incidence struc-
ture defined as a disjoint union of partition sets PS = K***1 consisting of points, which are tuples
of kind x = (x, x,, ..., Xy, Xy gy Xygy e s Xpy) and LS = K¥k+ 1 consisting of lines, which are tuples of
kindy =y, vy -, ¥y, Y11 Yy9 - Y], Where x is incident to y, if and only if x;, -y, = x; y; for i = 1,
2,..,kand j=1,2, .. k. Itis convenient to assume that the indices of kind i, j are placed for tuples
of K¥k* 1) in the lexicographical order.
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Remark. The term Double Schubert Graph is chosen, because the points and lines of
DS(k,F,) can be treated as subspaces of F, @k +1) of dimensions & + 1 and k, which form two lar-
gest Schubert cells. Recall that the largest Schubert cell is the largest orbit of the group of uni-
triangular matrices acting on the variety of subsets of given dimensions (see [5] and references
therein or [6]).

We define the color of a point x = (x, x,, ..., Xy, X4y Xygy wee s Xpp) from PS as the tuple (x,, x,, ...,
x,,) and the color of aline y = [y, ¥y, -, Yy, Y11 Yy9 - » Y] @S the tuple (yy, yy, .. , y,). For each
vertex v of DS(k,K), there is the unique neighbor y = N (v) of a given color a = (a,a,, ..., a,).

The symbolic color g from K[x,, x,, ..., xk]/e of v of kind (f, (x|, Xy, ..., ), fo(X), Xy ooy ), oo f1(2,
Xy .., X)), Where f; are polynomials from K[x,, x,, ..., x,], defines the neighboring line of the ge-
neral point x = (x, x,, ..., Xy, Xyp Xigy e s x;,) With color kind (f,(x, x,, ..., x,), fo (), Xy, oy X)),
f(xy, %y, ..y x)). Similarly, we can compute the neighboring point of the general line [x] = [x,
Loy oo s X Xygy X9y o , X,,] of color g.

Let us consider a tuple of symbolic colors g', g, ..., g% from (K[x,, x,, ..., 2,]%)* and the map
[ of PSto itself, which sends the point x = (x, x,, ..., Xy Xygy Xy ey Xpy) tO the end v,, of the chaina
Vg Vyy Vgy oo s Uy Where x =0, 0, 10,,,,1=0, 1,2, ..., 2t — 1, and the color of v, is the tuple g, of
elements from K[x,, x,, ..., x,]. We refer to f as the map of the closed point-to-point computation
with the symbolic key g!, g%, ..., g% or simply the symbolic computation. As follows from the defi-
nitions, /= fg1 2 is a multivariate map of K¥** D to itself. When the symbolic key is given,

/ can be computed in the standard form via the elementary operations of addition and multipli-
cation of the ring K[x,, x,, ... ) X Xy Xy e s Xpy]- Recall that (x,, x,, ..., Xy, Xyy, Xygy e Xpy) is OUT
symbolic point of the graph.

We refer to expression fg1 e

g% ..., g% Note that if #(g¥) is an element of the affine Cremona group C(K*), then fg1 R is

invertible, and the automaton presentation of its inverse has a symbolic key g2t g %=1, g% g%~2,
g g3 | g?gl g2 where g% is the inverse of the element g%.

The restrictions on degrees and densities of multivariate maps t(g') of K* to K* and the size of
the parameter ¢ allow us to define a polynomial map f with polynomial degree and density.

Let g' = (h/, hy, .., b)), i=1,2, .., 2t, be the symbolic key of the closed point-to-point
computation f = f(n) of the symbolic automaton DS(k,K)). We refer to elements g’ as the govern-
ing functions of the symbolic key. We set that g° = (4%, h,°, ..., B,°) = (x,, x,, ..., x,). Then fis a
transformation of kind

5 as the automaton presentation of f with a symbolic key g,

Xy > B2y, X, ey 1), 9> B2, Xy oy ), ey 0> B 2N, 2, e, 2,

vy oxy —hta th P hE-h2hP+hEhA+ AR R,

Xy > Xy — bty Hh V2= hy?h B+ P Ry L+ R R

X = Xy — B, + BB — B 2RA BB A+ L+ R R

We say that the map f of the closed point-to-point computation is affine, if all elements g of

the symbolic key are elements of degree < 2. We refer to a subsemigroup G in S(K") as a semigroup
of degree d, if the maximal degree for a representative g equals d.
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Let AGL,(K) be the group of affine transformations of K, i.e., the group of all bijective trans-
formations of degree 1.
Let us consider a semigroup E,(K) introduced in [7], which consists of all transforma-

tions fh1,h2,..., i where degrees of A fori =1, 2, .., [ and g are bounded by 1, and [ is an odd

number. It is clear that E,(K) is a stable subsemigroup of degree 2.

The group GL,(F,) contains Singer cycles, i.e., elements of order " — 1 (see [8, 9]).

Lemma 1. Let K=F, let f be the map of the closed point-to-point computatzon h', k2, .. W, h,
and let h defines a Smger Cycle Jfrom GL AF, ) Then the order of f is at least g% — 1.

Lemma 2. Let K=F, and let fh1 be an element of the semigroup E,(K) such that h

defines the map from GL(F, ) has an invaricmt subspace W of dimension m, and the resriction of
h onto W is a Singer cycle. Then the stable semigroup {f) generated by [ contains at least g™ — 1 ele-
ments.

We consider two symbolic computations C, and C, with governing functions /1, /2, ..., f*and
gl, g% ..., g and corresponding maps m, = m(C ) and m2 m(C,). We refer to the symbohc com-
putation C, with governing functions /1, /2 ..., ffand g'(f?), g2(f?), ..., &(f*) as the concatenation
of C, and C,. It is easy to see that the map corresponding to C is m,(m,). So, C - m(C) is homo-
morphism of two monoids.

Let us consider the totality PL = PL(k,K) of all point-to-point computations C with go-
verning functions /1, /2, ..., f* with the last, /* from K[x,, x,, ..., 2,]* of kind (/,(x, %y, ..., ), L(,,
Koy vy X3)5 o [(Xy, Xy, .., X)), Where all expressions /; are of degree 1. It is easy to see that PL is
a closed set with respect to the concatenation operation. We add the empty computation as a
formal neutral element. This means that the maps of kind m(C) from PL form a subsemigroup
SPL of the affine Cremona semigroup S(K***+ D),

Note that a map m (C) induced by a point-to-point computation C with governing functions
fU 2 ., ff where f* has coordinates, f{(x,, Xy, .., 2,), JE(XL, Xy ety X ), s oo, [, Xy ooy X5), IS @D
invertible transformation of K¥** 1 if and only if the map

Xy [0, Xy oy ), Xy > [HX, Xy ooy ), s X, = [1(0, Xy s X)),

is a bijection. It is clear that the invertible map m(C)~! from S is also an element of S7~.

Let G be the group of all invertible elements from PL. We define the degree of the governing
function f? given by a tuple with coordinates fi(x,, Xy, ..., 2,), [ (0}, Xy o0y ), oo, J1 (20, Xy oy )
as the maximal degree of ffor various i and j. Note that m(C) from G'* can be an element with
very large order. In fact, in the case of K= F,and an arbitrary list of governing functions /, /2, ...
/" 'and f* for the given bilinear map

Xy = [, Xy, oy ), Xy = 51X, Xy iy X)), e X, = [, Xy 1 ),

which is a Singer cycle, i.e., its order is at least g* — 1, the order of m(C) is also bounded from below
by g* - 1.

We can easily construct nonbijective maps of kind m(C) from S’ such that the subgroup
generated by this element consists of more than ¢* ~ ¢ elements for some constant ¢ > 1. In fact,
one can take f* with the invariant subspace W of dimension & — ¢ such that the restriction of /* on
Wis a Singer cycle. It is convenient to consider the tuple (x,, x,, ..., x,) as a governing function /°
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of the symbolic computation C. For the polynomials /%, i =1, 2, ..., t/2 which are colors of the
points from DS(k,K[x,, x,, ..., x,]), we consider their maximal degree d,. Let d, be the maximal
degree of f21*1i=1,2, ..., t/2. Note that the degree of the polynomial map m(C) is bounded
from above by d, + d . In fact, the degree of this map is the maximum of products of coordinates
of fiand fi*1i=1,2,..,t-1.

Let us consider the totality S”(PL) of maps m(C) for the symbolic computations with d,
equals at most 7 and d_ equals at most s.

Theorem. The totality S*(PL(k,K)) is a stable subsemigroup of the affine Cremona semigroup
S(K¥k+ DY of degree r + s.

It is clear that the intersection G"*(PL(k,K)) of G(PL) and S"(PL(k,K)) is a stable subgroup of
C(KFE* DY of degree r + s. Note that E,(K) presented in [7] coincides with S''( PL (k, K)).

3. On the pairs of transformations with density gap and the corresponding public key. Let
us consider a point-to-point computation of the Schubert symbolic automaton from the se-
migroup S™'(PL(n,K)) with m = d(n) of kind an = b, a > 1 corresponding to the symbolic key /1,
/?, ..., f or some even parameter ¢ with elements /%, i is odd, with degree linearly increasing in the
variable 7z and finite density.

Then the corresponding transformation F will be of degree O(n) and linear density. Let us
assume that /7 is a bijective map. Then, in majority cases, the inverse map F~! given by the
symbolic key formed by elements /= 1(f™), f*2(f7), ..., f*(f™), /¢, where f~ is the inverse for /7,
will be of density O(n"). So, the pair F, F ! is a pair with density gap.

We propose the following public key algorithm.

Alice chooses a finite commutative ring K, positive integer n, and a linear expression m = d(n).
She works with the Double Schubert graph DS(n,K) and the related symbolic automaton.
Alice selects an odd parameter ¢ and a symbolic key /1, /2, ..., f! for an invertible element of
S™1(PL(n,K)). She generates the polynomial map F corresponding to the computation with a
chosen symbolic key. The standard form of this transformation can be computed with O(n?) ele-
mentary operations (quadratic in the number of variables).

Alice selects the bijective monomial transformation T of V = K" * Dgiven by a monomial
matrix of size n(n + 1) times n(n + 7) with n(n + 1) nonzero regular entries from K* (each column
and each row contains exactly one nonzero element). She takes the affine bijective transformation
T of Vand forms G = TFT'. For the construction of G, Alice has to compute n? linear combina-
tions of the polynomial expression of n? multivariate polynomials of density and degree O(n).
So, the total cost to form G is O(n%) (cubic in the number of variables).

Alice sends the standard form of G to Bob. Note that G has degree O(n ) and density O(n?).

Bob writes his plaintext p from V and computes the ciphertext ¢ = G(p) in the time O(n*)
(quadratic time in the number of variables).

Decryption process. Assume that Alice keeps the already computed transformation T, = T
and T, = T!. Firstly, she computes T,(c) = b. It takes O(n*) elementary operations.

Now, she has the color ¢ = (b, b,, ..., b,) of point (b). Alice is looking for an intermediate
vector v formed by the coordinates of point (v) such that F(v) =c. Let () = (v, v,, ..., ) be the
color of point (v). Alice has the inverse f~* of the bijective affine map f*. So, she computes
(r) = /7 (r) in the time O(n?). Now, Alice can compute values of /1, /2, ..., /! on the tuple (7).
This costs O(n) operations. After that, she computes v as the final element of the walk of length
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¢ with starting point (b) and the prescribed colors of vertices. This costs O(n?) elementary op-
erations to Alice.

Finally, she gets the plaintext via the application T, = T-! also in the time O(n?).

Other ideas of the usage of algebraic graphs for the construction of multivariate cryptosys-
tems can be found in [13—15].

This research is partially supported by the grant PIRSES-GA-2013-612669 of the 7th Framework
Programme of the European Commission.
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[HCTUTYT TeslekoMyHiKalliil i rrobanbHoro ingopmaitiiinoro mpocropy HAH Yipainu, Kuis
VYuisepcurer Mapii Kiopi-Crionosebkoi, Jliobuin, [Tombiia
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I[TPO KPUIITOCUCTEMMU BIJI BATATbOX SMIHHUX,
IO IPYHTYIOTHCA HA TTAPI IEPETBOPEHD 3 IIPOBAJIOM V¥ HIIJIbHOCTI

[TpOmOHYETHCST aTTOPUTM TIOPOKEHHST CTabiTBHUX POANH B3AEMHO OHO3HAYHUX BioOpakeHb f(n) y n-Bumip-
HoMy aiHHOMY TIPOCTOPI HaJl KOMyTaTUBHUM KijibiieM K pazom 3 06epHEHUMH JI0 HUX TepeTBOpeHHsME. Bci
BiZIoOOpaskeHHS TIOaHi y CTAHAAPTHOMY Oa3WCi, B IKOMY OOUNCIIIOIOTHCS IX CTEMIHD Ta MiabHICTh. MeTo 103B0-
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JISIE TeHepyBaTH TepeTBOpeHHs f(n) JiHiiHOT MiabHOCTI 31 cTenerneM, 3aJaHiM 06PaHOIO JIHIITHOI (HYHKITIEIO
d(n) Ta 3i WinbHicTIO excroHeHiaabHOro poamipy s f(n) ! Y Bunaky K = F, mu moxxemo obparn f(n) exc-
TMOHEHTIaTbHOTO TOPSIIKY. [IPOTIOHYEThCST cXeMa TeHepyBaHHS MyOIaHIX K]HO‘IIB TTOJTIHOMIHAJTBHOI KPUIITOTPa-
&ii Bix 6aratbox aminnux surssny g(n) = T, f(n)T,, ne T; € MoHOMiaIbHIM JIHIHIM TIEPETBOPEHHSM, A CTeIIHb
T, nopiHioe 1. OIiHKM CKTAZHOCTI TIOKA3YIOTh, 110 YaC BUKOHAHHS MPaBH/Ia MI(pyBaHHs 30iraeThes 3 4acoM
06YKCIIEHHST 3HAUEHHS KBaJPATUYHOTO TIOJiHOMIanbHOTO BimobpaskenHs. [Iponeaypa nekoayBsaHHs, 1o 6asy-
€THCST HA 3HAHHI aITOPUTMY TeHeparlii, € Te OLIBIT IBUAKOI. be3meka IpyHTY€EThCs Ha el HeocTaTHOCTI 06-
YHCTIOBAJIBHUX PECYPCIB Y ONIOHEHTA JIS BiIHOBJICHHST 00EPHEHOTO Bifl0OpaskeHHs eKCIOHEHITIa IbHOI IiIbHOCTI
i HeOOMEKEHOTO CTeleHsT Ta BiICYTHOCTI BIIOMUX MOJIHOMIaIbHUX alTOPUTMIB JIJIsi PO3B’sI3aHHs 1€l 3a1a4i.

Kntouosi cnosa: nocmkeanmosa xkpunmozpagis, xpunmoepadis 6i0 6azamvox 3minnux, nyoiuni xkuoui, anieed-
paiuni epagu, ouinku ckaadHoCmi.

B.A. Yemumenxo

VHCTUTYT TeIleKOMMYHUKALUEL 1 T106aIbHOTO
nuopmannontoro npoctpanctsa HAH Ykpaunst, Kues
Yuusepcuretr Mapuu Kiopu-Crronosckoi, JIro6au, [Tosbira
E-mail: vasylustimenko@yahoo.pl

O KPUIITOCUCTEMAX OT MHOTUX ITEPEMEHHDIX,
OCHOBAHHBIX HA ITAPE ITPEOBPA3OBAHIII C ITPOBAJIOM B IJIOTHOCTU

[Ipepsraraercst aIrOpUTM OPOIKIEHNST CTAOUILHBIX CEMEIICTB B3AMMHO OIHO3HAYHBIX 0TOOpakenuil f(n) B n-mep-
HOM ah(PUHHOM [IPOCTPAHCTBE HAJL KOMMYTATUBHBIM KOJIbIOM K BMecTe ¢ 0GpATHBIMU K HUM [IPe0OpasoBaHisi-
mu. Bee oTobOpaskenust 3a/1anbl B cTaHAaPTHOM Gasiice, B KOTOPOM BBIYUCJISIIOTCST NX CTENEHH U IIII0THOCTH. MeToz
HO3BOJISIET FeHEPUPOBATH MpeodpasoBanue f(7) JIUMHEHHO IIOTHOCTU CO CTENEeHbIO, 3a[aHHOl BBIGPAHHON J-
HeliHol (yHKIMen d(n) v ¢ TIOTHOCTBIO HKCIIOHEHIMATLHOTO pasMepa st f(n)~!. B ciayvae K = F, MBI MOXKEM
BoIGpaTh (1) 9KCHOHEHIMATILHOTO OPsiAKa. IIpeiaraercs cxeMa reHepanuu myOJMIHbIX KJIIO‘-IeI/I TIOJINHO-
MUaIbHOI Kpunrorpadun oT MEHOTHX nepeMenHbIX Buzia g(n) = T, f(n)T,, rae T, ABnseTCS MOHOMHATBLHBIM -
HeltHbIM 1peobpasoBanyeM, a crenenb T, pasHa epunnie. OLEHKN CI0KHOCTH MOKA3bIBAIOT, YTO BPEMsI BBITIOJ-
HeHWs TIpaBuUJIa M pPOBAHNUS COBNA/AET C BpeMEHEM BbIYMCIEHNUS 3HAYEHUST KBa/[PATHUYHOTO TI0JIMHOMHUAIBHOTO
orobpaxenst. [Iporieypa 1eKOANPOBAHTsT, OCHOBBIBAIOMIASICS HA 3HAHUM AJTOPUTMA TeHEPAITHH, SIBJISIETCS €11le
60J1ee ObICTPOIL. Be30macHOCTh OCHOBBIBAETCSI HA HEAOCTATKE BBIYUCIUTETBHBIX PECYPCOB Y OIIIIOHEHTA JIJIsT BOC-
CTAHOBJICHUSI OOPATHOTO OTOOPAYKEHSI OKCIIOHEHI[MAILHOI IIJIOTHOCTH 1 HEOTPAHUYECHHOU CTEIIEHU U HA OTCYT-
cTBUM 3((HEKTUBHBIX AJITOPUTMOB JIJISI PEIlIeHnsT 3T 3a/1aunl.

Kntoueewte cnosa: nocmxeanmosas Kpunmozpagus, Kpunmozpagpust 0m MHozux NepemMernvly, nyoiuunsie Kiouil,
aneebpauveckue zpagul, OUCHKU CIONCHOCTIU.

ISSN 1025-6415. /lonos. Hay. axad. nayx Yxp. 2018. No 9 27



